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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

. Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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« What is Ansible
« Why Ansible
« Lab Introduction

 Lab Hands-on
- Lab-1: Familiarize with Ansible Env
« Lab-2: Basic Ansible Commands
 Lab-3: Deep Dive
 Lab-4: Advanced Topics

« Ansible vs other Tools Comparison
« Ansible vs NSO

« Conclusion
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What is Ansible?
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What is Ansible

- Open-source

- Automation Framework

+ Founded in 2013, bought by Red Hat
in 2015

« Controls all the target nodes/hosts
from single machine (ansible controller)

« Uses standard ssh for communication

Automation Framework

. /
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Architecture
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Inventory File

Modules
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Documentation:
https://docs.ansible.com/ansible/latest/installation guide/intro _installation.html

Ansible Packaging

« Ansible consists of 2 packages:
- ansible-core

« ansible

« ‘ansible-core’
« runtime

- fundamental modules & plugins

« ‘ansible’

« Community-developed modules
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https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html

Documentation:

https://docs.ansible.com/ansible/latest/installation guide/intro installation.html

Ansible Installation

S sudo

S sudo

$ sudo
$ sudo
$ sudo
$ sudo

S pip3

On Fedora: Upgrade from v2.9 and earlier not possible!

dnf install ansible pip3 uninstall ansible

On RHEL and CentOS: pip3 install ansible

yum install ansible

Ubuntu:

apt update

apt install software-properties-common
apt-add-repository --yes --update ppa:ansible/ansible
apt install ansible

MacOS:

install ansible

Windows is not supported as controller

c IS co W&- #CiscoLiveAPJC LTRPRG-1125 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://docs.ansible.com/ansible/latest/installation_guide/intro_installation.html

Why Ansible?
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Why Ansible

- Simple
« Uses simple syntax written in YAML (YAML Ain't Markup Language).
« ‘No Code Low’ Code philosophy, YAML is just enough.

- Agentless
- No Agents or software required to be installed on target hosts.

« No special firewall ports needs to be opened as ansible uses ssh.

- Powerful

- Features that enables to model even complex workflows.
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Use Cases
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Lab Introduction
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dCloud Lab Setup

Control node: Ansible VM based on Ubuntu
- Managed nodes: 2 XRv9K core router, 2 10S & CSR1kv branch routers each, 2 NX-OSv switches

- Windows Jump host: Windows with Visual Studio editor, Putty SSH client

. |:| T

Simulated Network :

® n Remote Desktop 198.18.1.0/24 .*
b - 198.18.133.252 il :
. VPN to Cisco e :
, nsible |
| dCloud '| Control Node Bridge to CML network

......
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Network Topology

Qo

ext-conn-0

T 7
Mg

nxo0s9000 E1/2

G2 g6

G1 y G3

Y

csr2

cisco Lz{/&/

G0/0

G071

Mgmt/0

° (]
® v,

xr9K1

#CiscoLiveAPJC

g;%jsw

G0/15
®

° v
iosR1 GO/0O

G012
Mgmt/0 o &
GO/ SOP
® o
G0/0 .
G072 iosSWA1
XOK2 0
S 9;20/1@0/1
- GO/0
[
(e

iosR2

LTRPRG-1125 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

16



Lab Access

« Use the Cisco AnyConnect Client and your provided VPN username and password to connect

to your lab instance

AnyConnect
Secure Mobility Client

| ) ven:

Please enter your username and password.

M@ System Scan:

T

No policy server detected.

Default network access is in effect.

), Roaming Security:
Umbrella is active.

Hmim
cisco

Scan Again

Cisco AnyConnect | dcloud-rtp-anyconnect.cisco.com H

% Please enter your username and password.

Group: Anyconnect-to-dCloud %]
Username: | v2497user1 ‘
Password:

Q
Host dcloud-rtp-anyconnect.cisco.com =
User v2497userl a
Password 537ffb a

« Connect to the Windows jump host using RDP client to address198.18.133.252

cisco Lz{/&/
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Windows Jump host — CML

Login :: CML?

cC O

198.18.134.1

® ~riDoc: BB s Dashboard :: CML*

Usernarne

Cisco Modeling Labs

Version: 2.4.1 «build. 34

C I S C O W‘/ #CiscoLiveAPJC
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Windows Jump host — Visual Studio (Visio)

dministra...  Postman |
OPEN EDITORS

T ANSBLE [SSH: 198.18.13428]
-

ThisPC  xrvyaml

ciscofubuntu:
ciscofubuntu:
ciscofubuntu:

isual Studio
Code

4

Google
Chrome

OUTLINE

;)
f-—l
[

PuTTY Command
Prompt

4 TIMELINE

@) cm.demo.dcloud.c Jansible(ssH:1081.. @ @ -
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Windows Jump host — Ansible Controller (Ubuntu)

r‘

oammand
Prompt

@ cisco@ubuntu: ~
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@ PuTTY Configuration

Category.

Session

Logging
-} Terminal

Keyboard
Bell
Features

‘Window
Appearance
Behaviour
Translation

+- Selection
Colours

=} Connection

Data
Proxy

+- SSH
Serial
Telnet
Rlogin
SUPDUP

#CiscoLiveAPJC LTRPRG-1125

X

Basic options for your PUTTY session

Specify the destination you want to connect to
Host Name [or IP address) Port
198.18.134.28 22
Connection type:
®@SSH (O Seral () Other
Telnet v
Load, save or delete a stored session
Saved Sessions

ubuntu

105-R2

105-5W

NX9K-1

NXIK-2
XRIK1

Close window on exit:
() Always () Never (®) Only on clean exit

Open Cancel

2 ¥

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Hands-on Lab

cisco Lz{/&/




LAB 1:
Familiarize with Ansible
Environment
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Architecture

A8

€

Inventory File

Modules
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Ansible Directory Structure (LAB)

ciscolubuntu:/etc/ansibles Lree eoreracmammmmrmmnssacnsssns- ST Ansible install
directory
01
04
05
Playbooks

Configuration file

Group level variables

';
|_
';
l_
|_
l_
|_
l_
l_
li.
.
— -
-
|

|

';
 I—

hosts Ansible Inventory file

Host level variables

[TTTTTTT
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Ansible Inventory

« Written in INI or YAML.

« Default location /etc/ansible/hosts
« Can be changed in /etc/ansible/ansible.cfg

« Contains target hosts details like hostname, IP, protocol, credentials

- Allows Grouping of target hosts for collative reference

+ Two default groups: all & ungrouped
« Can also stores variables, specific per host or per group or for all.

- Separate file can also be used for variable, but this file must be located in subfolder group vars
or host_vars in same directory of inventory/host file

c IS co W&- #CiscoLiveAPJC LTRPRG-1125 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Ansible Playbook

Written in YAML

Contains one or multiple plays in a playbook

Each play further contains one or multiple tasks

Task is a single action to be performed by ansible

C | S C 0 M&-/ #CiscoliveAPJC
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Playbook
Play

Pla
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Ansible Modules

« Reusable or standalone script written in any programing language (usually python) that can
return JSON in response

« Modules expose functions with acceptable inputs and perform desired execution on target host

+ Modules abstract the underlying complexity and simplify user tasks

el unPer  ARISTA

eos_command

ios_command Junos_command .

. . . eos_config
ios_config Junos_config -
nxos_config

c IS co W&- #CiscoLiveAPJC LTRPRG-1125 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



LAB 2:
Basic Ansible Commands
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Further reading:
https://docs.ansible.com/ansible/latest/user guide/intro _adhoc.html
https://docs.ansible.com/ansible/latest/modules/ping module.html

Ad-hoc Commands

- Allows you to execute tasks quickly without saving steps

« Useful to understand the basics of how Ansible works

« ansible -m <module> [-a <arguments>] <hosts section>
 Default module is “command” (“-m command™ can be omitted)
« “-m ping"“ isthe 'Hello World" of Ansible

$ ansible -a "date" all
localhost | SUCCESS | rc=0 >>
Wed Nov 25 05:52:52 CET 2022
$ ansible -m ping csrl
198.18.134.28 | SUCCESS => {

"changed": false,
"failed": false,

"ping": npongn
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https://docs.ansible.com/ansible/latest/user_guide/intro_adhoc.html
https://docs.ansible.com/ansible/latest/modules/ping_module.html

Further reading:
https://docs.ansible.com/ansible/latest/user guide/playbooks.html

Playbooks

 Ansible‘s method of procedures (MoP)

---------- Starts with three “-”
---------- “H#” used for comments
- name: Get Device versions .......... Name of Play
HOSTS: L1, INXOS @ressssrrrnnsunrmnmssirnmnnsinmmnssssrmnssssnmensssrnenssssnnsnsssnnnssssrnensssnnenssanrnnnsseneenss s ERPERNN Target device/groups
tasks:
- TEER Rmnilig “SiE WersHen” EEMIEME 00 < occoconccroooooccoooomenooson e Task to run CLI on target
10S_COMMANM:T  essseeessrosisiiisiisnnniiiiiii s aaan s sannnnn e ee s LCCRRREE Network Module being used
COMMANASE ~ @s+rrrsrsssssssssssrsmmosssssnninnnnnsssssssnsrnnnnssssassnnsannmassssnnnnnnnnsnssssnereesooCCCRRRRRER Function of network module
— Show VErsion <eerrseccsccssscnnmneiincsiiieniineeneeenssnnnneneesannnnnnenenesneennneeeaeanns e Parameters to the function
register: show_ver_output =  <=srereresssreressssssssssssssresssssnerenssnesensnssanssnssasanasasasanss (CRCREEPERER Saving task output to variable
- name: Extracting only relevant information from 'show version' response = < === Iitibbbbbl Task to parse CLI output
debug:  reeerseeessesessssnsesnnssnn s s Module to print to screen
var: show_ver_output.stdout_lines[@] [@] = rrrrrermrrmmrmremmmrnmmnmnnrnrnrnnnnrnnncnnn e Parameter to print

cisco@ubuntu:/etc/ansibleS ansible-playbook 01_show_version_playbook.yaml

c IS c o M&- #CiscoLiveAPJC LTRPRG-1125 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30


https://docs.ansible.com/ansible/latest/user_guide/playbooks.html

Everything Together

cisco Lz{/&/

Playbook .-~~~
Play

Task 1

| Taskl
Modules c:_—:g )

Pla

Target Host

Modules Target Host

#CiscoliveAPJC LTRPRG-1125 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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LTRPRG-1125

Inventory of target hosts

Playbook to group the actions to
be executed

Each action is a task

Each Task may or may not use
modules.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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LAB 3:
Deep Dive
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LAB 4.
Advanced Topics
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Ansible Tower/AWX

Web Interface for ansible

Exposes Rest APls

« User control

Audit logs (**Most important)

« Ansible Tower is Paid & supported
like RedHat Enterprise Linux
« Ansible AWX is Community edition

like Fedora upstream Linux

cisco Lz{@/

TOWER
by Red Hat"
Database
Ul & Scheduler (Postgresql)
{ T ECNNT T
" Tfoweriiab | towerzlab towerald | | fowerdb lab
|
Y
Job Template Inventory
Clients
Playbooks Credentials g1
R = ooy
S Y — i ooj:
fet | o |
Ll
| ooj:
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Ansible & Other Tools
Comparison
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Ansible & Other Tools Comparison

Master/Agent No Pull Mode

Master/Agent No Pull Mode
Master/Minion No Push Mode
Python Automation
V)
Framework, Code Centric M >SH
REST APIs Broker for
V)
network automation M REST/SSH
YAML based [V SSH

. /
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Ansible vs NSO

e Similarities:

* Both are Agentless, works in Push Mode

* Not so similar:

NED based (CLI, Netconf, Rest, TAPI

Mainly SSH/ but increasing g
Run till Completion with Errors All or Nothing
Not supported Built-in Rollback
Device lifecycle, Service Lifecycle Management
DevOps (YANG based)
CLI, REST (TOWER) CLI, Rest, JSON RPC, Netconf

. /
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Conclusion
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Ansible + Cisco = Unlimited Potential

« Simple, Stateless, Powerful yet open-source automation Framework
« Quick Win scenarios for automation
+ Best suited for large size automation teams than other dev-ops options
like python, NorNir etc. YAML is the key.
+ Limited desire or skills to adopt python programming
« Multi-vendor support utilizing vendor developed & maintained network modules.

« All that you need is a workstation/VM and start with

Happy Automating with Ansible!!
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

> Complete a minimum of 4 session surveys and the Overall Event Survey to
" claim a Cisco Live T-Shirt.

E\@ Complete your surveys in the Cisco Live mobile app.
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« Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

- Attend the interactive education with
DevNet, Capture the Flag, and Walk-in
Labs

your education

« Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand

LTRPRG-1125 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43
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