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You've heard this story before.
We just rewrote it.
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One client, multiple functions
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Seamless Access

We handle the plumbing

Go toE work

@®—— Traditional Apps

® — sass Apps
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ZTNA

Seamless Experience

VPN
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Performance for low
latency applications
wherever you need it

3X faster than VPN
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Security Service Edge
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Enterprise Browser
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GOOGLE

Chrome Enterprise

Enterprise Browser
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Identity Is the new spam.
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[dentity Intelligence

Authentication Access
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SailPoint Crowdstrike

Dragos Salesforce

Okta Pingldentity

Cisco ISE
AuthO Cyberark
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Cisco ldentity Intelligence
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Frustrate attackers, not users.
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MICROSOFT
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We deliver a great end user
experience. And we measure It.
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-nd-to-end Visibility

Browser Performance

Domains ms APIs ms

#CiscoLiveAPJC © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Service assurance tools
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Customer
perspectives
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Changing the fundamentals of
data center security.
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SOFTWARE DEFINED
INFRASTRUCTURE
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NO rip and replace
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days to segment
an application
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Unprecedented Visibility

STORAGE CONTAINERS SERVICES APIs ROUTES
4 4+ 4 - 4 4 4
Process Data Vulnerability Data Identity & Context for Things (ISE)

APIs | Posture | Assets | Users | Devices | Hosts | Connections | Real-time app changes

2 million flows/second, near real-time




CONFIDENCE
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REPLACES

Microsegmentation point products

CIsco
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ONEIS RedSeal Tenable WIZ
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El
MED -28
Low 023-45  — -
Is it running in memory? Is it being exploited in the wild? Is it a high value asset?
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CVSS 2 Score 9.8 CVSS 2 Score 10

Virtual Machine  Cloud Platform Status External ID Internet Ex
test-fdsek Google Cloud Active 2313482482374  Yes Linux
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Compensating Control

BLOCK

Process “java”

Load file

( “/opt/teamcity/temp/uploadedPlugin”

l i Vie\'ompensating Controls in map I_
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Perfect fit ‘ Tested against real world traffic Optimal placement
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Powering the SOC of the future.

cisco Lz{/&/



SIEM / SOAR / ANALYTICS
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Innovations to Transform Security Operations
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Splunk Recognized
as a Leader

2024 Gartner® Magic Quadrant™ for Security
Information and Event Management (SIEM)

Splunk named a
Leader for the 10th
consecutive time
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Figure 1: Magic Quadrant for Security Information and Event Management
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Splunk powers the SOC of the future

Enterprise SOAR Attack Asset and Risk
Security Analyzer Intelligence
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Content and threat research
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Third-party
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Talos Clouds Devices Data centers Applications
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The SOC of the tuture will be
federated and distributed.
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Talos
Integration
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What's Next?

Better Technical Tallos | Al Assistant
Add-0nS Integration with N ES
ES and SOAR
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Apple Watch Sk

Look under your seat for a winning ticket!

If you are a winner, please see a team
member at the front of the room to
collect your prize after this session.
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