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Customer Reviews

Durability

Functionality

Performance

Reliability
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Supercharged by Splunk
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Cisco Security Cloud

Cloud ProtectionUser Protection

Breach Protection
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You’ve heard this story before. 
We just rewrote it.
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One client, multiple functions
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Go to work

Traditional Apps

Internet Apps

SaaS Apps

Private Apps

We handle the plumbing

Seamless Access
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CUSTOM CUSTOM
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Seamless Experience
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!
Performance for low 
latency applications 
wherever you need it

3X faster than VPN

Cisco Confidential
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R E P L A C E S

Security Service Edge

Secure Access
C I S C O
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Cisco Email 
Threat Defense
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Microsoft 
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Internal phishing

Business email compromise

QR code phishing
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+Defender Email Threat Defense

M I C R O S O F T C I S C O

R E P L A C E S

Secure Email Gateways Point BEC Products
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Enterprise Browser
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+Chrome Enterprise Secure Access

G O O G L E C I S C O

R E P L A C E S

Enterprise Browser
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Identity is the new spam.
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AccessAuthentication

Identity Intelligence

BLIND TRUST
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SailPoint
Dragos

Crowdstrike

Salesforce

Cyberark

Amazon

Auth0

Okta

Cisco ISE

Google
Microsoft

PingIdentity
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Cisco Identity Intelligence

USERS MACHINES SERVICES HRIS DATA APPS PLATFORMS

SailPoint Dragos Crowdstrike
Salesforce

Cyberark

Amazon

Auth0

OktaCisco ISE

GoogleMicrosoft

PingIdentity
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“Things are people too…”
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Passport

Frustrate attackers, not users.
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+Active Directory MFA & Posture

M I C R O S O F T C I S C O

R E P L A C E S

Point ITDR Products
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We deliver a great end user 
experience. And we measure it.
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NetworkClient WiFi Broadband

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

VERIFYING
PERFORMANCE

Browser Performance

Domains APIsms ms

Depictions are examples only.

End-to-end Visibility
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ThousandEyes Client

C I S C O

Service assurance tools

R E P L A C E S

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public



Customer 
perspectives

3

1
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Changing the fundamentals of 
data center security.
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I N F R A S T R U C T U R E

S O F T W A R E  D E F I N E D
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Secure Firewall

Secure Workload

Differentiated threat 
defense

EVE and SnortML

(4500, 3100, and 1200 series)

Price-performance leader Leader 
The Forrester WaveTM: 

Enterprise Firewall Solutions Q4 
2024 

Inspected throughput flows/second
2M Linux/Windows

containers and 
Kubernetes

Leader 
The Forrester WaveTM 

Microsegmentation Solutions Q3 2024 

AWS, Azure, 
Google Cloud

Hypershield

Cilium Enterprise

DPU

ServerDPU

Switch

Agentless

3rd Party Firewall

The incumbent network fabric
Not the next gen of anything.

It’s the first generation of something new.
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No rip and replace
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Security Cloud Control

Hypershield

Hypershield

Secure Workload

Secure Workload

Secure Workload

Secure Firewall

DPU
Switch

Hypershield

DPU

Hypershield/
Secure Workload

DPU
Switch

Hypershield

Enforcement points change, rules don’t



Stopping lateral movement

Segmentation That Works 
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40+
days to segment 
an application
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Unprecedented Visibility

STORAGE SERVICESCONTAINERS VMs APIs ROUTES

Process Data Vulnerability Data Identity & Context for Things (ISE) 

2 million flows/second, near real-time

APIs  |  Posture  |  Assets  |  Users  |  Devices  |  Hosts  |  Connections  |  Real-time app changes 
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Segmentation
C I S C O

R E P L A C E S

Microsegmentation point products
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Compensating controls

Distributed Exploit Protection
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Is it being exploited in the wild?Is it running in memory? Is it a high value asset?

Risk Engine 

C V E - 2 0 2 4 - 5 3 7 5 7

C V E - 2 0 2 4 - 5 6 6 4

C V E - 2 0 2 1 - 2 8 8 1 0

HIGH

C V E - 2 0 2 3 - 4 5 2 2

MED

LOW

MED

Qualys RedSeal Tenable WIZ
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OTPrivate IoTPublic
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AI

P1!

CI/CD Tooling Auth Bypass 

CVE-2024-27198

L A S T  S E E N

Oct 21, 2024 at 6:53 AM
CVSS 2 Score 9.8 CVSS 2 Score 10

Virtual Machine

test-fdsek

Cloud Platform

Google Cloud

Status

Active

External ID

2313482482374

Internet Exposure

Yes

Operating Sys.

Linux
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AI

P1!

Tested against real world trafficPerfect fit Optimal placement

Compensating Control

View Compensating Controls in map

BLOCK

Process “java”

Load file

“/opt/teamcity/temp/uploadedPlugin”
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AI

Compensating control 
removed
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Distributed Exploit Protection
C I S C O
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Powering the SOC of the future.
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S I E M  /  S O A R  /  A N A L Y T I C S

+
User ID

Device ID
Device process ID

App ID
Server ID
Server process ID
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You can’t have everything. 

Where are you going to put it all?
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SIEM / SOAR

ANALYTICS
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FUTURE



Robert Pizzari
Group Vice President 

Splunk
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Innovations to Transform Security Operations

Unified TDIR
with Automated 

Workflows

Transform
Threat 

Detection

Reduce 
Risk ExposureData Management 

& Federation
AI for Enhanced

Security 
Operations

Power the
SOC of the future
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2024 Gartner® Magic Quadrant  for Security 
Information and Event Management (SIEM)

Splunk named a 
Leader for the 10th 
consecutive time

Splunk Recognized 
as a Leader
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Splunk powers the SOC of the future

SOAR
Attack

Analyzer
Asset and Risk

Intelligence
Enterprise 
Security

Embedded AI

Content and threat research

User/Cloud/
Breach/XDR

Networking
Third-party 

tools
Talos Clouds Devices Data centers Applications
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The SOC of the future will be 
federated and distributed.
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• Handle full TDIR workflows 
from start to finish

• Native Splunk® 

SOAR integration 

• Enhanced detection 
engineering capabilities

The Market-Leading SIEM to 
Power the SOC of the Future

Splunk 
Enterprise 
Security 8.0
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Cisco
XDR

Email

Every
email

Endpoint

Every 
process

Network

Every 
flow

DNS

Every 
web request
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Talos 
Integration

Threat intelligence to 
enrich TDIR workflows 
within Splunk Attack 
Analyzer
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Better Technical 
Add-ons

Talos 
Integration with 
ES and SOAR

AI Assistant 
in ES

What's Next?
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Look under your seat for a winning ticket!

If you are a winner, please see a team 
member at the front of the room to 
collect your prize after this session.

Apple Watch SE



Thank you

#CiscoLiveAPJC
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