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Zero Touch Deployment Journey

ITLGEN-1025

Improve Efficiency Create 
Consistency

Enable Scalability Reduces errors



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco PublicITLGEN-1025



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Steps To Zero Touch Deployment

Why? Choose the Right Tools, 
Controller and Platforms

Standardize and Prepare 
Network Devices

Configure Network 
TemplatesPilot projects

Train, Automate, 
Scale and 
Improve

ITLGEN-1025
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Zero Touch Deployment Cost savings
Simple Redundant Design

4 devices * 3 hours * 300 sites * $150 engineer =

540k

ITLGEN-1025
**These are estimated savings with high variability

Devices = access, core, lab, WLC  $150 engineer cost  ~300 sites

Things to consider
• Design
• Cost of impact
• Engineers cost
• Size of site
• No. People
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Zero Touch Deployment Cost savings
Simple Redundant Design

4 devices * 3 hours * 300 sites * $150 engineer =

540k

ITLGEN-1025
**These are estimated savings with high variability

Larger ComplexDesign

14 devices * 3 hours * 300 sites * $150 engineer =

1.89M
 

Devices = access, core, lab, WLC  $150 engineer cost  ~300 sites

Things to consider
• Design
• Cost of impact
• Engineers cost
• Size of site
• No. People
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Zero Touch Deployment Cost savings
Simple Redundant Design

4 devices * 3 hours * 300 sites * $150 engineer =

540k   

ITLGEN-1025
**These are estimated savings with high variability

Larger ComplexDesign

14 devices * 3 hours * 300 sites * $150 engineer =

1.89M
              No INC cause by IMP * 50 people * 4 hours = 

Minimum 30k per INC
 Devices = access, core, lab, WLC  $150 engineer cost  ~300 sites

Things to consider
• Design
• Cost of impact
• Engineers cost
• Size of site
• No. People
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Zero Touch Deployment Cost savings
Simple Redundant Design

4 devices * 3 hours * 300 sites * $150 engineer =

540k

ITLGEN-1025

Devices = access, core, lab, WLC  $150 engineer cost  ~300 sites
**These are estimated savings with high variability

Larger ComplexDesign

14 devices * 3 hours * 300 sites * $150 engineer =

1.89M
 No INC cause by IMP * 50 people * 4 hours = 

Minimum 30k per INC
 

Cost to implement Zero 
Touch design

?

Things to consider
• Design
• Cost of impact
• Engineers cost
• Size of site
• No. People
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Cycle

ITLGEN-1025

Zero Touch One Place Two Eyes
Observability
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The Journey so far for upgrades

ITLGEN-1025

Manual 
upgrades Onboarding

Cleaning  Swimming

Outdoor Swim Atomic Swim
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What is Atomic SWIM?

Time $ Cost Human Error PSIRT New Features

Why Atomic SWIM?

Automated workflow that enables UNATTENDED software upgrades per 
single network devices and incident management 

ITLGEN-1025
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Cost savings
Manual upgrade 
Per devices
• No. Devices x Cost of 

engineer PH x No. of 
hours = 

• COST: ~ $2 M - 
$12M

• Time frame – 18 
months

• Team of engineers

ITLGEN-1025

CatC SWIM
Per site

• No Sites x Cost of 

engineer PH x No. of 

hours = 

• COST: ~ 45K – 135K

• Time frame – 3-6 months

• 3 dedicated engineers

CatC Atomic SWIM
Per devices

• No Sites x Cost of 
engineer PH x No. of 
hours = 

• COST: $0 

• Time frame – 48 Hrs to 2 
weeks

• 1 team, 3 platforms in 3 
PI

13617 devices $50-150 engineer 3-6 hours cost ~300 sites

ITLGEN-1025
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5

End to End Automatic Upgrades of Catalyst Platform

ITLGEN-2202

Manual process for Upgrades
Before

Automated process for Upgrades
After
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ServiceNow ATOMIC SWIM Dashboard

ITLGEN-1025
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So, what can go wrong?

1000
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SASE
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SASE

Remove
Complexities

Remove
Inconsistencies

Remove
Managing 
HW Cycle

Scale more 
easily

Agility 
Managing 
Security
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Supplementing with SASE Solution - VPNaaS

Out-of-band Network

In-band Network

VPN

ISE IAM DNS

Network 
Operator

Problem
Getting to your out-
of-band network if 
your in-band network 
has issues?

ITLGEN-1025
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Supplementing with SASE Solution - VPNaaS

Out-of-band Network

In-band Network

VPN

ISE IAM DNS

Cloud Services
VPN IAM

Network 
Operator

Solution
Cloud-based VPNaaS 
(Cisco+ Secure Connect Now) 
and Azure AD

ITLGEN-1025
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Past

Present

Future

Cloud Edge Journey

Do it yourself

Supplement 
& Replace

100% SASE 
adoption

Modernize 
and simplify

100% SASE 
for specific services

SASE

Integrate with
Cisco SASE solutions

SASE

ITLGEN-1025
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Splunk

ITLGEN-1025



RUN
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92% of CIOs believe AI 
will be implemented in 
their organizations by 
2025 

49% of leaders highly 
involved in AI report that 
their organizations 
struggle to estimate and 
demonstrate the 
technology’s value

The CIO Report - Gartner
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Business value of AIOps

TROUBLESHOOTANALYZE NOTIFY RESOLVETICKETCORRELATE BRIDGE

MTTD 
15 mins

MTTRs
104 mins

RESTORE

MTTR 
30 mins

Humans Algorithms

Before AIOps

ITLGEN-1016
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After AIOps

Business value of AIOps

TROUBLESHOOTANALYZE NOTIFY RESOLVETICKETCORRELATE BRIDGE
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15 mins
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Before AIOps

ITLGEN-1025
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Mindset Change 
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15% of IT leaders say their current IT workforce is 
prepared to meet their enterprise’s future skills 

requirements.
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The CIO Report - Gartner
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TAKE ACTION 

ITLGEN-1025



Thank you
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