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AI in Infrastructure
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AI Ready Infrastructure

Service 
Enhancements

• AI Summarization 
• Simplified case routing

AI Cluster

• Ethernet Fabric
• NVIDIA GPU

Chatbots

• User experience
• Operational Excellence

AI OPS

• Event Co-relation
• Predictive Analytics
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Storage Network (100GB)

Compute Network (400GB)

Network Aggregate

In-band Network (100GB)

AI Cluster

ITLGEN-1016

32 PetaFLOPS AI 
performance per 
node

12.8T throughput 
per compute leaf

400G non-
blocking compute 
fabric

4 NetApp AFF 
A900 nodes

Leaf Layer

Spine Layer

Silicon One

Silicon One

Silicon One

Silicon One

UCS

First fabric built on 
Silicon One ASICs

SONiC Operating 
System with Cisco 
8000 Switches

Ethernet-based 
architecture 

32 Nvidia compute 
nodes (8 GPUs each)
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Operational Excellence with AIOPS

Content and time-based 
event grouping;

Event Deduplication

Noise Reduction
Decision-making based on 
results from prediction & 

clustering

Event Clustering 
Model training on historical 

correlated events with 
incidents data 

Predictive Events

Service 
Management 
(ITSM, ITOM)

ALL Ops domains 
(ITIM, APM, NPMD, 
DEM, Logs)

Data Science

Natural Language Processing

Prediction • Clustering
• Noise Reduction

Data Mining Algorithms

Data 
Enrichment  

Trends

Data driven Decisions

Prioritized Actions

Remediate
(workflows)

Score
Engine

ITLGEN-1016
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After AIOps

Business value of AIOps

TROUBLESHOOTANALYZE NOTIFY RESOLVETICKETCORRELATE BRIDGE

MTTD 
15 mins

MTTRs
104 mins

RESTORE

MTTR 
30 mins

DETECT

TICKET

NOTIFY

MTTD
secs-minutes

MTTRs
< 60 mins

RESOLVE

LEARN

KNOWLEDGE
CYCLE

TROUBLESHOOTSITUATION ROOM

Humans Algorithms

AIOps 
Business
Value

Before AIOps
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CIO view

Real-time IT 
Availability with 
insights into ongoing 
Incidents and 
changes

Drill-down view to 
business functions 
and related 
business impact
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Assistant as-a-Service

AI-based advanced client 
service platform to provide 
safe, accurate and 
conversational client support 
across various services.

Operational case 
reduction within 
1 quarter

20%

Target reduction: 50%

Service Provider

Create your own 
assistant (CYOA)

Bring your own 
documentation 
(BYOD)

ITLGEN-1016
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Service Enhancements: AI Features

Summarization Resolution 
Generation

CR Review
Summary

KB GenerationSO Prediction Predict Similar 
Case/KB
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Threats in a Quarter: ~219B Malicious Attempts

Firewall

DNS RPZ

DNS Umbrella

DUO

AMP

Control Technology Blocks EnvironmentsVisibility

OS

WIZ

Netflow

Code42

Cloud

Tenable

8k Cases

Perimeter

Infrastructure

Infrastructure

Identity

Endpoint

Network

Layer

Cloud

RemoteMobile

LABS

Offers M&A

Desktop DCISE 34k

420k

6.6m

1.6b

3.1b

207b

IdentityAPP

NetworkRF
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Defense in Depth

ITLGEN-1016

• Segmentations

• Macro

• Micro

• DNS security

• Visibility

DNS

Macro Layer

Visibility

Micro Layer
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“Internal”

Defense in Depth

ITLGEN-1016

“Protected”

“Platform Controllers”“Common Services”

Cisco Secure 
Network Analytics

(Stealthwatch)

IT 
admin

AD 
admin

Host posture 
assessment 

reports

“Tier-0”

“Secure Build Env”

CI/CD

PAW

Data Center

Secure 
Admin

Critical-Service

Network Visibility 
Module

Network Visibility 
Module

Cisco Secure
Network Analytics

Cisco 
Umbrella

DNS

“DMZ”

Core

Core FW

DDIDNS DNAC Vcenter



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Application Security and Infrastructure as a Code

Security Scans

SBOM
Static / 

Dynamic 
Scans

Pen 
Testing

Centralized Vulnerability Management

Vulnerability 
Identified

Developer 
commits
code

Code Release

ITLGEN-1016
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Cisco IT is complex

11,000+ 
UCS servers

Availability
Monitoring 

for 292,500+ 
Endpoints

8,100+
 LAN 

Switches

3000+
Databases

2,300+ 
Routers

100,000+
Containers

2900 + prod 
Applications

21,000 + App 
Endpoints

24,000+
Access points

1500+
IT Users 

60,000+
Virtual 

Machines

100 
Services

300,000+
Nodes

Volume Operational Complexity

500+ KPI’s

2M events 
/day

40+ 
Integrations

23 TB 
Logs/day

Dependencies

Infra-alerts Zabbix

Sciencelogic AppDynamics

OEM ThousandEyes

Zabbix Splunk

snow RPA

Others AWS

Number of tools

Event Distribution

ITLGEN-1016
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User 
Experience
Today

ITLGEN-1016

Cloud Watch

Prometheus/
Thanos

Solution Confusion
Architectural Nightmare

Silo’d AIOps

Multiple tools for configuration

Acquire each tool separately

 Different tools for On-Prem Vs Cloud

SREArchitect

Ops T1/2/3

Querying 
across 
MELT

Multiple 
UIs

CostScalability

AI/ML 
Metrics?

No 
centralized 
provisioning
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User 
Experience
Future

ITLGEN-1016

Centralized Dashboards 
Centralized MELT Store

Simplified User experience 
Single view of all data and systems

Troubleshooting across Application, 
Infrastructure and Network

SREArchitect

Ops T1/2/3
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Splunk Cisco IT Story

ITLGEN-1016

3 
IT Cloud 
Regions

6000+ 
Splunk 
Forwarders

268 
MB/sec 
Indexing Rate

3.8 
sec avg. 
search latency

933
Indexes

23
TB/day ingestion 
in Business IT 
instance
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Thousand Eyes Cisco IT Story

ITLGEN-1016

Latency

Packet Loss

Monitoring ISP Performance App 
Availability 
Monitoring 
(SaaS, COTS, 
homegrown)

Synthetic 
Tests & 
Network 
Visualization

517
Cisco IT applications uses TE

7450
HTTP, Network & Synthetic Tests. 

650,000 Thousand 
Eyes Units
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