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Al Ready Infrastructure
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Al in Infrastructure

Al Cluster

Service
Enhancements

e e R

* User experience
* Operational Excellence
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Al Cluster

First fabric built on
Silicon One ASICs

SONIC Operating
System with Cisco
8000 Switches

Ethernet-based
architecture

32 Nvidia compute
nodes (8 GPUs each)
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Network Aggregate

32 PetaFLOPS Al
performance per
node

12.8T throughput
per compute leaf

400G non-
blocking compute
fabric

4 NetApp AFF
A900 nodes
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Operational Excellence with AIOPS

Noise Reduction

Content and time-based
event grouping;
Event Deduplication

Service
Management
(ITSM, ITOM)

ALL Ops domains

(ITIM, APM, NPMD,

DEM, Logs)
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Predictive Events

Model training on historical
correlated events with
incidents data

Event Clustering

Decision-making based on
results from prediction &
clustering

Data Data Science
Enrichment

Natural Language Processing Trends

(Predlctlon Clustering
- Noise Reduction

Data Mining Algorithms

N4
- 7I©R Data driven Decisions

@ Remediate

(workflows)

- G)\ Prioritized Actions
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Business value of AlOps

Before AlOps

@ Humans @ Algorithms

| MTTD N MTTRS

15 mins 104 mins
ANALYZE CORRELATE TICKET NOTIFY BRIDGE

After AlOps

TROUBLESHO RESTORE

| MTTR |
30 mins

RESOLVE

| MTTD ) MTTRs i
secs-minutes < 60 mins

-
BN DETECT
TICKET

KNOWLEDGE
CYCLE

NOTIFY

SITUATION ROO

TROUBLESHOC

LEARN
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CIO view

Real-time IT
Availability with
insights into ongoing
Incidents and
changes

Drill-down view to
business functions
and related
business impact
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Assistant as-a-Service

Al-based advanced F
to p rOVi d e Create a New Assistant
e o P

CI Ie nt Su p po rt 1-50 characters 1-30 characters
across various services.

A support agent for [service name]. | know all things about [service name]

Upload

Only .json files 500mb or less.

i *
Assistants CLDemo

X

74/240

Operational case
. . . Yo helpful d in ki led ked with .

reduction within Questons s [eric name]. e namelafers e sl

1 quarter .-

Why is my application's route not working in
CAE?

Triggers*

Target reduction: 50%

Automatically trigger this assistant when a user asks topics related to
[service name].

huto Select
87/240
Owners*
cl-demo
Create your own Bring your own
assistant (CYOA) documentation

(BYOD)
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Service

SO Prediction

p

‘ servicenow
™ List

IEN  Create New Incident

e Platform

ment
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Enhancements:

Predict Similar
Case/KB

Service Operations Workspace

Summarization Resolution CR Review
Generation Summary

+ Al Assist powered by BridgelT! ()

Issue:
* Unable to connect to VPN on a specific broadband connection, experiencing a timeout error.

Action Taken:
« Reported issue in the system with reference INC8729686.
* Multiple integration attempts for transaction "Incidentebonding" were made but were unsuccessful.
« Notification sent for max retry attempts without success.

Resolution:
 Incident was auto-cancelled due to an inactive impacted user.

Similar Incidents:

KB Generation

* INC9521730: Device is non-cpmplaint issue while connecting to VPN; Resolution: Issue: Device is non-cpmplaint issue while connecting to VPN What fixed the

issue? >> Assisted in CSC reinstallation, it worked. Resolution confirmation received: Yes

e INC9576639 : VPN >>Unable to connect to VPN device non compliant error.; Resolution: Issue: VPN stating device non-compliant error. What fixed the issue?

Uninstalling and re-installing a newer version VPN application. Resolution confirmation received: Yes

Related Knowledge Articles:
« KB0060481 : Windows - Cisco Secure Client / AnyConnect VPN frequent reconnects after wake from sleep

o R 0 O

Updated 2024-09-05 12:48:25
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Threats in a Quarter: ~219B Malicious Attempts

Visibility Layer Control Technology Blocks Environments
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DNS

Micro Layer
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Defense in Depth
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- DNS security

Visibility

Visibility

Macro Layer
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Defense in Depth ~ &J —

Network Analytics = | DNS

S EEWE))
Core FW

Cisco
Umbrella

Data Center

PAW { “Tier-0" “Common Services” “Platform Controllers” “DMZ”
o
CYBERARK

AD
admin DNS 55

Cr|t|Ca|_SerV|Ce Fc)tected” ulnternaln
admin = . ‘ . .

A
i

CYBERARK

Secure “Secure Build Env”
Admin

Cl/CD Host posture

© assessment -
reports
Q ) Q
Network Visibility Cisco Secure Network Visibility
Module Network Analytics Module
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Application Security and Infrastructure as a Code

Vulnerability

|dentified

Static / p
—> SBOM Dynamic A —>

s Testing
Developer
commits
code ( Code Release
Security Scans
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Observability Journey
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Cisco IT is complex
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Volume

M C/<$D [
1500+ 100 21,000 + App 2,300+ 8,100+
IT Users Services Endpoints Routers LAN
Switches
2900 + prod
Applications
— S @
B 3y e
(— 1]
60,000+ 300,000+ 24,000+ 100,000+ 3000+
Virtual Nodes Access points Containers Databases
Machines
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Operational Complexity

11,000+
UCS servers

e

=202

Availability
Monitoring

for 292,500+

Endpoints
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&

Dependencies

2M events
/day

23 TB
Logs/day

ITLGEN-1016

Number of tools

Event Distribution

B

-O -
40+ °o
Integrations
M Infra-alerts B Zabbix
Sciencelogic B AppDynamics
u OEM ThousandEyes
’ Zabbi Splunk
500+ KPI’s avoi pin
snow RPA
Others AWS
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User  G)
-

Experience i Lae
Today

logstash

Dashboards

O

ZAB B | X Prometheus/

Scalability

Querying
across
MELT

S

Q
) '
.' E|aSt| £ ThousandEyes

centralized
provisioning

cisco

AppDynamics

m Ops T1/2/3 m

Architect SRE Cloud Watch

Performance
18pinoid 9oIMdS

Solution Confusion Silo’d AlOps Acquire each tool separately

Architectural Nightmare Multiple tools for configuration Different tools for On-Prem Vs Cloud
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splunk>

a CISCO company

nk Observability Cloyg

User
Experience
Future

m Ops T1/2/3

Architect SRE

Cisco
AppDynamics

<S>

ThousandEyes

Performance
Ispinoid adIneS

Centralized Dashboards Simplified User experience Troubleshooting across Application,

Centralized MELT Store Single view of all data and systems Infrastructure and Network
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Splunk Cisco IT Story
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3.8LY 268LY

sec avqg. MB/sec
search latency Indexing Rate

3D 6000+

IT Cloud Splunk
Regions Forwarders
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Thousand Eyes Cisco IT Story

Monitoring ISP Performance

— [v2] Azure (Portal) [v2] Box.com
[v2] Office 365

Time Series: Line

— [v2] Azure (Portal) [v2] Box.com
[v2] Office 365
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~ [v2] CiscoTV (LiveStream... — [v2] Google

— [v2] CiscoTV (LiveStream... — [v2] Google

[v2] Salesforce (Sales - Li... = [v2] Salesforce (Sales) [v2] Salesforce (TAC - CS... = [v2] ServiceNow (ESP) [v2] Smartsheet

\
A [ )
N \ AV \\J A\/ -

Latency

[v2] Salesforce (Sales - Li... — [v2] Salesforce (Sales) [v2] Salesforce (TAC - CS... — [v2] ServiceNow (ESP) — [v2] Smartsheet

\/\“
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— [v2] Internal to O365 (Cis... — [v2] Internal to 0365 (Cis... [v2] Internal to 0365 (Out...

— [v2] Internal to 0365 (Cis... — [v2] Internal to 0365 (Cis... [v2] Internal to 0365 (Out...

App Synthetic
Availability Tests &

Monitoring Network
(SaaS, COTS, Visualization
homegrown)

517

Cisco IT applications uses TE

Thousand
Eyes Units

650,00

7450

HTTP, Network & Synthetic Tests.
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