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Technical debt and legacy systems

• From software 
development…accumulated debt from 
deliberate and unintentional choices

• Past End of Life, debt also includes 
lack of security fixes  

• Opportunities…

• Reduction – SDN / controller 
architecture, visibility platforms

• Acceptance – segmentation, 
hardening, MFA, monitoring, attack 
surface reduction
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Transforming workspaces

• For many organisations, hybrid work is here to stay 

 – only the ratio is up discussion

• Who is connecting? To what? How? What is the perimeter?

• Verify users AND devices

• Secure access (to resources)

• Defend hybrid workers anytime from anywhere
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IT Landscape – Hybrid Work Evolution

WE ARE LIVING IN A HYBRID WORLD

Enabling users ANYWHERE to talk to 
applications EVERYWHERE!

75% work from home
over 50% of the time

Business applications
move to Cloud & SaaS

T R A F F I C
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Internet 20%
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Data Center 
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What is Cisco Secure Access (SSE)
Connecting users & things anywhere to applications everywhere

Cisco
Corporate 
Resources

Colo - CloudPort

Private 
Applications

Internet & SaaS

Cisco Corporate

SaaS
Internet

Cisco Secure Client

Cisco Secure Access (SSE)

Secure Remote 
Access

ZTNA 
Browser 

Client-Based

MFA
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Cloud-access 
Security Broker 

(CASB)

DNS 
Security

Secure Web 
Gateway
(SWG)

L3/4/7 
Firewall

Data Loss 
Prevention

(DLP)

Device 
Posture
& Health

Unified SSE
Dashboard

Viptela
SDWAN

Meraki
SDWAN

On-Prem
Network & Security

Infrastructure

Public- & Private 
Cloud

2. RAVPN when needed

1. Client-Based ZTNA

Digital Enterprise Experience 

Better for users
Consistent user experience 

wherever you are

More Secure for everyone
Unified security controls & telemetry

ROUTER IN THE SKY
Consistent traffic flows

and security 

Simpler for IT
From Do-it-yourself to as-a-service

3. Software Defined WAN

Managed Devices

Device & Things

Software Defined WAN

Traffic Acquisition
Consistent everywhere
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Cisco IT - CloudPort

Remote worker

(VPN)

VPN Cluster
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Blackhole
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BGP BlackholeIDS Firewall
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Internet
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Firewall- as- a-

Service

Secure Web 

Gateway
DMZ Edge

Core Network

Today North Star

IT Managed

Cloud Managed (SBG)

IP Filtering

Security Evolution
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Tightened regulations

• SOCI

• 11 sectors, Risk Management Plan – 4 hazards

• Australian Privacy Act

• Increased penalties

• Tranche 1 – Part 5 – Security, retention and destruction of personal 
information

• Tranche 2 - Parts 8-11 – Civil penalties and enforcement powers (for less 
serious)

• Mandatory guardrails for High Risk AI

https://trustportal.cisco.com

Systems of 
National 
Significance

Regulated Critical 
Infrastructure 
Entities

Critical 
Infrastructure 
Entities
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Technological advancements

• AI for Security and

• Security for AI

• Guardrails and voluntary 
standards (in 
development)

• ISO/IEC 42001 for AI 
governance

• ISO/IEC 23894 for risk 
management

• ISO/IEC TR29119-11 and 
24027 for testing
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What Kind of Volume?

47 TB
Internet traffic inspected 

(NGIPS & Stealthwatch)

1.2 Trillion
Security log events

28 Billion

13.4 Million
Intrusion alerts (NGIPS)

7.6 Billion
DNS requests (Umbrella)

6.25 Million
DNS requests blocked (Umbrella)

1232 Devices deployed

for prevention & detection

400 InfoSec & IT 
security staff

Data Analytics 
(4TB/day) 

Netflows analyzed 

(Stealthwatch)

17K
Files analyzed (Threat Grid/AMP)

2.0 Million 
Web transactions blocked (WSA)

2.5 Million
Email transactions blocked (ESA)

2000
Phish emails sent to employees

22 Incidents 
…that need analyst intervention

8%
New phish click rate, down from 30%

Security Staff & Devices
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Tempo

ASD Cyber Threat Report 2022-2023 

SWIM Upgrades in the Last Year:

• 17.6.4 x 3625 upgrades

• 17.9.3 x 3625 upgrades

• 17.12.2 x 3625 upgrades

Source : Cisco IT

Time to exploit

< 48 hours < 2 weeks 1 month 1+ month

Patching
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