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Let’s get started
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Indonesia
Japan
Malaysia
Myanmar
New Zealand

Philippines
PNG
Singapore
South Korea
Sri Lanka
Taiwan
Tonga
Thailand
Vietham
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Where to Start?

Your NetZero Journey
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Energy, Emissions and
Automation
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API’s, Telemetry
And Observability
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99.5%

of all components fully recyclable or reusable
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Connect and Power Everything

IT is moving from Being an
Energy Consumer to an Energy Provider
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August Summary

@ Estimated Cost
$23,503.50 usp

Est. Daily Cost this Month

$783.45

Estimated daily cost so far this month, based on
your sites’ energy usage and the average energy
cost in each site's region

Emissions this Month

554.9 kg CO:ze

ent
utility
s. See Methodology

ivalent of 1,377 miles drive

). See More

Switch Power Consumption &

321.6 Watts

Share of Daily Cost Per Site

S

L

| WX

Energy Mix

@ Estimated Emissions ©

5,187 kg COze

Sustainability /nsights
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Smart Building Examples
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From Mandate to Magnet:

The Race to Reimagine Workplaces
and Workspaces for a Hybrid Future

Webex
Global Hybrid Work Study

2024

Online Survey

3,800 Employers
14,050 Employees
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80%

of Employers are mandating
or return to office



50%+

office space still to
working spaces
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Ad-Hoc Meeting Spaces

Hocdadle Rooms for Greater Collaboratio
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Saturday, July 15

Avg. Humidity
e 1:05PM

(v

58%

Avg. Temperature

(s

705k

Indoor Air Quality CO2 Level

O

Excellent

Floor Occupancy
(
o

Low

BID 12

TRIGUE
Floor 1

corp.

All Rooms Desks

Show on

Map
r_\aa\le\w

Meeting Rooms
on this floor

DE ..

ooked ccupie:

12

&

2.

Room Finder

Data Source: Webex

106

[78

Desks on this
floor

|

Data Source: Webex + Spaces

22

Occupied

Available
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San Francisco, CA
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300%

Increase In coming
coming back to the NY
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2024 Al Data Points

$4.4T

Expected size of emerging
Al market

~

Vs

65%

of companies use Al in at least one
business function

2M

Expected growih or token size in
context windows

.

/

\.

SLM

The move towards purpose built
Small Language Models

J
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Cisco Al Readiness Index

Intentions Outpacing Abilities

cIsco W/

2023 Cisco
Al Readiness /ndex

6/7%

Felt they had a year to implement Al
BEFORE
significant negative business impact
from business competitors
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What have customers been doing in the last year?
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A Stark Contrast and a Growing Divide

v /»

Australia/New Zealand

isco and/or its affiliates. All rights reserved. Cisco Public



Al Investment Areas In 2024
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C9300X-Edgetishow interfaces tengigabitEthernet 1/0/1
TenGigabitEthernet1/0/1 is up, line protocol is up (connected)
Hardware is Ten Gigabit Ethernet, address is €069.ba68.4181 (bia €069.ba68.4181)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 1000Mb/s, media type is 100/1000/2.5G/5G/10GBaseTX
input flow-control is on, output flow-control is unsupported
ARP type: ARPA, ARP Timeout 04:00:00
Last input never, output 00:00:00, output hang never
Last clearing of "show interface" counters never
Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/40 (size/max)
5 minute input rate O bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
114279 packets input, 25227858 bytes, 0 no buffer
Received 114279 broadcasts (114270 multicasts)
0 runts, O giants, O throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
0 watchdog, 114270 multicast, O pause input
0 input packets with dribble condition detected
2235841 packets output, 172267705 bytes, 0 underruns
Output 124518 broadcasts (1769932 multicasts)
0 output errors, 0 collisions, 2 interface resets
C9300X-Edget

#CiscoLiveAPJC ITLGEN-1013

CLI has been a NetOps staple for decades
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¢, DLY 10 usec,
oad 1/255

As Device Count Increased

5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 packets/sec
114279 pack , 858 bytes, 0 no buffer

Received 11 (114270 multicasts)

Orunts, 0 giants,

Oinput erro C, overrun, 0 ignored

0 watchdog, 114270 multicast, 0 pause input

0input packets with dribble condition detected

2235841 packets output, 172267705 bytes, 0 underruns

Output 124518 broadc: 769932 multicasts)

0 output errors, 0 collisions, 2 interface resets
C9300X-Edge#
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LLMOps Enabled by Al Assistants

« C 5 https//dashboard. sse.cisco.comforg/8174213/secure/policy 7aassist=window

ties' Secure Access

Acce”
s Cisco Assistant sew

Create a single rule
Aliow <User> and <Use

Let's create some access rules today, shall we?

Create multiple rules

#CiscoLiveAPJC ITLGEN-1013

$ O R ustinMurphy -
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o Al Assistant

O Notifications « O

Here are the policies controlling access to SalesApp

Access Control Policy Status
Application_Access Targeting 4 devices
Edge_Control_Application Targeting 3 devices

Ask the Al Assistant a question

CISCO M‘/ #HCiscoLiveAPJC

Last Modified

2023-11-10 08:16:14
Modified by “Firepower System”

2023-12-09 12:10:26
Modified by “Firepower System”
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OAI Assistant 0 Notifications « O

Q Congratulations, Block-Outbound-SalesApp rule has been successfully created!

Would you like to create this rule?

(Yes ) C No )

Ask the Al Assistant a question

cisco M./ #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



LLMOps - A Pathway to True Al Native Networking

g
Assist Automate
Diagnose, Optimize, Delivery & Troubleshooting Day 0-2 Ops across Cisco &
Summarize Services Third Parties

-h.‘
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The Evolution of Network Operations
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Where many customers are Today

-
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Escalation in Deep Fake Scams

G, Deepfake scams escalate, | x +

c 23 cfodive.com/news/deepfake-scams-escalate-hitting-53-percent-of-businesses/725836/ Q & W 5} ) @ :

‘3 CFODIVE Deep Dive Opinion Library Events Press Releases Topics v Q Subscribe

DIVE BRIEF

Deepfake scams escalate, hitting 53% of

businesses

Eighty-five percent of corporate finance professionals now view such scams as an

“existential” threat, a Medius study found.

Published Sept. 3, 2024
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Deep Fakes

LastPass: Hackers targeted employee in failed deepfake CEO call

April 11,2024 06:00 PM

By Sergiu Gatlan

CITYuw

Al deepfake scams hit FTSE 100 bosses
Lo

cisco W/

are on the Rise

Ferrari CEO impersonated by Al in
deepfake scam attempt - report

A Ferrari executive has stopped an elaborate scam in its tracks — but the incident is a warning to the
automotive industry to be cautious.

e Ben Zachariah El scomments  ashare @) @ @

(o]

| CEO of worlds biggest ad firm targeted by
deepfake scam

Exclusive: fraudsters impersonated WPP's CEO using a fake
WhatsApp account, a voice clone and YouTube footage
used in a virtual meet

#CiscolLiveAPJC ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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® [ ] I ElevenLabs: Free Text to Spe: X 5

ISR S S B CHEN © )

< C 23 elevenlabs.io

lIElevenLabs AIAUDIO v  SOLUTIONS v APl PRICING COMPANY v LOG IN

Create the most realistic speech
with our Al audio platform

Pioneering research in Text to Speech, Al Voice Generator, and more

GET STARTED FREE TRY A SAMPLE

Gy TEXT TO SPEECH G}y SPEECH TO SPEECH &KJ DUBBING (% TEXT TO SFX %) VOICE CLONING

% v > [0 TELLASTORY 0 INTRODUCE A PODCAST [ CREATE A VIDEO VOICEOVER

CALLUM 0/500 °

cisco W./ #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Deep Fakes - Seeing is No Longer Believing

Reid Hoffman interviews the Al version of himself

Reid : Hoffmaﬁ/

The Al-generated Reid The Real Reid Hoffman

https://www.youtube.com/watch?v=rgD2gmwCS10

cisco M./ #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



The Tech - Powering the Al version of Reid

Video Avatar Voice Reid Persona
by Hour One by Eleven Labs Custom GPT4 Chatbot

What is a Custom Avatar?

USDS95/Month USDS99/Month USDS89/Month

About S300/Month to Generate Al Reid

cisco M./ #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



The Scam - Deep Fake Video Conference

— | @W Business Markets Tech Media Calculators Videos Watch Listen LiveTVv Q

Markets - Fear & Greed Index - Latest Market News -

DOW 41,954.24 0.94% w ) CBS News says heated Ta-Nehisi Coates interview did not meet editorial standard...

Greed
S&P 500 5,695.94 0.96% w ) / is driving the US market Why a key borrowing rate is above 4% again

NASDAQ 17,923.90 118% w [ ) One year on, the Israel-Hamas war has taken an unprecedented toll on journalists

Business / Tech

British engineering giant Arup revealed as $25
million deepfake scam victim

By Kathleen Magramo, CNN
® 3 minute read - Updated 4:53 AM EDT, Fri May 17, 2024

XS
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The Need to Validate and Verify Identity

@ emiy Nokagawa @ emiy Noxagawa

Daily Sync
10:00 - 11:30 in 5 minutes
Iy Organized by Sonal Pritchars

Daily Sync

10:00 - 11:30 in 5 minutes
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Employees
are the Weakest L/nk
Ina company's
Cyber Defense Perimeter
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Adversaries
are using
the human factor
to exploit this
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Evolution of Identity Theft - Session Hijacking

@© Session Hijacking is Back: M/ X +

€ C 2% techreport.com/news/session-hijacking/

Q® 909 & O

Techreport English v News v Statistics v Software v Crypto v Streaming v Gambling v Gadgets v About v Q

Home > Session Hijacking Is Back: MFAs No Longer Safe

™
!

Session Hijacking Is Back: MFAs No

Longer Safe

0 Krishi Chowdhary - Journalist ¥ O Disclosure | | «2 Share

Updated: October 4, 2024 | 2:47 AM

1} Session hijacking has now evolved with modern methods capable of bypassing MFA checks. ® Why Trust Tech

LU Aitm, BitM, and infostealers are the main tools of session hijacking. Report

20 Antiviruses, EDR, and in-app controls can still prove to be effective against these attacks. i

hardware, news, and tech
CIsco L@V@/
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First Time Access

Msion—lD in Cookie

Page A

£ lth Cookie

- ’l Get Data
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- Access Page Agaln
with Cookie

- Get Data
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( ldentity Graph Analytics

Contextual Visibility | Advanced Defense

Employed

GROUPS
Exec Team

Workday

Admin Group
Role: 5550911 ) .

( UID: 555192931 )
( Location: Melbourne, VIC )

HRIS

—< Oracle Customer DB )

Greg’s
Macbook
Pro

Data Box

Apps

( OS: MacOS 14.6.1 ) ( Microsoft Office 365 )

( Location: Melbourne, VIC )
Machi ( Location: Moscow, Russia
S Untrusted
Device )

( Session: 3298321440

Greg’s

Desk Pro

CONNECTED

Ooud
iPhone
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Digital Twin
/ Dig +i-tal twin /

1. A Digital Twin Is a
, synchronized at a specific
frequency and fidelity.

cisco M./ #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



NFL Digital Athlete

“A virtual representation of an athlete that can be used to better
predict and prevent player injuries”

WATCH - GAMES © NEWS - TEAMS - STATS - WATCH WEEK 7 GAMES

«

-

NFL's Digital Athlete
The NFL S

make the game safer for players.

cisco W/
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Virtual Slngapo Dlgltal Twin :
p “Assist with urban planning and design, infrastructure and
transpiration optimization, disaster management and resilience”

#CiscolLiveAPJC ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SpaceX Dragon X

“Utilize virtual simulation to monitor systems and evaluate operation
of craft in flight”

= =
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Commonwealth Bank

”D/g/ta/ tW/n of the banks home /'/end/ng se/*wcé to o,otlm/zé and
SRR X st stream//né customer exper/ence

R e e — |
RRNR AL . AR, A v
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N
ilj Seance Al

Features Pricing  AboutUs

Create and Share a

with aloved one using Al.

Begin Your Seance Experience -

Séance Al

“Create a digital Al Avatar of a lost loved one”

AE.STUDIO

cisco W/

#CiscoLiveAPJC ITLGEN-1013
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Cisco Digital Twin Use Case
Patching and OS Upgrades

cisco M./ #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Primary Data Plane

Digital Twin - Upgrades

CPU

' N\
—( VERSION 2.0 }

X
—! VERSION 2.1 —

A

Shadow Data Plane

cisco W/

#CiscolLiveAPJC ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Digital Twin - Upgrades

Primary Data Plane

. . — —
—[ VERSION 2.0 = = . g - —
3 y X T oEE

i — e - e
—] VERSION 2.1 = e
A

Shadow Data Plane
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Cloud Adoption - S1 Trillion Market in 2024

stion and Opport

2% businesswire.com/news/hon 01015005069/en/Cloud-Adoption-and-Opportunities-Will-Continue-to-Expand-Leading-to-a-1-Trillion-Market-in-2024-According-to-IDC

ousinesswire LogIn Sign Up

= [DC

Cloud Adoption and Opportunities Will Continue to Expand Leading to a $1
Trillion Market in 2024, According to IDC

AM Eastern Daylight Time

FRAMINGHAM, Mass.--( )--The COVID-19 pandemic has largely proven to be an accelerator of cloud adoption and
extension and will continue to drive a faster conversion to cloud-centric IT. According to a new whole cloud forecast from
International Data Corporation (IDC), total worldwide spending on cloud services, the hardware and software components
underpinning cloud services, and the professional and managed services opportunities around cloud services will surpass $1.0 trillion
in 2024 while sustaining a double-digit compound annual growth rate (CAGR) of 15.7%.

cisco L‘V&. #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cloud Trends to be Aware of

Cloud Industry Cloud Private/Public
Cost Pressures Platforms Multi-Cloud

Low/No Edge Al Serverless
Code Compute Compute

CIsC o M./ #CiscoLiveAPJC ITLGEN-1013

Cloud

Repatriation

Cloud Al
Security

Al-as-a-Service

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



The Cloud Paradox

andreessen.
%orownz

The Cost of Cloud, a TriIIin Dglﬁrr

Paradox )

Sarah Wang and Martin Casado ‘ﬁ L4 / o/, w0
atti - &
§:
,V g

Andreessen Horowitz (Venture Capitalists)
“You’re crazy if you don’t start in the cloud;
you’re crazy If you stay on it”

cisco M./ #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



The Definition of Hybrid Cloud is Evolving

I X e

] 2% cio.com/article/2520890/the-great-repatriation-it-leaders-reset-cloud-strategies-to-optimize-value.html

ClO

The great repatriation? IT leaders reset cloud
strategdies to optimize value

Feature
22 Jul 2024 « 10 mins

Cloud Computing Data Center Hybrid Cloud

in

ClOs continue to move workloads back from the public cloud, but their moves represent a
refinement of their cloud strategies — not a rejection of the cloud itself.

#CiscolLiveAPJC ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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IDC Products & Services Research Assessing the Scale of Workload Repatriatio...

Oﬁ Share
Jun 2024 - IDC Survey - Doc # US50903124

Assessing the Scale of Workload Repatriation:

Insights from IDC's Server and Storage Workloads
Surveys, 1H23 and 2H23

By: Natalya Yezhkova

O “Expect to see some level of
O repatriation of compute and storage

resources in the next 12 months.”
of Respondents

cisco W/

#CiscolLiveAPJC ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Al-as-a-Service

s cloud.google.com/blog/products/ai-machine-learning/your-ultimate-guide-to-the-latest-in-generative-ai-on-vertex-ai e & o O 9 @ i

= Google Cloud Blog ( Contact sales } Get started for free

Al & Machine Learning

Your ultimate guide to the latest in
generative Al on Vertex Al

September 27, 2024

Global companies using Al-aaS to rapidly deploy
Al services to supercharge their business

cisco W./ #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Al-as-a-Service Exam

nles

Aaska

AIRLINES

M

MOTOROLA

O

==TIM

®

Al Natural OnStar Moto Snapchat Telecom ltalia VW USA
Language Virtual Smartphone MyAl Al Voice MyVW
Travel Chatbot Assistant Assistant Chatbot Agent Virtual
Assistant
BEST | Ftsy IHG 0,
- TARRIO® TARGET
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What is the Problem Statement?

cisco M./ #CiscolLiveAPJC ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved isco Public



~ Generative .
Gerpera/ In P r,oose Not Trau:)ed for Purpo se Spec f/c

Ll == P = f»_/

P o

v =G5 _“__GEO:QE Gemlmf Anthroplc Claude OpenAI ChatGPT s ¢
. AT AHIE# My . 1] AL -

#CiscolLiveAPJC © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



-

F;J PATA-03

| S

FRAANs AT Sy

'r' — ey =l -
== DATA-D) SATA-0)
‘ —— ARl 1
=== SRETAANINERNNE 2
2 AR S ’ "™
lllll L AR 29 ]
LR IS ’
L LRI
A £ "
P AR R R RS RR PR B2 LR A
SORE RIS 1 Y L : -
TN u—“uu-n: _ »
B AN, 00 e Aol Al dill. s ‘ BATA=DR e
o8 oM CEiasaaee  seews . o .'3..- : -
o . I IESS o — paTA-02
ARETAMRENY o o de o g . . - .
SARANEY M PN rse it o - sam1sy . - e
% 20 ] p——i DATA=0) = 2asoC e s

(AR 2 A 22AN

LS "
e ————— - -~
.M
........ e
ulllll“““.‘.'. ......
s aaitl IIMU Lt

sl !"M

n‘

Leading to Response Inconsistencies and Loss of Trust
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The Industry has a Potential Solution
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Improved Accuracy
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Reduced Hallucinations
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Greater Control over Responses
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The Promise of Quantum

Computational Processing at levels not possible with Traditional Computing
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A 127 QUBIT Quantum Computer can process in one second
what a Traditional Supercomputer can process in 2,500 years
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4000 Qubits

Can theoretically break RSA-2048
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To Put This into Context

December 2023
IBM released the Condor Quantum ASIC

1121 QUBIT ASIC
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Cracking Todays Encryption
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TRENDING Intel Arrow Lake AMD EPYC Nvidia Blackwell Intel Lunar Lake AMD Instinct MI355X

Tech Industry > Quantum Computing

Chinese scientists use quantum computers to crack military-grade
encryption — quantum attack poses a "real and substantial threat" to

RSA and AES
m By Mark Tyson published yesterday

Claim an effective attack on widely used encryption algorithms.

0 @ @ O ® Comments (17)

cisco W. #CiscoLiveAPJC  ITLGEN-1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



| ’
HCiscoLiVeAPJC | ITLGEN-1013

© 2024 Cisco and/orits affiliates. All rights reserved. Cisco Public
. N



—_— ==}

— »

-
-
—

._.
TR s €

PQC - ry,otogra,ohy

_U
—
®

--Q
==
C:.-

CT

! |
| ]
| i
| ]
| Post nti
| ;f b4 LT ‘gfi.
- : i 1 i 2 5
SRR ML R
{ i 3y Bi 1) gtk
u i | 1 G tfl'. 1 & ;
N | . o In l!d.‘
"!3 ~ lU[ é ] le | ¢ b [ ]
e ﬂ.n 10 e LR '
!51 [ B 21 e} °é
d J ‘w' .l' 1!:;él |’
ims taré based on /

PQC Algo"rlﬂhm are 1.VIQLIIENTe
| i thaﬁaré Be /fea\/@d ‘r beralficult Tt

-

] §or ’ "" ?fﬁf =

’,H

J »,L

%\ vl L
= —— Nt g\ e "‘.
- iy N
s -
= S Ale
—
- - - - — e ) Y e R e Aoty 137
(e
5 \
- et ‘\
- -
ey
-

HCiscoLiveAPJC ITLGEN$1013 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



QKD uses Qulahiw" '
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Wrapping Up
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Top 10 Predictions Summary

NetZero Workspaces A\ LLMOps Digital Twin

e -

Deep Fakes |dentity Quantum
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