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Let’s get started
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#1 NetZero
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Paris Climate Agreement
2050 Target
for NetZero Emissions

Australia
Bangladesh
Cambodia
Fiji
India
Indonesia
Japan
Malaysia
Myanmar
New Zealand
Philippines
PNG
Singapore
South Korea
Sri Lanka
Taiwan
Tonga
Thailand
Vietnam
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Where to Start?
Your NetZero Journey
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39%
GHG Global Emissions originate from the Workplace

(World Green Business Council) 
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Hardware
and the Tech

Energy, Emissions and
Automation

API’s, Telemetry
And Observability

Three Innovation Focus Areas
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99.5%
of all components fully recyclable or reusable
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Smart Programmable Buildings

Granular control over delivery and consumption of power
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Connect and Power Everything

IT is moving from being an
Energy Consumer to an Energy Provider
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POE Network

Audio

Lighting Window Shades Hot Desks

Security HVAC

Video
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Sustainability Insights
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Retrofit Existing Space Tenant Build Out New Build

Cisco Office - Singapore Penn One – New York Bishops Gate– London

Smart Building Examples
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#2 Workspaces
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Webex

Global Hybrid Work Study
2024

Online Survey

3,800 Employers
14,050 Employees 
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80%
of Employers are mandating
Full or Partial return to office
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50%+
office space still Dedicated to

Personal working spaces
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A Workspace Template for the Future
Cisco Office Penn One Plaza NY
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Previously

70% Cubicles
And 30% Collaboration Space
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Now

70% Collaboration
And 30% Cubicle Space
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Jump Room Spaces
Quiet Rooms for Hybrid Meetings
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Ad-Hoc Meeting Spaces
Huddle Rooms for Greater Collaboration
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Distraction Free Spaces

Directional Audio | Remove Visual Distractions
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Distance Zero
Equivalent Collab Experience for Remote Users
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Speakers ALWAYS in the Limelight
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Workspace Telemetry
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300%
increase in Employees coming
coming back to the NY Office
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#3 Artificial Intelligence
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2024 AI Data Points

$4.4T
Expected size of emerging

AI market

65%
of companies use AI in at least one 

business function

2M
Expected growth of token size in

context windows 

SLM
The move towards purpose built

Small Language Models
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2023 Cisco
AI Readiness Index

67%
Felt they had a year to implement AI

BEFORE
significant negative business impact 

from business competitors 
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What have customers been doing in the last year?

ITLGEN-1013



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Vs.

Australia/New ZealandAsia

A Stark Contrast and a Growing Divide
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AI Investment Areas in 2024

Infrastructure DataGovernance CultureTalent
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#4 LLMOps
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C9300X-Edge#show interfaces tengigabitEthernet 1/0/1
TenGigabitEthernet1/0/1 is up, line protocol is up (connected)
 Hardware is Ten Gigabit Ethernet, address is e069.ba68.4181 (bia e069.ba68.4181)
 MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
  reliability 255/255, txload 1/255, rxload 1/255
 Encapsulation ARPA, loopback not set
 Keepalive set (10 sec)
 Full-duplex, 1000Mb/s, media type is 100/1000/2.5G/5G/10GBaseTX
 input flow-control is on, output flow-control is unsupported
 ARP type: ARPA, ARP Timeout 04:00:00
 Last input never, output 00:00:00, output hang never
 Last clearing of "show interface" counters never
 Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
 Queueing strategy: fifo
 Output queue: 0/40 (size/max)
 5 minute input rate 0 bits/sec, 0 packets/sec
 5 minute output rate 0 bits/sec, 0 packets/sec
  114279 packets input, 25227858 bytes, 0 no buffer
  Received 114279 broadcasts (114270 multicasts)
  0 runts, 0 giants, 0 throttles
  0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
  0 watchdog, 114270 multicast, 0 pause input
  0 input packets with dribble condition detected
  2235841 packets output, 172267705 bytes, 0 underruns
  Output 124518 broadcasts (1769932 multicasts)
  0 output errors, 0 collisions, 2 interface resets

C9300X-Edge#

CLI has been a NetOps staple for decades
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As Device Count Increased

CLI becomes Unwieldy

C9300X-Edge#show interfaces tengigabitEthernet 1/0/1
TenGigabitEthernet1/0/1 is up, line protocol is up (connected)
 Hardware is Ten Gigabit Ethernet, address is e069.ba68.4181 (bia e069.ba68.4181)
 MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
  reliability 255/255, txload 1/255, rxload 1/255
 Encapsulation ARPA, loopback not set
 Keepalive set (10 sec)
 Full-duplex, 1000Mb/s, media type is 100/1000/2.5G/5G/10GBaseTX
 input flow-control is on, output flow-control is unsupported
 ARP type: ARPA, ARP Timeout 04:00:00
 Last input never, output 00:00:00, output hang never
 Last clearing of "show interface" counters never
 Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 0
 Queueing strategy: fifo
 Output queue: 0/40 (size/max)
 5 minute input rate 0 bits/sec, 0 packets/sec
 5 minute output rate 0 bits/sec, 0 packets/sec
  114279 packets input, 25227858 bytes, 0 no buffer
  Received 114279 broadcasts (114270 multicasts)
  0 runts, 0 giants, 0 throttles
  0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
  0 watchdog, 114270 multicast, 0 pause input
  0 input packets with dribble condition detected
  2235841 packets output, 172267705 bytes, 0 underruns
  Output 124518 broadcasts (1769932 multicasts)
  0 output errors, 0 collisions, 2 interface resets
C9300X-Edge#
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SDN gave rise to DevOps
Scripting that Automates and Assures Infrastructure
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AIOps
Background AI engines Fine Tuning &
Optimising Infrastructure Administration
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Introducing LLMOps
Large Language Model Operations
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LLMOps Enabled by AI Assistants
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Hi Anna, How can I assist you today?

AI Assistant Notifications0

I need to update our firewall policy. What policies are controlling 
access to SalesAPP?

Here are the policies controlling access to SalesApp

Application_Access

Access Control Policy Status Last Modified

Targeting 4 devices 2023-11-10 08:16:14
Modified by “Firepower System”

Edge_Control_Application Targeting 3 devices 2023-12-09 12:10:26
Modified by “Firepower System”

Ask the AI Assistant a question

ITLGEN-1013
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Hi Anna, How can I assist you today?

AI Assistant Notifications0

Add a rule to Application_Access that blocks outbound traffic 
from SalesApp

Here are the policies controlling access to SalesApp

Application_Access

Access Control Policy Status Last Modified

Targeting 4 devices 2023-11-10 08:16:14
Modified by “Firepower System”

Edge_Control_Application Targeting 3 devices 2023-12-09 12:10:26
Modified by “Firepower System”

Ask the AI Assistant a question

Here is the suggestion for that rule.

Would you like to create this rule?

Block-Outbound-SalesApp

Block   all outbound traffic from   SalesApp   For all   Users

Yes No

Congratulations, Block-Outbound-SalesApp rule has been successfully created!

ITLGEN-1013
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LLMOps – A Pathway to True AI Native Networking

Assist
Diagnose, Optimize, 

Summarize

Augment
Delivery & Troubleshooting 

Services

Automate
Day 0-2 Ops across Cisco & 

Third Parties
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The Evolution of Network Operations

NetOps DevOps AIOps LLMOps
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Where many customers are Today

NetOps DevOps AIOps LLMOps
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#5 Deep Fakes
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Escalation in Deep Fake Scams
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Deep Fakes are on the Rise
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Text to Voice Synthesis
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Deep Fakes – Seeing is No Longer Believing
Reid Hoffman interviews the AI version of himself

https://www.youtube.com/watch?v=rgD2gmwCS10
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Video Avatar
by Hour One 

Voice
by Eleven Labs

+ +

Reid Persona
Custom GPT4 Chatbot

The Tech – Powering the AI version of Reid

USD$89/MonthUSD$95/Month USD$99/Month

About $300/Month to Generate AI Reid

ITLGEN-1013
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The Scam – Deep Fake Video Conference
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The Need to Validate and Verify Identity
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#6 Identity

ITLGEN-1013



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

…when you can login?

Why hack in…
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Employees
are the Weakest Link

in a company’s
Cyber Defense Perimeter
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Adversaries
are using

the human factor
to exploit this

Cyber weakness
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Evolution of Identity Theft - Session Hijacking
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First Time Access 

Set Session-ID in Cookie

Access Page Again

with Cookie

Get Data
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Install Malware

Hijack Cookie2

1

Copy Cookie3
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Access Page Again
with Cookie

Get Data

4

5
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UID

Factors

Email Role

Logs

Location

Relationships

On-prem

Permissions

OS

Sessions

Sessions

Groups

HRIS

Platforms

Location
Location

SaaS

SaaS

On-prem

Workloads

C O N N E C T E D

C O N N E C T E D  T O

C O N N E C T E D  T O

A C C E S S E D  T H R O U G H

A C C E S S E D  T H R O U G H

S U B S E T

Sessions

Identities

Passkeys

IoT

Infra-
structure

Browsers

MDM

Unmanaged

User
DevicesC O N T R O L L E D

Apps

Machines Services

Users

Data

UID: 555192931

Role: 5550911

Location: Melbourne, VIC

Microsoft Office 365OS: MacOS 14.6.1

Sessions

HRIS

Location: Melbourne, VIC

Location: Moscow, Russia

Box

C O N N E C T E D

C O N N E C T E D  T O

Greg’s
Macbook

ProGreg’s
Desk Pro

Old
iPhone

Apps

Machines Untrusted 
Device

Greg

Contextual Visibility | Advanced Defense 

GROUPS
Exec Team

Admin Group

GROUPS
Exec Team

Admin Group 
HR Admin

!

Data

Oracle Customer DBOracle Customer DB

!

Workday

Identity Graph Analytics

Employed

Session: 3298321440

Session: 3298321440

!
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#7 Digital Twin
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Digital Twin
/ Dig  i  tal twin /
noun

1. A Digital Twin  is a virtual representation of real-world 
entities and processes, synchronized at a specific 
frequency and fidelity.
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NFL Digital Athlete
“A virtual representation of an athlete that can be used to better 

predict and prevent player injuries”
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Virtual Singapore - Digital Twin
“Assist with urban planning and design, infrastructure and 

transpiration optimization, disaster management and resilience”
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SpaceX Dragon X
“Utilize virtual simulation to monitor systems and evaluate operation 

of craft in flight”

ITLGEN-1013



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Commonwealth Bank
“Digital twin of the banks home lending service to optimize and 

streamline customer experience”
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Séance AI
“Create a digital AI Avatar of a lost loved one”

ITLGEN-1013



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Digital Twin Use Case

Patching and OS Upgrades

ITLGEN-1013
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V E R S I O N  2 . 1

V E R S I O N  2 . 0

Primary Data Plane

Shadow Data Plane

CPU Latency PacketsMemory

Confidence

P A S S P A S S P A S S P A S S

Digital Twin - Upgrades
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V E R S I O N  2 . 1

V E R S I O N  2 . 0

Primary Data Plane

Shadow Data Plane

ITLGEN-1013
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#8 Cloud
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Cloud Adoption – $1 Trillion Market in 2024
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Cloud Trends to be Aware of

Cloud
Cost Pressures

Low/No
Code

Industry Cloud
Platforms

Edge AI
Compute

Private/Public
Multi-Cloud

Serverless
Compute

Cloud
Repatriation

Cloud AI
Security

Cloud
Gaming

AI-as-a-Service
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The Cloud Paradox

Andreessen Horowitz (Venture Capitalists)

“You’re crazy if you don’t start in the cloud;
you’re crazy if you stay on it”
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The Definition of Hybrid Cloud is Evolving
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80%
of Respondents

“Expect to see some level of 
repatriation of compute and storage 
resources in the next 12 months.”
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AI-as-a-Service

Global companies using AI-aaS to rapidly deploy 
AI services to supercharge their business 
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AI-as-a-Service Examples

Troubleshoot
Electronic

Product Issues

Better
Search & 

Listing
Suggestions

Improve Fan
Experience in
Stadium App

Travel
Planner
Chatbot

Mercedes
Smart Sales

Assistant

Personalised
offers on

Target App

AI Natural 
Language

Travel Chatbot

OnStar
Virtual 

Assistant

Moto
Smartphone 

Assistant

Snapchat
MyAI

Chatbot

Telecom Italia
AI Voice
Agent

VW USA
MyVW
Virtual 

Assistant
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#9 Retrieval Augmented Generation
(RAG)
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What is the Problem Statement?
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Generative AI Models
General in Purpose – Not Trained for Purpose Specific 

Google Gemini – Anthropic Claude – OpenAI ChatGPT
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Large Language Models

Are also Prone to Hallucinations

Leading to Response Inconsistencies and Loss of Trust 

ITLGEN-1013
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The Industry has a Potential Solution

ITLGEN-1013
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Retrieval Augmented Generation

Enhancing the accuracy and optimizing the output of a 
Large Language Model using a Trusted External Data 

Source

ITLGEN-1013
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Here is how it works

ITLGEN-1013
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User

Knowledge Repository

LLM
Vector

Database
Embedding

Model

1
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User

Knowledge Repository

LLM
Vector

Database
Embedding

Model

2
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User

Knowledge Repository

LLM
Vector

Database
Embedding

Model

3

3
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User

Knowledge Repository

LLM
Vector

Database
Embedding

Model

4

4
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User

Knowledge Repository

LLM
Vector

Database
Embedding

Model

5
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RAG

Improved Accuracy

Reduced Hallucinations

Greater Control over Responses
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#10 Quantum
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The Promise of Quantum
Computational Processing at levels not possible with Traditional Computing
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A 127 QUBIT Quantum Computer can process in one second 
what a Traditional Supercomputer can process in 2,500 years
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The Emerging Problem

How many Qubits are needed 
to break todays Encryption?
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4000 Qubits
Can theoretically break RSA-2048

6600 Qubits
Can theoretically break AES-256
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To Put This into Context

December 2023
IBM released the Condor Quantum ASIC

1121 QUBIT ASIC
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Cracking Todays Encryption
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Possible Solutions

Quantum Networking and
Quantum Encryption
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PQC - Post Quantum Cryptography

PQC Algorithms are based on Mathematical Problems
that are believed to be difficult for both

classical and quantum computers to solve
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QKD - Quantum Key Distribution

QKD uses Quantum properties of light to ensure that any attempt to 
intercept or eavesdrop on the key distribution process will be detected
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QKD - Quantum Key Distribution

Provides Unconditional Security, meaning it is theoretically 
impossible to eavesdrop on a QKD-protected communication 

channel without being detected
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Wrapping Up
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Top 10 Predictions Summary

NetZero Workspaces AI LLMOps

RAG

Digital Twin

Deep Fakes Identity QuantumCloud
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