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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-3419
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Catalyst Center Platform Vision

Secure SustainableConsistent ScalableEfficient Smart

Managing 
infrastructure 
as code while 
lowering OPEX

Repeatable 
and precise 
intent-based 

outcomes

Able to reduce time 
and effort with large 
network automation

requirements

Secure APIs
and integrations

Integrate 
sustainable devices 

and systems

260+ real time 
event notifications 

and AI/ML 
capabilities

DEVNET-3419 7
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The Value of Catalyst Center Platform

Automate

Implement changes 
from enterprise-sized 

deployments to 
minor adjustments

Integrate

Unlock new insights, 
streamline business 
workflows through 

integration into Cisco 
and 3rd Party Platforms

Alerting/notifications

Real-time 
communications providing 
situational awareness and 

enabling data-driven 
decisions

Business process streamlining

Translate business process 
into multiplatform 

automation workflows

DEVNET-3419 8
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Multi Catalyst Center/Controller Managed Networks

REST
APIs

Services
Layer

Webhooks

ITSM, SIEM, 
Notifications, IPAM, 
Custom Integrations

✓ Declarative – abstracted configuration state
✓ Increase compliance, reduce configuration drift
✓ Consistent processes and outcomes
✓ Rich visibility and assurance data
✓ Faster deployment, while reducing cost
✓ Enable GenAI innovation

GenAI

DEVNET-3419 9



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Catalyst Center Platform

Northbound REST APIsEvent Notifications

IT Ecosystem Integrations Developer Resources

• Assurance Issues
• AI/ML Insights
• System Health 
• Integration Connectivity
• License Management

• Webhooks
• PagerDuty
• Webex
• Syslog
• SNMP

• Network Inventory
• Network Topology
• Network Design
• Provisioning
• SWIM, PnP
• Path Trace

• Assurance
• SDA
• Templates
• RMA
• Config Archive
• Sensors

• Sample Code, Videos
• Python SDK, Ansible, Terraform
• Cisco DevNet

• Sandboxes, Learning Labs
• Developer Guides
• Community

• IT Service Management
• IP Address Management
• Reporting
• Wireless Planning
• Alerting 
• Network Insights

DEVNET-3419 10
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Catalyst Center Integration Options 
REST APIs

Webhooks

3rd Party
Platform

Catalyst
Center

App

APIs

Webhooks

Integration
App

APIs

Webhooks

3rd Party Platform

Vendor APIs
3rd Party Platform

Adapter

Bundle

3rd Party
Platform

Catalyst
Center

App

Webhooks

REST APIs
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Integration Apps

• Rich features, innovation and maximum extensibility

• Enables GenAI use cases

• Supports non-matching API architectures, auth 
options, data encoding and data structures

• Ability to build custom integrations with any 
platforms

• May be required as a proxy between Catalyst 
Center and cloud platforms

DEVNET-3419 13

The device state and 
configuration data, used for our 
GenAI Bot, is collected using 
API calls to Catalyst Center.
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What is Jenkins?

14DEVNET-3419

“Jenkins is a self-contained, open- 
source automation server which can 
be used to automate all sorts of tasks 
related to building, testing, and 
delivering or deploying software.

Jenkins can be installed through 
native system packages, Docker, or 
even run standalone by any machine 
with a Java Runtime Environment 
(JRE) installed.”
Ref.: https://jenkins.io/

https://jenkins.io/


#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Why Catalyst Center and Jenkins?

15DEVNET-3419

Jenkins is a self-contained, open-source 
automation server which may be used to:

• Support network management as 
Infrastructure-as-Code

• Integrate with GitHub for validated and 
approved apps

• Integrate with GitHub for intent 
configurations, profiles and policies

• Pipelines may include lab testing, 
approval and production deployment

+

Runbook Automation
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Jenkins Pipeline Build
• Trigger Pipeline build using APIs

• Create a Docker container

• Clone, or pull, code from Version 
Control Platforms: GitHub or GitLab

• Install or upgrade to the desired 
versions of Python Libraries – Catalyst 
Center SDK, Ansible, Terraform

• Provide the required params, or pull 
them from Version Control

• Run the application

17DEVNET-3419

Note: 
All steps are completely automated

Runbook environments identical, always 
using the latest code versions and libraries
Rich scheduling/triggering options
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Jenkins Dashboard

18DEVNET-3419

• Jenkins preferences
• Group pipelines in views
• Build queue and 

execution status
• Pipeline stats – health, 

number of runs, success 
and failure, …
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Jenkins Pipeline

• Jenkinsfile is a text file 
representing the definition of a 
pipeline. It includes multiple 
stages and steps.

• Steps may be constructed using:

• Shell commands

• Run code developed using the 
Python SDK, Ansible or Terraform

• Jenkins Plugins

• Environment includes all params 
required by the pipeline

19DEVNET-3419

Details: Cisco Live US 2023- Jenkins Automations for Cisco DNA Center – DEVNET-2151
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Pipeline Status

20DEVNET-3419

Stage view:
• create container
• validate input params
• pull code from GitHub
• install libraries
• execute troubleshooting app
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Jenkins Server – Enable Remote API Access

• Add new API Auth token

• API Authentication is using username 
and the API token.

• Configure pipeline to use input 
params or input file

• Configure the build trigger for 
remote access API

• REST API URL call to Jenkins:

21DEVNET-3419

/Jenkins_server/job/pipeline_name/
buildWithParameters/{parameters}



Demo
Jenkins 
Pipelines
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AI, ML, LLM, Function Calling, GenAI, RAG, ... ?
• Artificial Intelligence (AI) - use of data 

and algorithms to allow systems to 
perform tasks similar with human 
intelligence

• Machine Learning (ML) – AI subset, 
focused on performing steps without 
being explicitly programmed. Learn 
from data patterns and insights to 
create recommendations

• Large Language Model (LLM) - neural 
network model designed to 
understand and generate human 
language

• Function calling – Use LLM models to 
interface with external platforms 
(usually with API calls), to identify and 
perform tasks or retrieve data

• Generative AI (GenAI) – Use patterns 
in existing data to create new content. 
This content could be text, numbers or 
multimedia

• Retrieval-Augmented Generation 
(RAG) – Retrieves matches in provided 
dataset and uses NLPs to create high-
confidence content

DEVNET-3419 25
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Large Language Model (LLM) – Do I need one?

• Large Language Model is an AI Model designed 
to understand and generate human language

• Will answer our query, using natural language, 
based on the similarity search results 

• Trained on massive data sets (billions of text 
chunks)

• Understand context and are general-purpose

• Provide other features, like function calling

• Support code development of network 
automation tasks

26DEVNET-3419

LLMs:
• GPT (OpenAI)
• Gemini (Google)
• Llama 3 (Meta)
• Ollama (framework)
• Cohere
• …

Consider cost and data privacy
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ChatGPT LLM (Generative Pre-trained Transformer)

27DEVNET-3419

https://openai.com/chatgpt/

• Very easy to use and learn, many 
examples, developed by OpenAI, cloud 
based

• Versatile, very good results for our use 
case, without any training

• Integration through LangChain
• Efficient, works well for our use case
• Cost may be a challenge
• Follow your policies for data privacy 

and be aware of exposing private data

https://openai.com/chatgpt/
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Catalyst Center IaC Platforms

• Most customers use Python SDK

• Ansible Collection and Terraform 
Provider are very well adopted

• Customers developed network-
as-code workflows in Go SDK, 
JavaScript, and other programing 
languages 

• CI/CD and Runbook Platforms are 
very common

29DEVNET-3419
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Why AI Code Generation for Catalyst Center

30DEVNET-3419

AI may be able to:
• Suggest recommendations and able to 

search documentation
• Accelerate code development for your 

IaC Catalyst Center workflows
• Multi-language support
• Know or understand the available APIs or 

able to use swagger files

Always verify the recommended code, 
check the order of operations and test the 

recommendations before using them.

+

AI



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Python Code Generation

31DEVNET-3419

• The ask is to write code in Python
• ChatGPT recommendation is 

using the “dnacentersdk” library
• The suggested code has an 

understanding of the workflow, 
and the APIs called to obtain the 
required parameters

• It is aware of the rebranding of 
Cisco DNA Center to Catalyst 
Center
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Python Code Generation (continued)

32DEVNET-3419

ChatGPT knows the order of 
operations: getting device Id, template 
Id, payload sample if params are 
required when deploying the template, 
and polling for status (async API).
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Python Code Generation (end)

33DEVNET-3419
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Upgrade Code to Current Library Version

34DEVNET-3419
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Does it Run Correctly? Almost

35DEVNET-3419

AI Generated Updated
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App Run Using Catalyst Center 2.3.7.6

36DEVNET-3419
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Update GenAI with Corrected Code

37DEVNET-3419
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Ansible Code Generation

38DEVNET-3419

• The ask is to write the same 
simple workflow in Ansible

• ChatGPT recommendation is 
using the DNA Center Ansible 
collection, and it knows the 
requirement to have the Catalyst 
Center Python SDK installed
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Ansible Code Generation (continued)

39DEVNET-3419

ChatGPT knows the order of 
operations, and adds some validations 
and errors checking, if device or 
template do not exist.
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Ansible Code Generation Challenges

40DEVNET-3419

Good start, but not perfect.
Be aware of versions used for 
examples, sometimes outdated.
The suggested code is using version 
1.1.3. The same is valid for Python, 
using an older version of the Python 
SDK.
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Code Generation Update

41DEVNET-3419

We may provide the resource to the 
current version.
The Playbook is rewritten using v2 APIs 
and modules, and adding the Catalyst 
Center version
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Ansible Playbook for Catalyst Center 2.3.7.6

42DEVNET-3419
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AI Enable your Network Management Tools

• Re-use existing investment in:

• Network automation workflows 
written in Python, Ansible, 
Terraform, …

• CI/CD pipelines and orchestration 
platforms

• Multi-controller support

• Multi-channel interface in your 
native language

• Accelerate workflow code 
development

DEVNET-3419 44
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LLM Function Calling

• Connects Large Language 
Models to other platforms to:

• Retrieve data with API calls

• Perform tasks or trigger processes

• Create new workflows and AI 
assistants

• The LLM does not call the 
function, it identifies the function, 
and it returns function name and 
the required parameters

DEVNET-3419 45
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OpenAI Function Callinghttps://platform.openai.com/docs/guides/function-calling

https://platform.openai.com/docs/guides/function-calling

If the LLM of your choice does not have 
a native function calling, we could 
develop one for our use case

DEVNET-3419 46
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OpenAI Function Calling Workflow

Create a list of your 
functions

1

Client App receives user 
query, calls OpenAI API, 
with query and functions

2

LLM

LLM decides if a function call is 
required and returns the 

function name and parameters

3

Your App calls the 
recommended function

4
App answers 
user query

5

Follow your organization policies for a 
Responsible AI implementation.

Mistral self-deployment could be an 
option providing data control

DEVNET-3419 47
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Function Database
Functions to be 

called

Functions database or list, 
that will be used by the LLM. 

They map to functions 
available in your code

DEVNET-3419 48
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NetOps AI Assistant

LLM

API call to 
trigger 

pipeline run

Pipelines may execute 
Python, Ansible or 

Terraform workflows

Pipeline build will 
configure Catalyst 

Center and network 
devices

Multi controllers, 
lab and 

production 

Pull source-code 
and intent configs

Single source of truth, 
version controlled, data 

validation, compliant

• Multi-channel support
• Webex Bots
• Web Portal
• ITSM – change management
• Voice interface

DEVNET-3419 49
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Function Database (List)

50DEVNET-3419

• Create the list of actions the Assistant will 
be able to take

• Each function requires:
• Detailed name and description
• Params type and descriptions, 

required of not
• The name and descriptions will be used 

by AI to match query with desired function
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Chat Completion using Function Calling

51DEVNET-3419

• Collect the user input
• Call the chat completion API:

• Specify model – “gpt-4o”
• Message includes the user input
• Functions list

• The LLM will use the message and identify 
the best match for the function and the 
parameters provided



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Function Calling Response

52DEVNET-3419

Proposed action, and 
param identified



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Function Calling Response Error Handling

53DEVNET-3419

No action 
recommended

Missing required 
parameter
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Jenkins Pipeline

DEVNET-3419 54



Demo
NetOps AI 
Assistant
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Open-source Code
https://github.com/zapodeanu/catalyst_center_genai_ops

https://github.com/zapodeanu/catalyst_center_genai_ops

DEVNET-3419 57
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NLP Interface in Your Native Language

DEVNET-3419 58
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Catalyst Center: API journey/progression

2018 2019 2020 2021 2022 2023

Ansible 
collection

Ansible 
RedHat certified

Terraform provider

Jenkins open-
source

Ansible community 
certification

Intent Ansible 
modules introduced

Python SDK, 
Ansible, Terrafrom

Support for 
Catalyst Center 
2.3.5.3

Cisco API 
platform launch

API adoption
2 billion API calls per year, 45% customers

850+ APIs available (300+ new APIs in 2.3.7.6)

269 events and 65 reports

Python SDK

*Data as of 09/01/2024

DevOps resources 
adoptionPython SDK – 6,300 downloads/month

Terraform provider – 44,000 downloads

Ansible collection – 66,000 
downloads

2024

AI enabled use 
cases

Support for 
Catalyst Center 
2.3.7.6

25 New Catalyst Center DevNet sandboxes

DEVNET-3419 60
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Catalyst Center API focus areas

Usability Completeness Scale Conformance

Documentation

Ease of API use 

Developer Resources

Improve API coverage

Backward compatibility and 
versioning

Better Prioritization 

Rate Limit

Concurrence 

Bulk Operations 

Cisco Standards

API governance, 

Open API

API Best Practices

Quality

DEVNET-3419 61
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New Cisco EN Splunk integration apps

• Integrate with ISE, Catalyst SD-WAN and 
Catalyst Center

• Two apps – Visualizations and Add-on for 
data collection

• Apps released September 10, 2024
• Splunk Enterprise + Cloud certified

DEVNET-3419 62
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Catalyst Center Python SDK

https://dnacentersdk.readthedocs.io

https://github.com/cisco-en-programmability/dnacentersdk

• Covers all Cisco Catalyst Center REST APIs
• Support for Cisco Catalyst Center version 2.3.7.6
• First SDK version August 2019
• Average downloads/month 6,000+ (last 30 days 12,000+)

DEVNET-3419 63

https://dnacentersdk.readthedocs.io/
https://github.com/cisco-en-programmability/dnacentersdk
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Cisco Catalyst Center Ansible Modules
https://galaxy.ansible.com/ui/repo/published/cisco/dnac

https://galaxy.ansible.com/ui/repo/published/cisco/dnac

https://github.com/cisco-en-programmability/dnacenter-ansible

• Complete set of Ansible modules for all Cisco 
Catalyst Center REST APIs

• First library version Dec 2020
• Certified by RedHat v 2.9 – 04/2021
• Community certified - 05/2022
• Support for Cisco Catalyst Center version 

2.3.7.6
• 66,300+ downloads
• 33% increase in last 3 Months

DEVNET-3419 64
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Cisco Developed, TAC/Engineering Supported

• Support starting with Cisco Catalyst 
Center version 2.3.7.6

• Identified with the module name including 
“workflow_manager”

• Ansible playbooks for common operations 
for sites, PnP, SWIM, compliance, 
templates, network settings, …

DEVNET-3419 65
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Terraform Provider and Go SDK
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter

https://registry.terraform.io/providers/cisco-en-programmability/dnacenter

• Extended coverage of Cisco Catalyst 
Center REST APIs

• Support for Catalyst Center version 2.3.7.6
• Released January 2021
• 44,000+ downloads

https://github.com/cisco-en-programmability/terraform-provider-dnacenter

https://github.com/cisco-en-
programmability/terraform-provider-dnacenter

DEVNET-3419 66
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Cisco EN Programmability GitHub Org

https://github.com/cisco-en-programmability

• DevOps Catalyst Center use cases
• Python SDK (support 2.3.7.6)
• Ansible modules (support 2.3.7.6)
• Go SDK and Terraform provider (support 

2.3.5.x, pending support 2.3.7.6)
• Splunk Integration Apps
• GenAI use case
• SDA-as-Code
• Report Operations
• Day N use cases – Python SDK, Ansible, 

Terraform
• Jenkins open-source Integration and 

pipelines
• GitHub/GitLab open-source Integrations
• Compliance Use Cases
• Custom Integration App (Jira Service 

Desk)
• Webhook Receiver
• Other sample code

DEVNET-3419 67

https://github.com/cisco-en-programmability
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Summary

• Support innovative use cases with data 
provided by Catalyst Center REST APIs 
or device APIs

• Massive scale for large data sets

• Training the existing models and add 
metadata, organize datasets, to reduce 
AI hallucination

69DEVNET-3419
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Complete Your Session Evaluations

71

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

DEVNET-3419
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

72DEVNET-3419

http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC



#CiscoLiveAPJC


	Slide 2
	Slide 3: Transform your Network Automation Apps with GenAI
	Slide 4: Cisco Webex App 
	Slide 5
	Slide 6
	Slide 7: Catalyst Center Platform Vision
	Slide 8: The Value of Catalyst Center Platform
	Slide 9: Multi Catalyst Center/Controller Managed Networks
	Slide 10: Catalyst Center Platform
	Slide 11
	Slide 12: Catalyst Center Integration Options 
	Slide 13: Integration Apps
	Slide 14: What is Jenkins?
	Slide 15: Why Catalyst Center and Jenkins?
	Slide 17: Jenkins Pipeline Build
	Slide 18: Jenkins Dashboard
	Slide 19: Jenkins Pipeline
	Slide 20: Pipeline Status
	Slide 21: Jenkins Server – Enable Remote API Access
	Slide 22: Demo Jenkins Pipelines
	Slide 23
	Slide 24
	Slide 25: AI, ML, LLM, Function Calling, GenAI, RAG, ... ?
	Slide 26: Large Language Model (LLM) – Do I need one?
	Slide 27: ChatGPT LLM (Generative Pre-trained Transformer)
	Slide 28
	Slide 29: Catalyst Center IaC Platforms
	Slide 30: Why AI Code Generation for Catalyst Center
	Slide 31: Python Code Generation
	Slide 32: Python Code Generation (continued)
	Slide 33: Python Code Generation (end)
	Slide 34: Upgrade Code to Current Library Version
	Slide 35: Does it Run Correctly? Almost
	Slide 36: App Run Using Catalyst Center 2.3.7.6
	Slide 37: Update GenAI with Corrected Code
	Slide 38: Ansible Code Generation
	Slide 39: Ansible Code Generation (continued)
	Slide 40: Ansible Code Generation Challenges
	Slide 41: Code Generation Update
	Slide 42: Ansible Playbook for Catalyst Center 2.3.7.6
	Slide 43
	Slide 44: AI Enable your Network Management Tools
	Slide 45: LLM Function Calling
	Slide 46: OpenAI Function Calling
	Slide 47: OpenAI Function Calling Workflow
	Slide 48: Function Database
	Slide 49: NetOps AI Assistant
	Slide 50: Function Database (List)
	Slide 51: Chat Completion using Function Calling
	Slide 52: Function Calling Response
	Slide 53: Function Calling Response Error Handling
	Slide 54: Jenkins Pipeline
	Slide 55: Demo NetOps AI Assistant
	Slide 56
	Slide 57: Open-source Code
	Slide 58: NLP Interface in Your Native Language
	Slide 59
	Slide 60: Catalyst Center: API journey/progression
	Slide 61: Catalyst Center API focus areas
	Slide 62: New Cisco EN Splunk integration apps
	Slide 63: Catalyst Center Python SDK
	Slide 64: Cisco Catalyst Center Ansible Modules
	Slide 65: Cisco Developed, TAC/Engineering Supported
	Slide 66: Terraform Provider and Go SDK
	Slide 67: Cisco EN Programmability GitHub Org
	Slide 68
	Slide 69: Summary
	Slide 70
	Slide 71: Complete Your Session Evaluations
	Slide 72: Continue  your education
	Slide 73
	Slide 74

