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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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Catalyst Center Platform
Overview
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Catalyst Center Platform Vision

b = 9D 2 &
(" eficient ) ( Consistent ) ( scalable ) ( secure ) ( Sustainable ) ( Smart

D T 1T

Managing Repeatable Able to reduce time Secure APIs Integrate 260+ real time
infrastructure and precise and effort with large and integrations sustainable devices  event notifications
as code while intent-based network automation and systems and Al/ML
lowering OPEX outcomes requirements capabilities
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The Value of Catalyst Center Platform

( Integrate )

/_/\
o3 e
@ Unlock new insights,
streamline business
workflows through
Automate integration into Cisco Business process streamlining
and 3rd Party Platforms
et ghanges +  — Translate business process
from enterprise-sized into multiplatform
c_ieployr_nents e Alerting/notifications automation workflows
minor adjustments
Real-time

communications providing
situational awareness and
enabling data-driven
decisions

cisco W- #CiscoLiveAPJC  DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Multi Catalyst Center/Controller Managed Networks

configuration_templates
project: Jenkins with variables
name: Variables testing
file: template_with_variables.j2
variables
parameterName: interface_name
dataType: STRING
required: True
order: 1
10 parameterName: ip_address
dataType: STRING
required: True
order: 2
devices

name: C9K-Branch-SFO.clus-demo.com

variables

interface_name: Loopback 200

ip_address: 172.30.200.1
product_family
Routers
Switches and Hubs

ITSM, SIEM,
Notifications, IPAM,
Custom Integrations

cisco Lz/&/

[ GenAl )

Services
Layer
GitHub

.

Webhooks o
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(\/ Declarative - abstracted configuration state

v Increase compliance, reduce configuration drift
v Consistent processes and outcomes

v Rich visibility and assurance data

v Faster deployment, while reducing cost

#CiscoLiveAPJC

DEVNET-3419

\\/ Enable GenAl innovation

~
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Catalyst Center Platform

\_

* IT Service Management
* |P Address Management

* Reporting
*  Wireless Planning
* Alerting

* Network Insights

\_

(IT Ecosystem Integrations

AN

e S aYa B
Event Notifications Northbound REST APlIs
* Assurance Issues «  Webhooks * Network Inventory *  Assurance
«  AI/ML Insights «  PagerDuty *  Network Topology * SDA
+ System Health «  Webex *  Network Design « Templates
* Integration Connectivity *  Syslog *  Provisioning . RI\/IA_ _
+ License Management ¢« SNMP «  SWIM, PnP * Config Archive
» Path Trace * Sensors
/ )

Developer Resources

« Sample Code, Videos

Python SDK, Ansible, Terraform

* Cisco DevNet
+ Sandboxes, Learning Labs
* Developer Guides
+  Community

J

cisco Lz{/&/
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Integrations
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Catalyst Center Integration Options

REST APlIs ’ .
| | (| — %ataltySt
enter
/ q App
Webhooks
I

APIs APIs
/||- h . h
é App é
Webhooks Webhooks

»

I

(|| Vendor APIs a

Adapter

P —

| | (|| REST APIs Catalyst
Center
v —(=
Bundle Webhooks

cisco W-/ #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12




Integration Apps

Rich features, innovation and maximum extensibility

Enables GenAl use cases

Supports non-matching API architectures, auth

options, data encoding and data structures The device state and
- . ) ) ) configuration data, used for our
- Ability to build custom integrations with any GenAl Bot, is collected using

platforms API calls to Catalyst Center.

May be required as a proxy between Catalyst
Center and cloud platforms

—

APls APls
| | /|/| F Integration h
/ é App é
Webhooks Webhooks

cisco M- #CiscoLiveAPJC ~ DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



What is Jenkins?

Participate and 77
Contribute! (|

Jenkins is a community-driven project. We
invite everyone to join us and move it forward.

v —— &,} 22 “Jenkins is a self-contained, open-

documentation, localization, blog posts, . 5

ok Thoatng andanythis) elstkir voul source automation server which can

:,"';"""""""‘““"""“‘“'”““" be used to automate all sorts of tasks
related to building, testing, and

More info

delivering or deploying software.

Jenkins can be installed through

_ _ o _ native system packages, Docker, or
it o NV pdsil  c\cn run standalone by any machine
As an extensible automation server, Jenkins program, ready to run out-of-the-box, with via its web interfac

et Pl \\ith 2 Java Runtime Environment
to th 1t s dell hub f other Unix-like operating systems. 0 ”
o s v, o (JRE) installed.

Ref.: https://jenkins.io/
Plugins Extensible Distributed
With hundreds of plugins in the Update Jenkins can be extended via its plugin Jenkins can easily distrib

Center, Jenkins integrates with practically architecture, providing nearly infinite multiple machines, helping drive builds, tests
every tool in the continuous integration and possibilities for what Jenkins can do.
continuous delivery toolchain. faster.

and deployments across multiple platforms

cisco W&- #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://jenkins.io/

Why Catalyst Center and Jenkins?

Runbook Automation

4 )

Jenkins is a self-contained, open-source
automation server which may be used to:

» Support network management as
Infrastructure-as-Code

* Integrate with GitHub for validated and
approved apps

* Integrate with GitHub for intent
configurations, profiles and policies

* Pipelines may include lab testing,
approval and production deployment

G J

|
14
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Jenkins Pipeline Build
- Trigger Pipeline build using APlIs

Note:
All steps are completely automated

- Create a Docker container

- Clone, or pull, code from Version
Control Platforms: GitHub or GitLab @

-> NS

. | ' \j

nstall or upgrade to the c_ieS|Eed . -«

versions of Python Libraries - Catalyst GitHub
Center SDK, Ansible, Terraform

- Provide the required params, or pull
them frOm VerSion Contro| [Runbook environments identical, always J

using the latest code versions and libraries
Rich scheduling/triggering options

- Run the application

cisco W&./ #CiscoLiveAPJC  DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights res

erved. Cisco Public 17



Dashboard OpsView

@ Delete View

@

Project Relationship

D)

Manage Jenkins

g &

My Views

Open Blue Ocean

Check File Fingerprint

-
Build Queue

No builds in the queue.

Build Executor Status
1 Idle
2 Idle

3 Idle

L

©
©
®
©
©
©
©
©
©
©
©
©

Jenkins Dashboard

Catalyst Center State
Sync

CLI Templates
Deployment

Device Inventory

GitHub Sync

GitLab Sync

Intent Device Compliance

ITSM PnP Workflow

ITSM Provision Switch

Network Troubleshooting

PoE Sustainability

SDA-as-Code

Trigger Assurance Issues

18 hr #188

10 mo #18

18 days #1841

17 hr  #455

18 hr  #409

19 hr  #151

3 mo 16 days
#14

3daysOhr #39

1day 4 hr  #52

1yrimo #56

M mo #8

Mhr #628

#HCiscoLiveAPJC  DEVNET-3419

Jenkins preferences
Group pipelines in views

4 days 18 hr

=i Pipeline stats - health,

number of runs, success
and failure, ...

1yrimo #13
17 hr #1859

4 days 17 hr
#451

4 days 18 hr
#405

N/A
3mo 16 days #12

1 mo 19 days
#38

1day 5hr #48 1 min 22 sec
N/A 16 sec

N/A 25 sec

4 days 11 hr

7 min 53 sec
#620

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Jenkins Pipeline

Dashboard Network Troubleshooting Configuration

| - Jenkinsfile is a text file

Configure ) representing the definition of a
& carrs BER . pipeline. It includes multiple
P I stages and steps.

@ Pipeline 13

- Steps may be constructed using:
+ Shell commands

« Run code developed using the
Python SDK, Ansible or Terraform

- Jenkins Plugins

- Environment includes all params
required by the pipeline

PIPELINE_NAME

Details: Cisco Live US 2023- Jenkins Automations for Cisco DNA Center - DEVNET-2151

cisco W&- #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Pipeline Status

Stage view:

* create container

B status (“) Network Troubleshooting validate input params
pull code from GitHub

This pipeline is for the Network Troubleshooting automation workflow, issue event natification received ¢ InSta” |IbrarIeS

Dashboard OpsView Network Troubleshooting

Changes

Build with Parameters execute trou bleShOOt|ng app

Configure

Delete Pipeline Stage View

Full Stage View

Pull or

. Build Check Install Execute Declarative:
Open Blue Ocean Environment Clone the

Python Input Python Python Post
variables v 3 source b v

Environment Params libraries application Actions
Rename code

Pipeline Syntax Average stage times: 1s 50s
(Average full run time: ~Tmin Os)

May 09

Build History oar 83ms 65ms § ] Tmin 11s

May 09

May 9, 2024, 10:47 AM 10:41

May 9, 2024, 10:41 AM

May 9, 2024, 10:36 AM 50
— May 09

S Sk Tmin 11s
May 9, 2024, 10:23 AM 10:36

cisco W&. #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Jenkins Server - Enable Remote API Access

Add new API Auth token

- API Authentication is using username
and the API token.

Configure pipeline to use input
params or input file

Build Triggers

Configure the build trigger for
remote access API

REST API URL call to Jenkins:

/Jenkins_server/job/pipeline_name/
buildWithParameters/{parameters}

cisco W&. #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo
Jenkins
Pipelines
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& Camtasia2023 File Edit Modify Text View Export Window Help B & @ B P 0 B Mom4cs2r & ¢ 3 3 © @ © Q B 8+ MonMay27 12:51PM

3 B s X ]

O & hitps://10.93.141.47:8443 . no%

B =

O € Jenkins
- 9 L

Dashboard
-

! &
®

+ New Item / Add description
i 22 people All LabView OpsView qp k
& Build History
S w Name Last Success Last Failure Last Duration Fav
@ Project Relationship
_ @) Catalyst Center State Sync 16hr  #205 N/A 50 sec >
® Check File Fingerprint
) @) ChatGPT Plugin Mmo  #11 N/A 13 sec >
@ Manage Jenkins
D My Views @ Cisco DNA Center Jenkins Sandbox 1yrOmo #1 N/A 3.8 sec >
w Open Blue Ocean @ ) CLI Templates Deployment 1Mmo #18 1yrimo #13 2 min 50 sec D
" @ Dev Ready 8mo 4 days #61 N/A 2 min 40 sec D
sl Build Queue v
&
* No builds in the queue. @ (B Device Inventory 14 hr #1876 1day 14 hr #1875 51sec >
-8 © GitHub Sync 15hr  #472 N/A 29 sec >
i Build Executor Status v
? - ® GitLab Sync 14 days  #412 15hr  #426 21 sec >
[
2 Idl % R
&7l 3 @ Intent Device Compliance 16 hr #168 N/A 41 sec D
X 3 Idle
N & —— i - - = - - A ~N 4
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GenAl Essentials
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Al, ML, LLM, Function Calling, GenAl, RAG, ... ?
(

(" . . )
« Artificial Iptelllgence (Al) - use of data s Buneten celling - Uss UL medes i
are]?fsrl?noggg Ss?%i?;lfxitsg ituerr:asnto interface with external platforms
i‘; o (usually with AP calls), to identify and
d perform tasks or retrieve data
* Machine Leaming (ML) - Al subset, « Generative Al (GenAl) - Use patterns
focused on performing steps without ) e
being exolicitly oroarammed. Learn in existing data to create new content.
g exXplicitly programmed. This content could be text, numbers or
from data patterns and insights to multimedia
create recommendations
» Retrieval-Augmented Generation
h:;\g/;veorLka;gol:jaegledgllsci)dneel(tht)M) MELE. (RAG) - Retrieves matches in provided
J dataset and uses NLPs to create high-
understand and generate human )
language confidence content
\ VAN J

cisco Lz{/&/

#HCiscoLiveAPJC  DEVNET-3419
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Large Language Model (LLM) - Do | need one?

( )
LLMSs:
« GPT (OpenAl)
« Gemini (Google)
« Llama 3 (Meta)
« Ollama (framework)
 Cohere
\_ J

-

\_

Consider cost and data privacy ]

cisco Lz{@/

- Large Language Model is an Al Model designed

to understand and generate human language

- Will answer our query, using natural language,

based on the similarity search results

- Trained on massive data sets (billions of text

chunks)

- Understand context and are general-purpose
- Provide other features, like function calling

- Support code development of network

automation tasks

#CiscoLiveAPJC ~ DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



ChatGPT LLM (Generative Pre-trained Transformer)

https://openai.com/chatgpt/

ChatGPT Enterprise

Customize ChatGPT to any workflow

' D\ and collaborate across teams

* Very easy to use and learn, many
examples, developed by OpenAI, cloud Engineering Marketing Sales & success Finance & accounting o Operations HR & recruiting
based

» Versatile, very good results for our use T
case, without any training ) =

* Integration through LangChain N

@ cratcer ©

 Efficient, works well for our use case S Nl 0w

r 2
¢ Cost may be a Cha”enge N How do | connect to my VPN?
0 . et
» Follow your policies for data privacy | AccessingVPN - @ Toch Support Chatbot
a nd be aware Of expos|ng pr|Vate data Yestorday IT::;:::TC! to your VPN, follow these steps outlined in the Acme Corp
Password Reset Assist... 1. Installation:
Software Installation a... « Navigate to the internal software management portal from the
company intranet.
Hardware Troublesho... « Search for Cisco AnyConnect and click on ‘Download’.
» Once the download is complete, open the installer and follow
Previous 7 Days the i . If you any issues during
. the i ion, contact it-suppor p.com for
Network Connectivity... assistance.
Access to Resources 2. Activation:
« Once installed, open Cisco AnyConnect on your device.
Email Setup and Issues + In the server address field, enter vpn.acmecorp.com and click
: i ‘Connect’.

Security Policy « Enter your system account [ ]

cisco M- #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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Al Code Generation
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Catalyst Center 1aC Platforms

- Most customers use Python SDK

s:  cisco.dnac

- Ansible Collection and Terraform . gz e

Install  Documentation ~ Contents  Importlog

Provider are very well adopted

Documentation (0) The dnacenter-ansible project provides an Ansible collection for managing and automating your Cisco DNA Center

© C u Sto l I I e rS d eve | O p e d I l etWO r k — environment. It consists of a set of modules and roles for performing tasks related to DNA Center.

Modules (21) This collection has been tested and supports Cisco DNA Center 2.37.6.

Note: This collection is not compatible with versions of Ansible before v2.8.

.
a S C O e O O S O , devic s_ Other versions of this collection have support for previous Cisco DNA Center versions. The recommended versions are listed
below on the C. lity matrix
. . device_c a ..
JavaScri pt and other programing omenroton sy || Compatoley malrs
) vents_and_notifications_wo, The following table shows the supported versions.
n s_zones_workflow. Cisco DNA Center version Ansible "cisco.dnac” version Python "dnacentersdk" version
a g u a g e S inventory_workflow_manager 331 233

ise_radius_integration_workf, : 640 241
664 255

- CI/CD and Runbook Platforms are
very common

c IS c o &. #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Why Al Code Generation for Catalyst Center

( )

Al may be able to:
AI » Suggest recommendations and able to
search documentation

» Accelerate code development for your
laC Catalyst Center workflows

* Multi-language support

* Know or understand the available APIs or
able to use swagger files

Always verify the recommended code,
check the order of operations and test the
\ recommendations before using them. J

cisco W&- #CiscoLiveAPJC ~ DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Python Code Generation

ChatGPT 4o v

Can you write a Python code to create a function that deploys a CLI
template to a device using Catalyst Center REST APIs?

@ Here is an example Python function using dnacentersdk to deploy a CLI template to a device

V ™\ using Cisco Catalyst Center (DNA Center) REST APls:
« The ask is to write code in Python f . )
+ ChatGPT recommendation is Steps the function performs:
using the “dnacentersdk” library 1. Authenticate with Catalyst Center using dnacentersdk.

* The suggested code has an

. 2. Find the target device by its IP or device ID.
understanding of the workflow, s v

and the APIs called to obtain the 3. Find the CLI template by its name or ID.
re_qUIred parameters . 4. Deploy the CLI template to the target device using the API call.
+ Itis aware of the rebranding of _
Cisco DNA Center to CatalySt Here's the code that does this:
Center
\ J

cisco M./ #HCiscoLiveAPJC ~ DEVNET-3419
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Python Code Generation (continued

Here's the code that does this:

python

from dnacentersdk impg
import time

# Step 1: Get the
devices = api.devi]
if not devices['re

raise Exceptio|

device_id = device
print(f"Found devi

# Step 2: Get the C
templates = api.tem
template = next((tm

if not template:
raise Exception

template_id = templ

print(f"Found templ

# Step 3: Deploy th
deployment_data = {

targetInfo": [

deployment_response

# Step 4: Check
status = "IN_PR
while status ==

deployment,

the deployment status until it completes

(P Copy code
OGRESS"

"IN PROGRESS":

ctatiice — ani toamnlate nranrammar nat teamnlatae danlavmant ctatuci

status = d
print(f"De
time.sleep

return status

# Example usage:
# Define API crede
api = DNACenterAPI

# Call the functio
device_ip = "10.1.
template_name = "Bj
params = {

Key Points:

+ Device Lookup: It searches for the device using the get_device_list API based on the

provided IP address.

+ Template Lookup: It retrieves all templates available using gets_the_templates_available
and searches for the one by name.

+ Deployment: The template is deployed to the specified device using the deploy_template
API.

+ Polling Status: The function polls the deployment status until it completes or fails.

Ensure the dnacentersdk is installed, and the API credentials are correctly set up. This function
can be extended with error handling for production use.

Let me know if you need further customization!

»8 0Py (" ChatGPT knows the order of

deployment_id = deployment_resp: |, [ 'de;

print(f"Depl

cisco Lz/&/

status = deploy_clitemprateraps, weviceipy| - gperations: getting device Id, template
printibentoment conpiete it e ) d, payload sample if params are
api.template_programmer.deploy_template(deploy reqUIred_ when deploylng the template’
" \and polling for status (async API).
ment_id}") |
#CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Python Code Generation (end

G Certainly! If you prefer not t
requests module to interac]
Python script to deploy a CL
Key steps:
e
2
. Retrieve the CLI templa
. Deploy the CLI templat

. Monitor deployment ste

Can you do the same in Python, do not use the Catalyst Center SDK?

Authenticate with Cisco

Find the target device v

cisco Lz{/&/

def g

device_by_ip(self, device_ip):

Get device info by IP address.

url = f"{self.base_url}/dna/intent/api/vl/
response = requests.get(url, headers=self.
response.raise_for_status()

return response.json()['response’]

et_template_by_name(self, template_name):
Get template info by name.
url = f'"{self.base_url}/dna/intent/api/v1,

(P Copy code

# Example usage:

f __name__ ==
# Set your DNA Center details here
base_url = ttps://dnace r ' # Replace with your DNA Center URL
username = # 1 your DNA Center username
password = "'y F v # Replace h your DNA Center password

# Device and template c

device_ip = "10.1.1.1 ¢ # Replace with
template_name = £ he template name
params = {
t t1", # Example parameter for template
|
}
# Deploy template and print the result

status = deploy_cli_template(base_url, username, password, device_ip, template_

response = requests.get(url, headers=self. print(f"Deploy t I ith status: tatus}")
response. raise_for_status()
templates = response.json() Explanation:
for template in templates:
if template['name'] == template_name: 1. get_token : Authenticates to DNA Center and retrieves an access token.

return template 2. get_device_by_ip : Fetches device ini ¥ .ation by IP address.

raise Exception(f"Template *'{template_namef not tound. J
#CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Upgrade Code to Current Library Version

ChatGPT 40 v

Can you rewrite the deploy template using the Python SDK located
here: https://github.com/cisco-en-programmability/dnacentersdk and
use version 2.3.7.6?

< 2/2

® To rewrite the deployment template using the Cisco DNA Center Python SDK from the GitHub
repository and using version 2.3.7.6, you need to ensure that you are working with the right version
of the SDK that matches your Cisco DNA Center version.

Here's the updated Python script using dnacentersdk 2.3.7.6 for template deployment:

Installation:
First, clone and install the SDK from GitHub.

bash 9 Copy code

git clone https://github.com/cisco-en-programmability/dnacentersdk
cd dnacentersdk
pip install .

N
Python Code for Deploying Template:

cisco W. #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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&

Does it Run Correctly? Almost

# Step 1: Get the
devices = api.devi
if not devices['re

raise Exceptio

device_id = device

print(f"Found temp

# Step 3: Deploy ti
deployment_data =
"targetInfo":
1{

nidne

"type":

"param

1.
"templateId":

[ Al Generated
device by IP address

Updated
# Step 1: Get the device by TP address

ces.get_device_list( =device_ip) > (

devices = api.devices.get_device_list( =device_ip)

sponse']:
n(f"Device with IP {device_ip} not found.")

s['response'][0]['id"]

late with ID: {template_id}")

he CLI template to the device

1{
[ b
device_id,

"MANAGED_DEVICE_IP", >
<": params

template_id

deployment_respor
deployment_data)
deployment_id = «¢
print(f"Deploymer

# Step 4: Check 1
status = "IN_PRO(
while status == '

deployment_si

1f not devices|'response']:
raise Exception(f"Device with IP {device_ip} not found.")

device_id = devices['response'][0]['id']
print(f"Found template with ID: {template_id}")

# Step 3: Deploy the CLI template to the device
deployment_data = {
"forcePushTemplate": True
“targetInfo": [
{
wdd device 4id
( "type": "MANAGED_DEVICE_UUID" )

}
1],
"templateId": template_id

/Users/gzapodea/PythonCode/DEVNET-3419/venv/bin/python /Users/gzapoiBloyment_response = api.configuration_templates.deploy template va(

Found device with ID: 657008e6-6160-481e-aa7d-a5b3513b1f7c

Found template with ID: 73aab375-30ef-4a41-90de-allPa@72eal2
Deployment started with ID: 01929cd6-f759-76c5-828e-9ac647ad971b
Deployment status: is error None

Deployment completed with status: success

=deployment_data)

i1sk_1d = deployment_responsel 'response’]l'taskid’]
*int(f"Deployment started with ID: {task_id}")

Step 4: Check the deployment status until it completes
tatus = "IN_PROGRESS"
1ile status == "IN_PROGRESS":

deployment_status = api.task.get_task_by_id( =task_id)

api.configuration_templates.get_template_deployment_status(
=deployment_id)

status = deployment_status['status’]

print(f"Deployment status: {status}")

time.sleep(5)

status = depLoyment_statusl iscrror ]
print(f"Deployment status: is error {status}")
time.sleep(5)

return status

cisco M. #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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App Run Using Catalyst Center 2.3.7.6

template_id = template['templateld']
print(f"Found template with ID: {template_id}")

# Step 3: Deploy the CLI template to the device
deployment_data = {

"forcePushTemplate": True,

"targetInfo": [

{

"id": device_id,
"type": "MANAGED_DEVICE_UUID"

/Users/gzapodea/PythonCode/DEVNET-3419/venv/bin/python /Users/gzapo
1. Found device with ID: 657008e6-6160-481e-aa7d-a5b3513b1f7c
ettt tenptate 40 Found template with ID: 73aab375-30ef-4a4l-90de-al10a072eal2
Deployment started with ID: 01929cd6-f759-76c5-828e-%acé47ad971b
] o e L o e Deployment status: is error None

print(f"Deployment started with ID: {task_id}") Deployment completed with status: success

deployment_response = api.configuration_templates.deploy_template_v2( =deployment_data)

# Step 4: Check the deployment status until it completes
status = "IN_PROGRESS"
while status == "IN_PROGRESS":
deployment_status = api.task.get_task_by_id( =task_id)
status = deployment_status['isError']
print(f"Deployment status: is error {status}")
time.sleep(5)

return status
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Update GenAl with Corrected Code

| have an updated code that works for the Python SDK version

2.3.7.6. Yours had some errors

< 2/2

® Thank you for letting me know. | would be happy to review the updated code tha
Python SDK version 2.3.7.6. Please share your updated version of the code, an

troubleshoot any issues or further enhance it if needed.

from dnacentersdk import DNACenterAPI
import time

def deploy_cli_template(api, device_ip, template_nan
Deploy a CLI template to a device using Catalyst C
:param api: Authenticated DNACenterAPI object.
:param device_ip: IP address of the device where t

(] Thank you for sharing the updated code! It looks good, and it follows the proper use of the Python
SDK for Cisco DNA Center version 2.3.7.6. Let me walk you through the key components and

some minor optimizations for clarity:

Key Features:

1. Device Retrieval: The code correctly fetches the device information by management IP

address using api.devices.get_device_list .

2. Template Fetching: The correct APl method is used to retrieve available templates with
api.configuration_templates.gets_the_templates_available() , and the template ID is
selected based on the template name.

3. Template Deployment: You are using deploy_template_v2 with the forcePushTemplate

option and passing the device ID in the deployment data.

4. Task Monitoring: The code checks the deployment task status using
api.task.get_task_by_id and continues to monitor it in a loop until completion.

cisco Lz/&/
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Ansible Code Generation

ChatGPT 40 v~

{ Can you do the same with Ansible? )

& Yes, you can deploy a CLI template to a device using Ansible and the Cisco DNA Center Ansible
Collection. Below is an example playbook that performs the same function as the Python script,
2 \ using Ansible to deploy a template to a device managed by Cisco DNA Center (Catalyst Center).

The ask is to write the same
simple workflow in Ansible (Prerequisites: h
* ChatGPT recommendation is 1 Inctall the Gisco DNA Genter Ansible Collecti
using the DNA Center Ansible . Install the Cisco enter Ansible Collection:
collection, and it knows the bash (P Copy code
requirement to have the Catalyst
\ Center Python SDK installed / ansible-galaxy collection install cisco.dnac
2. Ensure you have the required Python libraries ( dnacentersdk and others) and a working
\_ Ansible environment.

cisco M./ #HCiscoLiveAPJC ~ DEVNET-3419
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Ansible Code Generation

continued

Ansible Playbook Example:

yaml

no

a

1.

Variables and their Purpose:

dnac_host : The URL of the Cisg

I el

Example Variables File (vars.yml):

yaml (P Copy code

# Replace with the device IP address
Conf " # Replace with the actual template name
herne # Example interface parameter for the template

on e \r le" # Example description parameter for the temp]

Playbook Execution:
You can run this playbook with the following command:

bash P Copy code

ansible-playbook -i localhost, deploy_cli_template.yml -e @vars,yml

Explanation of the Playbook:

+ Retrieve the device info: Uses the cisco.dnac.device_info module to find the device by its

cisco Lz/&/

ChatGPT knows the order of

plate info: Uses the cisco.dnac.template_info module to find the CLI

operations, and adds some validations A

and errors checking, if device or

template do not exist.

late: The cisco.dnac {4 iplate_deploy module is used to deploy the

arget device, passing necessary parameters.

#HCiscoLiveAPJC ~ DEVNET-3419

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Ansible Code Generation Challenges

What is the Catalyst Center Ansible collection version is compatible

with the proposed playbook?

Ansible Collection. As of the time of writing, the compatible version of the collection for the

i ol L

Good start, but not perfect.

Be aware of versions used for
examples, sometimes outdated.

The suggested code is using version
1.1.3. The same is valid for Python,
using an older version of the Python

\\SDK.

playbook is cisco.dnac version 1.1.3 or later. This version includes the requir

1. cisco.dnac.device_info

2. cisco.dnac.template_info
3. cisco.dnac.template_deploy

4. cisco.dnac.template_deployment_status

To check or install the correct version of the collection:

1. Check the installed version:

bash

ansible-galaxy collection list cisco.dnac

cisco Lz{/&/

What is the version of the Python SDK you used for the proposed

code?

® The code | provided is designed to work with dnacentersdk version 2.3.5. This version aligns with
the API capabilities and functions of Cisco Catalyst Center (formerly Cisco DNA Center) as of that

SDK release.

If you're using a different version of Catalyst Center or the SDK, you might need to adjust the API

calls or the version in the code:

python

dnac = DNACenterAPI(base_url="https://<your-dnac-url=", username="<username=", pas:

For other versions, you can find the correct API version by referencing the Catalyst Center API
documentation or checking compatibility with your deployment.

OO P Sy

(3 Copy code

#HCiscoLiveAPJC ~ DEVNET-3419

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

40




Code Generation Update

( _ . i )
Can you update the playbook using the current version, 2.3.7.6, AETEZD TGN I R TR ) R S (P Copy code
https://galaxy.ansible.comjui/repo/published/cisco/dnac/ ? cisco.dnac. configuration_template_deploy_v2:
dnac_host: "{{ dnac_host }}"
dnac_username: "{{ dnac_username }}"
() Searched 6 sites v dnac_password: "{{ dnac_password }}"
dnac_verify: false

To update the proposed Ansible playbook for Cisco Catalyst Center Ansible Collection version dnac_version: "2.3.7.6"

2.3.7.6, we need to utilize the modules compatible with this version of the collection. Here's an target_info:

updated playbook using the cisco.dnac.configuration_template_deploy_v2 and - id: "{{ device_info.response[0].id }}"

t : "MANAGED_DEVICE_IP"
cisco.dnac.configuration_template_deploy_status_info modules, which are part of this o - -
y q params:
release and are used to deploy and track configuration templates. interfaceName: “{{ interface_name }}"
q | description: "{{ description }}"

Updatad Ansible Plﬂy k: template_id: "{{ template_info.response[@].templateld }}"
yam| 9 Copy code \_ register: deployment_status Y,
— name: Check deployment status until complete

name: Deploy CLI template to a device using Cisco DNA Center (v2.3.7.6) cisco.dnac.configuration_template_deploy_status_info:
hosts: localhost dnac_host: "{{ dnac_host }}"
gather_facts: no dnac_username: "{{ dnac_username }}"
tasks: dnac_password: "{{ dnac_password }}"
dnac_verify: false
name: Get device information by IP address dnac_version: "2.3.7.6"
cisco.dnac.network_device_info "{{ deployment_status.deploymentId }}"
dnac_host: "{{ dnac_host }}" We may prOVIde the reSOurCe to the atus
dnac_username: "{{ dnac_username }}" Current VerSIOn s.status != "IN_PROGRESS"
dnac_password: "{{ dnac_password }}" 5 : 3 c
dnac_verify: false The Playbook is rewritten using v2 APIs
dnac_version: "2.3.7.6" and modules, and adding the Catalyst
state: query Center VerSion deployment status
ip_address: "{{ device_ip } ¥
register: device_info | | msg: "Deployment completed wich status: {{ final_status.status }}"

cisco Lz{/&/
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Ansible Playbook for Catalyst Center 2.3.7.6

- name: Get device info by IP address
cisco.dnac.network_device_info:
dnac_host: "{{ dnac_host }}"
dnac_username: "{{ dnac_username }}"
dnac_password: "{{ dnac_password }}"
dnac_verify: False
managementIpAddress: "{{ device_ip }}"
register: device_info

name: Fail if device not found

fail:
msg: “"Device with IP {{ device_ip }} not found."
when: device_info.dnac_response.response | length == 0

- name: Get CLI template by name
cisco.dnac.templates_details_info:
dnac_host: "{{ dnac_host }}"

dnac_username: "{{ dnac_username }}"

dnac_password: "{{ dnac_password }}"
dnac_verify: "{{ dnac_verify }}"
name: "{{ template_name }}"

register: template_info

name: Fail if template not found
fail:
msg: "Template '{{ template_name }}' not found."
when: template_info.dnac_response.response | length == @

- name: Print device id
ansible.builtin.debug:

msa: "Device id is: {{ device info.dnac response.responsel@].id HH"

cisco Lz{/&/

PLAY [Deploy CLI template to device using Catalyst CEnter] s #katkkdaddakhakdxdhkhahhakkakkx A hRARXIERLRIIH KX RK A *K

TASK [DEVIiCe ROSTIMAME ] # ki ki kb kb ok ko o ok k6 ko Ak o
ok: [localhost] => {
"msg": "Configuring the device with the name: 10.93.141.22"

}

TASK [Get device info by IP address| ikttt hdhdhiddsodss s s shhhod it st sk o s sk ok
ok: [localhost]

TASK [Fail if device Not FOUNA] * %%k d e ks ks s kadkkd sk akhdkka kR AR ARk R AR AR KRR KA ER AR AR RHAERIR AR IRH AR AR

skipping: [localhost]

TASK [Get CLI template by Name] ** s *x# s s x sk xxk# XXX AAXRKX AKX AXXKRXERKXREAXERKAE AKX REAKERKRKRAEARRKE R KA R ERAA R AR
ok: [localhost]

TASK [Fail if template Not FOUNA| **%%#%%&% & kk& %k %Ak KAKRKK AR KA KKRHERKEHEAKE KK AR AKEHERKE R AR AR A AR IR IAHERKIE R AR
skipping: [localhost]

TASK [Print device Sd] s kks s hs s ks sk nkndd aiohh ok h kA sk &k K o6& KA K KKK o KA K o K KR
ok: [localhost] => {

msg": "Device id is: 657008e6-6160-48le-aa7d-a5b3513blf7c"
}

TASK [Print template Dd] ke m i ko s b sk d kol ook s koo ke ok e
ok: [localhost] => {

"msg": "Template id is: 657008e6-6160-48le-aa7d-a5b3513blf7c"
}

TASK [Deploy CLT template €0 dewice] # ik ko ki ik kol ks ko b oo o b b ook ok ook o
ok: [localhost]

TASK [Wait £Or deployment COMDLEtIOn] ki ik ki ik & i hkoh b ko ook koo bk o
ok: [localhost]

TASK [Output deplOyMEnt Tesulf] ##kekddhhdhhdhhddhibhhdhddhhdhhdhiddrhhbhhthdahhdrddrhhthhthhdhhdrhddrddrkhrhndhd
ok: [localhost] => {

"msg": "Deployment completed with status: {'changed': False, 'dnac_respons {'response': {'progress': 'Deployn|
al2.ApplicableTargets: [657008e6-6160-48le-aa7d-a5b3513blf7c]Template Deployemnt Id: 6256950b-de5e-4ccc-b7bb-8b661cf]
725201486, 'version': 1729725201486, 'data': '73aab375-30ef-4a41-90de-alllfa072eal2', 'serviceType': 'NCTP', 'usernam|

'5£7£7b4e22689d00c4c923e7’', 'id': '0192bba7-facb-T7e40-ad55-e4££917£38e0'}, 'version': '1.0'}, ‘'result’': '', 'faile]

}

PLAY RECAP % kb ke kb ook ok ok ook ook ok oo bk ok koo bk ko ok ok ok e
localhost s ok=8 changed=0 unreachable=0 failed=0 skipped=2 rescued=0 ignored=0
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GenAl Network Automation
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Al Enable your Network Management Tools

- Re-use existing investment in:

- Network automation workflows
written in Python, Ansible,
Terraform, ...

- CI/CD pipelines and orchestration
platforms

- Multi-controller support

- Multi-channel interface in your
native language

- Accelerate workflow code
development

cisco Lz{@/
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LLM Function Calling

- Connects Large Language

Models to other platforms to:

"name": "provision_network_device_jenkins",

R t - d t 'th APl ” "description”: "Provision a device to a site. Call this whenever you need to provision a device, "
° . .
e rleve a a WI Ca S "or network device, to a location, for example: an user asks "

"'Provision a network device to a site'",

- Perform tasks or trigger processes L

"properties": {

- Create new workflows and Al B

H "description": "This is the device name or hostname,
assistants ),
"siteHierarchy": {
"type": "string",
° The LLM does not Ca ” the "description": "The site hierarchy, or site name, where the device will be provisioned"
+
}

function, it identifies the function, S —
and it returns function name and )

or the network device name or hostname"

the required parameters
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OpenAl Function Calling

https://platform.openai.com/docs/quides/function-calling

@OpenAlPlatform Docs APl reference - Signup

Q search ® K Function calling

CAPABILITIES

If the LLM of your choice does not have
a native function calling, we could
develop one for our use case

Learn how to connect large language models to external tools.

Text generation

Image generation Introduction

Vision Function calling allows you to connect models like gpt-4o0 to external tools and systems. This is useful for many things

Audio generation such as empowering Al assistants with capabilities, or building deep integrations between your applications and the
models.

Text to speech

Speech to text In August 2024, we launched Structured Outputs. When you turn it on by setting strict: true ,in your function

definition, Structured Outputs ensures that the arguments generated by the model for a function call exactly match the

Vector embeddings JSON Schema you provided in the function definition.

Moderation
Reasoning @® Asan alternative to function calling you can instead constrain the model's regular output to match a JSON
GUIDES Schema of your choosing. Learn more about when to use function calling vs when to control the model's

normal output by using response_format .
Function calling

Structured outputs ( \
Example use cases

Evaluations

Fine-tuning Function calling is useful for a large number of use cases, such as:

Distillation 1 Enabling assistants to fetch data: an Al assistant needs to fetch the latest customer data from an internal system

when a user asks “what are my recent orders?” before it can generate the response to the user

</» Cookbook 2 _ an Al assistant needs to schedule meetings based on user preferences and

o calendar availability.
A% Forum

@ Help

3 Enabling assistants to perform computation: a math tutor assistant needs to perform a math computation.

\_# Building rich workflows: a data extraction pipeline that fetches raw text, then converts it to structured data and J
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https://platform.openai.com/docs/guides/function-calling

OpenAl Function Calling Workflow

Follow your organization policies for a
Responsible Al implementation.
Mistral self-deployment could be an

L Create a list of your option providing data control

functions

LLM decides if a function call is
required and returns the
function name and parameters

Client App receives user

query, calls OpenAl API,
with query and functions

Your App calls the

recommended function] N [App ANSWers

user query
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Function Database

Functions to be

def provision_network_device_jenkins(arguments):

This function will coll REST APIs to trigger Jenkins pipeline to provision the network device with {hostname} to

site with the hierarchy {site_hierarchy}
:param arguments: Required arguments as dictionary: {'hostname':
:return: task stotus

url = JENKINS_SERVER + '/job/Provision%2B@Device/buildWithParameters'

'PDX-RN',

L called

'site_hierarchy': 'Global/OR/PDX/Floor-2'}

response = requests.post(url, =arguments, =JENKINS_AU|
if response.status_code == 201:

response_status = 'Device provisioning started, see status
else:

response_status = 'Pipeline not started, something went wrof
return response_status, response.status_code

Functions database or list,
that will be used by the LLM.
They map to functions
available in your code

functions = [

{
"name": "provision_network_device_jenkins",
"description™: "Provision a device to a site. Call this whenever you need to provision a device, "
"or network device, to a location, for example: an user asks "
"'Provision a network device to a site'",
"parameters": {
"type": "object"
"properties": {
"hostname": {
"type": "string",
"description": "This is the device name or hostname, or the network device name or hostname"
Y
"siteHierarchy": {
"type": "string",
"description": "The site hierarchy, or site name, where the device will be provisioned"
}
},
"required": ["hostname", "siteHierarchy"],
"additionalProperties”: False
}
L

&./

Cisco
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NetOps Al Assistant

I am a network assistant running network automation workflows. What network configuration
task are you interested in? Con you start the software upgrode for the device PDX-ACCESS?

Workflow name: software_distribution
Params identified:
{"hostname": "PDX-ACCESS"}

Do you want to continue or not (y/n)? n
I am a network assistant running network automation workflows. What network configuration

task are you interested in? Provi

Global/OR/BEAV/Floor-2

ion this switch BEAV-CN at this location

Workflow name: provision_network_device_jenkins
Params identified:
{"hostname": "BEAV-CN", "siteHierarchy": "Global/OR/BEAV/Floor-2"}

Do you want to continue or not (y/n)? u

Network Assistant: Device provisioning started, see status here: hifp 19,93,141

* Multi-channel support

*  Webex Bots

+  Web Portal

* ITSM - change management

\. Voice interface y

cisco Lz/&/

API call to
trigger
pipeline run

8

S

Single source of truth,
version controlled, data

validation, compliant
| GitHub |

ull source-code
and intent configs

Pipeline build will
configure Catalyst
Center and network
devices

Pipelines may execute
Python, Ansible or
Terraform workflows

#HCiscoLiveAPJC ~ DEVNET-3419

Multi controllers,
lab and
production
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Function Database

List

» Create the list of actions the Assistant will
be able to take
» Each function requires:
* Detailed name and description
» Params type and descriptions,
required of not
* The name and descriptions will be used
by Al to match query with desired function

functions = [

cisco Lz/&/

{
"name": "provision_network_device_jenkins",
"description”: "Provision a device to a site. Call this whenever you need to provision a device, "
"or network device, to a location, for example: an user asks "
"'Provision a network device to a site'",
"parameters": {
"type": "object",
"properties": {
"hostname": {
\ "type": "string",
"description": "This is the device name or hostname, or the network device name or hostname"
}
"siteHierarchy": {
"type": "string",
"description": "The site hierarchy, or site name, where the device will be provisioned"
}
|
“required": ["hostname", "siteHierarchy"],
"additionalProperties”: False
¥
L,
{
"name": "software_distribution",
"description”: "Start a new software upgrade to a device. Call this whenever you need to start a "
"software upgrade or image distribution to a device or network device, to a location, "
"for example: an user asks for 'software distribution'",
"parameters": {
"type": "object",
"properties": {...},
"required": ["hostname"],
"additionalProperties": False
}
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Chat Completion using Function Calling

# Start a chat that triggers the function
messages = [
{"role": "system", "content": "I am a network assistant running network automation workflows like devices "

"provisioning, PnP onboarding, software upgrades, device configuration, ..."},
{"role": "user",

"content": user_input}

# Make a request to the OpenAI API with function calling

response = client.chat.completions.create( ="gpt-40", =messages, =functions,
="auto")

print(' Chat completion response: ' + str(response))

# Check if the assistant decided to make a function call « Collect the user input

if responfe.choices[@].'Finish_r'e?snn == 'functionfca'L'.L': « Call the chat completion API:
function_call = response.choices[0].message.function_call # Access the fu S i del “qot-40"
function_name = function_call.name # Get the function name PECITY m.o € ap 0 X
arguments = json.loads(function_call.arguments) # Load the arguments as a * Messgge |r)cludes the user InDUt
print('\n Workflow name: ' + function_name) * Functions list
print(' Params identified: \n ' + json.dumps(arguments)) * The LLM will use the message and |dent|fy
validation_input = input('\n Do you want to continue or not (y/n)? ') the best match for the function and the

parameters provided

\_ v
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Function Calling Response

I am a network assistant running network automation workflows. What network configuration

task are you interested in? Start the image distribution to the device PDX-RN

Chat completion response: ChatCompletion(id='chatcmpl-ALfZVF1lknvWDmVmilLvwUKCQwpt
.choices=[Choice(finish_reason='function_call', index=0, logprobs=None, .
.message=ChatCompletionMessage(content=None, refusal=None, role='assistant', aud
.function_call=FunctionCall(arguments='{"hostname":"PDX-RN"}', .
.name='software_distribution'), tool_calls=None))], created=1729728053, .
<model="gpt-40-2024-08-06', object='chat.completion', service_tier=None,
.system_fingerprint='fp_%el5ccdéa4', usage=CompletionUsage(completion_tokens=18,
<prompt_tokens=230, total_tokens=248, completion_tokens_details=CompletionTokens
(audio_tokens=None, reasoning_tokens=0), prompt_tokens_details=PromptTokensDetsd
. (audio_tokens=None, cached_tokens=0)))

Workflow name: software_distribution
Params identified:
{"hostname": "PDX-RN"}

Proposed action, and
param identified

Do you want to continue or not (y/n)?

wll,

i

#CiscoLiveAPJC
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Function Calling Response Error Handling

I am a network assistant running network automation workflows. What network configuration task are

you interested in? Can you create a fabric at this site: Global/OR/PDX/Floor-2?

Something went wrong, not sure what you asked, Creating a fabric involves a complex process that
involves tasks such as provisioning devices, configuring network settings, and possibly coordinating
with site-specific infrastructure requirements. While I'm equipped to handle provisioning network

devices to specific sites, the creation of a network fabric is beyond my direct capabilities.

However, if you have devices that need provisioning to this site, please provide their hostname, and I
can assist you with that!

I am a network assistant running network automation workflows. What network configuration task are .
you interested in?|

( No action ]

recommended

Missing required
parameter

cisco Lz{/&/

I am a network assistant running network automation workflows. What network configuration task are
you interested in? Start the provisioning of this device PDX-RO

Something went wrong, not sure what you asked, Could you please provide the site hierarchy or site
name where the device PDX-RO should be provisioned?

I am a network assistant running network automation workflows. What network configuration task are .
.you interested in? |
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L ] L [ ]
e I I |<I I I P I p e | I l I e Dashboard OpsView Provision Device Configuration

Build Triggers

Workflow name: provision_network_device_jenkins
Params identified: Dashboard OpsView Provision Device Configuratiol

Build after other projects are built  ?
{"hostname": "PDX-RN", "siteHierarchy": "Global/OR/PDX/Floor-2"}

This project is parameterized 7 Build periodically ?

i GitHub Branches
Do you want to continue or not (y/n)? = String Parameter ? )
GitHub Pull Requests  ?
Network Assistant: Device provisioning started, see status here: Name 7 GitHub hook trigger for GITScm polling 7

# Jenkins : hostname Poll SCM
=)

Dashboard > OpsView > Provision Device
Dashboard OpsView Default Value ? Quiet period ?

Status @ Provision D Trigger builds remotely (e.g., from scripts) ?

New Item Akl i i Tal

Changes This pipeline is for the auty

o Description  ? Provision Device #71
People Build with Parameters

device hostname
Build History Configure

. . t Preview
Edit View Delete Pipeline Stage View

il ?
Delete View Full Stage View Trim the string  ?

Project Relationship Open Blue Oceal Verify Working Path:

Check File Fingerprint Rename = String Parameter ?

Average sta + pwd

(Average full run tim| Name ? I - .
Manage Jenkins Pipeline Syntax - /var/lib/jenkins/workspace/Provision Device

My Views siteHierarchy
Build History Running in /var/lib/jenkins/workspace/Provision Device/dr _jenkins_:

Default Value ?

Open Blue Ocean

Build Queue Z S 2 A + python3 provision_wired_device.py PDX-RN Global/OR/PDX/Floor-2

—— ® #70 Sep10, 202 = Description 2 INFO:root: App "provision_wired_device.py" run start, 2024-09-10 22:36:43
8 INFO:root: Device hostname: PDX-RN

site hierarchy, example: Global/Area/B INFO:root: Site hierarchy: Global/OR/PDX/Floor-2
INFO:root: Provisioning Task Status: pending
INFO:root: Provisioning Task URL: /dna/intent/api/v1/task/0191df97-26a1-7e8b-a995-5e119e90ef19
INFO:root: Device provisioned successfully to site
INFO:root: App "provision_wired_device.py" run end: 2024-09-10 22:37:02
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& Camtasia2024 File Edit Modify Text View Export Window Help E B @ P 0TI B C [Mo3154616 o) R ®a 2 @ O Q M K TueSep10 10:37PM

) (@ '

-

O & &2 https://10.93.141.45/dna/provision/devices/inventory/list 120% %

= il Catalyst Center Provision / Inventory [\ (36 @0) 48 Q admin v

E0:O0 s

@ Global Vv Al Routers Switches Wireless Controllers Access Points Sensors EQ E (?“ Q
o : o
: " S
. FILTERED BY Devices (1) Focus: Select v/ k Take a tour 1 Export gek
N o Unassigned X Q
o0
0 Selected Tag (¥ Add Device Actions v @ As of: Sep 10, 2024 10:30 PM £

DEVICE WORK ITEMS

L Utieaciavie () Tags Device Name « IP Address Device Family Site Reachability (D Provisioning Status (D Device Role MAC Ac

Unassigned

[_] O PDX-RN 10.93.141.22 Routers Assign @ Reachable Not Provisioned BORDER ROUTER / 00:17e:
(O Untagged

NeEmo B

(O Failed Provision

>

(3 Non Compliant

(O Outdated Software Image

(O No Golden Image

Po A0 %

(O Failed Image Prechecks

(O Under Maintenance

(O Security Advisories

(g T P PR Sy S PO

18

. Record(s) Show Records: 25 v 1 -1 [} Vl
cisco Lyye !/
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Open-source Code

https://qgithub.com/zapodeanu/catalyst _center _genai_ops

Cisco

= O zapodeanu | catalyst_center_genai_ops

<> Code

() Issues 11 Pullrequests (») Actions [ Projects

@ catalyst_center_genai_ops  Pubiic

¥ main - ¥ 1Branch © 0 Tags

. zapodeanu updated README

[ .gitignore

) CODE_OF_CONDUCT.md

[) CONTRIBUTING.md

[ LICENSE

[ NoOTICE

(") README.md

[ catalyst_center_genai_config_tools.py

[ requirements.txt

[0 README & Code of conduct &[5 License

0 wiki ) Security

Q Gotofile

Q Type /] to search

|~ Insights 2 Settings

t

@uUnwatch 1 ~ % Fork 0 - {7 Star 0«

—

ac13968 - 2 minutes ago %) 4 Commits

updated Readme, gitignore, app

initial commit

initial commit

initial commit

initial commit

updated README

updated Readme, gitignore, app

initial commit

Catalyst Center Ops using GenAl

4 minutes ago
3 minutes ago
3 minutes ago
3 minutes ago
3 minutes ago
2 minutes ago
4 minutes ago

3 minutes ago

z

About @

The repo includes the files for GenAl
operations using function calling and
Catalyst Center REST APIs

Readme

View license

Code of conduct

Activity

0 stars

1 watching

< 0% <@ EB

0 forks

Releases

No releases published
Create a new release
Packages

No packages published
Publish your first package

.&./

#CiscoLiveAPJC
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NLP Interface in Your Native Language

I am a network assistant running network automation workflows. What network
configuration task are you interested in? Ter beschikking stellen van AMS-RO
aan locatie Global/NL/AMS/Floor-2

I am a network assistant running network automation workflows. What network

configuration task are you interested in? Démorrez la mise o niveau

logicielle du commutateur portant les noms d'hdte F 0

Workflow name: provision_network_device_jenkins I am a network assistant running network automation workflows. What network

Params identified: configuration task are you interested in? Rozpocznij oktuolizocje
{"hostname": "AMS-RO", "siteHierarchy": "Global/NL/AMS/Floor-2"} oprogramowania przetgcznika o nazwie hosta PL_WARG6

Do you want to continue or not (y/n)? n Workflow name: software_distribution

Params identified:
{"hostname": "PL_WARG&"}

ant to continue or not (y/n)? n

Workflow name: software_distribution
Params identified:
{"hostname": "F-PAR-SW10"} =¥ 7

Do you want to continue or not (y/n)? n

I am a network assistant running network automation workflows. What network
configuration task are you interested in? /A b3 J-TOK-SW10 TAA wFmY 7 R0

w7 IL—RFERIBLET,
Workflow name: software_distribution
Params identified:

{"hostname": "J-TOK-SW10"}

Do you want to continue or not (y/n)? n

CISCO W,/ HCiscoLiveAPJC
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Developers Resources
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Catalyst Center: API journey/progression

¢ KB

== S
TOOLS

Cisco API Python SDK Ansible Ansible Ansible community Python SDK, Al enabled use
platform launch collection RedHat certified certification Ansible, Terrafrom cases
Terraform provider Intent Ansible Support for Support for
Jenkins open- modules introduced Catalyst Center Catalyst Center
2.3.5.3 2.3.7.6
source
I I I I | I
<201 8 2019 2020 2021 2022 2023 2024
4 _ )
, AP| adoption DevOps resources
) 2 billion API calls per year, 45% customers gl Python SDK - 6,300 downloads/month
850+ APIs available (300+ new APIs in 2.3.7.6) e Ansible collection - 66,000
downloads
269 events and 65 reports " Terraform provider - 44,000 downloads
& )

L 25 New Catalyst Center DevNet sandboxes )

cisco Lz{@/

*Data as of 09/01/2024
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Catalyst Center API focus areas

L=
Usability Completeness Scale Conformance
Documentation Improve API coverage Rate Limit Cisco Standards

Backward compatibility and APl governance,
Concurrence

Ease of APl use versioning Open API

Developer Resources Better Prioritization Bulk Operations API| Best Practices

Quality
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New Cisco EN Splunk integration apps

Collections

splunkbase

Apps

Q, Find an app

alial. Cisco Catalyst Add-on for Splunk

Cisco

‘Submit an App Login ~

Cisco Catalyst Add-on for Splunk collects data for different Cisco Products - **Cisco Identity Services Engine**, **Cisco Catalyst SD-WAN** and

**Cisco Catalyst Center**. The add-on parses the data from these sources and stores them into the Splunk indexes. * Author - Cisco Systems *

Built by Cisco EN Programmability

w) & Loginto Download

Latest Version 1.0.0
September 10, 2024

Release notes

Compatibility 0]

Splunk Enterprise, Splunk
Cloud

Platform Version: 9.3, 8.2
CIM Version: 5.X

Rating

0wt (0)
Log in to rate this app

Integrate with ISE, Catalyst SD-WAN and
Catalyst Center

Two apps - Visualizations and Add-on for
data collection

Apps released September 10, 2024
Splunk Enterprise + Cloud certified

& o
splunkbase‘ Collections  Apps Q, Find an app Submit an App Loghh *
Supps
3 0g . . .
a4 Al Cisco Enterprise Networking for Splunk Platform
[ cisco

cisco Lz/&/

The **Cisco Enterprise Networking for Splunk Platform** presents visualizations in dashboards for different Cisco Products - **Cisco Identity

Services Engine**, **Cisco Catalyst SD-WAN**, and **Cisco Catalyst Center**. The App uses the data collected by "Cisco Catalyst Add-on for.

Built by Cisco EN P

9 L Loginto Download

Latest Version 1.0.0 Compatibility

September 10,2024

Cloud
Release notes

Platform Version: 9.3,9.2

CIM Version: 5.

Splunk Enterprise, Splunk

& Q
O Rating Support Ranking
0 #r s (0) €3 Developer Supported HE inNetwork Access
A
Log n to rate this app ep . Canrcd
Learn more #‘ In Firewall

#CiscoLiveAPJC
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Catalyst Center Python SDK

# / dnacentersdk » Covers all Cisco Catalyst Center REST APIs
» Support for Cisco Catalyst Center version 2.3.7.6

First SDK version August 2019
« Average downloads/month 6,000+ (last 30 days 12,000+)

dnacentersdk

Simple, lightweight, scalable Python API wrapper for the DNA Center APIs

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA Centg 0 iy | ) WD AECTED . t- o ne @
versions: 2.2.2.3, 2.2.3.3, 2.3.3.0, 2.3.5.3 and 2.3.7.6). The package represents all of the Cisco DNA
interactions via native Python tools. Making working with the Cisco DNA Center APIs in Python a n

> Code () Issues (B 1l Pull requests & 3 Discussions () Actions [ Projects 1 wiki @ Security (8 Insights 18] Settings

experience. dnacentersdk Pubiic 7 EditPins ~ @ Unwatch 15 ~ Y Fork 31 - # Starred 66

dnacentersdk helps you get things done faster. We take care of the APl semantics, and you can foc|

P master - ¥ 9Branches © 45 Tags Q, Go to file t + <» Code =~ About i)
code.

Cisco DNA Center Python SDK

P bvargasre Merge pull reg @ 039db14 - 19 hours sgo L) 287 Commits

With dnacentersdk, you can easily: SRS D .
& dnacentersdk.readthedocs.

M github/ISSUE_TEMPLATE New ompatibility matrix ast year
« Interact with the DNA Center APIs in an interactive Python session

* Quickly create code that enables you get something done in DNA Center

B dnacentersdk package version to 2.3.7.6 19 hours ago

» Leverage the APl wrapper to cleanly add DNA Center functionality to your project without havir| B docs chy ackage version to 2.3.76 19 hours ago -
boilerplate code for working with the DNA Center APIs i DT
B script Update LICENSE reference 3 years ago s 66 stars
i B tests chore: Remave unused imports and blank lines 20 hours ago LR S
https://dnacentersdk.readthedocs.io 5 s i s . e s e s | ¥t
ate tests (lint, mock server order, validators) 3 years ago Report repository
[3 .gitattributes Initial commit 5

https://qithub.com/cisco-en-programmability/dnacentersdk
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Cisco Catalyst Center Ansible Modules

https://galaxy.ansible.com/ui/repo/published/cisco/dnac

= Qo

Ansible Galaxy
Search
uuuuuu

Collections v

Collections

U = O cisco-en-programmability / dnacenter-ansible Q Type [7) to search > + - O n & @
Roles > <> Code () Issues & [ Pullrequests (2 ) Discussions (2 Actions [ Projects [1) wiki (U Security |~ Insights 2 Settings
Documentation ¢ dnacenter-ansible Fublic & Edit Pins = @ Unwatch 10 ~ ¥ Fork 36  « 1y Star 25
Terms of Use %4 ansible

¥ main ~ F 7Branches © 79 Tags Q Goto file t + | 4> Code = About @

- Cisco DNA Center Ansible modules
P bvargasre Update docs.ymi e9fded - 15 hours ago {5 1,721 Commits

& cisco-en-programmability.github.io/d...

» Complete set of Ansible modules for all Cisco
Catalyst Center REST APIs
 First library version Dec 2020

B github Update docs.ym 15 hours ago

I changelogs

» Certified by RedHat v 2.9 - 04/2021 e doss ’
« Community certified - 05/2022 :m“
» Support for Cisco Catalyst Center version — oot et gt s e e b 20

2.3.7.6
« 66,300+ downloads https://qithub.com/cisco-en-programmability/dnacenter-ansible

» 33% increase in last 3 Months

cisco W&. #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 64


https://galaxy.ansible.com/ui/repo/published/cisco/dnac/
https://galaxy.ansible.com/ui/repo/published/cisco/dnac
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Cisco Developed, TAC/Engineering Supported

cisco.dnac
Version 6.18.0 updated 22 days ago ... y ) 2. 66,374 Downloads

Install Documentation Contents Import I« ) 5 Nebsi Issue tracker & Repo @

Ansible Collection - cisco.dnac

Ansible Modules for DNA Center

Documentation (0)

The dnacenter-ansible project provides an Ansible collection for managing and automating your Cisco DNA Center
environment. It consists of a set of modules and roles for performing tasks related to DNA Center.

Support starting with Cisco Catalyst
This collection has been tested and supports Cisco DNA Center 2.3.7.6. q
Center version 2.3.7.6

+ Identified with the module name including
device_configs_backup_wor... Other versions of this collection have support for previous Cisco DNA Center versions. The recomme| I ”
o _J ) ’ below on the Compatibility matrix. Workﬂow—ma nage r .
device credental-vorlon.  Ansible playbooks for common operations
discovery_workflow_manager CDmpB‘tlbl"ty matrix for SlteS, PHP, SW'M, Comp“ance,
templates, network settings, ...

accesspoint_workflow_mana... Note: This collection is not compatible with versions of Ansible before v2.8.

events_and_notifications_wo. The following table shows the supported versions.

fabric_sites_zones_workflow... Cisco DNA Center version Ansible "cisco.dnac” version Python "dnacentersdk" version

inventory_workflow_manager 2223 3.31 233

s_integration_workf... ALAELE 64.0 241

2330 6.6.4 255

network_compliance_workfl..

cisco M&- #CiscoLiveAPJC DEVNET-3419 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Terraform Provider and Go SDK

Providers | cisco-en-programmability = dnacenter ion 1.1.31-beta

dnacenter

dnacenter Provider
Example Usage

Schema

The Cisco DNA Center provider is used to interact with Cisco DNA Center APIs (2.3.5.3).
The provider needs to be configured with the proper credentials before it can be used.

dnacenter provider

v Resources Use the navigation to the left to read about the available resources. a terraform-provider-dnacenter Fu Edit Pins ~ = Unwatch 9 - Fork 10 - 17 Star 13 -
dnacenter_app_policy_intent_create
dnacenter_app_policy_queuing_profile main = ¥ 1 Branches 3 Add file - <> Code - About
Example Usage

dnacenter_application_sets

¥ fmunozmiranda Merge pull request # o-e L tmenth  {3) 496 Commits
dnacenter_applicati T
s s The DNA Center SDK client could be generated with the following parameters: N github ror —_ g nth 1 i

of con

dnacenter_assign_de\ 1 M cnacenter dnacenter_wir o [ operly read or s... ast montk
dnacenter_associate_site_to_network_ provider “dnacen B docs Inacenter. wi ; - N ’
profile 1 r
dnacenter_building username = “admin" W examples we version 1.1.31-bet 15t montt 3
dnacenter_busine: B scripts i 4 years a o

W tools date ACenter years sg

E ded fC Catal D siignore
xtended coverage of Cisco Catalyst R
Center REST APIs 0 orsmer e o o i
o [ CHANGELOG.md 31- nber 07, 2023) st montt
+ Support for Catalyst Center version 2.3.7.6 - R N

* Released January 2021
* 44,000+ downloads
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https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://github.com/cisco-en-programmability/terraform-provider-dnacenter
https://github.com/cisco-en-programmability/terraform-provider-dnacenter

Cisco EN Programmability GitHub Org

= O cisco-en-programmability Q

] Repositories 41 f8 Projects @ Packages A Teams 1 A People 6 33 Settings

(A) Overview

Cisco EN Programmability

A1 83 followers [ cisco-en-programmability@cisco.c...

Cisco ENB Programmability Technical Marketing Engineering sample code for Cisco DNA Center REST APIs and Integrations

Pinned Customize pins G
Ye
(] dnacentersdk Public (] dnacenter-ansible Public To
Cisco DNA Center Python SDK Cisco DNA Center Ansible modules
Yc
@Python Yr62 %29 @Python Y22 %24
G
or
B terraform-provider-dnacenter = Public E splunk-apps  Public
Splunk Add-On App for Cisco DNA Center D
®Go W ¥n @Python W2 %2
S
Cc
] dnacenter_day_n Public ] dnacenter_webhook_receiver Public T
Applications that will automate Day N operations using Cisco DNA Sample code for a Cisco DNA Center Webhook Receiver
Center APIs and t| aries: Cisco DNA Center Python SDK,
sco DNA Center Ansible Collection, Cisco DNA Center Terraform
Provider P
cisco W&- #CiscoLiveAPJC DEVNET-3419

DevOps Catalyst Center use cases
Python SDK (support 2.3.7.6)

Ansible modules (support 2.3.7.6)

Go SDK and Terraform provider (support
2.3.5.x, pending support 2.3.7.6)
Splunk Integration Apps

GenAl use case

SDA-as-Code

Report Operations

Day N use cases - Python SDK, Ansible,
Terraform

Jenkins open-source Integration and
pipelines

GitHub/GitLab open-source Integrations
Compliance Use Cases

Custom Integration App (Jira Service
Desk)

Webhook Receiver

Other sample code

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Summary

- Support innovative use cases with data
provided by Catalyst Center REST APIs
or device APIs

- Massive scale for large data sets

- Training the existing models and add
metadata, organize datasets, to reduce
Al hallucination

cisco W&-/ #HCiscoLiveAPJC  DEVNET-3419

LU N PO |

chroma_db_server @ query_chromadb embeddings_to_chroma

How may I help you?
The EIGRP configuration details on the device are as follows

- **Routing Protocol:#* EIGRP 123
- *%Router-ID:*+ 18.93.141.20
- *xTopology:** Base
- Active Timer: 3 min
- Distance: internal 98, external 178
- Maximum path: 4
- Maximum hopcount: 100
- Maximum metric variance: 1
- Total Prefix Count: 1&
- Total Redist Count: @
- #xAutomatic Summarization:** Disabled
- **Routing for Networks:#*
- 18.93.140.4/32
- 10.93.141.208/32
- *xRouting Information Sources:*x
- 10.93.140.3, Distance: 98, Last Update: 9wéd
- 10.93.1408.2, Distance: 98, Last Update: 16:24:44
- 10.93.140.1, Distance: 98, Last Update: 16:24:44
- 10.93.140.7, Distance: 98, Last Update: 16:24:44
- 10.93.140.6, Distance: 98, Last Update: 16:24:44

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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