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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-3098
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A little bit about me
• Work:
• XDR & SNA Technical Marketing 

Engineering Team Leader

• Past: Global Security Network 
Automation Team Leader

• 16 years at Cisco, 20 years in 
security industry

• Current coding exp.: Python, Java 
Script, low to no-code automation

• Past exp.: Perl, PHP, Network 
monitoring automation

• Life:

• 7 years in Canada

• Hobby: urban sketching
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• Threat Hunting Maturity

• Automation use cases:

• Make threat intelligence 
actionable

• Detection and alerting

• Extended Detection and 
Response

• Breach Attack Simulation

• Takeaways

• Resources
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Lack of Internet-wide 
Threat Visibility

Alert 
Priority

Effective
Intel use

Limited
Resources

• Identify where 
attackers 
stage attacks

• How domains, IPs, 
ASNs, and malware 
are connected

• Flood of alerts daily

• Difficult to prioritise 
investigations

• Difficult to identify 
the source of 
the threat

• Difficult to 
operationalise 
threat intelligence

• Often unreliable 
and out-of-date

• Shortage of 
experienced 
Threat Hunters

• Infrastructure, 
architecture and 
methodology

Common Threat Hunting Challenges
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Triage
Reactive

Hunting
Proactive

• Relies primarily on 
automated alerting

• Little or no routine 
data collection

• Incorporates threat 
intelligence indicator 
searches

• Moderate or high 
level of routine data 
collection

• Follows data analysis 
procedures created 
by others

• High or very high 
level of routine data 
collection

• Creates new data 
analysis procedures

• High or very high 
level of routine data 
collection

• Automates the 
majority of 
successful data 
analysis procedures

• High or very high 
level of routine data 
collection

HMM 0
Initial

HMM 1
Minimal

HMM 2
Procedural

HMM 3
Innovative

HMM 4
Leading

* 

DEVNET-3098 9



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

A Framework for Cyber Threat Hunting by sqrrl

“Automation helps to focus on 
creating a stream of new hunting 
processes which result in constant 
improvement of detection processes 
as a whole.” 

DEVNET-3098 11
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Commodity Based Controls will Fail!
Concentrate on the root of the problem to achieve security 
enlightenment

From David Bianco: https://www.sans.org/tools/the-pyramid-of-pain 

Simple

Easy

Trivial

Domain Names

Addresses

Hash Values

The Symptom
• Commodity based controls 
• Reduces noise 
• Easy for the adversary to overcome
• Adversaries' opportunity to cause pain

Annoying

Challenging

Tough!
TTPs

Tools

Network/
Host Artifacts

The Problem 
• TTPs are the recipe with the ingredients for 

adversarial success
• Much more difficult for the adversary to 

overcome 
• Defenders' opportunity to cause pain 

DEVNET-3098 12
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• Who is MITRE Corporation?

• Not-for-profit, US company with multiple federally funded R&D centers (FFRDCs) 

• Public-private partnerships in many areas, including cybersecurity

• Same folks who brought us CVE database and CWE Programs

• What is ATT&CK

• Adversarial Tactics, Techniques, and Common Knowledge – Non-Profit 
Organisation 

• Born in 2013 to document tactics, techniques, and procedures (TTPs) that APTs 
leverage

• Globally-accessible knowledge base that’s community driven 

• Used for the development of specific threat models & methodologies in the private 
sector, in government, and in the cybersecurity product and service community.

• Focuses on the adversarial perspective (who), their goals (why), and the methods 
(how) used to achieve these goals.  

• Where is ATT&CK being leveraged?  

• Red Teaming, Gap Analysis / Assessments, Adversary Emulation 

Who and What is MITRE ATT&CK? 

DEVNET-3098 13
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So that’s nice, but what can we do with it?

• Threat intelligence

• Detection and analytics

• Adversary emulation

• Assess coverage: do defenses stack up 
against the bad guys?

• Prioritise gaps: ID highest priorities

• Tune defenses: modify or acquire new!

DEVNET-3098 15
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Cisco Secure Malware Analytics

• Click to edit Master text styles

• Second level

• Third level

• Fourth level

• Fifth level

DEVNET-3098 17
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Working with Secure Malware Analytics Curated Feeds

Primary indicator

Drills back to the source of 
intelligence

DEVNET-3098 18
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Behavior Indicators with MITRE ATT&CK
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Secure Malware Analytics Curated 
Feeds

DEVNET-3098
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Orbital Advanced Search Use Cases

Search for malicious 
artifacts in near 

real-time to accelerate 
your hunt for threats.

Threat 
Hunting

Check system status 
(OS versions, patches 
etc.), ensuring hosts 
comply with policies.

Vulnerability 
and Compliance

Get to the root cause 
of the incident fast, to 
speed up remediation.

Incident Investigation

Track disk space, 
memory, and other 

IT operations 
artifacts quickly.

IT 
Operations

DEVNET-3098 22
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Orbital Advanced Search - Architecture

OsQuery
SQL

EndpointOrbital

CSE

SMA   
Cisco 

XDR

Orbital

Threat Hunting &
Real Time 

Investigation

Query Catalog managed by Cisco
includes predefined queries

linked to queries (catalogue)

1

3 2

what to
monitor

categorise
(catalogue)

Easy Examples
• installed Programs
• running Programs
• established network 

connections
• startup items
• file search
• firewall status

Sophisticated Examples
• Application Shims
• LLMNR Monitoring
• Low Privilege File Associations
• Malware Trickbot Mutex
• Parent Process Not Explorer
• Unusual Svchost Parent Process

DEVNET-3098 23
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Orbital Advanced Search – Query Catalog
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Orbital Advanced Search – Forensic Snapshot 
Details

• startup_item
• service
• scheduled_task
• driver

DEVNET-3098 25
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• Query API - This API requests scheduling a query and returns a job 
object that provides information needed to collect results.

• Results API - This API collects results from Orbital from a query 
created either by the Orbital User Interface, your applications or 
the Query API. 

• Orbital will provide results as soon as they are received from a 
node, and will retain them for at least 24 hours but no longer than 
48 hours.

Orbital Queries API

DEVNET-3098 26
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Remote Scripts – Responding Surgically
Powered by Orbital, embedded into EDR & XDR

Execution

Persistence
Registry

Credential 
Access

Lateral 
Movement

Terminate Process

Remove Registry

Disable Account

Disable RDP

Defense 
Evasion

Restart Firewall

Reboot

Uninstall Program

Remove 
Scheduled Task

Disable Share

Force Logout

Shut down

Patch

DEVNET-3098 27
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• Scripts API - This API provides the means to either create a Python 
script or select one from the Catalog, send it to one or more 
endpoints, execute the script on the endpoint or endpoints and 
returns a job object that provides information needed to collect 
results.

• Results API - This API collects results from Orbital from a script 
execurity either by the Orbital User Interface, your applications or 
the Scripts API.

Orbital Scripts API

DEVNET-3098 29
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Cisco XDR 
Automation 
Workflow

Cisco XDR 
Individual 
Activities

Example: Orbital CVE Hunt to ServiceNow Incident Demo

https://www.youtube.com/watch?v=OwGHPqG8h80&list=PLPFIie48Myg2tu2gHbgm-moYg8LDaXsSo
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Detect 
the most 
sophisticated 
threats

• Multi-vector detection: 
network, cloud, endpoint, 
email, and more

• Enriched incidents with 
asset insights, threat intel

• Optimised for multi-vendor 
environments

Build resilience

• Close security gaps

• Anticipate what’s next 
through actionable intel 

• Get stronger, every day 
with continuous, 
quantifiable improvement

Act on 
what truly 
matters, faster

• Prioritise threats by 
greatest material risk

• Unified context to 
streamline investigations

• Evidence-backed 
recommendations

Elevate 
productivity

• Focus on what matters 
and filter out the noise

• Boost limited resources 
for maximum value

• Automate tasks and focus 
on, strategic tasks

The Cisco approach to XDR
Detect more, act faster, elevate productivity, build resilience

DEVNET-3098 32
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Flow
Logs

Telemetry sources for Cisco XDR
Flexible integration for existing infrastructure

Endpoint Data (NVM)

Intelligence

Flow Logs

Investigation

Threat Intel

APIs

Investigation

Events

Devices and Users

Campus/Branch
Cisco 

Firewall Meraki and Catalyst

Flow Logs

Flow LogsCisco 
XDR

Syslog

Remote Workers

Mirror/SPAN

Firewall/Syslog

NetFlow/IPFIX

ISE

Cisco Telemetry 
Broker

On-Prem Sensor

Data centerNetwork Users

On-premises network

Public Cloud

Integrations

Amazon
GuardDuty

Microsoft 

Defender

For Endpoint
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XDR APIs

Automation

Public Intelligence

Response Enrich

Private Intelligence Devices

Inspect

Proxy

Documentation

DEVNET-3098 34
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Automation outcomes

Investigate

Reduce time to investigate by 
automating data collection and 
incident generation

Simplify

Eliminate repetitive tasks that 
waste valuable analyst time

Respond

Automated or one-click 
responses that can combine 
multiple products in one action

Integrate

Bring products and services 
together in new ways to address 
emerging threats

DEVNET-3098 35
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Incident playbooks:
Automation rules

• Allow various types of events to cause 
workflows to run.

• Approval Task Rule: An approval task 
is acted upon within XDR Automation.

• Email Rule: An email is received in a 
pre-defined inbox being monitored for 
new messages.

• Incident Rule: A matching incident is 
created in the XDR incident manager.

• Schedule Rule: A specific date, time, 
or interval of time has passed.

• Webhook Rule: An HTTP call was 
made to a specific webhook URL.

DEVNET-3098 36
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Adversarial Emulation

Gather 
Threat 

Intelligence

Extract 
Techniques

Analyse and 
Organise

Develop 
Tools

Emulate the 
Adversary

DEVNET-3098 38
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• Provides a testing methodology to simulate attacks against 
the organisations. 

• Helps identify weaknesses and vulnerabilities across a 
variety of attack vectors that could be exploited by attackers. 

• Determines  security effectiveness and opportunities to 
close the gaps in people, process, and technology.   

Breach Attack Simulation focuses on simulating an attack on an 
organisations network or system for the sole purpose to determine 
the overall security posture currently in place. 

Overview of Breach Attack Simulation

DEVNET-3098 44
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Breach Attack Simulation: Process  

Breach attack simulation is focused on the adversarial elements in 
order to compromise a network or system. This includes from an 
adversarial perspective:

1. Reconnaissance: the goal is to locate opportunities of weakness by 
identify attack vectors. This is accomplished by gathering information 
about the systems and networks the adversary is targeting. 

2. Vulnerability Scanning: the goal is to understand weaknesses within the 
networks and systems and determine how to take advantage of this 
opportunity. This is accomplished by leveraging automated tools to 
identify vulnerabilities within the systems and networks being targeted.

3. Exploitation: the goal is to exploit weaknesses found in the systems and 
networks identified from reconnaissance and vulnerability scanning. 

DEVNET-3098 45
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Breach Attack Simulation: Process  

4. Privilege Escalation: the goal is to elevate the adversaries' privileges on 
the target network or systems to gain access to resources and data.  

5. Lateral Movement: the goal is to navigate laterally to additional systems 
and networks to gain further access to resources and data.

6. Data Exfiltration: the goal is to exfiltrate sensitive data from the target 
network or systems and invoke the will of the adversary.

DEVNET-3098 46
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Tools of Focus

Commercial Breach Attack Simulation 

Opensource Breach Attack Simulation 

Overview Demo

DEVNET-3098 47
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Key Takeaways

• Automation is the key answer to 
the main SOC challenges

• Main API use cases: Automated 
alerting, operationalising threat 
intelligence, proactive threat 
hunting, forensics gathering and 
attach simulation

• Cisco Security solutions have 
robust APIs to support these use 
cases and lower the level of 
efforts required by customers

DEVNET-3098 53
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Complete Your Session Evaluations

54

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

DEVNET-3098
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Continue 
your education

• Visit the Cisco Showcase 
for related demos

• Book your one-on-one
Meet the Engineer meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: osanniko@cisco.com

DEVNET-3098 55
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