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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-3000
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Catalyst Center Platform Vision

Secure SustainableConsistent ScalableEfficient Smart

Managing 
infrastructure 
as code while 
lowering OPEX

Repeatable 
and precise 
intent-based 

outcomes

Able to reduce time 
and effort with large 
network automation

requirements

Secure APIs
and integrations

Integrate 
sustainable devices 

and systems

260+ real time 
event notifications 

and AI/ML 
capabilities

DEVNET-3000 7
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The Value of Catalyst Center Platform

Automate

Implement changes 
from enterprise-sized 

deployments to 
minor adjustments

Integrate

Unlock new insights, 
streamline business 
workflows through 

integration into Cisco 
and 3rd Party Platforms

Alerting/notifications

Real-time 
communications providing 
situational awareness and 

enabling data-driven 
decisions

Business process streamlining

Translate business process 
into multiplatform 

automation workflows

8DEVNET-3000
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Multi Catalyst Center/Controller Managed Networks

REST
APIs

Services
Layer

Webhooks

ITSM, SIEM, 
Notifications, IPAM, 
Custom Integrations

✓ Declarative – abstracted configuration state
✓ Increase compliance, reduce configuration drift
✓ Consistent processes and outcomes
✓ Rich visibility and assurance data
✓ Faster deployment, while reducing cost
✓ Enable GenAI innovation

GenAI

9DEVNET-3000
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Catalyst Center Integration Options 

REST APIs

Webhooks

3rd Party
Platform

Catalyst
Center

App

APIs

Webhooks

Integration
App

APIs

Webhooks

3rd Party Platform

Vendor APIs
3rd Party Platform

Adapter

Bundle

3rd Party
Platform

Catalyst
Center

App

Webhooks

REST APIs

DEVNET-3000 12
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Integration Apps

• Rich features, innovation and maximum extensibility

• Enables GenAI use cases

• Supports non-matching API architectures, auth 
options, data encoding and data structures

• Ability to build custom integrations with any 
platforms

• May be required as a proxy between Catalyst 
Center and cloud platforms

DEVNET-3000 13

The device state and 
configuration data, used for our 
GenAI Bot, is collected using 
API calls to Catalyst Center.
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AI, ML, LLM, Function Calling, GenAI, RAG, ... ?

• Artificial Intelligence (AI) - use of data 
and algorithms to allow systems to 
perform tasks similar with human 
intelligence

• Machine Learning (ML) – AI subset, 
focused on performing steps without 
being explicitly programmed. Learn 
from data patterns and insights to 
create recommendations

• Large Language Model (LLM) - neural 
network model designed to 
understand and generate human 
language

• Function calling – Use LLM models to 
interface with external platforms 
(usually with API calls), to identify and 
perform tasks or retrieve data

• Generative AI (GenAI) – Use patterns 
in existing data to create new content. 
This content could be text, numbers or 
multimedia

• Retrieval-Augmented Generation 
(RAG) – Retrieves matches in provided 
dataset and uses NLPs to create high-
confidence content



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Retrieval-Augmented Generation (RAG) Ops Bot

• Collect device operational data

• Encode the data

• Save to database

• Query and find closest match

• Provide answers using natural 
language

DEVNET-3000 16
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Retrieval-Augmented Generation
App Workflow

17DEVNET-3000

Dataset (collected with APIs 
from Catalyst Center)

Text
splitting + 

Embeddings 
model

Embeddings Created

Save dataset and 
embeddings to

database ChromaDB

Similarity
Search

Matching
Docs

Metadata

Query

LLM

+

Create Query
Embeddings

Embeddings 
model

Query

Answer
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Embeddings

• Embeddings – encoding data, representing it as a multi-dimensional 
vector, mapping text to numbers

• They are used to encode both the data and query

• Use various models, depending on the application

18DEVNET-3000

Creating embeddings may be costly and there are data privacy requirements. 
Please follow your organisation policies for a Responsible AI implementation.
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Models

Defined how to encode data

There are 660k+ embeddings 
models just on Hugging Face

19DEVNET-3000

Optimised for text, sentences and short 
paragraphs. 384 multi-dimensional 
vector for each segment of text

Ref.: https://huggingface.co/models

sentence-transformers/all-MiniLM-L6-v2

https://huggingface.co/models
https://huggingface.co/sentence-transformers/all-MiniLM-L6-v2


Demo
Create 
Embeddings
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Embeddings Storage

• Memory storage:

• Simple applications, easy to develop, great for 
learning

• Will not scale, there is no data persistence, 
embeddings will be re-created every time, app 
slow to start

• Database server:

• Store embeddings for large data sets

• Traditional databases may be used

• Vector databases are optimised for proximity 
search (semantic matching)

22DEVNET-3000

Vector Databases:
• Weaviate
• Pinecone
• Faiss
• ChromaDB
• Elastic
• MongoDB Atlas
• OpenAI
• …

Cloud Managed databases may be 
costly and have data privacy 

concerns



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

ChromaDB

23DEVNET-3000

• Easy to get started
• Open-source, no license fees
• Call APIs directly or integrate 

through LangChain
• Works with various LLMs – 

ChatGPT or Llama
• May run on laptop, or server if 

proof-of-concept 

https://www.trychroma.com/

https://www.trychroma.com/
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Similarity Searches

24DEVNET-3000

• Create the embedding for the 
query

• From the multi-dimensional 
space identify the match, or 
matches in the proximity of the 
query

• Retrieve the document, or 
documents represented by the 
proximity vectors

Interfaces

ARP

IP
protocols

BGP
EIGRP

CDP

AAA

Logging

Multi-dimensional vector
The “all-MiniLM-L6-v2” model uses 384 dimensions

Routing
table

Query: Is the 
device running 

OSPF?  
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Large Language Model (LLM) – Do I need one?

• Large Language Model is an AI Model designed 
to understand and generate human language

• Will answer our query, using natural language, 
based on the similarity search results 

• Trained on massive data sets (billions of text 
chunks)

• Understand context and are general-purpose

• Provide other features, like function calling

• Support code development of network 
automation tasks

25DEVNET-3000

LLMs:
• GPT (OpenAI)
• Gemini (Google)
• Llama 3 (Meta)
• Ollama (framework)
• Cohere
• …

Consider cost and data privacy
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ChatGPT LLM (Generative Pre-trained Transformer)

26DEVNET-3000

https://openai.com/chatgpt/

• Very easy to use and learn, many 
examples, developed by OpenAI, cloud 
based

• Versatile, very good results for our use 
case, without any training

• Integration through LangChain
• Efficient, works well for our use case
• Cost may be a challenge
• Follow your policies for data privacy 

and be aware of exposing private data

https://openai.com/chatgpt/
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Why Retrieval-Augmented Generation GenAI?

27DEVNET-3000

• Config and operational data is 
collected from Catalyst Center 
or Device APIs

• Your data is the dataset (RAG)
• End-to-end workflow 

automation: data collection, data 
transform, vector database 
updates, query and answer

• Benefit from massive training pf 
the existing LLM models

• Follow your Corporate policies 
for Responsible AI, data privacy, 
and be aware of cost

and
Device APIs

Retrieval-Augmented
Generation

GenAI LLM
+
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Retrieval-Augmented Generation (RAG) Ops Bot

• Collects device operational and 
configuration data

• Encodes the data and saves to 
vector database

• Troubleshooting queries sent to bot

• Provides answers using natural 
language



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Retrieval-Augmented Generation  
Basic GenAI App Stack

1. Data retrieved

2. Data ingested, processed and embeddings created, 
GPUs are required for scale

3. Collect additional data from Controllers with REST API 
calls, for real-time data

4. Save embeddings in a vector database

5. Ops Bot query or dialog started

6. Create query embeddings and retrieve close matches, 
metadata

7. Query, matches, metadata sent to LLM to provide 
answer

Data processing and create embeddings

GPU

2

Vector Database4

Ops Bot

5

Query 
Embeddings

6

1

Operational 
Data

3

Note: Basic app workflow, other apps and functions are recommended for scale and production

LLM

7
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LangChain Framework

• Simplifies development of Retrieval 
Augmented Generation solutions

• Connects dataset import, models, 
vector databases, LLMs

• Modular, easy to swap apps, models, 
vector databases

• Accelerates innovation

• Easy to start, may not be the best in 
production

31DEVNET-3000
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Vector Database Server

32DEVNET-3000

Configure and run the Chroma 
DB Server

Create or delete a collection
Useful while development or 

troubleshooting

The vector database may run on your 
laptop, recommended on a server
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Chroma DB Server Running

33DEVNET-3000

Chroma DB Vector Database 
Server Running

API calls updating the vector 
database
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Transform Dataset

34DEVNET-3000

Load and Split 
Documents

Create
Embeddings

Update
Chroma DB

Verify Collection 
Count

Encoding
App
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Create Embeddings and Update Vector Database

35DEVNET-3000

Documents encoded and 
collection count incrementing.

Dataset of 70 KB text encoded 
requires 2 MB of storage.



Demo
Embeddings to 
Chroma
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Similarity Search Query and Answer

38DEVNET-3000

Chroma DB 
server config

LangChain + 
LLM config

Similarity Search, 
LangChain Run

Answer provided by 
LLM, gpt-3.5-turbo

Query
App



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Query and Answer – gpt-3.5-turbo model

39DEVNET-3000

How may I help you?   
Is there an entry for 

this IP address 
10.93.140.7 in the 

ARP Table?

Query

Matching 
Docs

LLM Answer

The LLM selects only the 
relevant document for the 

query/dialog, and uses NLP 
to provide the answer
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Retrieval-Augmented Generation Query Testing

40DEVNET-3000

Data Queries Answers

Text with no operational data.

What is the device hostname?

I'm sorry, but without specific 
details or operational data, I am 
unable to determine the device 

hostname.

How many interfaces does this 
device have?

I don't know.



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Query Testing

41DEVNET-3000

Data Queries Answers

Output only from 
“show ip interface brief”:

Who are the CDP neighbors?

Based on the provided context, 
the Command Line Interface 

(CLI) output does not show the 
CDP (Cisco Discovery Protocol) 

neighbors directly. …

How many interfaces does this 
device have?

This device has a total of 57 
interfaces based on the 

provided output.
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Query Testing

42DEVNET-3000

Dataset
show commands output

Queries Answers

OPS_DATA

Dataset of 70 KB text encoded 
requires 2 MB of storage.

Is this IP address 10.93.141.45 in the 
ARP table?

The IP address 10.93.141.45 is not 
listed in the ARP table. The ARP table 

includes entries for 10.93.140.x 
addresses, …

What is the software version? The software version is `Cisco IOS XE 
Software, Version 17.09.04a`.

Are there any LISP routes in the 
routing table?

Based on the provided outputs, there 
are no LISP routes listed in the routing 

table.

What are the configured routing 
protocols?

The configured routing protocols on 
the device are EIGRP (Autonomous 

System 123), LISP, and BGP 
(Autonomous System 65100).
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Multiple Matching Documents

43DEVNET-3000

Multiple matching documents:
ip protocols, routing table, 

running configuration
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GenAI Hallucination – Incorrect Answers

44DEVNET-3000

Available from the 
show running-config

AI Hallucination:
• GenAI outputs that are incorrect, fabricated, 

or missing data provided.
• They may be created due to the used 

models, lack of model training, imprecise or 
too complex queries, or limited datasets.

Available from the 
show version



Demo
GPT-3.5-turbo



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Replace Model “gpt-3.5-turbo” with “gpt-4o”

47DEVNET-3000

gpt-3.5-turbo gpt-4o

• Changing just the LLM model is very easy, one 
line of code

• GPT 3.5 turbo is fast, works very well for our use 
case, simple, mostly accurate answers

• GPT-4o feels a little slower, includes more 
details, more human-like responses
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Replace Model “gpt-3.5-turbo” with “gpt-4o”

48DEVNET-3000

gpt-3.5-turbo

• GPT 3.5 turbo answer provided in 4 seconds, GPT-4o in 
10 seconds (average for few tries)

• Nicer answer formatting for GPT 4o, better trained 
model, answering questions with higher accuracy (being 
able to identify external routes)

gpt-4o



Demo
GPT-4o
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Replace ChatGPT with Ollama and Llama3 Model

51DEVNET-3000

• Open-source framework to enable running 
LLMs on your server, and maybe your laptop

• I am using the Llama3 model (developed by 
Meta AI).

• Very easy to start, learn and no need for 
licensing fees

• Versatile, very good results for our use case, 
without any training

• Integration through LangChain
• GPU not required, but it will improve the 

performance (for proof-of-concepts). Without 
GPUs is significantly slow to answer

• Stronger data privacy and controlled 
environment for your data
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Code Changes – Diff

52DEVNET-3000

Import ChatOllama
Removed ChatOpenAi

Removed OpenAI API Key
Changed to new LLM Model

Change the LLM to be 
used with LangChain
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ChatGPT and Llama3 Answers – LLMs Default Config

53DEVNET-3000

Query ChatGPT 3.5 Llama3

What are the routing protocols 
configured?

Based on the `show ip route` output, I don't 
see any LISP-specific routes in the routing 

table. The routing table appears to be primarily 
populated with EIGRP and BGP routes, as well 

as some directly connected networks.

If you'd like to verify if there are any LISP-
related routes present in the routing table, you 
can try running a command like `show ip lisp 

map-cache` or `show ip lisp forwarding-table`. 
…

The routing protocols configured on 
the device are EIGRP (AS 123), LISP, 

and BGP (AS 65100).

1. EIGRP (Enhanced Interior Gateway Routing 
Protocol) with AS number 123.
2. LISP (Locator/Identifier Separation 
Protocol).
3. BGP (Border Gateway Protocol) with 
autonomous system number 65100.

Based on the provided outputs, there 
are no LISP routes listed in the routing 

table.

Are there any LISP routes in the 
routing table?



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

ChatGPT and Llama3 Answers – LLMs Default Config

54DEVNET-3000

Query ChatGPT 3.5 Llama3

What is the next hop for the route 
to 0.0.0.0?

Based on the provided output, the CDP neighbors 
are:

1. Device ID: LO-BN
 * Interface: Ten 1/0/23
 * Platform: Cisco C9300-24U
 * IP address: 10.93.140.7
2. Device ID: PDX-M (appears twice)
 * Interface: Gig 0/0 and Ten 1/0/24
 * Platform: Cisco WS-C3850-48U
 * IP addresses: 10.93.141.1 and 
10.93.141.33

Note that CDP neighbors are devices that have 
established a CDP (Cisco Discovery Protocol) 

adjacency with the device running the command, 
which is LO-CN in this case.

The next hop for the route to 0.0.0.0 is 
10.93.140.1.

According to the output of `show ip route`, the 
next hop for the route to 0.0.0.0 is 

`10.93.140.1`.

The CDP neighbors are:
1. Device with the ID "LO-BN" with IP 
address 10.93.140.7, a Cisco C9300-24U 
platform on interface 
TenGigabitEthernet1/0/23, connected to 
GigabitEthernet1/0/23.
2. Device with the ID "PDX-M" with IP 
address 10.93.141.1, a Cisco WS-
C3850-48U platform on interface 
GigabitEthernet0/0, connected to 
GigabitEthernet1/0/4.
3. Device with the ID "PDX-M" with IP 
address 10.93.141.33, a Cisco WS-
C3850-48U platform on interface 
TenGigabitEthernet1/0/24, connected to 
GigabitEthernet1/0/24.

What are the CDP neighbors?



Demo
Llama3
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The Answer to the query about 
the EIGRP routes was provided 

after 45 seconds
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LLMs Language Support

57DEVNET-3000

Ask question in English, 
answer in another language, 

(dataset is in English)

Ask question in another language, 
answer in another language, 

(dataset is in English)
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LLMs Language Support

58DEVNET-3000
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LLMs Configuration Support

59DEVNET-3000

Question

Existing Device Config

– Maybe? Not Yet!
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Source-Code

DEVNET-3000 60

https://github.com/zapodeanu/catalyst_center_rag_ops

https://github.com/zapodeanu/catalyst_center_rag_ops

https://github.com/zapodeanu/catalyst_center_rag_ops
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Catalyst Center: API journey/progression

2018 2019 2020 2021 2022 2023

Ansible 
collection

Ansible 
RedHat certified

Terraform provider

Jenkins open-
source

Ansible community 
certification

Intent Ansible 
modules introduced

Python SDK, 
Ansible, Terrafrom

Support for 
Catalyst Center 
2.3.5.3

Cisco API 
platform launch

API adoption
2 billion API calls per year, 45% customers

850+ APIs available (300+ new APIs in 2.3.7.6)

269 events and 65 reports

Python SDK

Data as of 09/01/2024

DevOps resources 
adoptionPython SDK – 6,300 downloads/month

Terraform provider – 44,000 downloads

Ansible collection – 66,000 
downloads

2024

AI enabled use 
cases

Support for 
Catalyst Center 
2.3.7.6

25 New Catalyst Center DevNet sandboxes

DEVNET-3000 62
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Catalyst Center API focus areas

Usability Completeness Scale Conformance

Documentation

Ease of API use 

Developer Resources

Improve API coverage

Backward compatibility and 
versioning

Better Prioritisation 

Rate Limit

Concurrence 

Bulk Operations 

Cisco Standards

API governance, 

Open API

API Best Practices

Quality
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New Cisco EN Splunk integration apps

• Integrate with ISE, Catalyst SD-WAN and 
Catalyst Center

• Two apps – Visualisations and Add-on for 
data collection

• Apps released September 10, 2024
• Splunk Enterprise + Cloud certified
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Catalyst Center Python SDK

https://dnacentersdk.readthedocs.io

https://github.com/cisco-en-programmability/dnacentersdk

• Covers all Cisco Catalyst Center REST APIs
• Support for Cisco Catalyst Center version 2.3.7.6
• First SDK version August 2019
• Average downloads/month 6,000+ (last 30 days 12,000+)

https://dnacentersdk.readthedocs.io/
https://github.com/cisco-en-programmability/dnacentersdk
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Cisco Catalyst Center Ansible Modules
https://galaxy.ansible.com/ui/repo/published/cisco/dnac

https://galaxy.ansible.com/ui/repo/published/cisco/dnac

https://github.com/cisco-en-programmability/dnacenter-ansible

• Complete set of Ansible modules for all Cisco 
Catalyst Center REST APIs

• First library version Dec 2020
• Certified by RedHat v 2.9 – 04/2021
• Community certified - 05/2022
• Support for Cisco Catalyst Center version 

2.3.7.6
• 66,300+ downloads
• 33% increase in last 3 Months

https://galaxy.ansible.com/ui/repo/published/cisco/dnac/
https://galaxy.ansible.com/ui/repo/published/cisco/dnac
https://github.com/cisco-en-programmability/dnacenter-ansible
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Cisco Developed, TAC/Engineering Supported

• Support starting with Cisco Catalyst 
Center version 2.3.7.6

• Identified with the module name including 
“workflow_manager”

• Ansible playbooks for common operations 
for sites, PnP, SWIM, compliance, 
templates, network settings, …
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Terraform Provider and Go SDK
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter

https://registry.terraform.io/providers/cisco-en-programmability/dnacenter

• Extended coverage of Cisco Catalyst 
Center REST APIs

• Support for Catalyst Center version 2.3.7.6
• Released January 2021
• 44,000+ downloads

https://github.com/cisco-en-programmability/terraform-provider-dnacenter

https://github.com/cisco-en-
programmability/terraform-provider-dnacenter

https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://github.com/cisco-en-programmability/terraform-provider-dnacenter
https://github.com/cisco-en-programmability/terraform-provider-dnacenter
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Cisco EN Programmability GitHub Org

https://github.com/cisco-en-programmability

• DevOps Catalyst Center use cases
• Python SDK (support 2.3.7.6)
• Ansible modules (support 2.3.7.6)
• Go SDK and Terraform provider (support 

2.3.5.x, pending support 2.3.7.6)
• Splunk Integration Apps
• GenAI use case
• SDA-as-Code
• Report Operations
• Day N use cases – Python SDK, Ansible, 

Terraform
• Jenkins open-source Integration and 

pipelines
• GitHub/GitLab open-source Integrations
• Compliance Use Cases
• Custom Integration App (Jira Service 

Desk)
• Webhook Receiver
• Other sample code

https://github.com/cisco-en-programmability


Agenda
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• Catalyst Center Platform 
Overview

• Integrations

• GenAI Essentials

• GenAI for Ops Bot

• Developers Resources

• Summary
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Summary

• Support innovative use cases with data 
provided by Catalyst Center REST APIs 
or device APIs

• Massive scale for large data sets

• Training the existing models and add 
metadata, organise datasets, to reduce 
AI hallucination

71DEVNET-3000
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Complete Your Session Evaluations

72

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

DEVNET-3000
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

73DEVNET-3000

http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC
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