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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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Simplifying powerful technology to free
passionate people to focus on their mission
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Simplicity to the next level
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About me

Yuji Terada

Career
Apr 2014  Support Engineer @TAC
Feb 2018 Solutions Engineer @Meraki
Meraki API Ninja
Meraki Geo Lead

Certifications

CCIE R&S, Wireless
CCNP DevNet
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Terraform basics

Deploying Z4C
Deploying vMX in AWS

Conclusion
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Terraform

Terraform is an infrastructure as code tool that lets you build,
change, and version cloud and on-prem resources safely and
efficiently.

HashiCorp
‘:‘ Terraform Community Overvie! w  Use Cases v Registry  Tutorials Docs  Community O & Download Try HCP Terraform

Automate infrastructure on any
cloud with Terraform

Infrastructure automation to provision and manage resources in any cloud or data center.

Try HCP Terraform

Download Terraform —

https://www.terraform.io
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https://www.terraform.io/

Terraform under the hood

D —W— I —1
Code Terraform Meraki APIs Dashboard

Ability is limited to the availability of APIs
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Hello world!

terratorm {
required providers {
meraki = {
source = "cis
version = "0.2

co=open/meraki"
. 11=-alpha"

provider "meraki" {
meraki_dashboard_api_key = "12345"

}

resource "meraki_networks" "test_network" {

organization_id = “734417"
IIT._. ~ 1]
estT network
Bl =7 4 o 11 Il =y - ||.|'I-._| - -
["appliance", "switch", "wireless"]
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Command: terraform init

Initializing the backend...

Initializing provider plugins...

- Finding cisco-open/meraki wversions matching "0.2.l11-alpha™...

- Installing cisco-cpen/meraki w0.2.ll-alpha...

= Installed cisco-open/meraki w0.2.ll-alpha (signed by a HashiCorp
partner, key ID 535815BB4B6133Cl1)

Partner and community providers are signed by their developers.

If you'd like to know more about provider signing, vou can read about
it here:

https://www.terraform.io/docs/cli/plugins/signing.html

Terraform has created a lock file .terraform.leck.hel to record the
provider

selections it made above. Include this file in your version control
repository

so that Terraform can guarantee to make the same selections by
default when

you run "terraform init" in the future.
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Command: terraform plan

Terraform used the selected providers to generate the following
execution plan. Rescurce actions are indicated with the following

symbols:

create

Note: You didn't use the -out option to save this plan, so Terraform
Terraform will perform the following actions: can't guarantee to take exactly these actions if you run "terraform
apply" now.
# meraki neatworks.test network will be created
resgurce "meraki_net;orks“ "test _network" {
enrollment_string = (known after apply)
id = (known after apply)
is_bound_to_confiq_template (known after apply)
name = "Test network"
network id (known after apply)
notes = (known after apply)
o:qanization_id = "73441°7"
product_types = [
"appliance",
"gwitch™,
"wireless",
]
tags (known after apply)
time zone = (known after apply)
url = (known after apply)
}

Plan: 1 to add, 0 to change, 0 to destroy.
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Command: terraform apply

Terraform used the selected providers to generate the following Do you want to parform these actions?
execution plan. Rescurce actions are indicated with the following Terraform will perform the actions described above.
symbols: Only '"yes' will be accepted to approve.
create
Enter a wvalue: yes
Terraform will perform the following actions:
meraki networks.test network: Creating...
# meraki networks.test network will be created meraki networks.test network: Creation complete after 6s
resource "meraki_ networks" "test_ network" { [id=L_ 726205439913499888]
enrollment_string = (known after apply)
id = (known after apply)
is_bound_to_confiq_template (known after apply)
name = "Test network"
network id (known after apply)
notes = (known after apply)
o:qanization_id = "73441°7"
product_types = [
"appliance",
"gwitch™,
"wireless",
]
tags (known after apply)
time zone = (known after apply)
url = (known after apply)
}

Plan: 1 to add, 0 to change, 0 to destroy.

#CiscoLiveAPJC DEVNET-2557 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Command: terraform destroy

terraform destroy

meraki networks.test network: Refreshing state... Do you really want to destroy all resources?

[id=L_ 726205439913499889] Terraform will destroy all your managed infrastructure, as shown
above .

Terraform used the selected providers to generate the following There is no undo. Only 'yes' will be accepted to confirm.

execution plan. Rescurce actions are indicated with the following

symbols: Enter a valua: yes

destroy

meraki networks.test network: Destroying... [id=L 726205439913499889]

Terraform will perform the following actions: meraki networks.test network: Destruction complete after 4s

# meraki natworks.test network will be
resgurce "meraki_net;orks“ "test _network" {
id "L 726205439913459885" -> null
is_bound_to_confiq_template false -> null
name = "Test network" -> null
network id = "L 7262054399134998859" -> null
o:qanization_id = "734417" => null
product_types = [
"appliance",
"switch",
"wireless",
] => null
time zone = "hmerica/Los_Angeles" -> null
url = "https://n290.meraki.com/Test-
network-app/n/snd4RBdle/manage/usage/1list™ -> null
}

Plan: 0 to add, 0 to change, 1 to destroy.
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Organise the file

terraform {

required_providers { > providers tf
merakl = { ;
source
version

"cisco-open/meraki"
"@.2.11-alpha"

variables.tf

provider "meraki" {
meraki_dashboard_api_key =|”12345“=
} terraform.tfvars

resource "merakl_networks" "“test network"
organization_id =|"734417"
name

product_types

» main.tf

switch", "wireless"]
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Folder structure

) complete-module

J OO0l

main.tf
providers.tf
variables.tf
terraform.tfvars
outputs.tf

modules

) examples/dev/prod

cisco Lz{@/
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File: main.tf

resource "meraki_networks" "test_network" {
organization_id = var.organization_id

name = var.network_name

product_types = ["appliance", "switch", "wireless"]

}

#CiscoLiveAPJC DEVNET-2557 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



File: providers.tf

terratorm {

required_providers {
meraki = {

source =

"cisco=open/meraki"
version = "8.2.

11-alpha™

provider "meraki" {
meraki_dashboard_apl key

}

= var.merakl_dashboard_apl_key
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File: variables.tf

variable "meraki_dashboard_api_key" {
type = string
jescription = "The API key used to authenticate with the Meraki Dashboard"

variable "organization_id" {
= string
= “"The ID of the Meraki organization"

variable "network_name" {
D€ = string
= "The name of the Merakli network to be created"
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File: terraform.tfvars

merakl_dashboard_apl_key "12345"
organization_id "I134417"
network_name "Test network"
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Example 1:
Create Network
with Z4C
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Steps to deploy Z4C

1. Create a network
2. Add Z4C serial to network
3. Configure timezone and traffic analysis as detailed
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Create a module for reusability

1. 4 Create a network |
2/ Add Z4C serial to network
3] 4| Configure timezone and traffic analysis as detailed

Let’s group these and create a module!
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Folder structure

) terraform-meraki-config

[ examples

) z4c-basic

N

J |

JLJ|

main.tf
providers.tf
variables.tf

terraform.tfvars

——[ modules

LB network
S

JLJ|

J |

main.tf
outputs.tf
variables.tf

versions.tf

Reusable scripts creating a network

with default configuration

cisco Lz{/&/
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File: ./terraform-meraki-
config/modules/network/main.tf

resource "meraki_networks" "network" {
name = var.network_name
organization_id var.organization_id
notes var.notes
product_types var.product_types
tags var.tags

}

resource "meraki networks traffic_analysis" "traffic_analysis" {
mode = "detailed"
network_1d = merakl_networks.network.id
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File: ./terraform-meraki-
config/modules/network/variables.tf

variable "network_name" {
description = "“"The name of the Meraki network"
type = string

}

variable "product_types" {
description “List of product types to include in the network"
type list{stringl
default ["appliance", "camera", "cellularGateway", "sensor"
'switch", "systemsManager", "wireless"]

2
I
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File: ./terraform-meraki-config/dev/z4c-
basic/main.tf

module "network" {
source " e modules/network™
network_name var.network_name
organization_id var.organization_1id

}

locals {
network_id = module.network. id

}

resource "meraki_networks_devices_claim" "claimed devices" {
network_id local.network_id
parameters = {
serials = var.serilals
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Adding more configuration

3
4. Configure corp and guest VLAN
5. Configure internet only ACL for guest VLAN
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Example 2:
Deploy vMX In
AVATRS
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How do you deploy vMX?

Read document and run steps Use Cloud Integration

‘é‘.‘;llc‘,'f ak Dastbowd  Communty  Suppot  Contact Sales %+ Global Overview Depley virtual appliance
v Organieatien
Yuji Terada Personal ~ Provider settings

- ‘ﬁ Home » NN MX-Securty £SDWAN » Wl WX Installation Guides » MX Setup Guide for Amazon Web Services (AWS) @ Select cloud account

vMX Setup Guide for Amazon Web Services (AWS) ) etk @) asneatsatings @ aws

Test- CWO1641 ~
Last updated: Aug 20, 2024 ® o Provider settings |
Region
- o Connect a
ur old VMX offer on the AWS Marke ~ TABLE OF CONTENTS D) tummy US West (Oregon)
support for 1 VMXI00 offer after L Cvemiow, "+ Network-wide
2 e . - VPC
Clsco Meraki will continue 1o suppart the vMX100 SKU through December 22, 2027, per the EoS notice 2. Key Concepts
21. Concentrator Mode L]
Customers can deploy the current vMX-S/M/L10OC SKUs using the new vMX offer on the AWS Marketp!
E— 211 Gne-Armed Concentrator subnet Security groups(optional)
212 NAT Mode Concentrator Wireless
. 2.2, VPN Tapology
Overview - isight
- o - X ol A » o AN - . 222 Full Tunnel
This document is a walkthrough for setting up a virtual MX {vMX] appiance in the Amazon Web Services [AWS) Marketplace .
ftex comp " N . rtual MX apy 2.3, AWS Cloud Terminalog (b e i
hinal. After completing the steps autined in this document, you e & virtual MX appliance running In the oy
a5 a0 Auto VEN terminalion point for your physical MX de fEn AT
Adaptive Palic

232 vpe ' £l

233 EC2

23,4, Addiional Infarmation
Key Concepts 3. Meraki Dashboard Configuration

4. AWS Setup

Before depioying a YMX, it is Impartant to undierstand several key concepts < Cancel

41, Accessing the AM
4.2. Configuring the EC2 Image

These options require manual configuration on both dashboards
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Steps to deploy vMX in AWS

Meraki Dashboard

1. Create network

2. Add vMX to network

3. Generate auth token

4. Configure mode as passthrough
5.  Configure type as hub

6.  Configure local networks

AWS Management Console

1.

2.

3.

7.

8.

Create VPC in AWS

Create private and public subnets in AWS
Create internet gateway

Create NAT gateway

Configure route table for each

Deploy vMX EC2 instance

Configure security group for vMX

Disable source destination check

https://documentation.meraki.com/MX/MX_Installation_Guides/vMX_Setup_Guide_for_Amazon_Web_Services (AWS)

cisco Lz{@/

https://reqistry.terraform.io/providers/hashicorp/aws/latest/docs
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https://documentation.meraki.com/MX/MX_Installation_Guides/vMX_Setup_Guide_for_Amazon_Web_Services_(AWS)
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Steps to deploy vMX in AWS

> terraform init

> terraform apply

https://documentation.meraki.com/MX/MX_Installation_Guides/vMX_Setup_Guide_for_Amazon_Web_Services (AWS)
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Folder structure

B terraform-meraki-config

[ examples
) vmx-passthrough-hub-private

JL L)L

J |

main.tf
providers.tf
outputs.tf
variables.tf

terraform.tfvars

) subnet_private
—|—) subnet_public
— ) meraki

—@ network_vmx

) passthrough_hub

cisco Lz{@/

.

#CiscolLiveAPJC DEVNET-2557 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

38



Summary

Z4C demo

- Dashboard logic dictates script behavior
vMX demo

- Dashboard API availability equals script ability

- Terraform supports Meraki and other platforms
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Cursor in action

Q28 8B

v YUJIS-MERAKI-SCRIPTS

> terraform

» prod

> .terraform

» OUTLINE
» TIMELINE

#CiscolLiveAPJC

DEVNET-2557
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A junior dev Is going to come along and be like

"Why are you not just using Cursor and making

this responsive? Why are you wasting so much
time?"

https://youtu.be/3wsVLG-dxg87?si=F_naK_MZJiBXyNCn&t=473
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue \

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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