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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-2557
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Simplifying powerful technology to free 
passionate people to focus on their mission
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GIF of Dashboard clicking

Simplicity to the next level
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Yuji Terada

Career

Apr 2014 Support Engineer @TAC

Feb 2018 Solutions Engineer @Meraki

 Meraki API Ninja

 Meraki Geo Lead

Certifications

CCIE R&S, Wireless

CCNP DevNet

About me
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• Terraform basics

• Deploying Z4C 

• Deploying vMX in AWS

• Conclusion

DEVNET-2557 9
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Terraform is an infrastructure as code tool that lets you build, 
change, and version cloud and on-prem resources safely and 
efficiently.

Terraform

10DEVNET-2557

https://www.terraform.io

https://www.terraform.io/


-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Terraform under the hood

Ability is limited to the availability of APIs

11DEVNET-2557

Code Terraform Meraki APIs Dashboard
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Hello world!
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Command: terraform init
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Command: terraform plan
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Command: terraform apply
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Command: terraform destroy
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Organise the file
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providers.tf

main.tf

variables.tf
terraform.tfvars
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Folder structure
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main.tf

providers.tf

terraform.tfvars

variables.tf

outputs.tf

modules

examples/dev/prod

complete-module
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File: main.tf
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File: providers.tf
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File: variables.tf
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File: terraform.tfvars
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Example 1:
Create Network 
with Z4C
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Steps to deploy Z4C

1. Create a network

2. Add Z4C serial to network

3. Configure timezone and traffic analysis as detailed

24DEVNET-2557
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Create a module for reusability

1. Create a network

2. Add Z4C serial to network

3. Configure timezone and traffic analysis as detailed

25DEVNET-2557

Let’s group these and create a module!
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Folder structure
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examples

main.tf

variables.tf

providers.tf

network

terraform-meraki-config

main.tf

variables.tf

outputs.tf

versions.tf

z4c-basic

modules

terraform.tfvars

Reusable scripts creating a network 
with default configuration
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File: ./terraform-meraki-
config/modules/network/main.tf

28DEVNET-2557

Constant because it should always 
be “detailed”
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File: ./terraform-meraki-
config/modules/network/variables.tf

29DEVNET-2557

Constant and chucking everything in 
for reusability 
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File: ./terraform-meraki-config/dev/z4c-
basic/main.tf

30DEVNET-2557
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Adding more configuration

1. Create a network

2. Add Z4C serial to network

3. Configure timezone and traffic analysis as detailed

4. Configure corp and guest VLAN

5. Configure internet only ACL for guest VLAN

31DEVNET-2557
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Example 2:
Deploy vMX in 
AWS
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Read document and run steps

How do you deploy vMX?

Use Cloud Integration

These options require manual configuration on both dashboards
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Meraki Dashboard

1. Create network

2. Add vMX to network

3. Generate auth token

4. Configure mode as passthrough

5. Configure type as hub

6. Configure local networks

Steps to deploy vMX in AWS

35

AWS Management Console

1. Create VPC in AWS

2. Create private and public subnets in AWS

3. Create internet gateway

4. Create NAT gateway

5. Configure route table for each

6. Deploy vMX EC2 instance

7. Configure security group for vMX

8. Disable source destination check

DEVNET-2557

https://documentation.meraki.com/MX/MX_Installation_Guides/vMX_Setup_Guide_for_Amazon_Web_Services_(AWS)

https://registry.terraform.io/providers/hashicorp/aws/latest/docs

https://documentation.meraki.com/MX/MX_Installation_Guides/vMX_Setup_Guide_for_Amazon_Web_Services_(AWS)
https://registry.terraform.io/providers/hashicorp/aws/latest/docs
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Meraki Dashboard

1. Create network

2. Add vMX to network

3. Generate auth token

4. Configure mode as passthrough

5. Configure type as hub

6. Configure local networks

Steps to deploy vMX in AWS

36

AWS Management Console

1. Create VPC in AWS

2. Create private and public subnets in AWS

3. Create internet gateway

4. Create NAT gateway

5. Configure route table for each

6. Deploy vMX EC2 instance

7. Configure security group for vMX

8. Disable source destination check

DEVNET-2557

https://documentation.meraki.com/MX/MX_Installation_Guides/vMX_Setup_Guide_for_Amazon_Web_Services_(AWS)

https://documentation.meraki.com/MX/MX_Installation_Guides/vMX_Setup_Guide_for_Amazon_Web_Services_(AWS)
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Folder structure
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examples

main.tf

variables.tf

providers.tf

aws

terraform-meraki-config

natgw

subnet_public

subnet_private

…

vmx-passthrough-hub-private

modules

terraform.tfvars

outputs.tf

meraki

network_vmx

passthrough_hub

…
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Summary

Z4C demo

- Dashboard logic dictates script behavior

vMX demo

- Dashboard API availability equals script ability

- Terraform supports Meraki and other platforms

41DEVNET-2557



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cursor in action

43DEVNET-2557
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A junior dev is going to come along and be like 
"Why are you not just using Cursor and making 
this responsive? Why are you wasting so much 

time?"

https://youtu.be/3wsVLG-dxg8?si=F_naK_MZJiBXyNCn&t=473

https://youtu.be/3wsVLG-dxg8?si=F_naK_MZJiBXyNCn&t=473
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Complete Your Session Evaluations

45

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKCOM-3618
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

46DEVNET-2557

http://www.ciscolive.com/on-demand
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Thank you

#CiscoLiveAPJC



-

#CiscoLiveAPJC


	Intro
	Slide 2
	Slide 3: The power of Terraform and Meraki
	Slide 4: Cisco Webex App 
	Slide 5
	Slide 6
	Slide 7: Simplicity to the next level
	Slide 8: About me
	Slide 9

	Terraform
	Slide 10: Terraform
	Slide 11: Terraform under the hood
	Slide 12: Hello world!
	Slide 13: Command: terraform init
	Slide 14: Command: terraform plan
	Slide 15: Command: terraform apply
	Slide 16: Command: terraform destroy
	Slide 17: Organise the file
	Slide 18: Folder structure
	Slide 19: File: main.tf
	Slide 20: File: providers.tf
	Slide 21: File: variables.tf
	Slide 22: File: terraform.tfvars

	User case Z4C network
	Slide 23: Example 1: Create Network with Z4C
	Slide 24: Steps to deploy Z4C
	Slide 25: Create a module for reusability
	Slide 26
	Slide 27: Folder structure
	Slide 28: File: ./terraform-meraki-config/modules/network/main.tf
	Slide 29: File: ./terraform-meraki-config/modules/network/variables.tf
	Slide 30: File: ./terraform-meraki-config/dev/z4c-basic/main.tf
	Slide 31: Adding more configuration
	Slide 32

	Use case vMX
	Slide 33: Example 2: Deploy vMX in AWS
	Slide 34: How do you deploy vMX?
	Slide 35: Steps to deploy vMX in AWS
	Slide 36: Steps to deploy vMX in AWS
	Slide 37
	Slide 38: Folder structure

	Closing
	Slide 41: Summary
	Slide 42
	Slide 43: Cursor in action
	Slide 44
	Slide 45: Complete Your Session Evaluations
	Slide 46: Continue  your education
	Slide 47
	Slide 48


