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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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- Core Concepts
- What is Observability
- What is OpenTelemetry

- Splunk Observability
- Demo Q/A
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What is Observability?
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“Observability lets us
understand a system from the
outside, by letting us ask
questions about that system
without knowing its inner
workings and use the resulti
data to solve problems in
complex systems.”
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What is OpenTelemetry?
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Let’s ask Chat GPT!
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. You

I am brand new to the concepts of OpenTelemetry. Explain OpenTelemetry to
me in as simple a manner as possible.

ChatGPT

Sure, think of OpenTelemetry as a set of tools and standards that help you understand
what's happening inside your software applications. Imagine you have a big machine
(your application) with lots of moving parts (like code, databases, and servers).
OpenTelemetry is like a set of special sensors you can install on each part of your
machine. These sensors help you see how everything is working together, where

things might be going wrong, and how you can make your machine run smoother.

These sensors collect data about what's happening inside your machine and send it to
a central place where you can analyze it. This data might include things like how long
it takes for a piece of code to run, how often certain functions are called, or how much

memory your machine is using. With this information, you can find and fix problems

faster, make your machine run more efficiently, and generally keep everything running

smoothly.
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Let’s ask Chat GPT!

. You

Can you explain it to me like | am 5 years old?

@ ChatGPT
Sure! Imagine you have a big, magical toy castle with lots of hidden rooms and secret
passages. OpenTelemetry is like a special map and a group of tiny fairies who fly
around your castle and peek into every nook and cranny. They look for clues about
what's happening inside the castle - like who's playing where, if something is broken,

or if anyone needs help.

Then, they whisper all those secrets to you, so you can understand your castle better

and make sure everything stays fun and safe. So, OpenTelemetry helps you be like a

super-duper castle owner, always knowing what's going on and fixing any problems

quickly!
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OpenTelemetry™

The next BIG thing for observability is here!

Observability with
OpenTelemetry make it possible
for developers and operators to

gain that visibility into their
complex systems.

OpenTelemetry is second
biggest project in CNCF portfolio

OpenTelemetry is 3rd most

OpenTelemetry receives regular Q active project in CNCF portfolio

contributions from 75+

companies
Open Standard - Community - Adoption - Neutral - Traces, Metrics, Logs ... +
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Microservices

3rd party
App Code . service
OTel Auto. Inst. |

OTel API

OTel SDK

Time Series
Databases

OTel -
Collector Trace Observability
Databases Frontends

Kubernetes & APIs

Column
Stores

Shared
Infra

Client Instrumentation
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Signal types supported by OpenTelemetry

A

Metrics
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Traces

Baggage

Profiling”



Metrics
“What?”

Monitor
(Detect)

Traces & Events

Explore
(Troubleshoot)

“Where?”

Logs

[13 ?”
Discover il

(Root Cause)
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From Zero to O11y:
Automatic Discovery
& Config
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Use the Wizards!

metry Collector instance

Installation Instructions

Complete the following steps to deploy the tracing instrumentation to your application.

INSTALLER SCRIPT (Recommended) ANSIBLE PUPPET CHEF SALT

Provides steps for most popular ®
frameworks

Ensure that you have EifFL, 5id8 and g installed.

Download and execute the installer script:

curl -sSL https://dl.signalfx.com/splunk-otel-collector.sh > /tmp/splunk-otel-collector.sh && \

O pti O n fo r e n a bl i n g p rofi | i n g a n d sudo sh /tmp/splunk-otel-collector.sh --realm usi -- NotARealToken ACHFAA --mode agent --with-instrumentation --deployment-environment p
auto instrumentation

I To configure automatic app instrumentation, see Splunk OpenTelemetry Zero Configuration Auto Instrumentation [2

Splunk OpenTelemetry Collector post-install configuration:

o [ete/otel/cotiector/agent contigLyant: The default configuration file for the Splunk OpenTelemetry Collector.
« [ete/ote/eo\Nector/splunk-otel=colTector cant: The environment file with the required variables/values for the Splunk OpenTelemetry Collector s
on the specified parameters.

If either of the files above are modified, restart the Splunk OpenTelemetry Collector service to apply the changes by running the following command:

sudo systemctl restart splunk-otel-collector
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Install the Collector...

curl -sSL https://dl.signalfx.com/splunk-otel-collector.sh > /tmp/splunk-otel-
collector.sh && \

sudo sh /tmp/splunk-otel-collector.sh --realm <realm> --mode agent --
<token>
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... Enable auto discovery and config...

curl -sSL https://dl.signalfx.com/splunk-otel-collector.sh > /tmp/splunk-otel-
collector.sh && \

sudo sh /tmp/splunk-otel-collector.sh --realm <realm> --mode agent --
discovery --with-instrumentation --deployment-environment prod -- <token>

And add config info as necessary to /etc/otel/collector/config.d/properties.discovery.yaml
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...Enable Always On Profiling

curl -sSL https://dl.signalfx.com/splunk-otel-collector.sh > /tmp/splunk-otel-
collector.sh &&\

sudo sh /tmp/splunk-otel-collector.sh --realm <realm> --mode agent --
discovery --with-instrumentation --enable-profiler --enable-profiler-memory --
enable-metrics --deployment-environment prod -- <token>
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Demo
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Questions
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
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Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: domuoyo@splunk.com
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http://www.ciscolive.com/on-demand
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