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Know your speaker

DEVNET-2313 4

Karmanya Dadhich (KD)
Technical Marketing Engineer

- Based out of Bengaluru, India

- Handles virtual firewalls and 
everything automation

- Enjoys 
- Food 
- Sleeping  
- Cricket
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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-2313
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• Introduction

• What is Terraform? 

• Demo

• Terraform v/s others 

• Conclusion
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How many hours are going into managing firewalls? 
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Introduction
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What is Terraform?

Problem
Manually configuring firewall is time-
consuming, error-prone, and needs more 
consistency. Customers need a better way to 
manage their CI/CD pipeline

Solution Automate firewall deployment & configuration 
using Terraform 

Cisco Firewall+
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Terraform
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Terraform Provider

Users Terraform 
config file 

(*.tf)

Terraform State file
(*.state)
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Terraform
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FMC Terraform Provider

Users Terraform 
config file 

(*.tf)

Terraform State file
(*.state)

FMC

FW1

FW2

FW3
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Aim
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Provide internet access to the inside machine
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FMC Configuration
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List of things that will be configured on FMC for our use-case

1. Smart License
2. Cisco Threat Defense Registration
3. Access Policy and Access Rules
4. Host & Network Objects
5. Physical Interfaces
6. Static IPv4 Route
7. NAT Policy and NAT Rules
8. Deployment to firewall

FTD Registration

Physical Interface

Static IPv4 Route

Policies

Access Policy

NAT Policy

NAT Rules

Access Rules

FMC
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terraform init

terraform apply
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Why Terraform?

1. Declarative in nature and not 
procedural

2. It does not require agents

3. Creates mutable infrastructure 

4. Supports deletion of any resource 

5. Detailed lifecycle management

DEVNET-2313 16
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Conclusion

1. Great for configuration management 

2. Saves time and human effort

3. Useful in quick demo setups

4. Less error prone 

5. Makes POC and test drives easier

DEVNET-2313 17
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Continue 
your education

• DevNet Learning Lab

• Link to the code: GitHub 

• Video Tutorial on FMC Terraform 
Provider 

• FMC Terraform Provider

• FMC Open API

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: kadadhic@cisco.com

18DEVNET-2313

https://developer.cisco.com/learning/modules/secure-firewall-automation-aws/secure-firewall-automation-aws-terraform/
https://github.com/CiscoDevNet/secure-firewall/tree/main/Demo/devnet-2313
https://youtu.be/30ST1uOfwG8?si=p_OytX30_nv7wmMz
https://registry.terraform.io/providers/CiscoDevNet/fmc/latest/docs
https://developer.cisco.com/secure-firewall/management-center/
http://www.ciscolive.com/on-demand
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Complete Your Session Evaluations

19

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKCOM-3618
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