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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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- Resources
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Introduction

Umbrella -> SIG -> SSE -> SASE

O Cisco Umbrella

Secure Web

Gateway
(SWG)

Cloud Access

Security Broker
(CASB)

DNS security

Firewall as a

Service
(RYEES)
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Cisco Secure Access

2//7?) Secure Web Cloud Access Security Zero Trust Network
//ﬁ) ) Gateway (SWG) Broker (CASB) and DLP Access (ZTNA)

Security DLP Malware

Intelligence Service
protection

* Included in the unified experience / separate license (optional)

B & O

DNS Multimode Advanced Sandbox Talos Threat VPN as a

Firewall as a Service
(FwaaS) and IPS

© [@

Digital Remote
Experience Browser
Monitoring* Isolation*

DUO MFAI CSPM
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whoami

cisco Lz{/&/



Who uses our APIs?

whoami

- CISO
- Security Architect

Network / Identity / Appliance
(SDWAN, Routers, NGFWs, ZT,
|dP)

- Security/Network Admins

d Engineers/DevOps/Admins

XDR, SIEM, SOAR, TIP, IR

- Security

- Core

. Outsourced Custom (provisioning_, reporting,
workflow, orchestrations)

. 3" party
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APls and Use Cases
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The Common Denominator is...

Auth Authentication

Admin General Configuration
Deployments Your ldentities
Policies Rules, Lists, etc...
Reports What is going on?
Investigate Enrichment
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Credential Controls (Ul and API

B Created By Last Modified Last Used Key Expiration
Cisco Live DEVNET-2040 .
‘Yaron Caspy Jan 21, 2024 Jan 21, 2024 Expires in 8 days ™

APl Key Name Description (Optional)

Cisco Live DEVNET-2040 B | Cisco Live Demo Credentials. Please don't delete and co...
Created on Feb 8, 2023
Key Scope 22 selected Remove All
Select the appropriate access scopes 10 define what this AP| key can do.

Scope
Admin
e 4 Admin { Users ‘ Read [ Write ‘ X
O Autn 15 — . .
utl ——
Admin / Roles ‘Read{)n\y V‘ X Perl I ||SS|OnS
Deployments 15

8 Deploy > Admin / Password Reset ‘ Read / Write ‘ X

\d Investigate 2

@ g > Deployments / Networks ‘ Read / Write ‘ X

B rolicies 4>
Expiry Date
O Never expire
® Expire on Jan 30 2024 u This key expires in 8 days. To continue using it, you must refresh it or change its expiry date.

Key Refresh Date: Aug 8, 2022

cisco '&/
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https://api.umbrella.com

|n the Path https://api.sse.cisco.com

Admin

Reports

Policies
Deployments

Investigate
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https://api.xxxxx.com/admin/v2/users

https://api. xxxxx.com/investigate/v2/domains/categorization
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https://api.xxxxx.com/
https://api.umbrella.com/deployments/v2/networks
https://api.umbrella.com/reports/v2/top-categories
https://api.xxxxx.com/
https://api.umbrella.com/reports/v2/top-categories
https://api.umbrella.com/policies/v2/
https://api.xxxxx.com/
https://api.umbrella.com/policies/v2/
https://api.umbrella.com/deployments/v2/
https://api.xxxxx.com/
https://api.umbrella.com/deployments/v2/
https://api.umbrella.com/investigate/v2/
https://api.xxxxx.com/
https://api.umbrella.com/investigate/v2/
https://api.umbrella.com/
https://api.umbrella.com/

Navigating Reports
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TEYRKYK

reports.utilities:read

Utilities
../identities
../categories
../applications
../threat-types

cisco Lz{/a/

reports.granularevents:read

Granular
Events

"reports.aggregations:rea

"threat"

Aggregations  comtes 61
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Navigating Rules

/
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Anatomy of a Public Rule

Sources

ruleAction

]

AnyConnect —|

Network Tunnel Groups — |

ruleSettingsl[]
Decryption
SAML
Logging
IPS

File Inspection

Destinations

/ Destination List

g

ruleConditions[]

#CiscoLiveAPJC

| _———— Application List

Content Categories

Geolocation

S~

Manual
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Attributes

Sources Destinations
umbrella.source.identity type ids umbrella.destination.category_ids
umbrella.source.identity ids umbrella.destination.destination_list_ids
umbrella.source.ip_address umbrella.destination.ip_address
umbrella.source.port umbrella.destination.ip_port
umbrella.source.xxxxx umbrella.destination.xxxxx

cisco M. #CiscoLiveAPJC ~ DEVNET-2274 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



A Public Rule as an Example

../policies/v2/rules _ ../policies/v2/rules/{ruleld}
ngh Level info Settings and Conditions
Action { teld™ 5

e "attributeld": 2,
PI’IOI’Ity "attributeValue": [

RoamingComputeriD1,
RoamingComputerID2

],

"attributeName": "umbrella.source.identity_ids",

"attributeOperator": "INTERSECT"

}

cisco W. #CiscoLiveAPJC  DEVNET-2274 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Transparency

cisco L{V&/



Transparency

headers = {'Content-Type": ‘application/json’,
'‘Accept’: 'application/json’,
‘User-Agent’: '
‘timerange': time_range}

{"userAgent": "CiscoCloudSecurityAppForSplunk/python-requests/3x",
"count": 2242,

"requests": [

{"path": "/reports.us/v2/total-requests/dns",

"verb": "GET",

"count": 6},

{"path": "/reports.us/v2/total-requests/firewall",
"verb": "GET",

"count": 6},

{"path": "/reports.us/v2/total-requests/proxy",
"verb": "GET",

cisco W&- #CiscolLiveAPJC DEVNET-2125 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Resources
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What do | do now?
« APl Documentation (OAS)

Get started with examples:
- Umbrella

Start your IDE’s and implement Best Practices in terms of Authentication:
- Umbrella
- Secure Access

Track vour Usage

DevNet Sandbox for SIG

Self-paced course on the Umbrella Learning Hub
- Cisco Developer Learning Labs Center

cisco M./ #CiscoLiveAPJC ~ DEVNET-2274 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23

- Secure Access I


https://developer.cisco.com/docs/cloud-security/
https://github.com/CiscoDevNet/cloud-security/tree/master/Umbrella/PostmanExamples
https://github.com/CiscoDevNet/cloud-security/tree/master/Cisco%20Secure%20Access/PostmanExamples
https://github.com/CiscoDevNet/cloud-security/tree/master/Umbrella/Samples/Auth/client-samples
https://github.com/CiscoDevNet/cloud-security/tree/master/Cisco%20Secure%20Access/Samples/client-samples/python
https://developer.cisco.com/docs/cloud-security/secure-access-api-api-reference-reports-api-usage-overview/
https://devnetsandbox.cisco.com/RM/Diagram/Index/4360e493-0ba7-4c1c-b2ce-f483c2f645fb?diagramType=Topology
https://learn.umbrella.com/cloud-security-api
https://developer.cisco.com/learning/modules/cisco-umbrella/
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

DEVNET-2274 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public


http://www.ciscolive.com/on-demand
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