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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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CISCO

About me ig ﬁ)}

« Sydneysider

- Proud father of two girls
- Foodie

« Love cricket

« Enjoy cooking for stress relief
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Introduction

Response options

Building my first workflow

Let’s automate the response

Conclusion
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What is XDR?

@

&)

Collection of raw telemetry & detections
from multiple security tools & sensors

Application of advanced analytics
to the collected and normalised
evidence to produce correlated
and prioritised detections
of malicious activity s

»

-

Guided or automated

responses across mult .
control planes to qui | sy ae-
effectively contain, : '
and eradicate the threat:
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http://www.cisco.com/

Stop advanced threats like ransomware

Most attacks use a sequence like this...

@ — é@ ? (Oq@ - -

- 010110
Email DNS 110010
001011
A well-tailored Which goes to Which leads to a That process will
and personalised a questionable strange process connect to
email causes a web site... being created another machine
user to click... locally on the or directly to
user’s device... their data

T1055: Process Injection

S~ - _ i :
566: Spear Phishing T1189: Drive-by Compromise T12710: Exploitation of Remote Services

[ @ Cisco XDR }

cisco M- #HCiscoLiveAPJC ~ DEVNET-2057

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco @onfidential



High level architecture

Extended Detection / Response \

Lol 4 ) 4 ) )
Wl bl ]l
cisco < Cloud Raw telemetry b |
“GROWDSTRIKE ) ehavioural analytics User triggered Guided playbooks
- @ Network >
VIRUSTOTAL Events Anomaly detection
y Automated workflows
i sentinelone @ Email Incident triggered
. . Attack chaining
o oo O Threat intelligence Pivot menu actions
‘=@ ExtraHop (&) \dentity Incident creation Scheduled
o _ Enrichment Solution agnostic
@ e Firewall 2 | Incident prioritisation
. Automation rules
proofpoint. . . .
Alb Endoo Device context > Rapid containment
508 point ) )
/4, exabeam Automatic enrichment
\\ J \ J \ J

Multi-vector telemetry ingest network,
cloud, endpoint, email, and more from
Cisco and 3rd party

Cross domain alert detections and Automated or user triggered

attack chaining with automated incident responses to block observables
prioritisation and enrichment using any integrated technology
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u Cisco XDR - Control Center

X +

25 xdr.us.security.cisco.com/control-center

XDR

Control Center >
Incidents

Investigate

Intelligence >
Automate >
Assets >
Client Management >
Administration >

Cisco

Dashboards

Overview Secure Endpoint  Secure Cloud Analytics NDR Private Intelligence

MITRE ATT&CK® Incidents
Private Intelligence

1

Initial Access Execution

Persistence

Test

Privilege Escalation

Credential Access

Defense Evasion

Unassigned Incidents @® Last30Days \v - O Team Mean Time Summary
Private Intelligence Private Intelligence
L3 A M )
ean Time to Engage
0 mins
My down 0 mins from last month
2 »
- #CiscoLiveAPJC ~ DEVNET-2057

o
oo

Sam Sanderson
Threat Hunting Wo...

& Customize Dashboards [ ©® Last 30 Days (40f4) v ]

® Q

~
@© Last30Days v -+ O

Lateral Movement Command and Control Resource Development

@ Last30Days \/ -+ o

Incidents Engaged ) Mean time to Resolution

(¢} 1days 22 hrs 33 mins

A2 up 1 days 22 hrs 33 mins from last month

i= Incidents Resolved

1
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Capabilities:

- Detection analytics and
correlation

Threat hunting and investigation
Asset insights and context

Automation and response

Available:
- Enabling in XDR

- Browsing Cisco’s Github

- Write your own

DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscolonfidential



MX & XDR Integration

High-level Overview: API
Meraki Organisation XDR

GET/POST/PUT

cisco M . #CiscoliveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoiBonfidential



Meraki MX and XDR integration!

Security Center

LT p— 5 New incigants 22 Opemincidonts 41 Unassigned incidants

Cloud . -

ssssss

806 00

XDR Network Flow i
Data Analytics I

Pipeline Incidents appear in XDR Incident Manager

Meraki MX

XDR Incident Manager can be operated on

:., from the Meraki Dashboard

- Meraki MX exports flow logs direct to C_orr_edlatid
Meraki cloud incidaen
generation

» XDR reads flow logs for configured
orgs/networks

« XDR analytics does its thing
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Response
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- Guided one-click response

«  Pivot menu

- Automated response

DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscol®onfidential



G u i d e d re S p O n S e Cisco Managed Incident Playbook ()

Published April 10, 2024 at 6:45:51 PM

Contain Incident: Overview B

Identification
Overview of how to contain Indicators of Compromise to stop the spread of malicious ac...

Contain Incident: Assets &
® C O N ta N a S SetS Eradication Use asset-based containment to stop the spread of malicious activity.

Single-click response actions:

Containment

Recovery Contain Incident: IPs

- Contain hashes, URL, domain

Contain IP indicators of compromise to stop the spread of malicious activity.

® C reate S e rVI Ce N OW tl C ketS Contain Incident: Domains
Contain domain indicators of compromise to stop the spread of malicious activity.

« Run vuln scans

Contain Incident: URLs

Contain URL indicators of compromise to stop the spread of malicious activity.

cisco L‘V&. DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscoi@onfidential



2 Assets

TOP ACTIVE

El Endpoint
ona-al52e3.awakhan-lab.com @

9-59 Network

19216813013 (V)

DEVNET-2057

View all

2 events

1event

ona-a152e3.awakha...

N

S

192.168.130.113

IP Address (T) 192.16810.205

Create Judgment

7 Copy value

[E] Copy defanged value
2 Observables + At tonewcase
TOP ACTIVE

+ Add to active case

0 Unknown IP Addt  Automation

19216810.205 @

(® *MerakiHost Isolation

?‘J Unknown SWCDe  ® ;r::ient - FortiGate - Block URL, IP, or

2449 (%)

@® ISE - Quarantine Endpoint

® Secure Firewall - Block Observable
(Direct)

n

Respond -

D19 - Meraki - MX - L3 Outbound
rewall Block

bst Isolation with Tier 2 Approval

(® Umbrella - Add to Blacklist

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscoi®onfidential



Flow diagram
Trigger Workflow

e e e e Eo® .- - -------y o e e e e e e e e -----

* APl request
e Approval task

e Email trigger

5 Input Atomic Output | ! N v )
"\ variables | action variables 7 Outcome ,é/ )

R ———— e ——— N

e Pivot menu

* Response playbook + | SCIEEEEEIEOON\ ST SO NOTDTTTT 0 NlDoo oo ool oe
*  “Run” button
e Schedule

«  Webhook p

o - - - - - - — - —

S e e o e e e e e = = = = = = = = == === === - — - —

Targets
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Building my first orchestration workflow

- Usecase: Isolate un-managed/BYOD/IOT compromised endpoint on the

Meraki infrastr r ing Pi
era astructure using Pivot menu .@ @

Comprised host
E. XDR discovered
............................. ~ aCtiVitieS : 02
~ — call back,
E ------------- ° network scan
sEEmmEmEmEmm— LN
( \
: : UserB
i g S e
: T E UserA —
\\ _________ f’
192.168.5.131 P
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Building my first orchestration workflow - cont.

- Using Meraki dashboard APIs to isolate a user in a single network
- Pre-requisites:

- API key

- Network-ID

- Group policy in Meraki dashboard with restricted access

- Policy-ID

cisco M./ #CiscoLiveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscolonfidential



Building my first orchestration workflow - cont.

cIsco

SIGNUPFREE ~ LOGIN
DevNet Gl 0G

| Cisco DevNet

"asco. Meraki ‘ Developer Hub Docs ~ Explore What's new Resources ~

Marketplace Q)

Meraki > API > Dashboard API

Update Network Client Policy

Operation Id: updateNetworkClientPolicy

£ Configuration

actionBatches

Parameters Code Snippets
adaptivePolicy

administered

admins Description: Update the policy assigned to a client on the network.
Clients can be identified by a client key or either the
MAC or IP depending on whether the network uses

alerts

brandingPolicies Track-by-IP. clientld*
celluiar clients/{clientId}/p Client ID
Enter Client ID
Provision Network .
e Request Parameters N::;

28 Get Network Client

Policy

alicy
search

splashAuthorizationStatus

Path

networkld ™ | string

Network ID

Enter Network ID

Request Body (Form)

Request Body (JSON)

devicePolicy*
configTemplates

devices

cisco Lz{@/

The policy to assign. Can be 'Whitelisted, 'Blocked; 'Normal' or

clientld %" | string 'Group policy: Required.

#HCiscoLiveAPJC ~ DEVNET-2057
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Building my first orchestration workflow - cont.
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Building my first orchestration workflow - cont.

BS  Control Center
{:} Incidents
Q, Investigate
§ Intelligence
l . ;_+ Automate
B Assets

= Client Management

o Administration

cisco Lz{/&/

Automate

Exchange
Workflows
Runs

Targets
Account Keys
Variables
Triggers
Tasks

Advanced

HTTP Protocol*

[ HTTPS

Host/IPAddress*

[ api.meraki.com

Port

|

<>

Path

[ [apifv1

(*) Disable server certificate validation

#CiscoLiveAPJC DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved.
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Building my first orchestration wor

Control Center

O Incidents

Q  Investigate

Intelligence

Automate

3 Assets

% Client Management

o Administration

Automate

Exchange
Workflows
Runs

Targets
Account Keys
Variables
Triggers
Tasks

Advanced

rity events, automal
kf s to
rkflo

responses, and eliminat
municate with other

etitive tasks

8 Recents  Favorites ©
Status
Reset All
a. o @ validated XDR - Contain Incident: URLs @ Validated

more domains and attempts to b
icts. Currently supported produc
2 XDR (intelligence...

Incident R...

r.. o @ validated

more email message IDs and att
1essages in all supported produc
s include: Cisco Secure.

Incident R...

System
This workflow consumes one or more URLS and attempts to bloc
k them in all supported products. Currently supported products i
nclude: Cisco Umbrella. Cisco XDR intelligence...

Last Modified: Oct 10,

Incident R...

XDR - Validate or Create Int... o © validated
System
This workflow validates the configuration of Cisce XDR intelligen
ce feeds and their associated indicators. If the objects requeste

d don't exist, they will be created. If they do exist,...

ast M

110, 2024

#HCiscoLiveAPJC ~ DEVNET-2057

kflow - cont.

XDR - Contain Incident: IPA... o @ validated
System
This workflow consumes one or more IP addresses and attempts

to block them in all supported products. Currently supported pro
ducts include: Cisco Umbrella (IPv4 only), Cisco...

0, 2024 Incident ...

XDR - Confirm Incident of 1B Updated
System
This workflow updates an incident’s status to Incident Reported,

creates a chat room using a supported messaging integration, a
nd then adds the incident's assignees to that...

Oct 10, 2024 Incident R...

© 2024 Cisco and/or its affiliates. All rights reserved.

rt Workflow + Create Workflow

List View
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Building my first orchestration workflow - cont.

What is the intent of this workflow?

Pivot Menu Workflow
Blank Custom Workflow [}

Workflow details

Incident Response Workflow B

[ Pivot Menu Workflow B ]

Playbook Task Workflow B

Workflow with Automation Rule B

Cance' m
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Building my first orchestration workflow - cont.

1) GET API Call
/networks/[NETWORKID]/clients?i \
p=[observable_value] e

eeeeeeeeeeeeeeeee
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Building my first orchestration workflow - cont.

2) Save the JSON response in a ‘

table with values of Interest \

Web Service
Isolate the endpoint

Response: O e - aaenfor oo
|d, mac, description, ipv4, ipv6,

user, firstSeen, lastSeen, S R—
manufacturer, os, devicetype,

serial-number, recent device
connection, SSID,

cisco M&-/ #HCiscoLiveAPJC ~ DEVNET-2057
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Building my first orchestration workflow - cont.

3) PUT API Call
URL:

/networks/[Network_ID]/clients/[M
AC]/policy

Request Body: % oS o oo
{

"devicePolicy": "Group policy", P —
"groupPolicyld": "[Policy-I1D]"

}

eeeeeeeeeeeeeeeee

cisco M. #CiscoLiveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoXonfidential



Building my first orchestration workflow - cont.

eeeeeeeeeeeeeeeee

4) Get the Room ID of the

Webex Room - using pre-defined \
Atomic Object for Webex % o st oo

cisco M ./ #CiscoLiveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential



Building my first orchestration workflow - cont.

eeeeeeeeeeeeeeeee

5) Post message to the Webex

Room about the activity \
& Atomic

cisco M ./ #CiscoLiveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential



0 Cisco XDR - Investigate x Wl Clients - Meraki Dashboard x + ~

| XDR Orchestration Awais Lab *

%% xdr.us.security.cisco.comfinvestigate [ 4 0

Messages People (2) Content Meetings + Apps 2 Q &

@ Q Awais Khan
Cisco - awakha

You 12:31PM

= Investigate
8% control Center >
O e New Investigation ®
| O Investigate Paste log entry, IP address, domain, etc
L3 Intelligence >
*++ Automate >
§ Assets > 4
072,000 L EE W@ @ % Shift + Enter for a new line
= Client Management >
. S »
B
o Administration >

64 bytes from 192.168.130.113: icmp_seq=34 ttl=é4

: . 64 bytes from 192.168.130.113: icmp_se ttl=64 53.143 ms
Saved Investigations 84 bytes from 192.168.138.113: icmp_se ttl=64 61.793 ms
64 bytes from 192.168.138.113: icmp_se ttl=64 1.771 ms

0 tehi It 64 bytes from 192.168.138.113: icmp_se ttl=64 9.2562 ms
matching results 66 bytes from 192.168.138.113: icmp_seq=39 ttl=64 time=117.826 ms
64 bytes from 192.168.138.113: icmp_seq=48 ttl=éi ti

64 bytes from 192.168.130.113: icmp_se ttl=64 9.565 ms

64 bytes from 192.168.138.113: icmp_se ttl=64 5.558 ms

64 bytes from 192.168.130.113: icmp_se ttl=64 6.174 ms

64 bytes from 192.168.138.113: icmp_se ttl=64 5.619 ms

64 bytes from 192.168.130.113: icmp_se ttl=64 34.838 ms
There are no saved investigations to display 64 bytes from 192.168.130.113: icmp_seq=46 ttl=64

ttl=64
ttl=64
ttl=64
ttl=64

64 bytes from 192.168.138.113: icmp_se
64 bytes from 192.168.130.113: icmp_sel
664 bytes from 192.168.138.113: icmp_se
64 bytes from 192.168.130.113: icmp_se
64 bytes from 192.168.138.113: icmp_se ttl=64
64 bytes from 192.168.136.113: icmp_se ttl=64
64 bytes from 192.168.130.113: icmp_seq=53 ttl=é4
64 bytes from 192.168.130.113: icmp_se ttl=64
64 bytes from 192.168.130.113: icmp_se ttl=64
64 bytes from 192.168.138.113: icmp_se ttl=64
64 bytes from 192.168.130.113: icmp_seq=57 ttl=é4 time=7.867 ms
64 bytes from 192.168.130.113: i 8 ttl=64 time=7.893 ms
* 64 bytes from 192.168.138.113: 9 ttl=s4 tim
664 bytes from 192.168.130.113: @ ttl=64 time=150.411 ms

m 54 bytes from 192.168.138.113: icmp_seq=61 ttl=64 time=285.761 ms

cisco 'p//

. #CiscoLiveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoXonfidential




8BS Cisco XDR - Control Center X Security Center - Meraki Das X ~1} Cisco XDR - Automate X o+ v

XDR Orchestration Awais Lab *

€ > C 25 n189.meraki.com/o/fNjzKdSc/i /! ity/xdr_incidents?fr ization urity_center bxg ) 0

People (2) Content Meetings + Apps R Q &

asco Meraki Q Search Dashboard

¢, Global Overview Two-factor Authentication is not currently enabled on your Meraki Dashboard account. For an extra layer of security, we recommend enablingitat X
your earliest convenience.

| Organization Security Center
Awais Home v

MX Summary  MX Events  XDR Incidents

Network

Awals Home v 1 Incidents 0 New incidents 1 Open incidents 0 Unassigned incidents

O Secure Connect

"% Network-wid [Q ] = Filters 1 incidents Configure networks
{5 letwork-wide O CIETEWBE @ % Shift + Enter for a new line

Zg Assurance New Priority O Name Source O Created Assigned Status
(0 Ssecurity & SD-WAN Internal Connection Watchlist Hit Cisco XDR Analytics (cd... :‘4 AR . awakhan — awakhan@ona-a152e3: ~ — ping 192.168.130.116 — 88x30
ours 64 bytes from 192.168.130.116: icmp_seq=32 ttl=64 time=139.874 ms
64 bytes from 192.168.130.116: ttl=64 time=161.594 ms
-1 Switching 64 bytes from 192.168.130.116: ttl=64 time=220.756 ms
64 bytes from 192.168.130.116: icmp_seq=35 ttl=64 time=97.537 ms
64 bytes from 192.168.130.116: icmp_seq=36 ttl=64 time=7.13@ ms
> 64 bytes from 192.168.130.116: icmp_seq=37
<= Wireless 64 bytes from 192.168.130.116:

64 bytes from 192.168.130.116:

64 bytes from 192.168.130.116:

1l Insight 64 bytes from 192.168.130.116: i
64 bytes from 192.168.130.116:

64 bytes from 192.168.130.116: i

n % 64 bytes from 192.168.130.116:

®  Organization 64 bytes from 192.168.130.116: i

64 bytes from 192.168.130.116:

64 bytes from 192.168.130.116:

64 bytes from 192.168.130.116:

S “ 64 bytes from 192.168.130.116: icmp_seq=49 ttl=64

Q Find in Menu 64 bytes from 192.168.130.116: icmp_seq=50 ttl=64

64 bytes from 192.168.130.116: icmp_seq=51 ttl=64

64 bytes from 192.168.130.116: 2 ttl=64
64 bytes from 192.168.130.116: 3 ttl=64
64 bytes from 192.168.130.116: 4 ttl=64
64 bytes from 192.168.130.116: 5 ttl=64
64 bytes from 192.168.130.116: 6 ttl=64
\ 64 bytes from 192.168.130.116: 7 ttl=64
64 bytes from 192.168.130.116: 8 ttl=64
64 bytes from 192.168.130.116: 9 ttl=64
© 2024 Cisco Systems, Inc. Privacy policy Terms of service 64 bytes from 192.168.130.116: icmp_seq=60 ttl=64 time=65.276 ms

.

cisco L‘V& ./ #CiscoLiveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscodBonfidential



Email trigger

\Webhook
Schedule
API request
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Let’s automate — customized threat detection and
response using SASE and XDR

- Use case: Isolate un-managed/BYOD/IOT compromised endpoint on
the Meraki infrastructure once discovered in SASE using automated

response Detect and ?—5 Comprised host
response o~ | discovered
Secure activities : C2
Connect Call Back,

Network Scan
4

----------

————————
—————— -

PN

\
W / | — fl
cisco &. 192.168.5.131 #CiscoliveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscodBonfidential



Let’'s automate
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-1} Cisco XDR - Automate x Meraki Dashboard X dite Security Activity X + v
XDR Orchestration Awais Lab *
& D C 25 n189.meraki [o/fNjzKd9c/ Jorganization/ ire_connect/policy_overview?from= e_connect+poli _overview ¥ o3 @
Messages People (2) Content Meetings + Apps
Q, Search Dashboard 2 Q@
LUW Hpact g ipact
O :
+;* Global Overview . . . " . . e
2 DNS Policies ~ Firewall Policies =~ Web Policies ~ DLP Policies ~ Browser Access Policies
Oraanizat u may 0 ac oal. Broader (
rganization
4 Awais Home v 1 broad policies, and specific (but high impact) concerns should be control
> Umbrella Policies Best Practices documentation 7 for ¢
e m by Meraki Group Policies >
Network
Awais Home v
2 . . . . o
Secure Connect DNS Policies Firewall Policies
2R 5 r | ( € Enablec f ie
S etworcwice QO TTOWEBE 9% Shift + Enter for a new line
policy 0 policy 1
Z‘e Assurance New Write a message to XDR Orchestration Awais Lab
) [ Configure DNS Policies [J ] [ Configure Firewall Policies ® awakhan — awakhan@ona-a152e3: ~ — ping 192.168.130.113 — 86x29
{/ security & SD-WAN
64 bytes from 192.168.130.113: icmp_seq=2445 ttl=64 time=90.084 ms
64 bytes from 192.168.130.11 ttl=64 time=278.701 ms
] Switchi 64 bytes from 192.168.130.11! ttl=64 time=633.122 ms
witching 64 bytes from 192.168.130.113: icmp_seq=2448 ttl=64 time=49.164 ms
64 bytes from 192.168.130.113: icmp_seq=2449 ttl=64 time=641.081 ms
e ] 64 bytes from 192.168.130.113: icmp_seq=2458 ttl=64 time=168.849 ms
o Wireless Web POhc'es DLP pOIIC'es 64 bytes from 192.168.130.113: icmp_se ttl=64 time=512.566 ms
64 bytes from 192.168.130.11 icmp_se ttl=64 time=178.273 ms
Er led Polici lec ) E icie olic 64 bytes from 192.168.130.113: icmp_se ttl=64 time=320.672 ms
ul  Insight 64 bytes from 192.168.130.113: icmp_sel ttl=64 time=577.151 ms
I 9 2 0 1 0 64 bytes from 192.168.130.113: icmp_se ttl=64 time=196.851 ms
64 bytes from 192.168.130.11 icmp_se ttl=64 time=470.94@ ms
F 5 64 bytes from 192.168.130.11 icmp_se ttl=64 time=185.438 ms
* Organization 64 bytes from 192.168.130.11 icmp_se ttl=64 time=435.838 ms
[ Configure Web Policies [7 ] [ Configure DLP Policies [7 | 64 bytes from 192.168.130.113: icmp_se ttl=64 time=639.004 ms
‘66 bytes from 192.168.130.11. icmp_se ttl=64 time=181.600 ms
64 bytes from 192.168.130.113: icmp_se ttl=64 time=476.894 ms
64 bytes from 192.168.130.113: icmp_seq=2462 ttl=64 time=44.023 ms
Q_ Find in Menu \u bytes from 192.168.130.113: icmp_seq=2463 ttl=64 time=65.524 ms
64 bytes from 192.168.130.113: icmp_seq=2464 ttl=64 time=642.327 ms
64 bytes from 192.168.130.113: icmp_sel ttl=64 time=175.321 ms
. e 64 bytes from 192.168.130.113: icmp_se ttl=64 time=480.883 ms
Browser Access Policies 64 bytes from 192.168.130.113: icmp_seq=2467 ttl=64 time=183.204 ms
64 bytes from 192.168.130.113: icmp_seq=2468 ttl=64 time=416.098 ms
nabled P¢ 64 bytes from 192.168.130.113: ttl=64 time=584.258 ms
: N L 64 bytes from 192.168.130.11 ttl=64 time=270.308 ms
yolic 0 64 bytes from 192.168.130.113: ttl=64 time=477.914 ms
i 4 ﬁln bytes from 192.168.130.113: icmp_seq=2472 ttl=64 time=188.682 ms
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am
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Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

cisco W ./ #CiscoLiveAPJC ~ DEVNET-2057 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential



- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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