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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-2057
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About me

5

• Sydneysider

• Proud father of two girls

• Foodie

• Love cricket

• Enjoy cooking for stress relief 
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• Introduction

• Response options

• Building my first workflow

• Let’s automate the response

• Conclusion
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Layout: Dark Title and subtitle and bullet

• CiscoSansTT Light font is the only font used in the presentation

• Exception: Courier can be used to represent code

• Body copy uses sentence case, size 20, left aligned

• Sub-bullets are size 18 and indented

• Hyperlink: www.cisco.com

• Use Cisco highlight color when emphasizing words, do not italicize

• Subtitle: Size 18, left aligned

What is XDR?

Application of advanced analytics 
to the collected and normalised 
evidence to produce correlated 
and prioritised detections 
of malicious activity

Guided or automated 
responses across multiple 
control planes to quickly and 
effectively contain, mitigate, 
and eradicate the threat.

Collection of raw telemetry & detections
from multiple security tools & sensors

http://www.cisco.com/
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Vendor A Vendor C Vendor DVendor E Vendor G

Stop advanced threats like ransomware
Most attacks use a sequence like this…

A well-tailored 
and personalised 
email causes a 
user to click…

DNS

Which goes to
a questionable 
web site…

Which leads to a 
strange process 
being created 
locally on the 
user’s device…

That process will 
connect to 
another machine 
or directly to 
their data

Email

T1566: Spear Phishing
T1189: Drive-by Compromise

T1055: Process Injection

T1087: Account Discovery: Domain account

T1210: Exploitation of Remote Services

T1048: System Network Connections Discovery

Cisco XDR
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High level architecture

Extended Detection Response 

Network

Endpoint

Email

Identity

Firewall

Cloud
Behavioural analytics

Anomaly detection

Incident prioritisation

Attack chaining

Incident creation

Automatic enrichment

Cross domain alert detections and 
attack chaining with automated incident 

prioritisation and enrichment 

Guided playbooks

Automated workflows

Rapid containment

Pivot menu actions

Automated or user triggered 
responses to block observables 
using any integrated technology

Multi-vector telemetry ingest network, 
cloud, endpoint, email, and more from 

Cisco and 3rd party

Solution agnostic

Raw telemetry 

Events

Threat intelligence

Enrichment

Device context

User triggered

Incident triggered

Scheduled

Automation rules

Amazon
Guardduty

Microsoft defender
For endpoint
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Demo
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We have over 90 
built-in integrations
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Integration 
Capabilities

12

Capabilities:

• Detection analytics and 
correlation

• Threat hunting and investigation

• Asset insights and context

• Automation and response

Available:

• Enabling in XDR

• Browsing Cisco’s Github

• Write your own

DEVNET-2057
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Meraki Organisation XDR

API
GET/POST/PUT

MX & XDR Integration
High-level Overview: API

XDR Data 
Lake

Network 
1

Network 
2

Network 
3

Incidents

Incident 
Promoted

Network 
N

Correlated 
Incident 

Generation

Meraki 
Cloud

DEVNET-2057
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Meraki MX and XDR integration!

Meraki MX

Meraki 
Cloud

XDR Network Flow 
Data Analytics 

Pipeline

Correlated 
incident 

generation

• Meraki MX exports flow logs direct to 
Meraki cloud

• XDR reads flow logs for configured 
orgs/networks

• XDR analytics does its thing

• Incidents appear in XDR Incident Manager
• XDR Incident Manager can be operated on 

from the Meraki Dashboard 

14DEVNET-2057
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Response options

16

• Guided one-click response

• Pivot menu

• Automated response

DEVNET-2057
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Guided response

17

Single-click response actions:

• Contain assets

• Contain hashes, URL, domain

• Create ServiceNow tickets

• Run vuln scans

DEVNET-2057
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• Built-in response actions

• Build your own

Pivot menu

Respond →

18DEVNET-2057



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Flow diagram

Input 
variables

Trigger

• API request

• Approval task

• Email trigger

• Pivot menu

• Response playbook

• “Run” button

• Schedule

• Webhook

Workflow

Atomic 
action

Activity

Activity

Output 
variables

MailboxApi Terminal

Targets

Outcome

Others

Credentials provided by account keys

19DEVNET-2057
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Building my first orchestration workflow

• Usecase: Isolate un-managed/BYOD/IOT compromised endpoint on the 
Meraki infrastructure using Pivot menu

Darrin

UserA

UserB

192.168.5.131

XDR
Comprised host 
discovered 
activities : C2 
call back, 
network scan

DEVNET-2057 20
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Building my first orchestration workflow – cont.

• Using Meraki dashboard APIs to isolate a user in a single network

• Pre-requisites:

     - API key

    - Network-ID

    - Group policy in Meraki dashboard with restricted access

    - Policy-ID

21DEVNET-2057



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Building my first orchestration workflow – cont.
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Building my first orchestration workflow – cont.

Fetch client 
details using 

IP

Build a table 
from return 
JSON traffic 

with 
interesting 
client data

Isolate the 
endpoint via 

MAC 
address

Post the 
confirmation 

in Webex 
chat with 

client details 

(Optional)

23DEVNET-2057
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Building my first orchestration workflow – cont.
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Building my first orchestration workflow – cont.
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Building my first orchestration workflow – cont.
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Building my first orchestration workflow – cont.

27

1) GET API Call
/networks/[NETWORKID]/clients?i
p=[observable_value]

DEVNET-2057
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Building my first orchestration workflow – cont.

28

2)    Save the JSON response in a 
table with values of Interest

Response: 
Id, mac, description, ipv4, ipv6, 
user, firstSeen, lastSeen, 
manufacturer, os, devicetype, 
serial-number, recent device 
connection, SSID,

DEVNET-2057
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Building my first orchestration workflow – cont.

29

3)   PUT API Call
URL:
/networks/[Network_ID]/clients/[M
AC]/policy
Request Body:
{
"devicePolicy": "Group policy",
"groupPolicyId": ”[Policy-ID]"
}

DEVNET-2057
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Building my first orchestration workflow – cont.

30

4)   Get the Room ID of the 
Webex Room – using pre-defined 
Atomic Object for Webex

DEVNET-2057
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Building my first orchestration workflow – cont.

31

5)   Post message to the Webex 
Room about the activity

DEVNET-2057
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Demo
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Demo
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• How I can automate the 
response actions?

Automation

34

• Email trigger

• Webhook

• Schedule

• API request

DEVNET-2057
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Let’s automate – customized threat detection and 
response using SASE and XDR
• Use case: Isolate un-managed/BYOD/IOT compromised endpoint on 

the Meraki infrastructure once discovered in SASE using automated 
response

Darrin

192.168.5.131

XDR
Comprised host 
discovered 
activities : C2 
Call Back, 
Network Scan

DEVNET-2057
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Secure 
Connect

Branch

X

Detect and 
response
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Let’s automate

Triger the 
workflow via 
schedule - 
run every 1 

hour

Look for 
malicious 

/comprised 
endpoints 

(C2 
callbacks) 

from Secure 
Connect

If found, fetch 
client details 
from SASE

Build a table 
from return 
JSON traffic 

with 
interesting 
client data

Isolate the 
endpoint via 

MAC address

Post the 
confirmation 

in Webex 
chat with 

client details 

(Optional)
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Demo
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Complete Your Session Evaluations

39

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

DEVNET-2057
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

40DEVNET-2057
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