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- Introducing hypershield
- Visibility and shields
- Creating policy
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Introducing
Hypershield
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Cisco Hypershield 4

:
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Cloud management (Cisco Defense Orchestrator)

|| Autonomous Distributed exploit . o
: . Future services
segmentation protection
Platform

Al native | Kernel-level enforcement | Self-qualifying updates

Workload and network Public cloud | Private cloud
enforcement points

Virtual machines Kubernetes Bare metal
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Manage globally, enforce locally

Cisco Defense + Human language
Orchestrator interface

Global control plane

Public cloud Private cloud IOT/OT

l . I

VE SWITCH / SERVER SWITCH

© Enforcement point
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Includes

Unified management
Single global policy
Intelligent placement of rules

Integrations with
cloud/app/infra metadata

Environments
Kubernetes
Cloud - private/public

On-prem
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Deep visibility and enforcement in the workload

Tesseract Security Agent

eBPF

cisco Lz{/&/

Namespaces
System Calls
VFS
ol PR OGCESS
X | D
® B EHAVI OURS
Network
Storage
TCP/IP
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Cisco Hypershield use cases
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Autonomous
segmentation

* Deep understanding
of app behaviour

» Comprehensive inputs
for policy creation

» Constantly adapting to
changing apps

>\

-

Distributed
exploit protection

» Mitigate known and
unknown vulnerabilities

» Surgical compensating controls

e Protection within minutes, while
J app keeps running

System recommendations tested against live production traffic

cisco Lz{/&/
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Getting Started
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Create an APl only user

API Token for hypershield-api@ CDO_hypershield-tme »

Grant User Access to CDO_hypershield-tme

XMi0lsil

Username

Admin - o AP Only User @

@ If user with this email dee

COO_hypershield-trme Generate API Toke Admin
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Grab the example code

https://github.com/CiscoDevNet/hypershield

IWITTOCK-M-M&X7:Coding jwittock$ git clone git@github.com:CiscoDevMet/hypershield.git
Cloning into 'hypershield'...
remote: Enumerating objects: 7, done.

remote: Counting objects: 1@e% (7/7), done.

remote: Compressing objects: 188% (7/7), done.

remote: Total 7 (delta @), reused & (delta @), pack-reused 8@ (from @)
Receiving objects: 180% (7/7), B.75 KiB | 4.37 MiB/s, done.

Add the CDO token to Config_json ~ “CDO_TOKEN": "YOUR_TOKEN_HERE"

JWITTOCK-M-M4X7:example_scripts jwittock$ python3 check-token.py
Tenant Name: CDO_hypershield-tme
. Tenant UID: 6a32347a-a9db-430f-8dc7-e210c1274252
An d Ve rlfy : pyth O n 3 C h eC k - to ke n . py User Name: jwittock-api@CDO_hypershield—tme
User UID: 562757d1-7@cd-4597-87a3-341216b3fce8
User Roles: [<UserRole.ROLE_SUPER_ADMIN: 'ROLE_SUPER_ADMIN'>]
User Expires: 2092-11-09 23:25:47+00:00
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Visibility and Shields
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Visibility: today

Pod: kube-proxy-57s75
’

Container: kube-proxy/

o fo

iptableg-restore | 7 iptables
1 7 /

= =7 ipétables-save
_ — = — pBtables - — - = =
iptables-save

~

o -

ipbtables-restore

Coming soon:
enhanced searching and filtering
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Visibility: soon

Security posture Vulnerabilities Recommendations 10 History

[ 100K Total assets. a 20k High risk assets 20K Medium risk assets 'Y 20K Low risk assets 40K protected assets

View | Curre:

9 Summarize security posture

Trust Level

c1sco 'p//
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Visibility through the AP

- Collecting a graph requires the UID of the agent.
- So list the available agents and their UID’s:

Listing agents in tenant:

F)\/tf]()r]:g |i$;t__£3€;63f]tf;_¥)\/ Mame: kubernetes_ip-18-8-3-215.us—east-2.compute.internal

Id: fb4bBfbe2-6606—4BdB—ab4a—dB4R21Fd7371

Mame: kubernetes_ip-18-8-1-125.us—east—2.compute.internal
Id: f763ac2f-35bB-4bf6—aeB3-clbE9e77B235

Name: nodel.ocpcluster.ocp—cloud.com

Id: 7c330126-33bb—4709-bb96—-2451bBTdod4&T

Name: node3.ocpecluster.ocp—cloud.com
Id: 37472383-B&68b—4B88c—bd54—5d96988Tde37

Name: node2.ocpcluster.ocp—cloud.com
Id: baebf@lB—7cdB—-4é6cd-béb3-eBd3bZ2al3ldél
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Visibility through the AP

- Now collect the graph from the agent:

python3 get_agent_graph.py 7¢330125-33bb-4709-bb96-2451b8fd5d47
- This will create a file called:

graph_ 7¢330125-33bb-4709-bb96-2451b8fd5d47.json
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Visibility through the AP

oad": "machine-config-server", "csco:kube_namespace": "openshift-machine-config-operator", "csco:kube workload kind": "DaemonSet"}, {"@id": "https://sbg.ci|
sco.com/pod/7c562198fd1laBc299cablc3aaB219d69ca7b73aebfbblcb59a2b0d72ef984151", "@type": “csco:Pod", "csco:name": "cluster-samples-—operator-5c4fdé7575-5hfvc

, "csco:debug": “id=openshift-cluster-samples-operator/cluster-samples—-operator/Deployment”, "csco:contains®: {"@list": [{"@id": "https://sbg.cisco.com/co
nt/ff688266e45da22ecd151e40208e602248b87803ee9a5e9ac24671855ab2b4ad2", "@type": "@id"}]}, "csco:kube_labels": [{"pod-template-hash": "5c4fd67575"}, {"name"
"cluster-samples-operator'}], "csco:kube_workload": "cluster-samples-operator”, "csco:kube_namespace’: "openshift-cluster-samples—operator”, "csco:kube_wo
rkload_kind": "Deployment"}, {"@id": "https://sbg.cisco.com/pod/dBaaBae992c1fB4BaB1aB3567FIebib7bIc288d2496860004B0e7dcklchdfbaBs"”, "Otype”: "csco:Pod”
"hostpath-provisioner-operator—efbbB9c45-9sqel", "csco:debug": "id=openshift-cnv/hostpath-provisioner-operator/Deployment”, "csco:eontains
: [{"@id": "https://sbg.cisco.com/cont/82923824b4bc2c15676ebfa5b1c20b3dd 553 fa39cB6b2alBeb1d3367d0ea”, "Gtype”: "@id"}]}, "csco:kube_labels
template-hash": "cfbb89c45"}, {"name": "hostpath-provisioner-operator"}, {"app.kubernetes.io/component”: "storage"}, {"app.kubernetes.io/part-of"
onverged-cluster®}, {"app.kubernetes.iofversion®: "4.16.3"}, {"prometheus.hostpathprovisioner.kubevirt.io": "true"}, {"app.kubernetes.io/managed-by
. {"operator.hostpath-provisioner.kubevirt.io": "*}], "csco:kube_workload": "hostpath-provisioner-operator”, "csco:kube_namespace”: "openshift-cnv'
:kube_workload_kind": "Deployment"}, {"@id": "https://sbg.cisco.com/pod/97595eb6d@3ecel08b8731379bball9574ec477cas?331ebB5Fa34bBdE96ade5", "Btype":
od", "csco:name": "cluster-storage-operator-7cbb9899c-zrb95", "csco:debug": "id=openshift-cluster-storage-operator/cluster-storage-operator/Deployment”
sco:contains®: {"@list": [{"Qid": "https://sbg.cisco.com/cont/5e9abae2af66002b5e3e414Fh3409645487eB%aechddfefcEdsc97fOB3bE13EF", "Ptype: "@id"}]}, "esco:k
ube_labels”: [{"pod-template—hash": "7cbb9899c"}, {"name": "cluster-storage-operator"}], "csco:kube_workload": "cluster-storage-operator”, "csco:kube_names
pace”: "openshift-cluster-storage-operator”, "csco:kube_workload_kind": "Deployment"}, id": "https://sbg.cisco.com/pod/Besdat9abBfb7632672902230e3c818dc|
faB3fe9861f89215ce1cte92b93de5d", "Otype”: "csco:Pod", "csco:name": "packageserver—6787976b45-mpgtp", "csco:debug": "id=openshift-operator-lifecycle-manage|
r/packageserver/Deployment”, "csco:contains®: {"@list": [{"@id": "https://sbg.cisco.com/cont/3bd4dec134blbesa73Bab5aa9d3b3d94besdscBiabe7cdb?Bbe5108576aT537
df", "@type": "@id"}]}, "csco:kube_labels": [{"app": "packageserver'}, {"pod-template-hash": "&787976b45"}], "csco:kube_workload": "packageserver", "csco:k
ube_namespace": "openshift-operator-lifecycle-manager", "csco:kube_workload_kind": "Deployment"}, {"@id": "https://sbg.cisco.com/pod/e14814b5dcBc9ef7@581b)
7399b7626d8326233F1cc77eectcbid5eb5297dc29", "@type”: "csco:Pod”, "csco:name": "aag-operator-7cé59dcc9b-lwfxw”, "csco:debug”: "id=openshift-cnv/aag-operato
r/Deployment”, "csco:contains®: {"@list": [{"@id": "https://sbg.cisco.com/cont/4bealéb@610bb25decB18e7573722F1ef3bB572aec5d4es5e40163cd5adB191e”, "Btype”
d"}1}, "csco:kube_labels": [{"app.kubernetes.io/managed-by": "olm"}, {"app.kubernetes.io/part-of hyperconverged-cluster"}, {"app.kubernetes.io/versio|
"4.16.3"}, {"pod-template-hash": "7cé59dcc9b"}, {"app.kubernetes.io/component": "quota-management"}, {"name": "aag-operator"}, {"prometheus.aaq.kubevir
t.io": "true"}, {"operator.aag.kubevirt.ic": ""}], "csco:kube_workload": "aag-operater", "csco:kube_namespace”: "openshift-cnv", "csco:kube_workload_kind"
"Deployment"}, {"@id": "https://sbg.cisco.com/pod/fbalc6f283eci7aacebB5Tef4489a29bad06e2506Tebdbd2belas7e204Fdf7F6", "Rtype sco:Pod”, "csco:name
bevirt-console-plugin-66748d85ch—kxf4r", "esco:debug": "id=openshift-env/kubevirt-console-plugin/Deployment®, "csco:contains is [{"@id": "https://|
sbg.cisco.com/cont/b579a18848b55Fch499FB97695a87c483d67@337afc9aabffa39513f fb6GeSeh”, "Ctype": "@id"}1}, "csco:kube_labels": [{"pod—template-hash":
B5cb"}, {"app.kubernetes.io/component”: "kubevirt-console-plugin"}, {"app.kubernetes.io/managed-by": "hco-operator"}, {"app.kubernetes.io/part-of":
onverged-cluster"}, {"app.kubernetes.iofversion®: "4.16.3"}, {"app": "kubevirt-hyperconverged"}], "csco:kube_workload": "kubevirt-console-plugin®,
be_namespace”: "openshift-cnv", "csco:kube workload _kind": "Deployment"}, {"@id": "https://sbg.cisco.com/pod/aécB3edbf777b8a47c7a@B7baB36a35b20547d@3  dd0as
f7c3beaf199b561567", "@type’: "csco: “"csco:name": "insights-operator-869f6cé6dé-dlfdv", "csco:debug": 'id=openshift-insights/insights—operator/Deploym
ent*, "csco:contains®: {"@list*: [{" https://sbg.cisco.com/cont/786Fb573a96ack3cr87abacl7aece142a98336d11b31a97a h562 ees081ca30", "@type”: "@id"}]}
“cscotkube_labels": [{"app": "insights—operator"}, {"pod-template-hash": "869f&c66d6"}], "csco:kube_workload": "insights—operator", "csco:kube_namespace"
"openshift-insights", "csco:kube_workload_kind": "Deployment"}, {"®id": "https://sbg.cisco.com/pod/0617647d6fc14349cBad4alBe5d9807046483900b84bakcs2aa7d7e
asadBE@Bc", "@type": "csco:Pod", "csco:name": "console-conversion-webhook-dB9d97bfb-vxtrf", "csco:debug': "id=openshift-console-operator/console-conversion|
webhook/Deployment”, "csco:contains®: {"@list": [{"@id": "https://sbg.cisco.com/cont/d8d9934a26c3esd7e7ats blabd94f5a4294befd61dB91e64a746391d4318", "Q)
type": "@id"}]}, "csco:kube_labels": [{"name": "console-conversion-webhook"}, {"pod-template-hash": "d89d97bfb"}], "csco:kub "console-conversio
n—webhook", "csco:kube_namespace” penshift-console-operator", "csco:kube_workload_kind": "Deployment"}, {"src": "tsa"}], ontext": {"csco": "https://s
bg.cisco.com/ontologies/2022/9/sbg-esperanto-ontology#", "@base": "https://sbg.cisco.com/", "startedAt": {"@id": "http://www.w3.org/ns/provéstartedAtTime"
“http://www.w3.0rg/2001/XMLSchema#dateTine"}, "generatedAt": {"@id": "http://www.w3.org/ns/provéigeneratedAtTime" £ fwww.w3.0rg/200
1/XMLSchema#dateTime"}}, "startedAt": "2024-10-23 17:59:36", "graph_type": "host/pods/conts/processes/all", "generatedAt': "202 125", "base_gra
bh id": “http://sbg.cisco.com/ process/all/23a9523896887522cd79627d6836a9499d011fF3114430638160517F6538707 1" "metadata"
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Shields: today

Cisco Hypershield

Overview

Summary Vulnerabilities

Status Assets affected Mitigation

Exploitable - shield deployment . - . Explol eld deployment
p CVE-HS-TEST q
failed failed
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Shields: soon

"dees Security Cloud Control Q search

Overview

Security posture Vulnerabilities Recommendations 10 History

Dashboard

Recommendation - Number of actions Security score impact
s from € +32

\tation avallavle for 13 2 +27

Policy group Policy changes Object changes Created by Created on Status

Finance App group © 3added & 1edited L u‘tvasriclc

9 Explain why this recommendation is needed | | (% Show the effects of the recommendation

2w 1 unusual behavior
>an up poll

<7 Install ract Security Agents on 14 workloads

c1sco 'p//

pleted

Assigned to

Ni

Nil

K

Confidence Score
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Creating Policy
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L] r 1
PARC eXp|a ] ned IP address/ports process name - Features
tag files * Intent-based
DNS name directory +  Order independent
user name/groups  privilege * Rule auto-compilation
URI + Intelligent rule
\ y placement
( )
( B s ~ s N
block can access SW Version
allow READ / WRITE authentication
+
traverse vulnerable
capture
alert
log - g
J

.
cisco L‘V& ./ #CiscoliveAPJC ~ DEVNET-1568 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoXonfidential



Al recommends policy

| Distributed Exploit Shield | runc-exec... Verified A

REMEDIATION 1 < Recommended

The Distributed Exploit Shield blocks new container processes
with a current working directory of "/" in the host namespace.

Reason

Effect
Principal
Action
Resource

Condition

Deployed by 8,734 other customers

Remediates vulnerability

Block and alert

sys_execve

*

when principal.version <= 1.1.11 or unknown
and action.cwd = "host_ns:/"

cisco Lz{@/

#CiscolLiveAPJC

DEVNET-1568

Block and alert

File path / executable

- Execute permit

* (act on any resource)

Minimum version and
namespace

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoZBonfidential



A day in the life of a policy rule

Create a rule X

cisco Lz{@/

Drafts

Policy Group: Jake’s rules
rule 1
rule 2

Policy Group: Jeroen’s rules
rule 1

Testing

HCiscoLiveAPJC ~ DEVNET-1568

Active

History
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A day in the life of a policy rule

cisco Lz{@/

Drafts

Policy Group: Jake’s rules

rule 1
rule 2

Policy Group: Jeroen’s rules

rule 1
rule X

Testing

Start Testing

HCiscoLiveAPJC ~ DEVNET-1568

Active

History
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A day in the life of a policy rule

Drafts Testing Active

Policy Group: Jake’s rules
rule 1
rule 2

Policy Group: Jeroen’s rules
rule 1
rule X

History

Review Results

Deploy Rules
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A day in the life of a policy rule

Drafts

Policy Group: Jake’s rules
rule 1
rule 2

cisco Lz{@/

Testing

HCiscoLiveAPJC ~ DEVNET-1568

Active

rule 1T & rule X merged with
Active Policy

History

Policy Group: Jeroen’s rules
rule 1
rule X
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Create principal and resource objects

- python3 create_object.py

IWITTOCK-M-M&XT7:example_scripts jwittock$ python3 create_object.py

{

"id": "de3eal76-12f9—4e32-Ba38-33eblbb287de",
"tenantId": "6a32347a-a%db-438T-Bdc7-e21@8cl274262",
"mame": "jwittock objectli"
"description": ",
"objectType": "DAF_NETWORK_OBJECT",
"contents": [
{
gt
"wlan"
"Dtype": "DAF_NETWORK_CONTENT",
"addresses": [
{
"ips": [
"19.1.1.1"
1,
"port®: ",
"awsTags": [],
"wCenterTags": []

]r

"createdBy": "jwittock-api@CDO_hypershield-tme",
"updatedBy": "jwittock-api@CDO_hypershield-tme",
"updatedAt": "2824-18-25T12:31:51.2382",
"createdAt": "2824-18-25T12:31:51.2382",
"referenceld": null

Cisco Hypershield

Objects

Network objects Workloads

% Contents

#CiscoLiveAPJC ~ DEVNET-1568 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential



Create policy group

- python3 create_policy-group.py

JWITTOCK-M—M4XT :example_scripts jwittock$ python2 create_policy-group.py CiSCC>P4ypershield
{

"id": "2@01783bb-1d2e-4B83e—a7ed-ef26dbafb5142",

"tenantId": "6a32347a-a®db—4308T-Bdc7-e21@cl274262", . =

"mame": "jwittock CLAPJ24 policy group™, Policies

"description": "Add your description",

"ereatedBy": "jwittock—-api@CDO_hypershield—tma",

"ypdatedBy": "jwittock—-api@CDO_hypershield—tme",

"status": "OPEN",

"type": "FIREWALL",

"diffCounts": { . .
"addPolicy": a, o Policy group completed testing
"editPolicy": @, 2 s
"deletePolicy": @,

"editObject": @,
"deleteObject": @

Active Drafts History

}!
"updatedAt": "2824-18-25T12:42:82.B3BZI",
"createdAt": "2024-18-25T12:42:82.B3BZI",
"referenceld": null,
"enforcement": null, Status 4 Policy changes
"fwAgentCount": null
} . m
Policy—group id is: "2017B3bb-1d2e—4B3e—a7ed—ef25dbaf5142" ' cygroup -

cisco M&- #CiscoLiveAPJC ~ DEVNET-1568 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential



Create policy

- python3 create_policy.py

JWITTOCK—M-M&XT :example_scripts jwittock$ python3 create_policy.py
{
"id": "201783bb-1d2e-483e-a7ed-ef25dbaf5142",
"tenantId": "6a32347a-a%db-43@T-Bdc7-e218cl274252",
"referenceld": null,
"name": "jwittock CLAPJ24 poliey group", jwittock CLAPJ24 policy group
"description": "Add your descriptien", e
"createdBy": "jwittock-api@CDO_hypershield-tme",
"updatedBy": "jwittock—-api@CDO_hypershield—tme",
"status": "OPEN", Total changes Updated b Updated at Created by Created on

€ Policies

"type": "FIREWALL", il jwittock - api@CDO_hypershield-tme 25/10/2024, 14:46:57 jwittock-api@CDO_hypershield-tme 25/10/2024, 14:42:02
"diffCounts":

"addPolicy": 1,
"editPolicy": @
eletePolicy Staged changes
"editObject"
"deleteObject 1

Hin policy added @
"enforcement":

"fwAgentCount": null, .
"createdAt": "2024-10-25T12:42:02.8B382", CEs

SRR S L e Operation Policy name Changed by Changed on

© Added jwittock CLAPJ24 test

Principal Action Resource

Permit and warn wittock objectl jwittock object2

cisco M&- #CiscoLiveAPJC ~ DEVNET-1568 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoXonfidential




Start testing on policy group

- python3 start_testing.py

IWITTOCK-M-M4X7 :example_scripts jwittock$ python3 test.py
{

: "2081783bb-1d2e-483e-a7ed-ef26dbaf6142",
tenantId": "6a32347a-a%db-430f-8dc7-e218c1274252",
referenceld": null,

"jwittock CLAPJ24 policy group”,

tion": "Add your description",
"jwittock—-api@CDO_hypershield—tme",
"jwittock—-api@CDO_hypershield—tme",

"addPolicy
"editPolicy"
"deletePolicy": @,
"editObject": @,
"deleteObject": @
+
"enforcement": {
"policyGroupId": "2@1783bb-1d2e-483e-a7ed-ef25dbaf5142",
"firewallEnforcement" :
ermanentStoreHash "e3bBck4298fclcl4Pafbf4cBIP6TDI2427aeslesb49bPB4cat?599107852b865",
dd": [
"a306c6d9-6357-414c-abee-738d724bfecE"

cisco 'p//

#CiscolLiveAPJC

Cisco Hypershield

< Policies

jwittock CLAPJ24 policy group

iption

[\ Testing in Progress

Total changes Updated by Updated at

1 jwittock - api@CDO_hypershield-tme
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

DEVNET-1568 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscodZonfidential


http://www.ciscolive.com/on-demand
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Thank you
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