
Cisco Confidential

#CiscoLiveAPJC



Cisco Confidential#CiscoLiveAPJC

Jeroen Wittock - TME
DEVNET-1568

AI Powered Security with 
Hypershield



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-1568
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• Introducing hypershield

• Visibility and shields

• Creating policy
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Introducing 
Hypershield
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Telemetry

Platform
AI native | Kernel-level enforcement | Self-qualifying updates

Future services
Distributed exploit 

protection
Autonomous 
segmentation

Cloud management (Cisco Defense Orchestrator)

Cisco Hypershield

Workload and network 
enforcement points

Virtual machines Kubernetes Bare metal

Public cloud        Private cloud
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Manage globally, enforce locally  

Human language 
interface

Cisco Defense
Orchestrator

+

Enforcement point

Global control plane

Private cloud IOT/OTPublic cloud

S W I T C H  /  S E R V E R S W I T C HC L O U D  N A T I V E  
S E R V I C E S

Principals Actions Resources ConditionsEffect Includes

Unified management

Single global policy

Intelligent placement of rules

Integrations with 
cloud/app/infra metadata

Environments

Kubernetes

Cloud – private/public

On-prem
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Tesseract Security Agent

eBPF eBPFeBPF

System Calls

Namespaces

VFS

P R O C E S S  
I D
B E H A V I O U R S

TCP/IP

Storage

Network

Tesseract Security Agent

eBPF

Host

Deep visibility and enforcement in the workload

9DEVNET-1568



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Hypershield use cases

• Deep understanding 

of app behaviour

• Comprehensive inputs

 for policy creation

• Constantly adapting to 

changing apps

• Mitigate known and 

unknown vulnerabilities

• Surgical compensating controls

• Protection within minutes, while 

app keeps running

System recommendations tested against live production traffic

Autonomous
segmentation

Distributed 
exploit protection
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Getting Started
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Create an API only user
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Grab the example code

https://github.com/CiscoDevNet/hypershield
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Add the CDO token to config.json

And Verify: python3 check-token.py



Cisco Confidential

Visibility and Shields



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Visibility: today
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Coming soon: 
enhanced searching and filtering
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Visibility: soon
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Visibility through the API 

• Collecting a graph requires the UID of the agent.

• So list the available agents and their UID’s:

python3 list_agents.py
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Visibility through the API 

• Now collect the graph from the agent:

python3 get_agent_graph.py 7c330125-33bb-4709-bb96-2451b8fd5d47

• This will create a file called:

graph_ 7c330125-33bb-4709-bb96-2451b8fd5d47.json
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Visibility through the API 

Now What???
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Shields: today 
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Shields: soon 
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Creating Policy
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PARC explained

24DEVNET-1568

Principals Actions Resources ConditionsEffect

block

allow

+

capture

alert

log

can access

READ / WRITE

traverse 

…

SW Version

authentication

vulnerable

…

IP address/ports

tag

DNS name

user name/groups

URI

process name

files

directory

privilege 

…

• Features

• Intent-based

• Order independent

• Rule auto-compilation

• Intelligent rule 
placement
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AI recommends policy

25DEVNET-1568

TECSEC-2274

Effect Block and alert

Principals File path / executable

Actions Execute permit

Resources * (act on any resource)

Conditions
Minimum version and 

namespace
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A day in the life of a policy rule 

26

Drafts Testing Active

History

Create a rule X

Policy Group: Jake’s rules
rule 1
rule 2
…

Policy Group: Jeroen’s rules
rule 1

DEVNET-1568
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Drafts Testing Active

History

Policy Group: Jake’s rules
rule 1
rule 2
…

Policy Group: Jeroen’s rules
rule 1
rule X

DEVNET-1568

Start Testing

A day in the life of a policy rule 
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Drafts Testing Active

History

Policy Group: Jake’s rules
rule 1
rule 2
…

Policy Group: Jeroen’s rules
rule 1
rule X

DEVNET-1568

Review Results

Deploy Rules

A day in the life of a policy rule 
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Drafts Testing Active

History

Policy Group: Jake’s rules
rule 1
rule 2
…

Policy Group: Jeroen’s rules
rule 1
rule X

DEVNET-1568

rule 1 & rule X merged with 
Active Policy

A day in the life of a policy rule 
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Create principal and resource objects

• python3 create_object.py
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Create policy group

• python3 create_policy-group.py
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Create policy

• python3 create_policy.py
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Start testing on policy group

• python3 start_testing.py
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Complete Your Session Evaluations

36

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

DEVNET-1568
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

37DEVNET-1568

http://www.ciscolive.com/on-demand
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