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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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Programmability Solutions for Complex Networks

L2 Y & D @© &

(" Efficient ) (Consistent) ( Scalable ) ( Secure ) ( Seamless ) ( Smart )

R B

Managing Repeatable Reduce time and Secure APIs Create value Real time event
infrastructure and precise effort with large and integrations integrating with 3@ notifications, Al/ML
as code while intent-based network automation party platforms capabilities, and
lowering OPEX outcomes requirements streaming telemetry
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Cisco I0S XE Programmability & Automation
Lifecycle
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Cisco I0S XE Programmability & Automation
Lifecycle

| just received 5000
switches. How can |

onboard them reliably,
efficiently and at scale?

O

Network
Engineer
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Cisco I0S XE Programmability & Automation
Lifecycle

Pre-boot Execution Provisioning
Environment (iPXE) Automation

Device
Onboardlng

RFC8572 Secure Zero Touc
Nice! All 5000 switches are

onboarded using Secure
Zero Touch Provisioning

pgthon

INTENT CONTEXT

O

Network
Engineer

/ : N
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Cisco I0S XE Programmability & Automation
Lifecycle

INTENT CONTEXT

Now that the 5000 ne
switches are onboarded,
how can | configure them
reliably, efficiently and at

scale?
O ﬁ

Network
Engineer
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Cisco I0S XE Programmability & Automation
Lifecycle

. Network Configuration Protocol
Model Driven (NETCONF), RESTCONF, gNMI

Programmability

; YANG “native” Data Models,
§ Day 0 ] OpenConfig,

IWTENT O conTexT | YANG Suite, Terraform, Ansible,
Device _
+ + muration pYyATS tooling

| can use a tooling such
as Ansible or Terraform
to configure my 5000

switches at once

Network
Engineer

/ ) ) .
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Cisco I0S XE Programmability & Automation
Lifecycle

INTENT CONTEXT

Now that the 5000 ne
switches are configured,
how can | monitor them

reliably, efficiently and at

% [

Network
Engineer

/ ) S
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Cisco I0S XE Programmability & Automation
Lifecycle

I’” use gRPC for INTENT CONTEXT
Model Driven

Telemetry to monitor o
changes on my device @ "‘W" R

and quickly find any y

anomalies
@)
o TIG_MDT container + guide
Model Driven
Telemetry YANG On-Change support

Dewce
Network Monitoring TV | gRPC Dial-Out + DNS + mTLS I

Engineer gNMI/NETCONF Dial-In
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Cisco I0S XE Programmability & Automation
Lifecycle

How can | update the
OS version on all 5000
switches them reliably,
efficiently and at scale?

INTENT CONTEXT

O

Network

Engineer

4 . . .
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Cisco I0S XE Programmability & Automation
Lifecycle

I’ll update the OS on
all 5000 of my
switches using

scripting and gNOI
INTENT CONTEXT

0S.proto
Intent-based Day 1 o
@ &=
Optimisation

Network
: Engineer

/ ) S
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Cisco I0S XE Programmability & Automation
Lifecycle

Whew! Now that
programmability has me
covered, | can focus on
the important stuff!

TTTTTTTTTTTTT

Intent-based

0
O

Network
Engineer
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Cisco IOS XE Programmability & Automation
Lifecycle

Pre-boot Execution

Brovision odel D Network Configuration Protocol
rovisioning oae rven
Environment (iPXE) Autornation Devic Programmabilty (NETCONF), RESTCONF, gNMI
Onboarding D e PRI
RFC8572 Secure Zero P R VANG r(1)at|veC Daft.a Models,
Touch Provisioning ZTP python T | pEIOnTe,
‘ . .
VM Automation Device YANG SwteA_'lI:gr[af(?.rm, Ansible,
INTENT CONTEXT \ Configuration py 0o Ing
gNOlI cert/os/reset proto
D_eyice_
Guest Shell + Python/NETCONF ~ Ortimisation
| TIG_MDT container + guide
CentOS 8 Python 3 Software Image a > Model Driven
Management Telemetry YANG On-Change support
Application Hosting with Docker Device \J/\’\f\\’
Monitoring gRPC Dial-Out + DNS + mTLS
“show run” CLI to YANG
cisco Lye !/

gNMI/NETCONF Dial-In
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IOS XE Programmability and Telemetry “Stack”

CLI

The NETCONF, RETCONF, gNMI and gRPC are programmatic interfaces that provide
additional methods for interfacing with the I0S XE device - Just like the CLI, SNMP, and

WebUI is used for configuration changes and operational metrics so can the programmatic
interfaces of NETCONF, RESTCONF, gNMI, and gRPC.

YANG data models define the data

that is available for configuration
and streaming telemetry

e e

1 ETF
OpenConfi Cisco Native
- {OPENCONFIG
Intent-based
Network Infrastructure . . .
Configuration and Operation @IEEE
® =

cifat] s
Device Features

CIsSCO
SNMP
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Model Driven Programmalbility Interface
Comparison

cisco Lz/&/

Minimum IOS XE Version

Recommended Version
Default Port

Operations
Encoding

Security

Transport Protocol

Tooling

Content

NETCONF
16.6

17.6

830

<get>,<get-config>,<edit-
config>,<establish-subscription>

XML

SSH + PKI

certificate or password
SSH

YANG Suite, ncclient,
Netconf-console

YANG

RESTCONF
16.7
17.6

443

GET, POST, PUT, PATCH,
DELETE

XML or JSON

HTTPS user/pass

HTTPS

YANG Suite*, Postman,
python

YANG

Model Driven
Programmability

gNMI
16.8
17.7

9339
GET, SET, SUBSCRIBE

RFC7951 JSON_IETF

TLS certificate
with user authentication

HTTP/2
YANG Suite*, gnmic,
gnmi_cli

YANG + Protobuf

S

HCiscoLiveAPJC ~ DEVNET-1249
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Cisco I0S XE - YANG models on GitHub

YANG module name.yang

Description

Cisco-I0S-XE-native
Cisco-I0S-XE-{feature}-cfg
Cisco-I0S-XE-{feature}-oper
Cisco-lI0S-XE-{feature}-rpc
Cisco-I0S-XE-{feature}-events
Cisco-evpn-service

OpenConfig-{feature}

running-config

Feature configuration
Feature operational data
Actions

Telemetry Events

EVPN service abstraction

abstraction for config & oper

cisco Lz/&/

= YangModels [ yang

£\ Notifications 7 Star 290

<> Code T 3

¥ master -

apoorvash

ki
D
ki
ki
D
D
ki
ki

Cisco-10S-XE-bgp-route-oper.yang
Cisco-10S-XE-bgp-rpc.yang

Cisco-10S-XE-bgp.yang

|| Projects () Security |~ Insights

Go to file

Bse Yang Models (#982) .. @e3bcla 16 days ago Y9 History

Cisco-10S-XE-boot-integrity-oper.
Cisco-10S-XE-breakout-port-oper
Cisco-10S-XE-bridge-domain.yang
Cisco-10S-XE-bridge-oper.yang

Cisco-10S-XE-cable-diag-oper.yan

Cisco-10S-XE-cable-diag-rpc.yand

Added 10S XE 1§
Added Cisco-109
Added updated

Added Cisco-104

Added Cisco-109

B
B
B
B
B
B
B
B

D

Cisco-10S-XE-install-events.yang

2 years ago

2 years ago

Cisco-10S-XE-install-rpc.yang

2 years ago

3 years ago

Cisco-10S-XE-interface-common.yang

3 years ago

3 years ago

Cisco-10S-XE-interfaces-oper.yang

3 years ago

3 years ago

Cisco-10S-XE-interfaces.yang

3 years ago

3 years ago

Cisco-10S-XE-ios-common-operyang

3 years ago
i . 2 years ago
Cisco-10S-XE-ios-events-operyang

2 years ago
. R 17 months ago
Cisco-10S-XE-ip-sla-events.yang

11 months ago

4 months ago

Cisco-10S-XE-ip-sla-oper.yang

4 months ago

Added Cisco-I0S-XE-17.5.1 Release Yang Models (#982) 16 days ago

HCiscoLiveAPJC ~ DEVNET-1249
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What is ZTP?
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Day O device onboarding workflow
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Linux Shell Environment on Cisco I0S XE devices

Linux
applications

This Linux shell can be used for

« Scripting
. . . Guest Shell
* Hosting Applications
« Zero Touch Provisioning Open Application Container
* & so much more! AP

Cisco 10S XE

cisco M ./ #CiscoLiveAPJC ~ DEVNET-1249 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoZonfidential



Controller Based Day 0 with Cisco DNA Center

Zero Touch Provisioning

controller-less

ZTP

I DHCP option 67 for Python file

Intent-based
Network Infrastructure

= N
@ S

Python Configuration File + Guest Shell
Available with TFTP or HTTP

cisco Lz{@/

#HCiscoLiveAPJC ~ DEVNET-1249

Plug and Play
with Cisco DNA Center
Cisco DNA Automation
With Plug & Play

I DHCP option 43 for DNAC IP

Intent-based
Network Infrastructure

- Py
@ o

Claim and Manage in DNAC GUI
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I0S XE Device

(powers on)

Present?

Start ZTP on
Managerment and
Front Ports

Send DHCP
request on all L3
interfaces (mgmt
and Vian-1)

DHCP Offer’
received

Option
67 presnt
(python)

Fetch the Scrij
Option 67

Start Guestshell Unconfigure
and execute script Guestshell

Day O - Classic ZTP Overview

Cisco Blogs

SANDBOX LABS ~ RESERVATIONS

‘tse DEVNET

i INSTRUCTIONS b COMMANDS 4 NAVIGATOR

INSTRUGTIONS

10S XE on CSR (Latest) VPN Access DevBox Info

The 10S XE on CSR Latest Code Sandbox offers developers access
to an 10S XE device running the latest I0S XE code release (currently
17.3.1). This lab allows you to provision and test a programmability
feature, ZTP (Zero Touch Provisioning). A Devbox (running KVM)
provides serial interface to a CSR1000v for validation and testing ZTP.
In addition, a standalone CSR1000v with SSH access has been
provided to validate other features.

]
cisco

Cisco Blog > Developer

Developer

Automate Device
Provisioning with Cisco
IOS XE Zero Touch
Provisioning

Jeremy Cohoe
April 15, 2019 - 1 Comment

are is ordered and it arrives on site, it's an exciting time. New hardware!
. But new challenges too! But the age-old challenge of getting new devices
Hoesn't need to be one of them. Sitting in the lab pre-provisioning devices is
led if you're using Cisco I0S XE, because of features like Cisco Network Plug-
H Zero Touch Provisioning (ZTP). PnP is the premium solution made possible
Center, while Zero Touch Provisioning (ZTP) is for the do-it-yourself
[don’t mind investing more time in configuring and maintaining the
[uired to bootstrap devices. I0S XE runs on the enterprise hardware and

Cisco 10x
Application

Linux

Cisco-ll(-)S

&g

Guest Shell

CentOS 8)

Python / YANG / CLI/ EEM APIs

olo

%% CentOS

Cisco

&./

#CiscolLiveAPJC

Session IDbevnert-1249
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https://blogs.cisco.com/developer/device-provisioning-with-ios-xe-zero-touch-provisioning
https://devnetsandbox.cisco.com/DevNet
https://blogs.cisco.com/developer/secureztp01

Python APl between Guest Shell and Cisco I0S XE

Each Python module below takes a Cisco I0OS XE command as an argument

Function

Description

cli.clilcommand)

cli.clip(command)

cli.execute(command)

cli.executep(command)

cli.configure(command)

cli.configurep(command)

runs the command through the I0OS parser and returns the resulting text.

runs the command through the 10S parser and prints the resulting text
to stdout (rather than returning it).

executes a single EXEC command and returns the output. No semicolons or
newlines are allowed as part of this command. Use a Python list with a for-loop to

execute this function more than once.

executes a single EXEC command and prints the resulting text to stdout (rather than
returning it). No semicolons or newlines are allowed as part of this command. Use a
Python list with a for-loop to execute this function more than once.

configures the device and returns a list of named tuples that contains the command
and its result

configures the device and prints a list of named tuples that contains the command
and its result to stdout (rather than returning it).

cisco Lz{@/
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/TP Example using Python Modules

1
p
3
4
5
6
7
8

cisco M . #CiscoLiveAPJC ~ DEVNET-1249 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoXonfidential

"\n\n xkx Sample ZTP Day® Python Script sxkx \n\n"
cli

"Configure vlan interface, gateway, aaa, and enable netconf-yang\n\n"
cli.configurep(["int vlan 1", "ip address 10.5.123.27 255.255.255.0", "no shut", "end"])
cli.configurep(["ip default-gateway 10.5.123.1", "end"])
cli.configurep(["username admin privilege 15 secret @ XXXXXXXXXXXXX"1)
cli.configurep(["aaa new-model", "aaa authentication login default local", "end"])
cli.configurep(["aaa authorization exec default local", "aaa session-id common", "end"])
cli.configurep(["netconf-yang", "end"])

"\n\n xkx Executing show ip interface brief skx \n\n"
cli_command "sh ip int brief"
cli.executep(cli_command)

"\n\n xkk ZTP Day® Python Script Execution Complete skxx \n\n"




N ETCON F APl (9300 config)#netconf-yang ssh port 7

<1-65535> Port number range (default port number is 83@)
disable Disable external METCOMF 55H connectiwvity

(9308 config)#netconf-yang ssh local-vrf guestshell 7
enable Enable NETCONF access
port Configure port number for the NETCOMF ssh connection

[guestshell@guestshell ~]% ssh localhost -p 838 -1 admin

admin@localhost's password:

<fxml version="1.8" encoding="UTF-8"7>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.@">

<capabilities>

<capability=urn: ietf:params:netconf:base:l.@</capability>
NETCONF API <capability=urn:ietf:params:netconf:base:l.l</capability>

CLIAPI .
ZTP Enable NETCONE Preform RPC Actions [guestshell@guestshell ~]$ python3 ./get_hostname.py

Enable AAA Programmatic Configuration <7xml version="1.0" 7>

<rpc-reply message-id="urn:uuid:20d75dd3-60b7-4ble-9260-0438282d37cB" xmlns="urn:
of device features <data> ‘ . . . e
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<hostname>(93@0</hostname>
</native>
</data>
</rpc-reply>

Authentication from Guest Shell to NETCONF is still required, both credentials and certificates are supported

get_hostname.py example at https://github.com/jeremycohoe/ncclient-get-hostname
ztp-Netconf.py example at. https://github.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/blob/master/ztp-netconf.

cisco W ./ #CiscoLiveAPJC ~ DEVNET-1249 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential


https://github.com/jeremycohoe/ncclient-get-hostname
https://github.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/blob/master/ztp-netconf.py

ZTP customer use case - code samples

https://qithub.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/tree/master/ztp_solution _example

O Search or jump to... Pulls Issues Marketplace Explore ; a’cl ie
cli import configure, cli, configurep, executep
re
1 time
= jeremycohoe / <z Pin @ Watch 6 ~ Y Fork 12 {7 Star 28 ~ :;l““
NP - 1
I0SXE-Zero-Touch-Provisioning  pubiic oo

logging. handlers t RotatingFileHandler
subprocess

<> Code () Issues 11 Pull requests (®) Actions B projects 01 wiki (D) Security |~ Insights software_mappings = {
9 {

P master ~  |0SXE-Zero-Touch-Provisioning [ ztp_solution_example | Go to file Add file = e
z jeremycohoe Add files via upload - 20 hours ago  ¥) History
[% ASR1001-Hx.cfg Add files via upload 20 hours ago

http_server
[3 C9300-24P.cfy Add files via upload 20 hours ago et
% C9500-24Q.cfg Add files via upload 20 hours ago Lk
[ cisconet.cfg Add files via upload 20 hours ago i e

f(log_tofile
) ) filepath 0

O ztppy Add files via upload 20 hours ago (filepath)
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https://github.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/tree/master/ztp_solution_example

RFC8572 Secure ZTP

RFC details:

1. Conveyed Information: used to encode the redirect information and onboarding information (switch config)

2. Ownership Certificate: used by a device to verify the signature over the conveyed information
3. Ownership Voucher: used to verify a device owner as defined by the manufacturer (from the MASA)

Classic Zero Touch Provisioning

Device
1 Turnon
& DHCP Server
DHCP Discovery
Option 67 Python script (+ option 150 URL list) @ HTTP/TFTP Server
Python Script .. |
—» [Guestshell | —, Download and _Il

Run the script

Some security requirements for classic ZTP are resolved using Secure ZTP:

* Management system needs to validate the device
« Device needs to validate the server
« Device must validate the data is what server sent

Device

Secure Zero Touch Provisioning

Turn on
DHCP Server .
DHCP Discovery Bootstrapping
- - (RESTCONF)
Option 143 (136), URL List Server

TLS Handshake; SUDI Client Certificate Validate client

Server Certificate using SUDI

get- bootstrapping- data using YANG- modeled RPC POST Request

« Ownership Voucher
*  Owner Certificate
« Conveyed Information

Bootstrapping Artifacts: U

Validate Server

E R . — g l ___,[ Update Image Information |

Configuration Scripts |
Owi Ownershij \ [
Dewce Trust il Cemflcal(!_\J Conveyed

Anchor Voucher Information [ NETCONF Configuration ]
(RFC 8366)
Guestshell

As part of the SZTP RFC, the device supports image upgrade as part of the conveyed information

cisco Lz{/&/

DEVNET-1249
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Z TP Demo
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Summary ZTP Workflow

1. DHCP Option 67

$ cat /etc/dhcp/dhcpd.conf

# ZTP option 67 example

option bootfile-name "http://10.1.1.3/ztp-simple.py";

# *** This maps to /var/www/html/ztp-simple.py

2. ZTP.py File

$ cat /var/www/html/ztp-simple.py

hostname = 'c9300-pod22"'
cli.configurep(['hostname {}'.format (hostname)])

3. Trigger ZTP
using the following commands
Device# write erase

Device# reload

4. Success

ost Unreachable
=254 time=15.8 ms

https://aithub.com/sdeweese/CLUS22-LTROPS-1836-programmabilty-and-automation/blob/main/ZTP2.md

cisco Lz{/a/
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https://github.com/sdeweese/CLUS22-LTROPS-1836-programmabilty-and-automation/blob/main/ZTP2.md

Option 67 DHCP.conf

$ cat /etc/dhcp/dhcpd.conf
default-lease-time 600;
max-lease-time 7200;
ddns-update-style none;
authoritative;

i fifﬁ?ﬁrias IP 10.1.1.x « ZTP requires DHCP option

subnet 10.1.1.0 netmask 255.255.255.0 { H
range 10.1.1.150 10.1.1.159; 67 to be Conflgured

option domain-name "ios-xe-programmability-lab.cisco.com"; ° Conﬂgure DHCP Opt|on 67

option domain-name-servers 128.107.212.175;

option subnet-mask 255.255.255.0; USIﬂg “OptIOn bOOth|e—

option broadcast-address 10.1.1.255;

option routers 10.1.1.3; name” and SpeCIfy Where
option ntp-servers 10.1.1.3; the Python bootflle can be

default-lease-time 600000;
max—lease-time 720000; fOUﬂd

# ZTP option 67 example
option bootfile-name "http://10.1.1.3/ztp-simple.py";
# *** This maps to /var/www/html/ztp-simple.py

cisco M- #CiscoLiveAPJC ~ DEVNET-1249 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscoBonfidential



ZTP.py example

$ cat /var/www/html/ztp-simple.py

hostname = 'c9300-pod22"

cli.configurep (['hostname {}'.format (hostname)])

ID = hostname[-2:]

vlan num = str(int (ID) + 20)

cli.configurep(["vlan " + vlan num, "end"])

cli.configurep(["int vlan 1", "no ip address", "end"])

cli.configurep (["int vlan " + vlan num, "ip address 10.1.1.5 255.255.255.0", "end"])
cli.configurep (["int range gil/0/1 - 24", "switchport access vlan " + vlan num, "end"])
cli.configurep(["ip route 0.0.0.0 0.0.0.0 10.1.1.3", "end"])

# AAA

cli.configurep (["username admin privilege 15 secret 0 Ciscol23"])

cli.configurep (["aaa new-model", "aaa authentication login default local", "end"])
cli.configurep(["aaa authorisation exec default local", "aaa session-id common", "end"])
# TCP settings

cli.configurep(["ip tftp blocksize 8192", "end"])

cli.configurep(["ip tcp window-size 65535", "end"])

cli.configurep (["ip http client source-interface GigabitEthernetl/0/24"™, "end"])

# Create loopback0

cli.configurep (["interface LoopbackO0", "ip address 192.168.12.1 255.255.255.0", "end"])
# Enable NETCONF-YANG API

cli.configurep (["netconf-yang", "end"])

# NETCONF from Guestshell

#cli.configurep (["netconf-yang ssh local-vrf guestshell enable", "end"])

# Enable gNMI secure API

#cli.configurep (["gnxi", "gnxi secure-init", "gnxi secure-server", "end"])

Python file
containing
configuration
to apply to
device

cisco W&-/ #CiscoLiveAPJC ~ DEVNET-1249 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco3onfidential



Trigger ZTP with ‘write erase’ & ‘reload’

Switch# write erase
B I b b b b I I i b b b b b b b b b I b b b b b b b I i b b e b b b b I b I b b b b b I b I b I b I b b b b I b e b b b b I i b b b b b b b I b I b I I i B b b S I b e i b b b b b I b b b b b b b b b b 4

Erasing Nvram will not clear license trust code.
LR b I I b b I b e b b b b b S b b b b b b b db b b dh b b b db b b b b dh b b b S dh b b b S Sb b b 2 db b b b i b b B d b b b b dh b b b S db b b b 2 S b b b d dh b b e db b b b db db b b b db b b b db db a2 S b 4

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

*Dec 5 00:49:05.790: %$SYS-7-NV BLOCK INIT: Initialised the geometry of nvram

Switch# reload

System configuration has been modified. Save? [yes/no]: no
Reload command is being issued on Active unit, this will reload the whole stack
Proceed with reload? [confirm]

*Dec 5 00:49:16.278: %SYS-5-RELOAD: Reload requested by console. Reload Reason: Reload Command.
Chassis 1 reloading, reason - Reload command

<snip>
No startup-config, starting autoinstall/pnp/ztp...

Autoinstall will terminate if any input is detected on console
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Verity ZTP.py Successfully ran

icmp seqg=255 Destination Host Unreachable

icmp seqg=256 Destination Host Unreachable

icmp seqg=257 Destination Host Unreachable

icmp seqg=258 Destination Host Unreachable Once the
icmp seqg=259 Destination Host Unreachable device is
icmp seg=260 Destination Host Unreachable

icmp seg=261 Destination Host Unreachable reachable,
10.1.1.5: icmp seg=262 ttl=254 time=15.8 ms the ZTP
10.1.1.5: icmp seg=263 ttl=254 time=0.919 ms process has
10. .5: icmp seg=264 ttl=254 time=0.807 ms b

10.1.1.5: icmp seq=265 ttl=254 time=0.639 ms een
10.1.1.5: icmp seq=266 ttl=254 time=0.764 ms successfully
10. .5: icmp seg=267 ttl=254 time=0.772 ms completed!
10. .5: 1lcmp seg=268 ttl=254 time=2.58 ms

10. .5: lcmp seqg=269 ttl=254 time=0.669 ms

10. .5: ilcmp seq=270 ttl=254 time=0.788 ms

cwco[&ﬂ@/
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ZTP vs Secure ZTP
RFC8572
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Secure ZTP (SZTP) workflow
DHCP SerV(?r \

ZTP Artifacts
ZTP Server
(Bootstrap Server 1)

* Image Download
CLI Configuration

e ZTP script:
/ » Native Python scripts
» Native bash scripts,
Restconf Server ~ Web Server > Golang/c++/
(Artifacts) pyinstaller binaries

Reference:
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https://tools.ietf.org/html/rfc8572

RFC8572 Secure ZTP

RFC details:

1. Conveyed Information: used to encode the redirect information and onboarding information (switch config)

2. Ownership Certificate: used by a device to verify the signature over the conveyed information
3. Ownership Voucher: used to verify a device owner as defined by the manufacturer (from the MASA)

Classic Zero Touch Provisioning

Secure Zero Touch Provisioning

Device
Device 1 T
urn on
) o DHCP Server i
=1 Turnon DHCP Discovery B;Eg}?gﬂng
5= DuoP Discovery DHCP Server Option 143 (136), URL List ( Servor P
Option 67 Python script (+ option 150 URL list) @ HTTP/TFTP Server Ui - i
Python Script = Server Certificate using SUDI
U get- bootstrapping- data using YANG- modeled RPC POST Request U
G hell Download and
— [Guestshel | — o oee e — Bootstrapping Artifacts:
« Ownership Voucher
« Owner Certificate
« Conveyed Information
Some security requirements for classic ZTP are resolved using Secure ZTP: E e - — o — &, . |[ Update mage information |
* Management system needs to validate the device Ownership  Ownership d\‘ [__Configuration Scripts_|
. . onveye " "
+  Device needs to validate the server Dex'ggh{;““ oucher, - Cenicate mformaynon [ NETCONF Configuration _|
+ Device must validate the data is what server sent [ Guestsheil|

As part of the SZTP RFC, the device supports image upgrade as part of the conveyed information
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Bootstrapping Server

(RESTCONF)
Server

1.Currently there are no open-
source bootstrapping servers
freely available, but one can easily
be written in Python by following
the RFC and APl documentation

2.YANG Suite + Secure ZTP plugin

Device Secure Zero Touch Provisioning REC8572 (2019)
on road map
DHCP Server
DHCP Discovery Bootstrapping
Option 143 (136), URL List @ (REg;(\ilgNF)

TLS Handshake; SUDI Client Certificate

3.We will soon be pUbllShlng a Server Certfte |
bootstrapping server for testing if,;tsf,‘;:;;’ifﬁ;ajj”S'”g
and validation purposes : 0~

E — . - o_@l — ‘ _—»[ Update Image Information |

De Trust Ownership Ownership Conveyed\l Configuration .Scnpt-s ]
vice Trus Voucher Certificate information | NETCONF Configuration |

Anchor (RFC 8366)
L» Guestshell
cisco W ./ #CiscoLiveAPJC ~ DEVNET-1249 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco42onfidential

Validate client
using SUDI
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Workflows

_ Secure Zero Touch Provisioning RFC8572 (2019)
Device

Single bootstrap = Turn on DHCP Server |
server without DHCP Discovery _ Bootstrapping

o ) : > (RESTCONF)
validation. ..Option 143 (136), URL List Server

TLS Handshake; SUDI Client Certificate R Validate client

Redirect to ~ Server Certificate
bootstrap server get- bootstrapping- data using YANG- modeled RPC POST Request
with trust anchor i

. . Bootstrapping Artifacts:
validation. +  Ownership Voucher

* Owner Certificate

+ Conveyed Information

.I I using SUDI

Validate Server
@ AR — ‘ _,»l Update Image Information |
M
QR _ : |[ Configuration Scripts _|
Device Trust Ownership Conveyed _ _
evice Trus Voucher ifi inf - | NETCONF Configuration |
Anchor nformation
(RFC 8366) Encoded Redirect Traffic

and Onboarding
API call to MASA iformation N Guestshell
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MASA and Certificate Signing for OV

(Manufacturer Authorised Signing Authority)

The upstream cloud-based certificate verification

service at is available for IOS
XE Ownership Voucher (OV) signing workflows

=1 — oy — —
= “ -
Ownership Ownership conyeved

Voucher Certificate  |formation
(RFC 8366) Encoded Redirect Traffic

and Onboarding

Voucher Admin

Cisco MASA Server @@

API Documentation - Voucher APIs

Servers

[ https:/masa.cisco.com/api - Production instance v

Information

create o~
& masa.cisco.com
/request/ov Request one or mare vouchers v
view ~
a m h PDC Organization & D [ Select A Date Range o (Date Requested &
/requests Retum the list of vouchers based on fiters ~
(=) Serial Number  Requested By Requested Expires Assertion Status Request ID Voucher ID PDC Organization  Actions
ey Aug 302022,  Jun 22023, - et eehon a1 I ) /request/{req_id} Getinformation about a Request v
FOC22362ENG  kmuthus2@cisco.com S14PM 12:27 PM 8 LOGGED 7£1c8b26-28b9 27401 b9-11 Cisco SystemsInc. @ [f3
SO Aug 24 2022,  Aug 24 2023, — X X X CISCO SYSTEMS /voucher/{voucher_id} Get information about a Voucher ~
FOC2549R1U7  mbreneis y 6b42b7d4-2329-11.  6b48bcTe-23a9-11
C mbreneis@cisco.com 536 AM 135 AM 8 LOGGED 1 8 INC o m
i . Get information about the active voucher issued for a
—— - . Jun 2 2022, Jun 2 2023, — . " > /device/{serial_number} v
FOC2237RONK K 9272646a-62¢0-1 927dfa2c-e2¢0-11 - ific devi
C2237RONK muthus2@cisco.com 3:08 PM 12:27 PM 8 LOGGED Cisco Systems Inc. om specific device
~

archive

[oicre [T v ——— >

MASA API Docs:

Reference XR:
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Classic vs Secure ZTP Example Output

Classic ZTP

Acquired IPv4 address 10.1.1.157 on Interface Vlanl

Received following DHCPv4 options:

domain-name
lab.cisco.com

ios-xe-programmability-

bootfile

: http://10.1.1.3/ztp-simple.py

dns-server-ip

si-addr

128.107.212.175

10.1.1.3

Secure ZTP

Acquired IPv4 address 192.168.1.61 on Interface
GigabitEthernet0/0

Received following DHCPv4 options:

bootstrap-server-list : https://192.168.1.10:11601

See additional info here: https://github.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/blob/master/logs/pod08-xelab-vian1.txt

cisco Lz/&/
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Use Case: Image Upgrade from Conveyed Info

"ietf-sztp-conveyed-info:onboarding-information" : {
"boot-image" : {
"os—-name" : "VendorOS",
"os-version" : "17.2R1.6",
"download-uri"™ : [ https://example.com/path/to/image/file 1,
"image-verification" : [
{
"hash-algorithm" : "ietf-sztp-conveyed-info:sha-256",
"hash-value" : "ba:ec:cf:a5:67:82:04:10:77:¢c6:67:a6:22:ab:\

7d:50:04:27:8b:8f:0e:db:02:8b:f4:75:55:fb:cl1:13:02:33"
}
]
b

"configuration-handling" : "merge",
"pre-configuration-script" : "base6d4encodedvalue==",
"configuration" : "baseb64encodedvalue==",
"post-configuration-script" : "base64dencodedvalue=="

cisco W&./ #CiscolLiveAPJC DEVNET-1249 © 2024 Cisco and/or its affiliates. All rights reserved.
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https://example.com/path/to/image/file

Conveyed Information

Pre-Config

import subprocess
import datetime

with open ('/bootflash/guest-share/pre-
config-script-output.txt', 'w') as f:

f.write('This file was created by the
pre-configuration script\n')
now = datetime.datetime.now ()

f.write ('Current time: ' + str (now))

cisco Lz{@/
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Post-Config

import datetime

with open('/bootflash/guest-share/post-
config-script-output.txt', 'w') as f:

f.write('This file was created by the
post-configuration script\n')
now = datetime.datetime.now ()

f.write ('Current time: ' + str(now))

Session IDbevner-1249
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Classic vs Secure ZTP Example Output

Classic ZTP Secure ZTP

Acquired IPv4 address 10.1.1.157 on Interface Vlanl Acquired IPv4 address 192.168.1.61 on Interface
GigabitEthernet0/0

Received following DHCPv4 options:
Received following DHCPv4 options:

domain-name : los-xe-programmability-lab.cisco.com
bootstrap-server-list : https://192.168.1.10:11601
bootfile : http://10.1.1.3/ztp-simple.py
dns-server-ip : 128.107.212.175
si-addr : 10.1.1.3

See additional info here: https://qgithub.com/jeremycohoe/IOSXE-Zero-Touch-Provisioning/blob/master/logs/pod08-xelab-vlan1.txt
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Use Case: Image Upgrade from Conveyed Info

"ietf-sztp-conveyed-info:onboarding-information" : {
"boot-image" : {
"os—-name" : "VendorOS",
"os-version" : "17.2R1.6",
"download-uri"™ : [ https://example.com/path/to/image/file 1,
"image-verification" : [
{
"hash-algorithm" : "ietf-sztp-conveyed-info:sha-256",
"hash-value" : "ba:ec:cf:a5:67:82:04:10:77:¢c6:67:a6:22:ab:\

7d:50:04:27:8b:8f:0e:db:02:8b:f4:75:55:fb:cl1:13:02:33"
}
]
b

"configuration-handling" : "merge",
"pre-configuration-script" : "base6d4encodedvalue==",
"configuration" : "baseb64encodedvalue==",
"post-configuration-script" : "base64dencodedvalue=="
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Conveyed Information
Pre-Config Post-Config

import subprocess import datetime

import datetime with open('/bootflash/guest-share/post-
config-script-output.txt', 'w') as f:
with open('/bootflash/guest-share/pre-config-
script-output.txt', 'w') as f: f.write('This file was created by the
post-configuration script\n')
f.write('This file was created by the

pre-configuration script\n') now = datetime.datetime.now ()
now = datetime.datetime.now () f.write ('Current time: ' 4+ str (now))
f.write('Current time: ' 4+ str (now))
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Demo
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Resources
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Slide on Secure ZTP Blog

How does Secure ZTP work?

Secure ZTP employs three-step validation, including device validation, server validation, and artifact validation, to securely onboard the device. The diagram
provided below illustrates the various steps involved in the device onboarding and provisioning process within a secure ZTP framework. Let’s take a closer

look at each of these steps:

cEEm
=
[ou)

Cisco MASA Server

Restconf Server
Database/ Web Server
TLS Handshake, SUDI Certificate (Artifacts) @
Server Certificate
Cisco |I0S-XE (Gat Bootsirapping Data | Signed -data- prefarred Owner Certificate &
@ Conveyed Information
OC | OV | Redirect Info | Trust Anchor
TAmM Network Admin
- Got | Without
= Qm ———
— Ownership Voucher
*  Owner
SupI SublI | — SUDI

Certificate Private Key Pub'lC Key

SZTP/Bootstrap Server

https://blogs.cisco.com/developer/secureztp01
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ZTP In Action

Start the hands-on lab for Day O

Module: Zero Touch Provisioning

In this module, you will verify and confirm the prerequisites for Zero Touch Provisioning (ZTP), the feature of I0S XE on the Catalyst 9300 switch.
At the end of this module, you will issue the 'write erase' command, reload the switch, and watch as the ZTP process completes and the switch is

configured programmatically and automatically.

What is ZTP? When a device that supports Zero-Touch Provisioning boots up, and does not find the startup configuration (during initial
installation), the device enters the Zero-Touch Provisioning mode. The device searches for an IP from a DHCP server and bootstraps itself by
enabling the Guest Shell. The device then obtains the IP address or URL of an HTTP/TFTP server, and downloads a Python script from an server

to configure the device.

write erase

ping

reload

https://github.com/sdeweese/CLUS22-LTROPS-1836-programmabilty-and-automation/blob/main/ZTP2.md
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue \

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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