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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-1142
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Objectives
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• About Me

• Starting Line: The Challenge

• Why I started my coding 
project

• Understanding What is 
Possible

• What are APIs, Webhooks and 
Containers?

• Putting Everything Together

• Quick Demo

DEVNET-1142 5



$ whoami
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How it started…

The embodiment of a nerd’s mind
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How it’s going…

The embodiment of a nerd’s mind
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I’m not kidding…

My grades sucked BIG time

Fun fact: I was NOT good at programming

9DEVNET-1142

This grade is just above passing ^^^



Starting Line:
Solving a Challenge
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•Why? What? How?

•Can I automate it?

•Starting with small ideas 
are totally okay

Begin with the end in mind

DEVNET-1142 11



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

I wanted focused 
notifications:

•MV Motion Alert

•Sensor Readings

•Device Outages

Why: My reason for starting the project

DEVNET-1142 12
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“I want to receive real-
time event alerts from 
my Meraki dashboard.”

The starting line: my problem statement

…followed by:

“Email/SMS alerts are 
not good enough. How 
can I achieve this 
outcome using Webex or 
other channels?”

DEVNET-1142 13



Understanding 
What is Possible
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Review: computer science 101

Command
Line

Interface

Graphical
User

Interface

Application
Programming

Interface
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The term “API” has 
been generically 
used to describe 

connectivity 
interfaces to an 

application.

So…what is an API?

Image credits: Postman

DEVNET-1142 16

https://www.postman.com/what-is-an-api/
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Again…what is an API?

Source: https://aws.amazon.com/what-is/api/

DEVNET-1142 17

Application refers to any 
software with a distinct 
function. (i.e. a computer 
program)

Interface can be thought of as a contract of service 
between two applications. This contract defines how the 
two communicate with each other using requests and 
responses.
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Again…what is an API?

Source: https://aws.amazon.com/what-is/api/

Examples of APIs: 
SOAP, RPC, REST
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Application refers to any 
software with a distinct 
function. (i.e. a computer 
program)

Interface can be thought of as a contract of service 
between two applications. This contract defines how the 
two communicate with each other using requests and 
responses.



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

REST APIs: What we are here to discuss

Client Sends 
Request

GET

POST

PUT

DELETE

Server Sends 
Response

JSON

Server Receives 
Request

DEVNET-1142 19
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What is a Webhook?
A webhook is an HTTP 
request, triggered by an event 
in a source system and sent to 
a destination system, often 
with a payload of data. 

Source: https://hookdeck.com/webhooks/guides/what-are-webhooks-how-they-work

Webhooks are automated, i.e. 
they are automatically sent out 
when their event is fired in the 
source system.

DEVNET-1142 20
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My webhook receiver app: simplified high-level 
flow

Webhook 

Receiver

ApplicationWebhook

Alert

Send alert event

to Webex

!!!

Formatted 

Text

DEVNET-1142 21



Where to begin?
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It all begins with a computer program (or code)

23

What is a Program?

Program is a set of instructions 
that a machine follows.

What is Programming?

Programming is to create 
instruction sets that a machine 
follows to execute a task.

DEVNET-1142
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An oversimplified representation of computer 
code

24DEVNET-1142

Code in Blocks

Other

Output

Action

Data In

Data In

Data In
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An oversimplified representation of computer 
code coming together

25DEVNET-1142

Code in Blocks
(now as a duck)

Data In
Output

Or 
Action
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Tip: Remember to stay D-R-Y

26DEVNET-1142

Don’t Repeat Yourself

Repetitive blocks of code 
which serve a single purpose 
can be written as functions, 
then called and reused as 
often as necessary.
 
No need for repetition.
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Code Snippet: Send Message to Webex App

DEVNET-1142

Builds message payload 
from received formatted 

text

Sends constructed 
message to a Webex 

space using POST API 
call 

Error handling and 
logging
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Oversimplified representation of a typical API app

28DEVNET-1142

Input Data
(usually in JSON)

Output 
and/or
Action

API Application
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Understand data types and formats

29

Data Type

It tells about the type of data 
a variable can accept. i.e. 
string, integer, float, etc.

DEVNET-1142

Data Formats

It is a representation of 
structured data.
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Data formats: Using a simple analogy

30DEVNET-1142

CAUTION or
SLOW DOWN

GO

STOP
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How I visualise a dictionary object in JSON 
format

31DEVNET-1142

“ ” :

“ ” :

“ ” :

{

[“CAUTION”, 
“SLOW DOWN”]

“GO”

“STOP” ,

,

}
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Code snippet: Meraki webhook alert sample

DEVNET-1142
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Oversimplified representation of an API app data 
flow
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Input 
Data

(usually in 
JSON)

Output 
Data or 
Action

API Application

Output Data 
in y format

Output Data 
in x format

Output Data 
in z format

Output Data 
in w format



Next Up:
Containers
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“I want to receive real-
time event alerts from 
my Meraki dashboard.”

The starting line: my problem statement

…followed by:

“Email/SMS alerts are 
not good enough. How 
can I achieve this 
outcome using Webex or 
other channels?”Finally:

“I want my application running all the time”

DEVNET-1142 35
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• What I Want: Have my script 
running 24/7

• What runtime OS do I use?
Windows? Mac? Linux?

• In a terminal environment, the 
Python script terminates once 
the console window shuts 
down.

 New roadblocks ahead! 

36DEVNET-1142



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• Small, standalone executable 
package -- contains 
everything needed to run your 
application (libraries, 
dependencies, etc.)

• Eliminates the “it runs on my 
machine” problem

• Building blocks for 
microservices architecture

What is a container?

37DEVNET-1142
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Virtualisation: VM vs Container

38

I asked GPT to explain the difference:

• Imagine you have a big toy box, and 
you want to play with your friends

• A VM is like a separate toy box for 
each friend, with its own space and 
resources.

• A container is like a special bag inside 
the same big toy box, sharing space 
and resources but keeping things 
organized.

DEVNET-1142
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Getting code ideas from 
ChatGPT or Github CoPilot 
is NOT cheating. We’re not 
taking an exam.

Tip: Make AI your best friend

39DEVNET-1142

“Use ChatGPT like how you use 
Google.”

– Y. Terada

A friendly reminder from:
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• Think IOS/Android apps: Containers 
are similar standalone runtimes

• Build your application’s image via a 
Dockerfile (think: installer script)

• Publish your image via Docker’s 
public repository (think: App Store / 
Play Store)

Next up: packaging your application

40DEVNET-1142
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Code snippet: my webhook receiver’s Dockerfile

DEVNET-1142
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$ docker run --env-file [path/to/env/file] \

    --network [network_name] --volume [volume_name] \

    -p [host_port:container_port] -d [image name]

Finally: my app container is ready to deploy

42DEVNET-1142

This command runs ONE container
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A simpler way with Docker Compose

43DEVNET-1142

• Docker Compose is a tool for 
defining and running multi-container 
applications.

• With a single command, you create 
and start all the services from your 
configuration file.

$ docker compose up



Putting It All Together
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Webhook receiver app workflow

Front-End Receiver

(FastAPI)

Webhook alert:

JSON Object

Handler:

Event Triage
Alert Data:

JSON/dict

Message Sender:

Send to Webex

Alert Data:

JSON/dict

Handler:

Event Match to Action

Event:

Motion Alert

Event:

No Match

Event:

Button Press

Event:

Sensor Alert

Alert Data Object

!!!

Action:

Motion Alert

Action:

Default

Trigger

Automation

Action:

Sensor Alert

Formatted Data

DEVNET-1142 45
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Webhook Receiver App: Putting it together

46DEVNET-1142

Build into 
a Docker image

Receiver
App

Dockerfile

Run
Containers

Docker
Compose

$ docker compose up

Webhook App

Webhook Proxy



Demo Time
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•Show working code assisted by Postman

• Illustrate use of environment variables

Demo scenarios
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Bonus:
Some Best Practices 
I Learned
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In addition to making your 
code flexible and portable, 
using environment variables 
also mean private 
information (like API keys) 
are not hard-coded

Tip: environment variables improve security

51DEVNET-1142
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Code Snippet: Env Variables over Sensitive 
Information

DEVNET-1142

API request 
header and body

Generate snapshot on MV 
from timestamp received

Declarations with 
environment 

variables
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Code snippet: environment file template

DEVNET-1142
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•Modular code is 
flexible and easier to 
maintain

•Learn design patterns 
to make code 
readable

Tip: Make code modular and readable

54DEVNET-1142
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Code Snippet: Event Matching Logic Design

DEVNET-1142

Event classification 
dictionary

Event matching logic

Event action function call

55DEVNET-1142
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• Meraki Developer Portal: 
 https://meraki.io

• Cisco DevNet Portal:
 https://developer.cisco.com

• Fred’s Github Repo:
 https://github.com/MerakiFC/fcm-api-codes

Resources to get you started

56DEVNET-1142
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Complete Your Session Evaluations

58

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

DEVNET-1142
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand 

59DEVNET-1142

http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC



#CiscoLiveAPJC


	Slide 2
	Slide 3: Begin Your Journey to  Webhook Apps Using  Meraki API and Docker
	Slide 4: Cisco Webex App 
	Slide 5
	Slide 6: $ whoami
	Slide 7: The embodiment of a nerd’s mind
	Slide 8: The embodiment of a nerd’s mind
	Slide 9: Fun fact: I was NOT good at programming
	Slide 10: Starting Line: Solving a Challenge
	Slide 11: Begin with the end in mind
	Slide 12: Why: My reason for starting the project
	Slide 13: The starting line: my problem statement
	Slide 14: Understanding What is Possible
	Slide 15: Review: computer science 101
	Slide 16: So…what is an API?
	Slide 17: Again…what is an API?
	Slide 18: Again…what is an API?
	Slide 19: REST APIs: What we are here to discuss
	Slide 20: What is a Webhook?
	Slide 21: My webhook receiver app: simplified high-level flow
	Slide 22: Where to begin?
	Slide 23: It all begins with a computer program (or code)
	Slide 24: An oversimplified representation of computer code
	Slide 25: An oversimplified representation of computer code coming together
	Slide 26: 💡Tip: Remember to stay D-R-Y
	Slide 27: Code Snippet: Send Message to Webex App
	Slide 28: Oversimplified representation of a typical API app
	Slide 29: Understand data types and formats
	Slide 30: Data formats: Using a simple analogy
	Slide 31: How I visualise a dictionary object in JSON format
	Slide 32: Code snippet: Meraki webhook alert sample
	Slide 33: Oversimplified representation of an API app data flow
	Slide 34: Next Up: Containers
	Slide 35: The starting line: my problem statement
	Slide 36: 🛑 New roadblocks ahead! 🛑
	Slide 37: What is a container?
	Slide 38: Virtualisation: VM vs Container
	Slide 39: 💡Tip: Make AI your best friend
	Slide 40: Next up: packaging your application
	Slide 41: Code snippet: my webhook receiver’s Dockerfile
	Slide 42: Finally: my app container is ready to deploy
	Slide 43: A simpler way with Docker Compose
	Slide 44: Putting It All Together
	Slide 45: Webhook receiver app workflow
	Slide 46: Webhook Receiver App: Putting it together
	Slide 47: Demo Time
	Slide 48: Demo scenarios
	Slide 49
	Slide 50: Bonus: Some Best Practices I Learned
	Slide 51: 💡Tip: environment variables improve security
	Slide 52: Code Snippet: Env Variables over Sensitive Information
	Slide 53: Code snippet: environment file template
	Slide 54: 💡Tip: Make code modular and readable
	Slide 55: Code Snippet: Event Matching Logic Design
	Slide 56: Resources to get you started
	Slide 57
	Slide 58: Complete Your Session Evaluations
	Slide 59: Continue  your education
	Slide 60
	Slide 61

