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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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Overview
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Catalyst Center Platform Vision

b = 9D 2 &
(" eficient ) ( Consistent ) ( scalable ) ( secure ) ( Sustainable ) ( Smart

D T 1T

Managing Repeatable Able to reduce time Secure APIs Integrate 260+ real time
infrastructure and precise and effort with large and integrations sustainable devices  event notifications
as code while intent-based network automation and systems and Al/ML
lowering OPEX outcomes requirements capabilities
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The Value of Catalyst Center Platform

"0

.‘

Integrate )

( Automate

Implement changes
from enterprise-sized
deployments to
minor adjustments

cisco Lz{@/

o=l v
Unlock new insights, %
streamline business
workflows through
integration into Cisco (Business process streamlinin@
and 3rd Party Platforms

Translate business process

. S into multiplatform
Alerting/notifications automation workflows

Real-time
communications providing
situational awareness and

enabling data-driven
decisions
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Multi Catalyst Center/Controller Managed Networks

configuration_templates ‘ P
project: Jenkins with variables ’ D —
name: Variables testing T(DI.S
A v 5 : __ i ————— E
file: template_with_variables.j2 / *@ e

variables |

parameterName: interface_name i 2 " [e==—F)

dataType: STRING REST o - : E==—

required: True GenAI Gt m =0l ]

order: 1 APIS e @ E} R -
10 parameterName: ip_address S

dataType: STRING @ 3 S v .'- &y, & ,;;'

required: True = . : 4

order: 2

devices

nam? b(\:QK—Branch—SFO.c1u5~demo.com S . T . b
variables

interface_name: Loopback 200 erV|CeS / e == o=

ip_address: 172.30.200.1 Layer |/| UB. e : e =

product_family

Routers el ,;ﬁ??_i T

Switches and Hubs & “.‘ T - ; 2
@ GitHub \
Dl
7

‘W
\3 e

Declarative - abstracted configuration state
Increase compliance, reduce configuration drift
Consistent processes and outcomes

Rich visibility and assurance data

Faster deployment, while reducing cost

Enable GenAl innovation

ITSM, SIEM,
Notifications, IPAM,
Custom Integrations Webhooks
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atalyst Center Platform - Overview

Catalyst Center

Wi
cisco

Platform / Overview

Welcome to the Catalyst Center Platform. Programmatically access your network through Intent APls, integrate with your preferred IT
systems to create end-to-end solutions and add support for multi-vendor devices

e

Bundles

Bundles are easy to use feature sets for consuming Intent APls,
integrations, events and notifications ¢ all the available bundles,
enable relevant bundles and customize the configuration preferences

to consume events as per your application(s) or IT system(s) needs

~

Ve

Developer Toolkit

Discover APIs to manage your network, config gration flows
and access network data

reports

to analyze, export and visualize complex

Runtime Dashboard

Get insights into API usage, view events published to IT systems such
as number of API calls, response time(s), events published, bundles
activated etc.

Configurations

View and set global or bundle specific settings to manag

integration configurations and modify event specific sett

#HCiscoLiveAPJC  DEVNET-1087

Notifications

BUNDLE UPDATE
Catalyst Center Automation events for ITSM (ServiceNow) successfully

configured

Jan 17 2024, 04:13 pm

View Details Dismiss

BUNDLE UPDATE
Basic ITSM (ServiceNow) CMDB synchronization successfully

configured

Jan 17 2024, 04:10 pm
View Details Dismiss

BUNDLE UPDATE

The Basic ITSM (ServiceNow) CMDB synchronization bundle is enabled
and ready for configuration

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Platform Runtime Dashboard

Catalyst Center Platform [ Runtime Dashboard

s

API Summary ( Event Summary

Call Status

API calls received 131 : ITSM events workflows

Events

Total API's published Domain = Event Name
7

Connectivity Interface Connecting Network Devices is Down
DNA Event

Severity Count

50 Connectivity Switch Unreachable

24

Completed Call Performance Connectivity Router unreachable

API Name ~ Version Average High
Know Your Network Device config collection event
Add border device Al 3.399s 3.399s

Network Device Interface Connectivity - EIGRP
Adiarency Failura

Execute Suggested... V1 85.05s 449.803s Know Your Network

Get CMDB Sync St... V1 0.239s 0.239s

12 Record(s) Show Records: 10 1-10
Get Issue Enrichme... V1 0.332s 5.023s

All

CMDB Synchronization Summary

Devices from Inventory Devices sent to ServiceNow Devices synchronized = Failures Unknown Sync. Error(s) Synchronization Attempt

20 hours ago

2.davs ago

#CiscoLiveAPJC  DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12




REST APlIs
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Catalyst Center Platform - Developer Toolkit
= i Catalyst Center Platform / Developer Toolkit % Q @ ® O | 2 admn v

APls Integration Flows oti S '

Review API docs, configure integration
workflows and subscribe to events

Event Management

I ati i
ntegrations Get All User-Defined-Fields

Know Your Network

Applic
Create User-Defined-Field

mpliance

Get Module Info by Id

Devices

Call an API
Get Device list . 7_ '_ X ent i - the ) / WIthOUt ertlng
any code

X

Get the Details of Physical
Components of the Given Device.

Clear Mac-Address table
Operational Tasks

Policy

#CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Try an API Call

PA

Try 'Get Device list'

Method:

RAMETERS

QUERY PARAMETERS

Cisco

elect All

managementipAddress

macAddress

locationName

serialNumber

Resat “

.&‘/

"response":

Public URL :https://10.93.141.45/dna/intent/api/v1/network-device

Status Code: 200

L

"type": "Cisco Catalyst 9300 Switch",
"lastUpdateTime": 1705537690563,
"macAddress": "30:8b:b2:ba:c2:80",
"deviceSupportLevel”: "Supported",
"softwareType": "IOS-XE",
"softwareVersion": "17.9.4a",
"serialNumber": "FJC2325T@OPH",
"collectionInterval”: "Global Default",
"dnsResolvedManagementAddress"”: "10.93.141.20",
"inventoryStatusDetail": "<status><general code=
"managementState”: "Managed",
"pendingSyncRequestsCount": "@",
“reasonsForDeviceResync": "Peri
"reasonsForPendingSyncRequests"
"upTime"”: "84 days, 2:19:13.13",
"bootDateTime": "2023-10-25 22:09:10",
"lastUpdated": "2024-01-18 00:28:10",
"reachabilityStatus": "Reachable",
"series": "Cisco Catalyst 9300 Series Switches",
"snmpContact": ""
"snmpLocation": A
"roleSource": "MANUAL"
"apManagerInterfacelp
ollectionStg

#HCiscoLiveAPJC  DEVNET-1087

'SUCCESS\"/></status>",

© 2024 Cisco

and/or its affiliates. All rights reserved. Cisco Public
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Code Preview

Get Device Count

Returns the

Cisco DevNet API Guide

Parameters Features Responses Code Preview COde PreVieW
E— Generate code in
few programming

languages
token-value'
ation/json’
nnection("1@.93.141.45")
intent/api/vl/network-device/count?hostname=<hostn & g ntIpAddr g 1t IpAddr &macAddress=<macAddress

ript

jQuery

c1sco '&‘/
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Sync and Async APIs

Sync API

Get Site V2

GET https://10.93.141.45/dna/intent/api/v2/site

API to get site(s) by site-name-hierarchy or siteld or type. List all sites if these parameters are not given

Cisco DevNet AP| Guide

Parameters Responses Code Preview

v 200

The request was successful. The result is contained in the response body.

~ root (map, required)
~ response (array<map>, required)
parentld (string, optional): Parent site Instance UUID (e.g. b27181bb-211b-40ec-baSd

groupTypelList string>, optional): There are different group types like 'RBAC; 'P
o list contains "SITE' only

groupHierarchy (string, optional): Site hierarchy by instance UUID (e.g. b27181bb-211
ad6f-305f475dedc5)

~ additicnallnfo (array<map>, aptional): Site additional info

Async API

Create Site

POST https://10.93.141.45/dna/intent/api/v1/site

Creates site with area/building/floor with specified hierarchy.

Cisco DevNet API Guide

Parameters Features Request Body Responses Policies Code Preview

v 200

The request was successful. The result is contained in the response body.

=N - The operation in the API request triggers a
+ root (map, opional process being scheduled.

executionld (string, optional)

T The response includes a task or execution
message (string, optiona) unique identifier for the process.

API request with response
including the requested data

cisco Lz{@/

Note:
e APIs for which we are unable to ensure a response in
60 seconds are implemented as Async

#CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Async APIs Workflow

Create Site

Get Business API Execution Details

).93.141.45/dnajintent/api/v1 /dnacaap/management/executior -':\I.\:x-‘ﬁ\_—:!-:c:\.:\:)|\::J] ‘ 2 )

ion details of a Business API

Cisco DevNet API Guide
Cisco DevNet AP| Guide

Parameters Responses Code Preview

Parameters Features Request Body Responses

200 e request was successful. Response contains the execution details of the Business AP
200
The request was successful. The result is contained in the respanse body. m Sample
m samele
~ root (map, optional): Business API Execution Details

ot (map, optional)

ecutionld (string, aptional) > (strir ired) of the B AP
gxecut rl (string._optional) 1 by o quire 11d of the Business API (UUID)
5 me (string, required) cution Sta
(0 integer, r d): Executi

ssage (string, optional) & Business API (Date Time Format)
Time of the Business API (Epoch Milliseconds)
AP| (Date Ti at)

r, required): Execution End Time of the Business API (Epoch Milliseconds)

required): Tim iness API Exe (Mill s)
(string, required, en: RE, IN EXECUTION): Execution status of the Business AP ] 3

runtimelnstanceld (string, required): Pod Id in which the Business AP Is executed
close

Call Async API, select the {executionld}
or {executionStatusUrl} from response
Call the business execution details API
using the {executionld}. Repeat this call
until execution is completed

3. Select the execution status

Note:
Async APls execution may complete in few
seconds, minutes, or longer.

cisco M&. #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



API| Policies - Rate Limit

Device Compliance Status l - Catalyst Center API rate limit is defined
at the API level, not at a Platform level

« Default rate limitis 100 API calls/minute

- There are APIs with 20, 50, 100 or 500
calls/minute

- Example:
- Workflows calling 20 different APl endpoints
- Total number of API calls/minute = 2,000

cisco W&-/ #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



AP| Rate Limit Documentation

Device Compliance Status

GET https://10.93.141.45/dna/intent/api/v1/compliance/${deviceUuid}

Issues

Return compliance status of a device
TAGS

Cisco DevNet API Guide
GET https://10.93.141.45/dna/intent/api/v1/issues m

Intent API to get a list of global issues, issues for a
specific dev or issue for a specific client device' TES] Parameters Responses Code Preview

MAC address. Know Your Network q

Cisco DevNet APl Guide

Response Rate Limiting [ Allow 100 requests per MINUTE ]

Parameters Features Responses Policies Code Preview

Get Device Interface Stats Info

imiti r
Response Rate Limiting [ Allow 20 requests per MINUTE ] https://10.93.141.45/dna/intent/api/v2/networkDevices/${deviceld}/interfaces/query

This API returns the Interface Stats for the given
Device Id. Please refer to the Feature tab for the

Request Body usage and the API filtering InterfaceStats @ m th, Interface

Cisco DevNet API Guide Assurance

TAGS

Parameters Features Request Body Responses Policies Code Preview

Note . Response Rate Limiting [Al\ow 500 requests per MINUTE ]

Rate-limited operations may return 429 status code, too many
requests, with HTTP headers indicating limit/retry details

cisco M&. #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




API Policies - Concurrency

o Default AP| Concurrency ||m|t iS the AP| Add Port assignment for user device in SDA Fabric
rate limit
- There are APIs with a concurrency of 1,
5, 10, 50, 100, 500 calls [sso Y campus X automation X ranic

Features Request Body Responses| Code Preview

API Throttling Allow upto 50 requests in 1 minute with a concurrency of 5

- This is very important for Async APIs

cisco W&- #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



API Lifecycle Management

- Beta - The API has been released in Beta for
feedback and will be supported in the future.
However, the API design is not frozen and
therefore may include changes in the future:
request/response payload, URL change,
query/header parameters.

- Supported - In production and supported. The
design is frozen - breaking changes will require a
new API version to be released

- Deprecated - Existing API could be deprecated,
and will be retired after two major releases of
Catalyst Center, or one year, whichever is later

cisco W./ #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Demo Device
Inventory

cisco L{V&/



DEMO
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Event
Notifications

cisco L{V&/



Event Notifications Framework

Event

Event Source Management
System

Notification Method | Business
Use case

Network
Infrastructure

¥a2d Switching VWebhooks

t , Automation
Routing

Wireless . Q
Assurance Subscription Syslog ITSM

Dashboards

Event Catalog Webex Notifications

NOC

SNMP, Email

servicenvw Logging

Catalyst Center Runtime

Dashboard Managed

Services

D
Syster PagerDuty

Note: Two steps process, configure destination followed by subscribe to events

cisco W&- #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28




269 Events in Different Areas ...

Fabric
Wired Connectivity

O ﬂ boa rd | n g Software Image Management

Compliance

Device hardware and software

Device Availability
Wireless Connectivity Sensor Test Troubleshooting

cIsco Lg{/@/

AP Anomaly



Webhooks

cisco Lz{/&/

Used by servers to publish data,
(or event notifications)

Pre-configured destinations to
send data to

Using POST or PUT methods,
typically

Server sends data when
something new

Push Model

{"severity": "1", "category": "ALERT", "timestamp": 1701864600273, "Assurance Issue
Name": "Network Device 10.93.141.24 Is Unreachable From Controller - Notification from
Cisco DNA Center, PA", "Assurance Issue Details": "This network device SP is unreachable
from controller. The device role is BORDER ROUTER", "Assurance Issue Status": "resolved",
"Assurance Issue URL": "https://10.93.141.45/dna/assurance/issueDetails?
issueld=c82bf364-ec1b-41a2-9b2b-504da2083fc8"}

{"severity™: "1", "category": "ALERT", "timestamp": 1706245321519, "Assurance Issue
Name": "Interface (Interface description: ) is Down on Network Device - Notification from
Cisco DNA Center, PA", "Assurance Issue Details": "Interface (Interface description: )
connecting the following two network devices is down: Local Node: , Peer Node: ",
"Assurance Issue Status": "", "Assurance Issue URL": "https://10.93.141.45/dna/assurance/
issueDetails?issueld=448a421e-1928-45ca-adda-6¢6707a782dc"}

{"severity": "1", "category": "ALERT", "timestamp": 1706245434656, "Assurance Issue
Name": "Interface (Interface description: ) is Down on Network Device - Notification from
Cisco DNA Center, PA", "Assurance Issue Details": "Interface (Interface description: )
connecting the following two network devices is down: Local Node: , Peer Node: ",
"Assurance Issue Status": "", "Assurance Issue URL"; "https://10.93.141.45/dna/assurance/
i H H = = - - — demn'}

{"severity™: "3", "category": "WARN", "timestamp": 1706245934821, "Assurance Issue
Name": "Interface (Interface description: ) is Flapping on Network Device - Notification fro
Cisco DNA Center, PA", "Assurance Issue Details": "Switch Interface (Interface description:
) is flapping", "Assurance Issue Status": "", "Assurance Issue URL": "https://10.93.141.45/

Ldnalassurance.fissueDetaiIs?issueld=b1 6fd046-4352-46¢c8-830a-f1b0636f5eb9"}

[iS
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Event Catalog

‘useer  Catalyst Center Platform / Developer Toolkit Q admin v

APIs Integration Flows Event Notifications
Event ID ~ Name Type Category Severity
NETWORK-DEVICES-2-205 Switch Fan Failure NETWORK ERROR
NETWORK-DEVICES-2-261 SGACL TCAM table is full. NETWORK ERROR
NETWORK-DEVICES-2-262 SGT access policy download failed on the device NETWORK ERROR
NETWORK-DEVICES-2-263 Failure to install an access policy for SGT NETWORK ERROR

Access Contract (SGACL) access policy installation failed on the

NETWORK-DEVICES-2-264 ¢
device

Platform = Developer Toolkit >
Event Notifications
NETWORK-DEVICES-2-266 Unable to download SGT access policy from the Policy Server e Version 2.3.7.4 - 259 events

NETWORK-DEVICES-2-265 Uninstall of SGT access policy failed on the device

NETWORK-DEVICES-3-104 AP Memory High Utilization NETWORK

NETWORK-DEVICES-3-105 AP Reboot Crash NETWORK

NETWORK-DEVICES-3-107 AP Flap NETWORK

NETWORK-DEVICES-3-108 Radio High Utilization (2.4GHz) NETWORK

( Showing 100 of 253 Show More )

#CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Create a new Webhook Destination

= bl
w— cisco

Catalyst Center System / Settings Edit Webhook X

( )

Destinations Name®

T ina Webook R

Description

Webhook Emai y | SNMF TSM URL*

https://10.93.141.47:5443/troubleshoo!

Trust Certificate

° Name O Yes © No
» Description Method®
Destinations . ) L) URL T POST -
X Serve . « Trust Certificate - yes/no il
t : , ‘ . Method _ POST or PUT ouBlEshosting Authentication

© Basic (O Token (O No Auth

Name

. _ * Authentication
7 ythonAnywher . Save where comiw ) Priny
Headers
Header Name Header Value
KAu(horizatlon Basic YWRta...| ﬁ X

cisco M- #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Verity Webhook Receiver

= e Catalyst Center

Event Notifications

Notifications Event Catalog

bgp

« Try-it will send an event notification to
all destinations subscribed to the event

» The payload is not identical with the
real event notification payload

Event ID

NETWORK-FA

Platform /[ Developer Toolkit

Network Device Interface Connectivity -
BGP Down X

Event Details Notifications

GENERAL INFORMATION

Description:  BGP Connectivity is Down with Neighbor

Event ID: NETWORK-NETWORKS-2-272 Version: 1.0.0
Namespace: ASSURANCE Severity: 2
Domain: Know Your Network

Subdomain:  Issues
Category: ERROR

Note: To programmatically get more info see here - https://<ip-
address>/dna/platform/app/consumer-portal/developer-
toolkit/apis?apild=8684-39bb-4e89-abed

Event Link: dna/assurance/issueDetails?issueld=Sinstanceld$

TAGS
ASSURANCE BGP_Down
CHANNELS

REST SYSLOG EMAIL WEBEX PAGERDUTY

cisco Lz{/&/

#CiscoLiveAPJC
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Verity Webhook Receiver - continued

Notification

Event Name

Network Device Interface Connectivity - BGP Down

Instance Id

b7c8def3-e5c7-49f1-b862-6aal2b621dcf

Description

BGP Connectivity is Down with Neighbor

Event Id
NETWORK-NETWORKS-2-272

Name

Network Device Interface Connectivity - BGP Dow

Namespace
ASSURANCE

Type

NETWORK

Domain

Know Your Network

Context
EXTERNAL

Category
~ ERROR

Source
EXTERNAL

Severity
v o2

Sub Domain

v  Issues

Cancel l Publish I

v

This will publish a test event
notification, to all your
destinations for the event
The event notification may be
customized

cisco Lz/&/

#HCiscoLiveAPJC  DEVNET-1087
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Verity Webhook Receiver - continued

Notification

Event Name Event Id
Network Device Interface Connectivity - BGP Down  NETWORK-NETWORKS-2-272

Test event notification:
. Failed, Published, Success

Result

Notification ~ Channel Status Messa

Interface Events to Splunk

SYSLOG @ SUCCESS Published

Syslog
Lab_Events_PA REST EAILIRE Bad Gateway

Run & webhook_receiver
Lab_Notifications_PagerDuty PAGERDUTY :

N * Debug mode: on
Lab_Notifications_Splunk REST :

=

=
Lab_Notifications_Webex WEBEX =]

o

[ Network Troubleshooting Events REST

4 | have included a simple script to test webhook .
receiver using Catalyst Center real event s
Y payloads.

cisco M- #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Catalyst Center Webhook Sample Payload

Interface Connecting Network Devices is Down

¢4 1M7/24 { -]
9:32:53.000 AM category: ALERT
ciscoDnaEventLink: https://10.93.141.45/dna/assurance/issueDetails?issueld=5daf6357-0721-4d39-9d27-7ed19dfbc3f7
context: null

description: null
details: { [-]1
Assurance Issue Category: Connectivity

Assurance Issue Details: Inter gabitEthernet®/@ (Interface description: connected_to_PDX-M Gi 1/@/4) connecting the following two network devices is down: Local

Node: LO-CN, Peer Node: PDX-M

Assurance Issue Name: Inte e GigabitEthernet0/@ (Interface description: connected_to_PDX-M Gi 1/0/4) is Down on Network Device 10.93.141.20

Assurance Issue Priority: P2
Assurance Issue Status: active
Device: 10.93.141.20
Tyoe: Network Device
}
dnacIP: 10.93.141.45
Uumaiin. Culeciivily
efInstanceld: 2d94bcb5-0a7f-4041-91a9-179cf8bf7ac?
eventHierarc

message: n
messageParams: null

name: null

deviceld 21 9 d19dfbc3f7
siteld: /15z i 0 a974bc1f 92a8-21e9-4d30-9e36-67c44a120d3b/e7c23ba2-e665-4b%e-aefc-090!
}
note: To programmatically get more info see here - https://<ip-address>/dna/platform/app/consumer-portal/developer-toolkit/apis?aj
parentInstanceld: null
severity: 1
source: ndp
subDomain: Non-Fabric ¥
timestamp:
type: NETWORK

userld: null

cisco W&- #HCiscoLiveAPJC  DEVNET-1087

Details Included:

Cisco Assurance Issue Link
Issue details: name, description,
device management |IP Address,
priority and status

Catalyst Center IP Address

Event unique identifier

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center Webhook Update

> 10M123 (-1
2:28:14.000 PM category: ALERT
ciscoDnaEventLink: https://10.93.141.45/dna/assurance/iss
context: null 10n2/23 { -]
description: mil 2:25:36.000 AM category: ALERT
details: { [-] ciscoDnaEventLink: https://18.93.141.45/dna/assurance/issueDetails?issueld=03f56dc?-0c@a-419f-bc22-7f92229bac7d
context: null
description: null
details: { [-]
Assurance Issue Category: Availability
Assurance Issue Details: This network device SP is unreachable from controller. The device role is BORDER ROUTER
) Assurance Issue Name: Network Device 10.93.141.24 Is Unreachable From Controller
Assurance Issue Prigrity: Pl
Assurance Issue Status: resolved ]

} evice: 10,097,741 22
dnacIP: 10.93.130.1

domain: Connectivity 3}

Assurance Issue Category: Availability
Assurance Issue Details: This network device SP is unre
Assurance Issue Name: Network Device 10.93.141.24 Is Un

Assucance Jssue Prigrity. Pl

Assurance Issue Status: active
evice: 10.93.141.24
Type: Network Device

Type: Network Device

eventHierarchy: null dnacIP: 10.93.13@.1
eventId: NETWORK-NON-FABRIC_WIRED-1-250 domain: Connectivity
i18n: null eventHierarchy: null
instanceld: 03f56dc7-0c@a-419f-bc22-7f92229bac70 eventId: NETWORK-NON-FABRIC_WIRED-1-258
message: null i18n: null
messageParams: null instanceld: @3f56dc7-8c@a-419f-bc22-7f92229bac7@
name: null message: null
namespace: ASSURANCE messageParams: null
name: null
. namespace: null
Status Changed from Active to network: { [+]
}
ReSOIVe When: note: To programmatically get more info see here - https://<ip-address>/dna/platform/app/consumer-portal/developer
o polkit/apis?apild=8684-39bb-4e89-abed
+ Assurance issue auto-resolve parentnstanceld: ull
severity: 1
L Resolved by User source‘yc‘.sco DNA Assurance
subDomain: Non-Fabric Wired
type: NETWORK timestamp: 1697103720470
userId: null type: NETWORK
version: 1.0.0 userId: null

version: 1.0.0

#CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Demo
Webhook
Recelver
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DEMO
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Integrations
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Catalyst Center Integration Options

REST APIs g
|| /Il- — %ataltySt
enter
/ # APp
Webhooks
S

APls APls
/||' h i h
é App ﬁ
Webhooks

Webhooks

v

v

/||'| Vendor APIs a

Adapter

Pr—
| | /||_ | REST APIs Catalyst
Center
-/ _= App
Bundle Webhooks
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Direct Integrations

- Catalyst Center Notifications sent using Webhooks
- App may call Catalyst Center REST APIs to:

- Enrich the issue, client, device
- Collect additional information: health, compliance, ...
« Run other automations workflows

- Forward the collected data, store for long term
- Log events, correlate with other platforms
- Build dashboards

X

( REST APls

Webhooks
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Integration Apps

- Rich features, innovation and maximum extensibility
- Enable GenAl use cases

L
- Supports non-matching API architectures, auth options, data
encoding and data structures

- Ability to build custom integrations with any platforms

- May be required as a proxy between Catalyst Center and cloud
platforms

APls APls
| | /|/| P Integration h
_/ é App é
Webhooks Webhooks
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Adapter Integrations

- Catalyst Center software adapters developed for interoperability
with other platforms

- The adapter will transform the event notification auth, header, data
format and payload structure to match the destination

- Simple Catalyst Center workflows to integrate with 3rd Party
Platforms

- Ready to use out-of-the-box

/‘ Vendor APls
Adapter
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Bundle Integrations

- High value bi-directional, closed-loop integrations between
Catalyst Center and 3@ Party Platforms

- Catalyst Center bundles and Integration Apps developed for
interoperability between platforms

- Complex Catalyst Center workflows, processes and automations
- Integration App and bundle compatibility and certifications required

- Ready to use out-of-the-box, and customizable

—

m/ln ( REST APls ) Catalyst
/ enter

Bundle Webhooks

Cent
App
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Catalyst Center Integration Options

REST APIs

Catalyst

splunk>

App

X7

Webhooks

p——
APIs APIs Custom f
ydl ‘EIIIIIIIIII : ‘EIIII....... ‘w
N — Ao -Integratlons |
Webhooks Webhooks
GitHub

D
R /Il' Vendor APls : agerDUty
1 o ’ U webex Infoblox =
apter by CISCO
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v
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Bundle
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cisco W-/ #CiscoLiveAPJC DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Demo
Microsoft Teams
Integration App

cisco M/



DEMO

cisco W/ #CiscoLiveAPJC ~ DEVNET-1087 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Developer
Resources

cisco L{V&/



Catalyst Center: APl Journey/Progression

¢ [ A —

Cisco API Python SDK Ansible Ansible Ansible community Python SDK, Al enabled use
platform launch collection RedHat certified certification Ansible, Terrafrom cases
Terraform provider Intent Ansible Support for Support for
Jenkins open- modules introduced Catalyst Center Catalyst Center
2.3.5.3 2.3.7.6
source
I I I I | I
<201 8 2019 2020 2021 2022 2023 2024
C _ N )
APl adoption DevOps resources
' 2 billion API calls per year, 45% customers gl Python SDK - 6,300 downloads/month
850+ APIs available (300+ new APIs in 2.3.7.6) @ Ansible collection - 66,000
P ~ downloads
(') 269 events and 65 reports " Terraform provider - 44,000 downloads
(& J

25 New Catalyst Center DevNet sandboxes )

W / Data as of 09/01/2024
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Catalyst Center APl Focus Areas

@ <>

D ——
Usability Completeness Scale Conformance
Documentation Improve API coverage Rate Limit Cisco Standards
Ease of APl use Bacl;vg/gr\ollecrgi@raitlbulty Concurrence APl governance,

d Open AP
Developer Resources Better Prioritization Bulk Operations API| Best Practices

| |
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New Cisco EN Splunk Integration Apps

splunkbase”  coiections  apps Q, Find an app submitanApp | | Login * |

* Integrate with ISE, Catalyst SD-WAN and
Catalyst Center
et (ALl 0 IS + Two apps - Visualizations and Add-on for

Cisco

Cisco Catalyst Add-on for Splunk collects data for different Cisco Products - **Cisco Identity Services Engine**, **Cisco Catalyst SD-WAN**, and .
**Cisco Catalyst Center**. The add-on parses the data from these sources and stores them into the Splunk indexes. * Author - Cisco Systems * data Co | |eCt|O n

« Apps released September 10, 2024

@ | 2 onooomons 2] [0 + Splunk Enterprise + Cloud certified
splunkbase' Collections Apps Q, Find an app Submit an App Login ¥
Latest Version 1.0.0 Compatibility @ Rating Suppor|
September 10,2024 Splunk Enterprise, Splunk Otttrtrs(0) 3 Dey
[P Cloud Login to rate this app =
Platfarm Version: 9.3, 9.2 Learn md

CIM Version: 8.X

Al Cisco Enterprise Networking for Splunk Platform

Cisco
The **Cisco Enterprise Networking for Splunk Platform** presents visualizations in dashboards for different Cisco Products - **Cisco Identity

Services Engine**, **Cisco Catalyst SD-WAN**, and **Cisco Catalyst Center**. The App uses the data collected by “Cisco Catalyst Add-on for.

Buitt by Cisco EN Programmabllity

a £ Loginto Download & 0
Latest Version 1.0.0 Compatibility D) Rating Support Ranking
Ssptember 10, 2024 Splunk Enterprise, Splunk Onwwnw(0) &3 Developer Supported H#6 inNatwork Access
A
. GO Login to rate this app P (S
“ Platform Version: 9.3, 9.2 ——— #26 inFireval

CIM Version: 5.X
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Catalyst Center Python SDK

o dnacentersd « Covers all Cisco Catalyst Center REST APlIs

» Support for Cisco Catalyst Center version 2.3.7.6
dnacentersdk « First SDK version August 2019

Simple, ishtweight, scalable Python AP! wrapper or the DNA Center APls « Average downloads/month 6,000+ (last 30 days 12,000+)

Welcome to the docs! dnacentersdk is a community developed Pythonic wrapping of the DNA Centg X . . ) =

q . = O cisco-en-programmability / dnacentersdk Q Type [£)to search >, + - QlIn & @
versions: 2.2.2.3, 2.2.3.3, 2.3.3.0, 2.3.5.3 and 2.3.7.6). The package represents all of the Cisco DNA
interactions via native Python tools. Making working with the Cisco DNA Center APIs in Python a njiesett e M S T L i R L ORI T A I U oy - TT0 Y- MU O 1 o R Qv et
experience.

dnacentersdk Fublic 57 EditPins ~ @ Unwatch 16 ~ Y Fork 31 - # Starred 66 .

dnacentersdk helps you get things done faster. We take care of the APl semantics, and you can foc|
code. § master =~ I 8 Branches © 45 Tags Q Gotofile t + [ < code -! About B

Cisco DNA Center Python SDK

With dnacentersdk, you can easily:

, @  088db1a 19 hours cgn (D287 Commits

4P bvargasre Merge pull request #154 from cisco-en-programmability/
& dnacentersdk.readthedocs.

» Interact with the DNA Center APIs in an interactive Python session I .github/ISSUE_TEMPLATE New ompatibility matrix ast year
+ Quickly create code that enables you get something done in DNA Center
« Leverage the APl wrapper to cleanly add DNA Center functionality to your project with

ackage version to 2.3.7.6 19 hours ago

M dnacentersdk

boilerplate code for working with the DNA Center APIs W docs ch ackage 19 hours ago
M script Update LICENSE reference 3 years ago
https://dnacentersdk.readthedocs.io " e chor: Remove nsed ot and bk nes o
[ flakes Update tests (lint, mock server order, validators] 3 years ago T
[3 .gitattributes Initial commit 5

https://qithub.com/cisco-en-programmability/dnacentersdk
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Cisco Catalyst Center Ansible Modules

https://galaxy.ansible.com/ui/repo/published/cisco/dnac

= @Qonnxr

Ansible Galaxy

cisco.dnac

Install
Roles > %

53

Documentation

8

Terms of Use

» Complete set of Ansible modules for all Cisco
Catalyst Center REST APIs

» First library version Dec 2020

» Certified by RedHat v 2.9 - 04/2021

« Community certified - 05/2022

» Support for Cisco Catalyst Center version
2.3.7.6

* 66,300+ downloads

* 33% increase in last 3 Months

cisco Lz{@/

<> Code (©) Issues &

11 Pull requests 2

dnacenter-ansible Fusic

¥ main - | 7Branches

4 bvargasre Update docsym

B github

I changelogs
W docs

| meta

I playbooks

B plugins

O cisco-an-programmability | dnacenter-ansible

Ol Discussions

Q. Type 7] to search

() Actions [J Projects [0 wiki (0 Security

£ EditPins ~

<> Code ~

oo 151,721 Commits

nport and module names 16 hours ag

@ Unwatch 10 ~

~ Insights 18 Settings
% Fork 36 1y Star 25
About 8

Cisco DNA Center Ansible modules

& cisco-en-programmability.github.io/d...

Y 36 fork

Report repositary

https://github.com/cisco-en-programmability/dnacenter-ansible

#CiscoLiveAPJC

DEVNET-1087
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https://galaxy.ansible.com/ui/repo/published/cisco/dnac/
https://galaxy.ansible.com/ui/repo/published/cisco/dnac
https://github.com/cisco-en-programmability/dnacenter-ansible

Cisco Developed, TAC/Engineering Supported

cisco.dnac
Version 618.0 updated 22 daysago.. ¥  Lastupdate X 66,374 Downloads

Install Documentation Contents Impc b i ite @ Website [ Issue tracker @ Repo®

Ansible Collection - cisco.dnac

Ansible Modules for DNA Center

Documentation (0) The dnacenter-ansible project provides an Ansible collection for managing and automating your Cisg

environment. It consists of a set of modules and roles for performing tasks related to DNA Center. Su pport sta rti ng with Cisco Cata Iyst

This collection has been tested and supports Cisco DNA Center 2.3.76. Center version 2.3.7.6
accesspoint_workflow_mana. Note: This collection is not compatible with versions of Ansible before v2.8. * |dentified with the module name
device_configs_backup_wor.. Other versions of this collection have support for previous Cisco DNA Center versions. The recom inC'Uding “workflow_ma nager"
device credentisworkliow_.. o O e Compatibiity matrx « Ansible playbooks for common
discovery workflow manager  Compatibility matrix operations for sites, PnP, SWIM,
events_and_notfications.wo.. _ The following table shows the supported versions. compliance, templates, network settings,

fabric_sites_zones_workflow... Cisco DNA Center version Ansible "cisco.dnac" version Python "dnacentersdk" version

inventory_workflow_manager 2223 3.31 233

integration_workf... 27 EE 6.4.0 240

network_compliance_workfl... 2330 6.6.4 255
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Terraform Provider and Go SDK

Providers ~ cisco-en-programmability = dnacenter

dnacenter Provider ONT "

Example Usage

Sch

The Cisco DNA Center provider is used to interact with Cisco DNA Center APIs (2.3.56.3)

The provider needs to be configured with the proper credentials before it can be

dnacenter prov Report an issue (7'

v Resources Use the navigation to the left to read about the available resources.
Edit Pins + SUmatch 8 = % Fork 10+ ¢ Str 13

terraform-provider-dnacenter usi

dnacenter_app_policy_intent_

dnacenter_app_policy_queuing_profile

Example Usage # main - P 11 Branches 65 Tags t Add file ~ <> Code = About
dnacenter_application_sets
& registry.terraform.iofproviders/cisco-e
dnacenter_applications ¥ tmunozmiranda Merge pul r m cisco-en-programmabilityl... &S th (%) 496 Commits
: The DNA Center SDK client could be generated with the following parameter: [ Re:
dnacenter_area
| github Merge pull request #199 from cisco-en-programmal 5t Mo MIT |
dnacenter_z _—
M dnacenter dnacenter_wireless_rf_profile dc t ead or ... st manf
dnacenter_ass site, provider “dnacenter" ivi
profile M docs nacenter_wireless ofile does not proj ea t mor Custom prope
dnacenter_building username 3
M examples ' rsion 1.1.31-be st r 13
da_ ] I
sid__ippool I scripts irst commif 4 ye 0 v 10f
M tools pdate to use DNACenter 2.2.3. 2 ye - Report reposite
Y .gitignore ARYS AND MAK

Releases &1

» Extended coverage of Cisco Catalyst
Center REST APIs peee T e o

» Support for Catalyst Center version 2.3.7.6 D wosver

* Released January 2021

e« 44,000+ downloads

+ 80 releases
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https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://registry.terraform.io/providers/cisco-en-programmability/dnacenter
https://github.com/cisco-en-programmability/terraform-provider-dnacenter
https://github.com/cisco-en-programmability/terraform-provider-dnacenter

Cisco EN Programmability GitHub Org

e O cisco-en-programmability

[ Repositories 41 3 Projects

(M) Overview

Pinned

£ dnacentersdk Public
Cisco DNA Center Python SDK

@pPython w62 %29

B terraform-provider-dnacenter Public

@®Go W13 ¥n

B dnacenter_day_n Public

Applications that will automate Day N operations using Cisco DNA
Center APIs and these libraries: Cisco DNA Center Python SDK,

Cisco DNA Center Ansible Collection, Cisco DNA Center Terraform

Provider

& Packages

Cisco EN Programmability

Cisco ENB Programmability Technical Marketing Engineering sample code for Cisco DNA Center REST APIs and Integrations

AL 53 followers [ cisco-en-programmability@cisco.c...

Q

A Teams 1 A People 6 83 Settings

Customize pins G

) G
] dnacenter-ansible Public -
Cisco DNA Center Ansible modules

Y
@Python w22 %24

G

or
B splunk-apps  Public
Splunk Add-On App for Cisco DNA Center D
@®Python W2 %2

S

c
] dnacenter_webhook_receiver Public T

Sample code for a Cisco DNA Center Webhook Receiver

https://github.com/cisco-en-programmability

cisco Lz{@/

#CiscoLiveAPJC

DEVNET-1087

DevOps Catalyst Center use cases
Python SDK (support 2.3.7.6)
Ansible modules (support 2.3.7.6)
Go SDK and Terraform provider
(support 2.3.5.x, pending support
2.3.7.6)

Splunk Integration Apps

GenAl use case

SDA-as-Code

Report Operations

Day N use cases - Python SDK,
Ansible, Terraform

Jenkins open-source Integration and
pipelines

GitHub/GitLab open-source
Integrations

Compliance Use Cases

Custom Integration App (Jira Service
Desk)

Webhook Receiver

Other sample code
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Catalyst Center APIs, Events, Integrations

. Manage Catalyst Cent d th
anage atalys enter an € = ‘et Catalyst Center Platform / Overview s
infrastructure efficiently, consistent
and at scale Inont AP, Integrate withyour prefared I systems 10 reats sndto-and satsions snd.
add support for multi-vendor devices
- Real-time insights and notifications
5 Bundles Developer Toolkit
W I t h We b h O O kS Bundles are easy to use feature sets for Discover APIs to manage your network,
consuming Intent APls, integrations, configure integration flows and access
events and notifications. View all the ngtwgrk data to analyze, export and
« Rich Assurance data available via Eancles and eustomize the conturation sl cemvieneper
preferences to consume events as per
your application(s) or IT system(s) needs.
JAVRIES
o Read _to_use Inte rations Or bu”d Runtime Dashboard Configurations
y g Get insights into API usage, view events View and set global or bundle specific
. n published to IT systems‘ such as number seml"\gs t? manage yuur integration B
C u Sto m I nte g ra tl O n S g:3li:‘s\hc;ad\l‘s',]L:::x:ﬁn:z[:;r\;z{;)é::vents ;:;fi;g;srranons and modify event specific
- Enable GenAl use cases
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: gabi@cisco.com
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