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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#DEVNET-1023
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Deployment Topology
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There’s a learning lab!
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http://cs.co/fw-gwlb

http://cs.co/fw-gwlb
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Basics: Terraform Terminology
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Terraform Providers
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Terraform Resources
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8

A resource is a component of your 
Terraform-managed infrastructure.
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Terraform Data Sources
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99

A data source is a read-only view into 
infrastructure components defined 

outside your Terraform code. 
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Create the Service VPC
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Topology
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Terraform: Defining the VPC
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Terraform: Defining the Subnets
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Terraform: Defining the Internet Gateway
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Terraform: Defining the Routes
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Terraform: Apply Changes

16

1 Open your Terminal

3

2 Type terraform init and press the Enter key

Type terraform apply and press the Enter key

DEVNET-1023



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 17DEVNET-1023



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

What it looks like on the AWS Console
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Create the App VPC
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Application VPC
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Terraform: Defining the VPC
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Terraform: Defining the Subnets
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Terraform: Defining the Internet Gateway
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Terraform: Apply Changes

24

1 Open your Terminal

2 Type terraform apply and press the Enter key
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What it looks like on the AWS Console
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Define Security Groups
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Let’s open the doors out wide
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Security Groups Wide Open!?! No worries, We’ve got a Cisco Secure Firewall...
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Terraform: Apply Changes
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1 Open your Terminal

2 Type terraform apply and press the Enter key
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Configure Cisco Security 
Cloud Control
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Terraform: Get cdFMC in SCC tenant
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Assumption: Your Security Cloud Control tenant has a cdFMC provisioned
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Terraform: Define default access policy
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Terraform: Create FTD resource in SCC
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This generates a configure manager CLI you can paste into your FTD
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Terraform: Apply Changes
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1 Open your Terminal

2 Type terraform apply and press the Enter key
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Deploy Cisco Secure 
Firewall Threat Defense 
(FTD)
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Cisco Secure Firewall Threat Defense (FTD)
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Terraform: Define AMI 
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Terraform: Define Network Interfaces
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Terraform: Define AWS Instance - User Data
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Values from
Security Cloud Control
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Terraform: Define AWS Instance – Network Interfaces
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Terraform: Elastic IP for FTD
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Terraform: Wait for FTD to boot up
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Terraform: Register FTD to Security Cloud Control
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Terraform: Apply Changes

46

1 Open your Terminal

2 Type terraform apply and press the Enter key
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What it looks like on the AWS Console
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What it looks like on Security Cloud Control
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Deploy Gateway Load 
Balancer
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Gateway Load Balancer
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Terraform: Define Gateway Load Balancer

• Uses GENEVE to tunnel traffic 
through firewall

• Health Check on port 443

• Uses Source IP and Destination IP 
for target stickiness (default is 
round robin)
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Terraform: Define GWLB Endpoint Service
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Terraform: Apply Changes
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1 Open your Terminal

2 Type terraform apply and press the Enter key
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On the AWS Console: Gateway Load Balancer
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On the AWS Console: GWLB Target Group
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On the AWS Console: GWLB Endpoint Service
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On the AWS Console: GWLB Endpoint
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Define Routes
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Topology
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Terraform: App Subnet Route Table
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Terraform: GWLB Subnet Route Table
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Terraform: App IGW Route Table
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Terraform: Apply Changes

65

1 Open your Terminal

2 Type terraform apply and press the Enter key
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What it looks like on the AWS Console
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Define App Workload
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Terraform: Define AMI
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Terraform: Create EC2 Instance
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Terraform: Apply Changes

71

1 Open your Terminal

2 Type terraform apply and press the Enter key

DEVNET-1023



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 72DEVNET-1023



-

Define Access Control Policy
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Terraform: Configure IPS policy
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Terraform: Allow outbound access on 80/443
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Terraform: Allow inbound SSH access
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Terraform: Deploy Changes to FTD
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Terraform: Apply Changes
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1 Open your Terminal

2 Type terraform apply and press the Enter key
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What it looks like on Security Cloud Control
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What it looks like on Security Cloud Control (II)
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Complete Your Session Evaluations

82

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: siwarrie@cisco.com on e-mail 
or Webex

83DEVNET-1023

http://www.ciscolive.com/on-demand
mailto:siwarrie@cisco.com
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Thank you

#CiscoLiveAPJC
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