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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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webex

by CISCO




« Splunk scalable data platform

- Evolution of network monitoring
« Data-Driven networking use cases

- How service providers are using it = Al Driven Closed Loop
Automation

- Takeaway - Splunk guide for CSPs

cisco W&./ #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Splunk Platform
Recap
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Introducing Splunk Platform

I Splunk-Built | l Splunkbase I Custom Apps
2,400+ apps Build for your
Security Observability unique needs

s;treaa .
min .
g Machine Learning

-

0010
01010 o
Logs

Public Clouds (S Third-Party
Tools

_+ Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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Scalable Index

What: Any and All Data

Index Any and All streaming,
machine, and historical data

cisco Lz{@/

How: Point it at a Source

Point Splunk at a data source-tell it
a bit about the source-that source
becomes a data input

Then: Turn Source into
Stream of Events

2T

Splunk indexes the data stream
and transforms it into a series
of events-you can view and
search those events right away

#CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 8



Search and Visualisation

Use Search Process Language (SPL) to search and investigate your data
across cloud or on prem deployments to find the needle in your haystack

V' Search Any Data Source v Train and apply ML V Visualise and Save v Create Ad Hoc Alerts &
Dashboards Automate
v/ With Schema-on-the-Fly V' Identify outliers, predict,
you can search any data classify, and forecast v/ Add visualisations and v Create ad hoc alerts
source regardless of save as dashboards when you discover new

structure and across
cloud or on prem
deployment

issues or threats

cisco M- #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Europe Network Hub

Langsn congesson

Events Patterns Statistics (1) Visualization

1¢

Visualise Any Data

« Open framework to create or customise any visual F —

. Visuals shared via Splunkbase library B i NA
: = £

- Available for any use: search, dashboards, reports

Line Chart
Track values and trends over time.

- Visuals for IT, security, 0T and business analytiCs | = = o, wy comerizon coesorn:

cisco W&- #CiscolLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Industrial loT Hub Data Integrations

(@) Wireless Telco / Private
“ i

-Complete Industrial loT Solut x Offering bg

4G/5G Network

@ loT Hub Built-in Sensors

Light

High sensitivity light sensor

Temperature

(£0.2°C from 0°C to 90°C, IP67 rated membrane
Humidity

(£2% from 0°C to 90°C)

Sound

Microphone - See Vesper VM 1000 Spec Sheet
Vibration

3-Axis Accelerometer - See Bosch BMA456
Gyroscope

6-Axis Gyro & Accelerometer - See TDK
ICM20600

Optional : Pressure, VOC w/ Gas Analysis
(300...1100 hPa) + 0.12 hPa for Pressure,
< 1s response with IAQ Score Output for Gas

Wireless Sensors

cisco Lz/&/

\ors /

@ Existing Industrial Control

loT Edge Hub Systems
PLCs / RTUs
Programmable Logic Controls, Remote Terminal
Units

OPC Servers

Industrial Control system statistical acquisition

SCADAs / HMls
ICS control / management applications

Splunk Input

Kepware /
Advantech

Service as loT / Sensor Gateway
/ / \ \Supported TCP/IP

Historians
Supported Wireless Manufacturing statistical database
© Bluetooth @ “HOPC UA SPCs

Statistical Process Control applications

NMQTT

10-Link Master

©
Wired
Sensors

% 6
.S J :E § 4

I ' 10-Link Sansors m

@ External Sensors

#CiscoLiveAPJC  BRKSPG-2589
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Splunk Data Management Experience

DATA ACCESS EDGE PROCESSING DATA PREPARATION DATA LANDING
[— |

-
Splunk Infra Menitoring g
Splunk APM
AGENTRY Splunkég:jrprise/ - 011y
OTEL

+ Forwarders
+SC4*/DBX/Stream

" Splunk On-Call

Splunk ITSI

— =
Splunk Security Essentials
Splunk SOAR
T

—
Splunk Enterprise
psacuriiy(EpS) ™~ -

DMX EDGE
PROCESSOR
(incl. Content)

DMX INGEST -
PROCESSOR*sreview o
(incl. Content) . —

HEC, S2S, OTLP*

Spitthk Mission Control
S
Splunk UBA / UEBA

w0
]
o
b
3
o
0
B
o
a]

DMX DATA
MANAGER - . Security

Push Configurators
+ Pull Connectors

(oY | aws /&3

~Splunk BYOL ~Splunk On-prem Splunk Platforms

DATA DMX GDI MANAGEMENT
MANAGEMENT Data Pipelines Management + Unified Agent Management* + Monitoring and Troubleshooting*

cisco #CiscolLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Evolution of
Network
Monitoring
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>
.

Performance isﬁ;
~4 there must be an issue
with the network!




Lack of Visibility in
the Networking Stack

38%* Inability to Identify Network
Performance Issues

64% Administrators lack
confidence in visibility of
their security posture

Organisations lack
confidence in the state of
their security posture due to
their visibility

#CiscolLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15


https://www.liveaction.com/resources/blog-post/2019-top-network-performance-challenges/

Evolution of Network Monitoring

_ Packet Capture & Network Network
SNMP Flow . Ba;ed Deep Packet Performance Observability &
Monitoring Inspection Monitoring Al Monitoring
@ @ @ @ @
Interval Polling NetFlow Packet Capture Network Observability
. . . Manag_ement .

. Lo . * Monitoring Network
: Provides interval polling * - Detailed analysis of - : Real-time Network -  Performance using
*of networking information- - network traffic . Monitoring . - multiple collection
. B : : methods

Proactive Network
Detection using Al
Predictive Modelling

cisco W&-/ #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



CSP NOC Maturity Model Example

Transforming from NOC to SOC (Service Operation Center)

CAPABILITY MATURITY MODEL

Predictive

Unsupervised ML, Automation

and Self Healing

Adaptive
Thresholding and
Advanced
Correlation

Service Based
Monitoring

Static
Monitoring
and Alerting

Search and
Investigate

Reactive /

SNMP Traps
SNMP Polling
Syslog
Configs

. / Perf Counters
cisco (4

Al-driven Adaptive
Response

Streaming
Telemetry

Closed-Loop
Automation

\' Service Mapping

Service Monitoring w/
Cross-platform and
cross-layer correlation

Transactional Records
(e.g. xDRs, SIP,RTCP,
Diameter, Flow),
Registrations, Licensing)

Platform Health
Monitoring and
Alerting

Active Monitoring
Service SLAs (e.g.
Video, Voice, Data)

Auto-ticketing

#CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Data Driven Network Monitoring

SNMP

Network Observability
& Al Monitoring

Data-Driven
Networking

AN
WaTAN )

Network Performaqce (- Packet Capture
Monitoring W« 2

cis W /
co &- #CiscoLiveAPJC  BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Data-Driven Network Monitoring for Faster
Detection, Investigation and Response

cisco M-/ #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Data-Driven Networking Use Cases

Python for Scientific Computing

algo y from x* into “model”
pandas

splunk>

oo M .jhl‘m..i

#CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Network Monitoring - Data Sources

.|||.|||, -III-III- |I|Inl|l| |
c15co cisco @ CISCo M NetApp
e, . HITACHI

Juniper Juniper des Meraki

ARISTA = Extreme Fe=ATINET FERTINET @
s NOKIA

Routers and Load Balancers Storage SAN / NAS
Switches
servicenow

Network Monitoring Modernisation <> Sbme Remedy

r r r r

.|||.|||.@ solarwmds“; ThousandEyes& i bed
Junipe Sciencelogic

NE TWOPK% ZABBIX Wﬁ‘ .-h- ExtraHop qﬂggdo
% paloa‘!!zg uagios@ nterprise company

Network Passive Network Active Network Packet Broker / q

cisco W- #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Cisco Network
Framework splunk>

a CISCO company

w/Splunk e
- Cisco Networks App for Splunk Enterprise

Splunk App for AppDynamics

[ ciscoDNACenter App

w Cisco WebEx Meetings App for Splunk ! Cisco Identity Services Engine & Cisco CDR Reporting and Analytics

Method of Transport:

} GETTING DATAIN / TA's

® SyS | Og (U Dl / | Cl ) Splunk Add-on for AppDynamics Cisco Networks Add-on for Splunk Enterprise /f Cisco DNA Center Add-on &2 ciscoThousandEyes Add-on for Splunk
® A Pl (R ES | / XM L) Splunk Add-on for Cisco UCS Cisco WebEx Meetings Add-on for Splunk Splunk Add-on for Cisco Identity Services «® TAforCisco CDR Reporting and Analytics

COLLABORATION > COMPUTING FULL-STACK

Integration Tools: ERTOE s S :

g = W webex
« Syslog Connect for -4 L :@: O
S |Unk = A C I ¢ Cisco UCS e
O -
« Postman AP = U es
 NetConf & REST Conf
API

Controllers

cisco W. #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22


https://splunkbase.splunk.com/app/4740
https://splunkbase.splunk.com/app/4740
https://www.postman.com/
https://developer.cisco.com/docs/cisco-netconf-and-rest-device-management-api-documentation/cisco-netconf-and-rest-device-management-api-documentation/#cisco-netconf-and-rest-device-management-api-documentation
https://developer.cisco.com/docs/cisco-netconf-and-rest-device-management-api-documentation/cisco-netconf-and-rest-device-management-api-documentation/#cisco-netconf-and-rest-device-management-api-documentation

Network Monitoring Apps

Cisco and General Network Apps

1 4 selected

: v « Cisco Networks App

e e e e o e et e e . Cisco ThousandEyes Alerting App

+ Cisco ThousandEyes Add-on for Splunk

+ Cisco Catalyst SD-WAN App for Splunk

+ Cisco Catalyst SD-WAN Add-on for Splunk
« Cisco UCM CDR Reporting & Analytics

= | ‘ - Cisco ACI App

i N— - Cisco Nexus 9K App

j = |- . Cisco Identity Services

I - « Cisco UCS
S ! ) —— - Cisco Endpoint Security Analytics (CESA)
S8 |31 (s | e e e [ « Cisco Network Assurance Engine (NAE)
: : ; = & « Splunk App for Stream
= - . Splunk Add-on for Infoblox

« Network Diagram Viz
« Splunk Connect for Syslog

® o o :® O

cisco W. #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public


https://splunkbase.splunk.com/app/1352/
https://splunkbase.splunk.com/app/5737/
https://splunkbase.splunk.com/app/5686/
https://splunkbase.splunk.com/app/6657
https://splunkbase.splunk.com/app/6656
https://splunkbase.splunk.com/app/669/
https://splunkbase.splunk.com/app/1896/
https://splunkbase.splunk.com/app/1916/
https://splunkbase.splunk.com/app/1589/
https://splunkbase.splunk.com/app/2731/
https://splunkbase.splunk.com/app/2992/
https://splunkbase.splunk.com/app/3821/
https://splunkbase.splunk.com/app/1809/
https://splunkbase.splunk.com/app/2934
https://splunkbase.splunk.com/app/4438
https://splunkbase.splunk.com/app/4740/

~cworks App for Splunk Enterprise

Cisco Networks App
for Splunk

Latest Version 2.7.4

Analyse data from Cisco
Switches & Routers (Cisco 10S,
IOS XE, 10S XR and NX-0OS
devices), WLAN Controllers and
Access Points, using Splunk®
Enterprise & Splunk® Cloud.

Cisco Catalyst series switches (2960, 3650, 3750, 4500, 6500,
6800, 7600 etc.)
Cisco ASR - Aggregation Services Routers (900, 1000, 5000,

Details Installation Troubleshooting Contact Version History

9000 etc.) Downloads
Cisco ISR - Integrated Services Routers (800, 1900, 2900, 3900,

4451 etc.)

Cisco Nexus Data Center switches (1000V, 2000, 3000, 4000, 72,924

5000, 6000, 7000, 9000 etc.)

Cisco Carrier Routing System

Other Cisco |0S based devices (Metro Ethernet, Industrial ) .
Ethernet, Blade Switches, Connected Grid etc.) = ~NSin
Cisco Access Points

Cisco WLC - WLAN Controller

BRKSPG-2589


https://splunkbase.splunk.com/app/1352/

Cisco Networks
Overview
Application

Investigate faster

Save time while
addressing threats more
rapidly

Supported Technologies:
Cisco 10S, I0S-XE, NX-
OS, 10S XR devices, WLC

cisco Lz{/&/

Cisco Networks Overview swuines

Switch to reak-time mode

Events Unique devices Device logins

80,931 8 8

Events Unigue devices Device loging

802 events Unique indexes

80,931 1

802tx events Uniue indexes

Top reporting hosts by time

3000

200 %00 2000 0000

TweSp 20 WedSep 2t
22
tme
Port flapping
host src_Interfoce ¢ port_status #
osl-c-001-rtr-1 GigabitEthernet1/2/13 down
osl-e-310-swi-1 GigabitEthernet1/0/13 down
gabi 1013 down
hel-c-001-rte-1 GigabitEthernet1/0/13 down
sto-c-001-rtr-1 GigabitEthernet1/8/13 down
#HCiscolLiveAPJC

Config changes

BRKSPG-2589

8

Configchanges

phe-00htr
pho-95T w1
hekc-00b-1
o8k 00t
osho-310swi1

B 08031042
osho30smi3
$10¢-001r1

description ¢ count &

Edt = Export v

Syslog severly distribution

] 0 emergency

§ | i

H 2. crical

2l 3. efror

§ Low

H 5. notficaton
6« informational
7 debugging

0 2500 5000 7500 10000 7500 30000

Q 4 i O amnueago

Top mnemonics by time

LOGGEDCMD

CFGLOG_LOGGEDCML " ssuco
ERR_DISABLE !
IF_DOWN_E..R_DISABLE

IPACCESSLOGP |
NBRCHG &
NEIGHBOR_ADDED
OTHER
SSH2_USERAUTH
STATE
THRESHOLD_VIOLATIO /. .
UPDOWN
1 cph=c=001-rtr=1 4
cphec-001-rtr-1 3
cph-c-081-rtr-1 1
cph=c-001-rtr-1 Ether... 2
cph-c-001-rtr-1 Ethernet1/0/10 - - 2

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Prime Infrastructure Dashboard

CPI Dashboard

Device Reachability Status

UNREACHABLE

REACHABLE

Inlet Temperature -

Inlet Temperature -
al Warning

Normy

Device Status by Script

device_name %

WEPEWT) - Cisco
Cisco
Cisco

Cisco

Power Supply Status

Inlet Temperature -
Critical

device_type *

Catalyst 9200L Switch Stack
Catalyst 9200L Switch Stack
Catalyst 9200L Switch Stack
Catalyst 9200L Switch Stack
Catalyst 9200L Switch Stack
Catalyst 9200L Switch Stack
Catalyst 9200L Switch Stack
Catalyst 9200L Switch Stack

Catalyst 9200L Switch Stack

Fan Status

unknown

norma!

Outiet Temperature -

Outiet Temperature -
Normal Warning

p_address $

#CiscolLiveAPJC

CPU Status Device Count

Warning

Outlet Temperature - Hotspot Temp. -
Critical Normal

software_version % serial

17.3

BRKSPG-2589

(13

Memory Status Device Count

40

Criticsl ' Normal ' Waming

evel

Hotspot Temp. - Hotspot Temp. -
Warning Critical

reachability_status *
REACHABLE
REACHABLE

REACHABLE

UNREACHABLE

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Endpoint
Security
Analytics
(CESA)

Improved visibility

Correlation of user and
endpoint behavior

Faster detection into
behavior on/off the
network

cisco Lz/&/

Zero Trust - VPN Split Tunneling/Network Monitor

Time Trust State
Altme v | Untrusted
Device(s) User(s)

5 4

User Volume In/Out (M8)

)

MonDecd Wec Dec 1 Fadecn SunDec 18
200

Destination Activity

Destination Volume In/Out (MB)

Network Type

AL x

Processes(s)

31

40 4500990888672

Device(s)
AL x

Flow(s) Flow Count Trend

5,694

Device Volume In/Out (MB)

0

e/

Users Process Hash Destination

AL x

Outbound Volume

2.9MB

Inbound Volume Inbound Trend

1711MB

andwidth Consumers

Network Volume (in)

#CiscolLiveAPJC

Network Volume (Out)

BRKSPG-2589

User Cumiative Cumulative (in/Out)

other (5)

Unknown

mg-prod-cms-rt-microsoft-com.akamaized.net

mail.google.com
11.tlu.dl.delivery.mp.microsoft.com
dl.delivery.mp.microsoft.com

9.tlu.dl.delivery.mp.microsoft.com

security.ubuntu.com

Source Port Fiow Activity

de.archive.ubuntu.com

80 583
wm un
ns —
w504 o o

s

®©
o4

353

one

141MB ...

Edt | Expont v

m i

Outbound Trend

25MB ...

Doy Tend

(D20

Q 4 i O e
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ISCO Secure
etworks
nalytics
ashboard

O>Z20

c1sco 'p//

SNA Dashboard

Top Hosts by Bandwidth
Host

10.200.100.61
10.200.100.71
10.200.100.199
10.100.71.253
10.200.100.72

10.200.100.81

Top Applications by Bytes:

Top Services by Bytes:

Hosts by Bandwidth:

Host Name ¢

12.2¢8
9.518

2 3456 7 8 9 Next»

Top Applications by Packets:

HITP (uncla

Top Services by Packets:

Undefined TCP

#HCiscoLiveAPJC ~ BRKSPG-2589

Top Applications by Flows:

9

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Undefined TCP
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Cisco Umbrella Dashboard

Umbrella
Time Range Identities
Last 30 days - Any -

Top 10 Categories

NN, peem

e I

Besiness Servioes - 99634

™

60192

mieg vioco [ 54464

Video Sharing - 38727

aees [ 26007

B

0 00000 200000 300000
Query Count

W cequests

Breakout Field

None =

DNS Requests over time

17500

15,000

requests

12500

Tue Apr 2 Thu Apr 4 Sat Ape 6 Mon Apr 8

Cisco

&./

Action Category Exclude Categories

Any - Any X None x
Top 10 Destinations

Actions by DNS Request

bilocked

&
5
= Ml requests
requests
Q i O in<m
Wed Apr 10 Fri Apr 12 Sun Apr W Tuc Apr 16 Thu Apr 18 Sat Ape 20
#CiscolLiveAPJC

Mon Apr 22

BRKSPG-2589

Edit

Hide Filters

Blocked DNS Request

allowed

Wed Apr 24 Fri Apr 26

Export =

= requests

Sun Apr 28 Tue Apr 30 Thu May 2

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



L]
( : I S C O l | ( : H Browse ¥ Report v L t “, Cisco CDR Reporting and Analytics
Report
M it ri find calls toffrom ~ Last48 hours  ~ call types all 4 selected ¥
O I l O l Ig advanced search call_connected=0

chartthe distinct countof ~ callld v over time

splitby cause_description

Monitor Call Quality *u v x[ilola

distinct count of callld over time by cause_description in the last 48 hours (98 rows returned. 36965 events s~ “search syntax  » see calls

Diagnose Issues With Ca” Charttype column + Stack mode  stacked '
~ oM

Quality Faster

M ccm_sip_408_REQUEST
Call rejected

Device Not Preemptable
No circuit/channel available
Precedence call blocked |
Resource unavailable, unspe i
Service or option ..lable, uns
Temporary failure /
Unallocated (unassigned) n/
User busy
OTHER

Improved Visibility into UC
Performance & Potential .
Impacts

~
e

oo M

6:00 PM 12:00 AM 6:00 AM 1200 PM 6:00 PM 12:00 AM 1
Mon Nov 26 Tue Nov 27 Wed Nov28
2018

cisco W&-/ #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



<N

Data Collection S 1612

Examples f \Q-:-"!-'ii #

\\7‘ k< B 4 8.~

Dedicated Syslog Server
- Data Collection Guide

Syslog Collection Application
« Splunk Connect for Syslog

Define Port Collections based on the
Data Source

cisco M&- #CiscolLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31


https://lantern.splunk.com/Splunk_Success_Framework/Platform_Management/Data_collection_architecture
https://lantern.splunk.com/Data_Descriptors/Syslog

Additional

Communication
Service Providers
Use Cases

cisco L{Vg/



Splunk Use Cases

Serving use cases in the following areas

Product &
Services

Assurance

Billing &
Revenue
Management

Order
Management

Service Quality Assurance

Content &
Service

Activation &
Provisioning

Fraud

Customer Management

Experience

Delivery

CDR
Management

Network
Management

)

Operational
Excellence
Customer Engagement
i - Customer Customer Content
Profit Optimisation Care Analytics Analytics

Cl S co M-/ #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



50 Ways Telcos
Drive Business Value

« Order to Activation = Churn Prediction

With Spl u n k + Conlacl Center Analytics = Truck Dispatch Analytics

* CPE Monitorin - Video Subscriber Analytics
+ Mobile Application Health .

Reducing SLA Violations

+ Field Services Performance Optimization - Real-Time Vulnerability Management

= Emergency Services Monitoring

- o = Roaming Fraud Detection
- Yideo Zerformance Monitoring - PBX/IP-PBX Fraud Mitigation
+ Content Delivery Network Performance . Subscriber Fraud Protection

+ Enterprise Service Assurance - Subscriber Endpoint Security

« Radio Access Network Mo'nittlarmq . Automated Compliance Reportin
+ IMS Core and VoLTE Monitoring - Data Center ICS Monitoring

+ Broadband Service Optimization

= Outage Impact
= Voice/VolP Revenue Assurance

= Prepaid Billing Account Analysis

OPERATIONAL EXCELLENCE « License Exhaustion Prediction

- Real-Time Service Reporting
= Least Cost Routing Optimization

« Enterprise Data Platform

+ Enterprise Network Nerve Center
« Enterprise Security Nerve Center

+« Managed Security Services
+ Hybrid Cloud Monitoring IMAGINE THE POSSIBILITIES

« Network Function Virtualization

+ SDN and SD-WAN

« Core Network Monitoring

+ Carrier Media Gateway Performance Monitoring
+ DevOps Monitoring and Capacity Management
+ Wireline Data Capture

+ Network Access Monitoring
« Government Hosted Solutions

= Data Integrity with Blockchain

= Mobile Banking/Mobile Payments

= 5G Service Excellence

= Targeted Advertising with Small Cell
- Closed Loop Service Remediation

= Connected Experiences

- Customer 360

= Micro Weather Forecasting

splunk>

turn data into doing

Download eBook

#CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34


https://www.splunk.com/en_us/form/50-ways-telcos-drive-business-value-with-splunk.html

RAN Data Monitoring

Binary

-
£
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=
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35
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4G/5G KPIs Monitoring - Geo Based Visual

Cell Towers (EnodeB) Level KPI DrillDown

98.47

compared 101 hr before

Canberra
1§ beyan

cisco Lz{@/

27.68

compared to 1 hr before

Marton
National
Fork

Maddulta

0.00

compared to1hr before

Street View of -35.91135450.07851

ltairta o

’ 14Page st
Huskisson [ 1orove, New south vises | @

Leafiet | © OpenStreetMap contributors

#CiscolLiveAPJC

BRKSPG-2589

Edit Export v

0.00

compared o 1 h before

98.47

compared 101 hr before

©2018 Google  Terms of Use _ Report 8 problem

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Outage Impact Dashboard

Polygon contained impact consolidation

Call Drop Rate DL Tput
ENBID:"2325" ENBID:"2325"

g

23% 35.00

- compared to 1 hr before

QoS ENBID:"2325"
UL TPut
ENBID:"2325"

compared to 1 hr before

Wk bo—_r

CSSR ENBID:"2325"

compared to 1 hr before

Wl b r
Handover Ratio
ENBID:"2325"

compared to 1 hr before

Wl b am_r

compared to 1hr before

Wil ko am_r

66.00 ® =

compared to 1 hr before

Heartbeat
ENBID:"2325"

Leaflet | © OpenStreetMap contributors, © CartoDB compared to 1hr before
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\Where are CSPs
heading?

“Al Driven
Closed Loop
Automation”
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Model Driven / Streaming Telemetry
Migrating from SNMP to gRPC Dial-Out Telemetry

What is the expected increase in CPU/Memory when using the

IOS XE Model Driven Telemetry

Cisco 10S XE Em%{% #Mgrg

e @ | . @ )

amERSm=bR: AT ommES ceni: e

Collector/Receiver
Decodes to text

Cisco Telemetry Broker

Storage
Time Series Database

Orche::(rator

gRPC Dial-Out telemetry interface, compared to SNMP ?

health: CPU utilization, memory, uptime a

optics: RX/TX power levels for transceive

routing: a big number of different counter

Key Points

. Alternative to SNMP

Monsprin? . @ Different from Open Telemetry
and Visualizations = > o OpenConfig project
@ RFC 9232
References:

Cisco Presentation on Benefits of Streaming Telemetry - Feb ‘24

Cisco Catalyst 9300 Doc on sending Model-Driven Telemetry to Splunk and other tools

cisco Lz/&/
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https://www.youtube.com/watch?v=CPzGhn2AIDM
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9300-series-switches/model-driven-telemetry-wp.html#Dashboardingandvalidation
https://www.openconfig.net/
https://datatracker.ietf.org/doc/rfc9232/

Machine Learning - Detect Anomalies

99.7% of data
95% of data

—— 68% of data
T~
e I
e \
e N\
4 )

™
.
\

Values found
over here are
probably yd
outliers yd

N,

Values found
over here are
probably

/ outliers

—

-3 sidev -2 stdev -1 stdev Average +1 std

The percentages designate the are:

After few iterations, false positives
stabilised within a range of 0.5 10O
1 °/o, which significantly reduced the

number of alarms and improved
detection and resolution time.

20000

10000

Normal

< Anomalous
»  ‘sudden rise

Anomalous
‘sudden rise

1200 00100
Tue Feb 2 Wed Fer 3
2021

"~ Anomalous
- ‘sudden rise

0000
VidFen s

- Anomalous
. ‘sudden rise’

% 0000
Foba Viod Fob 3
1

1200 0000 1200
TuoFon 2 Wed Feb 3

120
oo
200 2021

Anomalous

1200 0000 1200
TueFenz wedFeo 3
2021

y
d

= Anomalous
200 dden

||||||||

Normal

1200 0c00 1200
Tue Fen 2 vieaFen3
2021

Splunk Detection Outcomes

cisco Lz{/&/

‘sudden drop
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Towards AlOps for Autonomous Networks

KPIs propagation
across (sub)services
and entities

ITSI application

Cisco

.&‘/

Service Analyzer:

Service Analyzer »

Auto Refresh: No refresh (Global default)»

Filter services | ss-b57818c8-cBbf-46f6-9... X | Filter by tags | Select tags to monitor

Gotosenvice Q \ .VD
030,
7

S‘vigss

535
6.4,

6.

"o

1.2
62cq,
“>)
bg

8br.
67,
:9;
251”22«,
Sc0p,
97

#CiscolLiveAPJC

BRKSPG-2589

Created By: All v Minimum Severity: None v Maximum Depth: All v

s5-b57818c8-c8bf-4616-9253-a722cd9c0b97 [2

0

KPls & Episodes. Service Impact analysls

KPls impacting health score 4*

This list is generated by a custom algorithm to display the key KPIs and related entities
contributing to the overall health score.

1KPI Openallin Deep Dive (2

KPiseverity ~KPitile  Service title Degraded entities
Normal Health s5-b57818c8- 2 5
score c8bf-4616-9253-
a722¢d9c0697

Importance

Health score

| 100

10 Entities @

Severity . Entity Name *
Critical @lschia 21
Crttical @Ercolanc-27
Medium  nul
Normal Acciarol-88
Norma Positano-92
Normal Palinuro 29
Normal Barcelona-52
Normal ConcaDeiMarini-105
Normal Bergen-113
Normal Frankfurt-31

Last 2 hours

KPI Value: Aggregate

Value 2

100
100
100
100
100
100

100

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Towards AlOps for Autonomous Networks

[sonee amacnsm £

, T TS
o *Predictive analytics . el S °
ITSI application - Y
for service KPIs s e M e

O Voot 500 e o o s e

Service Haalth Score and kP over e @

GracientBoorgRegretso

0
Disribtion of Service Hoath Scove Values ©

Recall © a Accuracy @ Q

Create Correlation Search X

Search Name ‘ Predicted worst case health state for Splunk TShirt Ci

O a
Create a notable event when [ Critical
e i £ a predicted health state is

ActunPreccins el Mosun Noomat

Ccmen e e o

Vo " - o Notable Event Title @ The health s&e of Splunk TShirt Company is

Rowne) ° o ° predicted toYecome "Critical® in 30 minutes
a Predicted Worst Case Severity

b a8 Run Every 5 minutes v
Severity @ W Critical »

* Teset but not included in demo; suggested for later stage when key KP! is selected ‘ el
https://lantern.splunk.com/Observability/Getting_Started/Working_with_machine_learning_in_ITSI

cisco Lz{/&/
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https://lantern.splunk.com/Observability/Getting_Started/Working_with_machine_learning_in_ITSI

h

Towards AlOps for Autonomous Networks

ITSI application

Events, Episodes and
Correlation: Smart
Mode

ttps://docs.splunk.com/Documentation/ITSI/4.19.0/EA/SmartMode

cisco Lz/&/

Smart Mode in IT Service Intelligence (ITSI) uses machine learning algorithms to group notable events into episodes
based on their similarities.

Smart Mode compares event field values and groups events that are related to each other. It reduces noise and
detects patterns in your events.

Event Analytics Audit i 107% ~  Actionsv  Edit

Event Time Field Selector:

l Last 15 minutes v

NOTE: You're now using the latest Event Analytics Audit Dashboard experience. The old version is deprecated and no longer receiving updates. Access the old dashboard.

Raw Event Count

268

Episodes Linked to Tickets A Episodes by Severity

Severity & Count %

No search results returnec

Low

Mean Time to Acknowledge Episodes Maximum Time to Acknowledge Episodes Mean Time To Resolve Episodes

Over Last 24 hours Over Last 24 hours Over last 24 hours Scarch By

Acknowledged v
; 9 I 54 I 54 W SOl
Minutes Minutes Minutes

cprecupecisco.c

Top 5 Longest Time To Acknowledge Episodes Top 5 Longest Time To Resolve Episodes

Alert s Created 3 Acknowl.. 3 Impacted 3 Severity 3 User ¢ Time to 3 Alert s Created 3 Resolved 3 Impacted 3 Severity 3 User ¢ Time to
Group Host Acknowl... Group Host Resolve
Title in Title in
Minutes Minutes
crosswork- 08/12/24-15 08/12/24-17 sh- High cprecup@cis 154 crosswork- 08/12/24-1 08/12/24-1 sh- High cprecup@ci
alarm 121:28 :65:49 1-0165d5539 co. com alarm 5:21:28 7:55:54 i-9165d553 sco. com
8ea0obsb 98eab0bsb

crosswork- 08/12/24-15 08/12/24-15 sh- High cprecup@cis 4
service- 150:20 :54:24 1-0165d5539 o.com
assurance- 8ea0obsb
node

#CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43

Episode Ownership and Status by User
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https://docs.splunk.com/Documentation/ITSI/4.19.0/EA/SmartMode

Call to action

« Find out how many single-pane of glasses you currently have in your
environment and identify how much time you spend reviewing each
dashboard?

- Identify who’s making decisions on your infrastructure. Do they have all of
the information to make an informative decision and are their decisions
effective?

« Create an enterprise logging infrastructure (syslog servers / netflow
collectors.)

- Review at least 2-3 data sources for collection & identify the metrics you
want to monitor.

« Develop alerts & reports to improve visibility & response.

cisco M&-/ #CiscolLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

cisco W-/ #CiscoLiveAPJC BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

BRKSPG-2589 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46


http://www.ciscolive.com/on-demand

afrar]
Cisco

Thank you
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