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Your Speaker
Anshul Kaushik

« ankaushi@cisco.com
- CCIE Security #23790
- 21 Years in Industry, 19 with Cisco
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_ _ cisco
- Drive end to end Security Enablement

- Lives in Melbourne and like outdoors
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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

‘ Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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- Customer Challenges
- Cisco Security Overview

- Addressing Challenges via
- XDR
- SSE
- ZTNA
- SD-WAN

- Conclusion
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The world has changed.
Distributed users are

connecting to distributed
applications...

1
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and there’s a potential
threat behind every
connection.
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Network attack surfaces are increasingly...

Data centers
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This highly distributed landscape makes secure
connectivity challenging

4 ) Say securing user access to

cloud-based applications
4 1 ()/ and mobile devices or
O cloud-based solutions is Q

their biggest obstacle

See having a

O consistent operational

8 6 / model across on-prem, _
O private cloud, public yd
cloud, and SaaS as )

important vy
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Connectivity and security are fundamental
for every experience

Transition to multicloud and SaaS

% Web

Hybrid work is the norm




Our customers tell us that they need...

O

Complete Comprehensive Easy deployment,
visibility threat protection management
of diverse attack that scales with their increasing and operations for their hybrid
surfaces and security network traffic and business cloud and on-prem networks
compliance state needs
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Simplifying security,
your intent,
translated into action

Imagine \
harmonizing
your security

Your teams
operating as
one, driving
efficiency at
scale

Regaining visibility
across your networks
and applications

cisco Lz{/&/
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Addressing the challenges

- XDR
« SSE
« ZTNA

« SD-WAN
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Extended Detection
and Response
(XDR)
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What SecOps wants

‘I need my alerts to be ‘I want my team to ‘| need Al to help me work
and to with guidance from with , . and
focus on what’s important.” automated playbooks.”
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What is XDR?

>,  Collection of telemetry
:I from multiple security
i\;‘, tools
Application of analytics to
C/\D the collected and
homogenized data to arrive
at a detection of
maliciousness

(\‘ Response and remediation
@ of that maliciousness

cisco Lz{@/
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Telemetry sources for Cisco XDR

Flexible integration for existing infrastructure

Integrations

aan]n,
CiIsco
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Telemetry and enrichment

Fo Alerts, raw telemetry, and logs are Events and intelligence are fetched
S stored in the XDR data warehouse from integrated products and added to
for analytics and incident creation incidents and investigations
Cisco XDR
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Cisco XDR Focuses on outcomes

Detect sooner

Where are we most
exposed to risk?

How good are we at
detecting attacks early?

Prioritize by impact

Are we prioritizing the
attacks that represent the
greatest material impacts to
our business?

cisco Lz{@/

XDR-driven

outcomes

#CiscolLiveAPJC

BRKSEC-2706

Speed up investigations

How quickly are we
able to understand
the full scope and entry
vectors of attacks?

Accelerate response

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

How fast can we respond?
How much can we automate?

Are we quantifiably getting better?
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XDR Analytics detection and incident creation path

Analysis and : L XDR Incident Incident
L Observations g Alerts U4 Alert Chaining [pg i » S

Normalization

Raw »

Telemetry

Y Y Y
Ingest Detection and Correlation Incident Promotion

XDR Analytics covers end-to-end from raw telemetry to correlated,
prioritized incidents which are enriched with context

Cl S co M./ #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Top use cases for Cisco XDR with network

031349103131 18181015159‘]
41181079111911611319015%%
B1181891211311141111101¢4
$91116111110149119116110
11108111445311191019600,

81911191 10145191190 1

Early Warning of Advanced Visibility into Encrypted Traffic Al-Powered Prioritization,
Threats in Real-time and Lateral Movement Investigation, & Response
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Advantages of Firewall integration with Cisco XDR

outages through
XDR early warning of developing
Associate disparate security

lateral movement on top of network security
and traffic anomalies

E% Security, Network, and IT teams o o
with tool consolidation reduced risk
@ LET@ between CTO/CIO and

CISO

cisco W&. #CiscolLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Cisco XDR: Al driven acceleration of the SNOC
0

Your infrastructure

Al-powered Threat hunting, Response

detection investigation, forensics

Cisco XDR | Orchestration

Third-party tools

Intelligence
Third-
party

SNOC
Security and
Network 4
Operations
Center

TaLos 500 threat researchers + Al-powered algorithms

interface

SIEM/SOAR

010110

110010 QOthers
001011

O Managed
=7 services

Cisco Telemetry
Third-

party
telemetry

& 42 B O O &

Network Endpoint Email Cloud Apps Identity

Real-time attack chain detection for the most common attacks
with curated integrations and response guidance

cisco M- #CiscoLiveAPJC ~ BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26
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Eventing High Level Flow

Threat Defense

Network ~ YNeworkTraffic, = k]| R @

Security Services
Exchange
)

Management/ |
eventdata |

V
__________ Queries BB Events
"""""" E vents SAL Cloud Analytics and

Data Store Detections
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Distint Alert Types / MITRE Tactic

Intern Scanner 411916 | Discovery

Potential Data Exfiltration

Outtiound SMB Connectian Spike 1 5-17 16:50 EOT

DNS Abuse

Country Set Deviati a:
Malicious Process d 41792
@ Suspicious Process Path

@ LDAP Connection from Si
Process #11 Credential Access

Craatag

Cremed: 2023-0

Croatost: 2023-05-22 18:32 EOT

pected Maliclo ;
tocurrency Acthity 119

3-05-24 23:25 EDT
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onfigure the integration on Firewall

& Cisco Security Cloud Integration
Home . v
Enable XDR : "

Overview
l Integration

Anelysis Cisco Security Cloud  Current Cloud Region @ Security Services Exchange Tenant  Cloud Onboarding Status

© Enabled cisco-kgreeshm-cd Mot Available
Enable XDR =
a e Disable Cisco Security

Devices

Automation

1 Event Configuration Cisco Security Cloud Support
Objects
Sand events 10 the cloud Cloud configuratio
elect a user role for ... "~
Intogration (] File ang makware events
» [[] Enable Cisco Success Network

Connection events
WO r OWS QO security » [] Enable Cisco Support Diagnostics
® A Cisco XDR Automation

Cisco Al Assistant for Security

Save the configuration e e e e e e S

Enable Cisco XDR Automation

Enable Cisco Al Assistant for Security
Specify the Firewall Management 4 want ta assign to the Cisco XDR Automation warkflows.

Assigned Role

Policy Analyzer and Optimizer
[ Access Admin

Enable Palicy Analyzer and Optimizer
B Enable Low-To

= |
30
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Configure the integration on XDR

Secure Email Threat Defense
Formerly Secure Email Cloud Mailbox
Cisco Secure Email Threat Defense (formerly Secure

Email Cloud Mailbox) provides the most
comprehensive protection against damaging and...

> ST

Secure Firewall
Formerly Firepower

Secure Firewall (formerly Fire
complete and unified manag
application control, intrusion pr

Secure Email and Web Manager
Formerly SMA Email

Cisco Secure Email and Web Manager (formerly SMA
Email) centralizes management and reporting
functions across multiple Cisco email and web...

o+

Secure Malware Analytics
Formerly Threat Grid

Cisco Secure Malware Analytics (formerly Cisco
Threat Grid) combines advanced sandboxing with
threat intelligence into a powerful solution to protec...

O+ o+
€) Add Firewall module
Cisco M,/ HCiscoLiveAPJC

ADD INTEGRATION

Integration Module Name

[ secure Firewal

)

[ Manage Devices ] [ ' Check for New Devices ]

Name Version Status Description IP Address
atl-tme-fmc 7.2.0 @ gegis‘e'e 10.9012.219 atl-tme-fmc 10.9012.219
fg;_'crgigrz; 7.2.3 ) zegistere 10.90.12.236 atl-tme-fmc-log.cisco.com 160'90'12'23
ati-tme-fpa100-1 72.0 @ gegislere l?é?]ggsf)w atl-tme-fp4100-1 (FMC 10.9012.210
ati-tme-fpa100-2 72.0 @ gegis\ere l?as’)‘g;zdz)zo atl-tme-fp4100-2 (FMC 2)0.90.12.22
atl-tme-ftd-log 723 ) zegis‘”e 10.9012.237 atl-tme-ftd-log (FMC managed) 10201223

Create Dashboard

@ perpage 1-50of5

Create a dashboard of the tiles associated with this integration module, which can be shared by all members of your organization.

Q Save the module

BRKSEC-2706
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Secure Firewall

Dashboard tiles

 Raw event summary

* Incident promotion reason
« Talos IP reputation

* Intrusion top attackers

* Intrusion top targets

* Intrusion top signatures

« Security Capabilities (FMC)

« Security Update Status (FMC)

732
o
g

« Device Inventory(FMC)

cisco M./ #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Use Cases
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Use Case : Block Observables on

Firewall

Problem: Adam the analyst, is
reviewing an endpoint alert. He
notices an unknown [P address
related to a compromise on the
endpoint. Adam wants to act by
blocking this IP address on the
firewall, but he doesn’t have access
to Firepower Management Center.

Solution: Using the pivot menu
Adam can block the IP address at
the click of a button from anywhere.

CISCO W,/ HCiscoLiveAPJC

31 observal

TOP ACTIVE

©7 6.6.66 @

@" 1bf529e3f6l
7] 94.204.151.¢
7] 64.104.44.1

0~] 3136.210.1€

IP Address @  6.666
Verdict Source  Talos Intelligence

> There are 2 Verdicts for this observable.
Talos Intelligence

Search for thisIP 7
Umbrella - ExplorCorp

IP view for 6.6.6.6

XDR Automation

(® Secure Firewall - Block Observable

(® Move Computer to Triage Group

® Submit URL to Secure Malware
Analytics

@ Meraki - MX - L3 Outbound Firewall
Block

(® Umbrella - Add to Destination List

® ServiceNow - Request Firewall
NullRoute

BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo
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L ] ® O Cisco XDR - Incidents X “QCisco XDR - Investigate X 7] Access Control | Defense Orc X + v
€« 2> C M@ 25 cdo-cisco-msp-solution-architecture--s86s12.app.us.cdo.cisco.com/ddd/#FirewallPolicyList Yo @ X ) Y& ° :
DEfense Orchestrator , Analysis Policies Devices Objects Integration > Return Home Deploy Q (6] “wﬁ (2] thiachan@cisco.com v
FMC { Policies / Access Control / Acces
——
Object Management | Intrusion | N

Dismiss all notifications

New Suggested Version Aveailable.

Firewall Threat Defense 7.4.2 15 avallkole

recommends upgrading to the suggested
Access Control Policy Status Last Modified Lock Status Remind Me v D¢

AccessPolicy1

AustinLabPolicy

Default Access Control Policy with default action block

Default Access Control Policy

Default Access Control Policy with default action block

Global APJC Parent
Common APJC Policy Settings

GCP-BR-FTD1

Global Pseudo-Al Parent
Pseudo-Al Parent Policy

RTP-BR-FTDv-003-Robotics

ibm-cloud-acp

ibm-cloud-nlb-acl

1Z-T-TestPolicy

RTP-DMZ-POLICY

RTPLab-Default-Policy
Default Policy

RTPLab-Regional-Block-Policy
RTP Regional Block Policy

Targeting 0 device(s)

Targeting 1 device(s)
Out-of-date on 1 targeted devices

Targeting 0 device(s)

Targeting 0 device(s)

Targeting 1 device(s)
Out-of-date on 1 targeted devices

Targeting 0 device(s)

Targeting 1 device(s)
Up-to-date on all targeted devices

Targeting 1 device(s)
Out-of-date on 1 targeted devices

Targeting 0 device(s)

Targeting 1 device(s)
Out-of-date on 1 targeted devices

Targeting 1 device(s)
Out-of-date on 1 targeted devices

Targeting 0 device(s)

Targeting 0 device(s)
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PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.
A has been created.
to view the PSIRT advisory.

Use Case: PSIRT Impact Monitoring

1 FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.

Problem: A network administrator is

continuously monitoring for new o i o T s

PSl RT a n nou nceme ntS a nd CheCki ng 1 | FIDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
. . . PSIRT advisory alert

to see if their devices are vulnerable

A has been created.
to view the PSIRT advisory.

SOIution: This OrCheStration WO rkflOW 1 | FTDV (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
will check for new PSIRTs then PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.

compare your devices version and )

to view the PSIRT advisory.

notify you if any Vu | nera ble deViceS 1 | FIDV (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
were fou N d . PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a Medium PSIRT/CVE advisory.
A has been created.
to view the PSIRT advisory.

1 | FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.
2 | FTD-test (ASA) at 127.0.0.1 is running software version 9.14.4 and needs to be upgraded.

cisco W&- #CiscolLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Use Case: Impact RED Remediation

dCloud SecureX v2 Orchestration 3/23/23, 124 pM. & © 66 =

FIREWALL INCIDENT AUTOMATED REMEDIATION

Firewall Incident automated investigation completed for promoted

PrOble m : A h Ig h p rl O rl ty I n t rus I on Incident Security Intelligence event - URL_SI_Category:dcloud-SI-URL

event is detected by the Firewall. involving internal host with IP 192.168.249.111
» View Workflow Run
Adam; the analySt: needs to » View SecureX Threat Response Incident
remediate quickly across multiple > View ServiceNow Incident
. » Threat Response investigation completed
teC h nO|Og I eS . » Domain blocked in Umbrella: drinkfoodapp.com
. . » SHAZ256 file hash added to custom detection list in AMP:
SOIUtlon: An XDR orchestration 0d5alc01c2706c8b66ba953dbe01£265d7d38e9b02aasl
. . bc4£62239e9acb8067
WOI’I(ﬂOW InveStlgateS the event and » Enabling AMP host isolation for 192.168.249.111 View
waits for approval. Once approval is Host | | |
granted, automated remediation at s oo o e
the DNS, app“ca‘“on, and endp0|nt +  Orbital machine state snapshot initiated. View Results
» Moved user MARBLE to DENY group in Duo. View Group

level are taken.

cisco M&. #CiscolLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Use Case: Firewall Health Monitoring

9 SB-bot 2/13/23, 12:00 AM K G 6 =
Problem: A network administrator is Secure Firewall - Get Health Alerts

trying to maintain a healthy network
but sometimes a device gets into an

Alerts were returned, but a ServiceNow incident was not created. Click

unhealthy state. It can take time to here to view the workfiow run.
react these issue the network Red Alerts
admlnlstrator |S not aware. Timestamp : Device Name : Health Module : Details
2023-02-13 04:01:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
. . . . 2023-02-13 04:06:00 : 4125-FTD-1: CPU : CPU39 usage is 99%
SOIUtlon' This orchestration 2023-02-13 04:11:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
workflow will check for health alerts 2023-02-13 04:16:00 : 4125-FTD-1: CPU : CPU39 usage is 99%
} . 2023-02-13 04:21:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
from your devices and IOFOGCUVGW 2023-02-13 04:26:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
notify via Webex teams S|aC|( or 2023-02-13 04:31:00 : 4125-FTD-1: CPU : CPU39 usage is 99%
email ’ ’ 2023-02-13 04:36:00 : 4125-FTD-1: CPU : CPU39 usage is 100%

2023-02-13 04:41:00 : 4125-FTD-1: CPU : CPU39 usage is 100%

Cisco M,/ HCiscoLiveAPJC ~ BRKSEC-2706
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Use Case: Expiring Time-based

Objects

Problem: As a network administrator
it is always challenging to manage
your policies. Some rules in the
policy may not be active due to an
expired time range and finding
expired rules can be time
consuming.

SXO-WF QA 4:10 PM
Time-based rules set to expire

An audit of Secure Firewall has uncovered one or more policies with time-based rules set to expire within the next 30 days

Policy: Block All Traffic

+  Allow Apple has a time-based object titled 2-28 which expired -77 days ago

Policy: Default
«  Allow Apple has a time-based object titlied 2-28 which expired -77 days ago

Solution: This orchestration workflow |

will check rules that have already
expired or will expire soon and
proactively notify you of which rules
to review.

cisco Lz{@/

« end_of_may_rule ha: sed object titled end_of_may which is set to expire in 14 days

« 515 end has a time-based object titled 5-15 which expired -1 days ago

#CiscolLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Key Takeaways

- Automated Threat Intelligence Sharing
- Simplified Security Operations

- Real-time Threat Mitigation

cisco W&-/ #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Cisco Secure
Access - Security

Service Edge
(SSE)
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Introducing Cisco Secure Access
Proven cloud-native security converged into one service

Umbrell
a SWG RBI
>5 years
Umbrella Umbrella o Secure
DNS DUO CASB ZTNA Client
>12 years Posture >5 years >4 years >3 years
>4 years Cloud A
VPN Firewall : —
Termination  >5 years IE;SE{;?B%T\A
Umbrelia dl SCIE (ThousandEyes)
DLP Umbrella Advanced >3 years
>5 years Malware Protection
>7 years

Protecting 70,000+ customers I More than 220M endpoints

cisco W./ #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Unified console,
policies, and client

Secure Access

i);?)eeeit;r::ael Simplified IT
for users Industry-leading Operations

Security Service Edge

Secure Internet Access Secure Private Access

Gen Al threat defense

and administration
cisco M./ #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44




Cisco Secure Access

Capabilities view

r AY 4 N/ Y4 aY4d
O | == TR
O =0 O
=——— ZTA&VPNaaS @ Eﬁﬁ ®\ =)
Remote Iy 0 Internet/
Managed DNS L3/417 Web DLP  [|Cloud-access
Security || Firewall/ Gateway Security
1§ IPS JIN N Broker
|:| Clientless {
ZTA N\ N\
Remote @ @ ieczﬁgsts Ulgifie(_:l SSEdSqution tBaCk'haEl
Unmanaged * Identity and posture 0 private
| =—=—= *Unified Policy apps
Digital Device * Cloud-native
ooo m Experience|| Posture ZTA » Magnetic Design =
000 mgmt ){ J1 ) e
@ m \ J B e
Y y, =2
Branch, (___Secure Access PoPs ) e
hybrid work, —{ SD-WAN 0— | bcrpopr/
loT Private Apps Branch
—
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Cisco Secure Client

Suite of security service enablement modules

Cisco Secure Client

Suite of security service enablement modules

» AnyConnect VPN (Core) e

‘AnyConnect.
' Connected to RTP Duo - SSL.

Q RTP Duo - S8

00:00:24 (6 Days 23 Hours Remaring)

» Zero Trust Access (Cisco Secure Access) o

- Zero Trust Access:

R | | Zero Trust Access is actve.
B “0

* |SE Posture L

* Secure Firewall Posture (aka: HostScan) (No Ul)

* Network Access Manager (NAM) 1 @ —
o Connected (10.166.82.59)

-

 Secure Endpoint (AMP) o
* Umbrella Module «

* Cloud Management Module (No Ul)

* Network Visibility Module (NVM) (No Ul)
» Diagnostics and Reporting Tool (DART)

» Thousand Eyes (new) (No Ul)

cisco W./ #CiscoLiveAPJC ~ BRKSEC-2706
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Unified Policy Management
Holistic Threat Visibility
Aggregated reporting

Vendor/License consolidation
Deployment optimization
Cost efficiencies

Seamless user experience
Faster onboarding
Streamlined maintenance

Converged cloud security for lower cost and
improved efficiencies
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Cisco Secure Access - User Anywhere

STEP 2
Authenticate Go to Work

o
Traditional apps
g yoN Secure
—— = Access
’ y

SaaS apps
@ Direct

Internet apps
connectivity, access

We handle the
control and security
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Use Cases

Secure Internet Secure Private

Access Access Secure Access
e A e N e N

é% Internet
Od o= or Secure Access
l_I_C] rivate - from anywhere to
SaaS apps - everywhere
[—[[—3 apps

\ Y, _ J x Y,
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Apps: Private Applications

Data
Center

Cisco
Secure
Access
\_ ) Resource .
A Connector Tunnels
| ( e
{ | R —

)

cisco Lz/&/

#CiscolLiveAPJC

BRKSEC-2706

Site-to-site Tunnels with IPsec

» Standards-based IPsec connection

+ Single tunnel for Internet and private application

access
 Static or BGP routing support
 Auto failover for redundancy + ECMP for scale

« Fallback for resource connectors

Resource Connectors
» Lightweight VM for AWS and ESXi
 All traffic egresses from Resource Connector IP
» Access applications with overlapping IPs

* Qutbound connection / no firewall holes
required

» No routing configuration required

+ Auto failover / load balancing

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Apps: Internet/SaaS Applications

N Resource Connectors
Resource . + Lightweight VM for AWS and ESXi
Cisco Connector Tunnels i « All traffic egresses from Resource Connector IP
Secure ‘ ( 0 i » Access applications with overlapping IPs
Access <« ( 0 i + Outbound connection / no firewall holes
] required
y, ’ » No routing configuration required

+ Auto failover / load balancing
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o

Internet Access

cisco M./ #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Cisco Secure Access Enhancements

S =R
A
A (e ) oisco Secufe Access

// : : :
1 I I
| | I
o
Private Access | : : Internet Access
| I I
| | I
1 | I
| I I
v V v

#CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Secure Firewall + SSE = Future

« Admin has Central Policy Configuration -
Secure Access

- Users On network clients can be secured

Secure
in branch with same ZTNA policy, and Access
identit 0"
Y eV he Cloud Enforcement
L |
1
D GE Site Firewall

P S,
€c
Nec

o

Site Enforcement

cisco Lz/&/
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tor

DC Firewall

App 3
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Secure Firewall + SSE = Future

« User network has no
direct routes to

. . Secure
application network Access P Sec,
A
\ ,O,o C .
\Y o) DC Firewall

» User Performance ot > Cloud Enforcement Nects,

improvements —

:

+ Cost optimisation - No App 3

need to massively scale el

internet pipe

for large number of users

in branch

Site Firewall
_D GE

o

Site Enforcement
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Key Takeaways

Cisco Secure Access + Firewall integration provides:
- Unified Security Policy Management
- Enhanced User Experience with Optimized Access

- Cost Efficiency and Scalability
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Zero Trust Network
Access
(ZTNA)
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Your Speaker

Dinesh Moudgil

- dmoudgil@cisco.com

- From Chandigarh, India
- CCIE Security #58881

- 12 Years in Industry, 9 with Cisco
- TAC - HTTS - TME Leader

- Lead Management & SD-WAN
- Like outdoors and guitar
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What is Zero Trust Network Access?

. Zero Trust Network Access (ZTNA) means different things to
different organisations.

- Granting USERS access to APPLICATIONS and doing so only after
the relevant criteria are met.

- The “Network Access” part of ZTNA is not Network Access as we
typically understand it.

« Users should not need access at the network level to access a
specific application (i.e., they do not need an IP on the network).

- ZTNA does not just apply to remote access, access from inside the
network should also be covered by the same protections.
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Zero Trust Application Access

Securely and Simply Connect Users to Private Applications

Zero trust application access (ZTAA) moves beyond traditional “authorize then ignore” ZTNA models
by adding complete threat inspection and policy for each individual application

O 9%
(@) 99,

Limit who is allowed Limit where they can go Limit threats they may bring
Per application access with Reduce access to specific apps to Go beyond traditional ZTNA
clientless SAML, Azure AD, limit attack surface and lateral spread by continuously inspecting

ISE, and Duo of threats allowed traffic/behaviors with

IPS/malware protection
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ZT vs. ZTA vs. ZTNA vs. ZTAA

- Zero Trust

- A comprehensive security framework that
prioritizes least privilege, strict access
controls, and continuous monitoring to Zero Trust (ZT)
mitigate risks and protect resources.

Zero Trust Access (ZTA)

- Zero Trust Access

- A specific aspect of Zero Trust that Zero Trust Zero Trust
focuses on managing and enforcing access Network Access Application

to resources (ZTNA) Access (ZTAA)
. Zero Trust Network Access (ZTNA)

« A subset of Zero Trust Access that focuses
on secure access to networks.

- Zero Trust Application Access (ZTAA)

- A subset of Zero Trust Access that focuses
on secure access to individual applications.

cisco W-/ #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 63



RAVPN vs ZTNA

Remote Access VPN

Zero Trust Network
Access

Access Granted Access to full network or Access to specific
network segment resource/application
Network Client gets IP address on No specific IP address
the network assigned to the client for
access
Posture Posture assessed once at | Posture assessed at each
VPN Authentication application access with
Continuous Trusted
Access
Headend 1:1 Client-to-Headend Client can connect to
relationship different headends per
application

cisco Lz/&/
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Clientless and Client-Based ZTNA

Clientless ZTNA Client-Based ZTNA

Endpoint Presence

No client application required on
endpoint device

Client software required to be
installed on endpoint device

Access Type

Can only be accessed through a
web browser

Client software handles traffic
transparent to the user

Application Type

Only browser-based web
applications

Supports all applications on different
ports and protocols

Posture Type

Posture only available through
authentication flow (e.g. Duo
Health or Intune)

Client software handles posture
based on policy (similar to HostScan
or ISE Posture)

User Types

Can be used for Contractor/3™
Party clients as well as internal
users on personal devices

Generally restricted to customers
owned and managed devices due to
client requirement.

cisco Lz{/a/
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Zero Trust Access - Overview

Clientless Access

@ @ NewTab X +

C Q https://app-1.example.com

@ Firefox

cisco Lz{/&/

Strong MFA
Authentication
O

app1-example.com

Granular Application : ;
Access Authorization X

V.

Client Device
Posture Check

IPS and Malware

Protection app2-example.com

Single Sign-On ¥ -
S

#HCiscoLiveAPJC ~ BRKSEC-2706
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S Q

Zero Trust Access - Basic Flow
cD

SAML |dP

2. FW redirects
to SAML |dP

csdac.em).local
> =

ZTA Client
ZTA
— Firewall —— HTTPs (Pre-Auth)
@) Cisco Secure Dynamic Attribute. X 4 SAML Idp AAA
< C @ csdacemealablocal2.. o 2 ¥ & ® O &
= ZTA Protected Flow

eie’ SECURE
Dynamic
» Attributes
Connector

CISCO W./ HCiscoLiveAPJC
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Zero Trust Access - Successful Auth/Authz

—_
Activity Details: Sign-ins
y 9 Success
Basicinfo  Location  Device info  Authentication Details Conditional Access
Date 10/5/2023, 4.06.:02 PM
Request ID e23ef0e1-c6e7-4b86-8ec2-f61121cb0f00
Correlation ID 060e5516-187f-4eea-abdc-15d7a4d0chOf
Azu re Authentication requirement  Single-factor authentication
Entra ID Status Success
fmc.emealab.local

Protected
Network

ZTA Client

ZTA

Firewall

Firewall Management Center

Analvis / Unified Everts Overview Analysis Policies Devices Objects Integration Deploy Q © &+ 0 admin ~  “teth SECURE
—
Q. X ZeroTrust Application /A x + % || Refresh
@ Showing all 4 events (5 4) & Iy Last 30 minutes Go Live
) . . Destination Port | - o . . —
Time Event Type Action Source IP Destination IP (VP Code Zero Trust Application Zero Trust Application Group  Zero Trust Application Policy Source User m
: o
> 2023-10-06 13:26:20 4 Connection @ Allow 172.16.135.101 172.16.134.97 443 (https) { tcp ZTAA_FMC_GUI_Access EMEALAB-ZTAA-Group ZTAA_EMEALAB_Policy dclouduser@cisconetsectmesdcloud onmicrosoft.com H
> 2023-10-06 13:21:37 4 Connection @ Allow 172.16.135.101 172.16.134.97 443 (https) | tcp ZTAA_FMC_GUI_Access EMEALAB-ZTAA-Group ZTAA_EMEALAB_Policy delouduser@cisconetsectmesdcloud.onmicrosoft.com
> 2023-10-06 13:16:29 4 Connection @ Allow 172.16.135.101 172.16.134.97 443 (https) [ tcp ZTAA_FMC_GUI_Access EMEALAB-ZTAA-Group ZTAA_EMEALAB_Policy dclouduser@cisconetsectmesdcloud.onmicrosoft.com
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Zero Trust Access - Failed Authentication

Activity Details: Sign-ins

Wrong username

r n u rn m Basicinfo  Location Deviceinfo  Authenticaticn Details Conditional Access Report-only
Date 10/3/2023, 1:00:57 PM
Request ID 36216c39-d544-461a-a021-1364adcf2100
Correlation 1D 3f9fdcc3-c784-4d2b-9733-045e64be7cch

Authentication requirement  Single-factor authentication

2. FW redirects Azure || s

Entra ID = —
to SAML IdP Invalid username or password or Invalid on-

premise username or password.
1. DNS points fmc.emealab.local to FW ‘-

ZTA Client  quumme .,‘

e I T | don’t know F'rewa”
: what happened

at SAML 1dP...

Enter password

== HTTPs (Pre-Auth)
= SAML [dP AAA
' == ZTA Protected Flow

cisco M. #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 69



Zero Trust Access - Failed Authorization

Activity Details: Sign-ins

User not granted access

to the application ® — _ _
The signed in user is not assigned to a role for

the signed in application. Assign the user to the
application. For more information: https://
2 FW redirects df)cs.mlcrosof-t.co-mfen_-us,{azure}actlve-
directory/application-sign-in-problem-
to SAML IdP federated-sso-gallery#user-not-assigned-a-
role.

Hnc.erricaiau.ueal

1. DNS points f

ZTA Client —

ZTA
Firewall

BB 55530 o e scimunt x  + M=

)
€ > C @ loginmicrosofto.. o 2 ¥ ®» O & | don t knOW
EMEALAB ZTAA Integration

e what happened

at SAML IdP...

AADSTS50105: Your administrator has configured the

application EMEALAB ZTAA Integration ('29273453-18ec-
4461-8¢73-7329ed635bdc’) 1o block users unless they are
specifically granted (‘assigned’) access to the application.

=== HTTPs (Pre-Auth)
Tt Boned 0 v i = SAML IdP AAA
blocked because they are not a direct member of a group

with access, nor had access directly assigned by an

administrator, Please contact your administrator o assign = /TA Protected Flow
access to this application.

cisco M./ #CiscoLiveAPJC ~ BRKSEC-2706
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Zero Trust Access - Compliant Endpoint

e US| (@ 1. DNS points csdac.emealab.local to FW l‘.l

4. Protected access to the internal application

= Home

(-

Lot

Your System
CGRABOWS-M-FJ2P

FileVault is enabled

macOS is up to date

System password is set

3.

ol
cisco

Success!

Logging you in

cisco Lz{/&/

2. FW redirects

to SAML |dP

#CiscolLiveAPJC

BRKSEC-2706

SAML laP

csdac.emealab.local

A 4

ZTA
Firewall

=== HTTPs (Pre-Auth)
= SAML [dP AAA
== ZTA Protected Flow

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Zero Trust Access

Personal PC

Non-Compliant Endpoint  piig

ZTA Firewall

A 1. DNS points csdac.emealab.local to FW ‘.

3. 4
th>
" Dyqg H Salt,
Appy;
Catj

2. FW redirects
to SAML IdP

O

csdac.emealab.local

We're sorry. Access is not aliowed. S AM |_ I d P
+ We're sorry, access is not allowed because
you are using a personal device
v Windows 10, version 22H2 (19045.3448)
To fix this problem, please reach out to your As reported by Device Health
administrator or IT Helpdesk IH ostname PERSONAL-PC I

Chrome 117.0.5938.132
Flash Not installed
Java Not installed

Timestamp (UTC) v Result Trust Assessment @ Access Device Device Health Application
Installed

8:12:47 AM X Denied . . > Windows 10, version 22H2 (19045.3448)

pigala i ot tramas Generic SAML Service Provider - Single Sign-On T e T Eirl;zx?;:km 8;
Password Set
Security Agents  Running: Windows Defender
Almere Stad, FL, Netherlands
64.103.36.135
Not a Trusted Endpoint
determined by Device Health
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Zero Trust Access - Successful Auth/Authz

TLS Decryption
with IPS and
2 FW redirects Azure Malware Protectiog
to SAML IdP Entra ID

ise01.emealab.local

ZTA Client 5. Clean traffic
Firewall
Firewall Management Center
Overview Analysis Policies Devices Objects Integration Deplo admin ~ PGS

"% | Analysis / Unified Events v / 9 poy Q @ 3t @ asco SECURE
[Q X EventType Intrusion X Malware x + g )<| Refresh
@ Showing all 27 events (@ 8 # 19) * B Last 1 month Go Live

Time Event Type Action Source IP Destination IP Destination Port/ Source User [m
ICMP Code
> 2023-10-03 09:59:30 % Malware Malware Block 17§.16.135.101 172.16.134.96 443 (https) | tcp dclouduser@cisconetsectmesdcloud.onmicrosoft.com
» 2023-10-03 09:59:28 Intrusion A Alert 17§.16.135.101 172.16.134.96 443 (https) / tcp dclouquser@cisconetsectmesdcloud.onmicrosoft.com
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ZTA Clientless - Single Sign-On

Activity Details: Sign-ins

Success

Basicinfo  Location  Deviceinfo  Authentication Details Conditional Access
Date 10/6/2023, 1:08:35 PM
Request ID a43af8c6-9b25-41a3-a3f2-c85b96b00f00

Correlation ID 777c¢74d8-13ff-4e8d-9daa-1c2de3cdd4b7

2. FW redirects
to SAML |dP

ZTA Client
! - 1. ZTA pre-auth flow to fmc.emealab.local

Authentication requirement  Single-factor authentication

Status Success

Dashboard | Secure Firewall Mar X == e - = =
&« C @& fmcemealablocal:20001/dashboard/v.. 1 W & N O &
Q ({} @ dclouduser@cisconetsectmesdcloud.onmicrosoft.col v

Sumgnary Dashboard s seerves)

kummary of activity on the appliance

Sign-On to ZTA FW
Sign-0n to Protected
(same SAML IdP)

BRKSEC-2706

Provides 2

L8

Netw( Threats .. Iftrusion &vesds | 1 hour

\.
cisco éz{/&/

#CiscolLiveAPJC

3. Protected access to the internal application

Application—

C|a

Flow

Activity Details: Sign-ins

0 Location  Deviceinfo  Authentication Details  Conditional Access

First factor requirement satisfied by claim in the token

Azure
Entra ID

4. Application
redirects to

SAML IdP fmc.emealab.local

ZTA
Firewall

=== HTTPs (Pre-Auth)
= SAML [dP AAA
ZTA Protected Flow
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ZTA Clientless - Single Sign-On Flow . =

| ZTA Application
Group (SSO)

2. SAML Redirect to IdP

configured for entire =
Application Group i =

fmc.emealab.local

1. Access an application in the Group

-—— 3. Access the non-grouped application " =
. lse01 .emealab.local
F|rewaII P
SAML Red P :I o= |
4. edirect to : '
configured for Individual = 5
Application . csdac.emealab.local
: Individual 5
Application :

N
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ZTA Application Group Flow

ZTA Client

4. ZTA pre-auth flow to ise01.emealab.local

@ Identity Services

Engine

A

ise01.emealab.local:20000/admin...

Intuitive network security

~

= a x

2. FW redirects

to SAML IdP

1. ZTA pre-auth flow to fmc.emealab.local

Azure
Entra ID

/i
I
1
1
1
1
1
1
1
1
1
1

3. Protected access to
fmc.emealab.local

>

5. Protected access to

Firewall ise01.emealab.local

ZTA Application Group

#CiscolLiveAPJC

BRKSEC-2706

== HTTPs (Pre-Auth)
= SAML IdP AAA
== 7/TA Protected Flow

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Zero Trust Access Enhancementsin 7.4.1

1. Troubleshoot the zero trust configuration issues using the diagnostics tool

Applications Settings
Bulk Actions v | Q Filter by Name, IdP SAML missing, Enabled/Disabled | [ Add appiication Group | (I
Name External URL Application URL SAML Entity ID Security Zones Intrusion Policy | Malware and File Pialialy|ed
v engineering (1 http://www... BulkZone5 (Inh... None (Inheri... None (Inheri... ¥ £ u
OJ wiki https://wiki.acme.com https://internal-\ BulkZone5 (Inh... None (Inheri... None (Inheri... Trle ¥ £ u

Diagnostics: File-Upload
() concur https://concur.acme.cc http heri... None (Inheri... True ¥ £ w
Select Device

payroll https://payroll.acme.ct https heri... None (Inheri... True %
[... CorpHQ-FW v ] “

O

o

Report Logs

v @ Application Specific Validation
| Al Checks Passed
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Zero Trust Access Enhancementsin 7.4.1

2. Ability to configure source NAT for an application

Edit Application ®
enabled @D

o Application Settings
Application Name *

[ File-Upload J

External URL * @

74
Application URL (FQDN or Network IP) *
Use External URL as Application URL
By default, External URL is used as Application URL. Uncheck the
checkbox to specify a different URL. For e.g., https://10.72.34.57:8443
Application Certificate * @
[rmedemos_ZTNA_App_Cert ® v ] +
IPv4 Source Translation * @
[|lgnore source translation ® ~ ] +

RDApp1

RDApp2

Cancel
RDSQLServer1
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Zero Trust Access - Recommendations

« Only SAML IdPs are supported e.g. Azure AD, Duo, Ping ID, One Login, Okta
- DNS needs to be configured to attract application traffic to the ZTA firewall’s interface.

- ZTA application protection supported for Internet and internal access use-case (with proper DNS
configuration)

- ZTA is supported on routed mode in HA/Cluster’/Multi-Instance deployments

- License requirements:
- Essentials license for basic ZTA access
- IPS and/or Malware Defense for application traffic inspection
« ZTA does not work in evaluation mode

- ZTA traffic is not subjected to Access Control Policy (ZTA policy takes precedence)

cisco W-/ #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



Zero Trust Access - Recommendations

- Supports HTTPs applications only (HTTP, RDP, SSH not supported)
- ZTA supports interactive web applications (requires user SAML login)

- ZTAis not a reverse-proxy:
- Firewall does not rewrite HTTP requests
- The flow is based on HTTP redirects
« TLS decryption is mandatory - Snort validates ZTA HTTP cookie in the HTTP request

« ZTA will not work for non-HTTP traffic tunneled through TCP 443 interface.

- ZTA preserves original client IP address - ensure symmetric traffic between client and application
through the firewall (superseded by Source-NAT in 7.4.1)

« A pre-auth certificate matching FQDNs of protected applications is required

- Not supported if protected application redirects between ports or does strict HTTP Host Header
validation

cisco W- #CiscoLiveAPJC BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 80
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Corporate PC



Accessing an ZTA

protected
GO g|€ application - ISE
Admin Ul.

Q  Search Google or type a URL v @
~ ek
Web Store Add shortcut

Corporate PC



SD-WAN
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SD-WAN Definition

SD-WAN solutions provide a replacement for traditional WAN routers
and are agnostic to WAN transport technologies.

SD-WAN provides dynamic, policy-based, application path selection
across multiple WAN connections and supports service chaining
for additional services such as WAN optimization and firewalls.

Source: Gartner
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One-box for security and connectivity with SD-WAN
Today With Cisco

1-Box & Management for connectivity and security

ANN AN
(( ‘l} ) o) ( \l) ) 090
ooo 0~0 ooo
= MR i HHE DR rm

000 | = L2
Q = Remote O Remote
Internet
: ) workers
Firewall Data Center | workers Firewall 5‘.5 Data Center \ | ====.E
® (i ® o 2

ooo oog
‘ Secure Firewall Branch ’

Branch Q i

office office
Network oo | MPLS po— Network oea e MPLS ooo
Monitoring ooo 585 Monitori [EaE ooo

ng
Campus Campus

Branch Branch
office office

» Direct access to the internet needed for SaaS/cloud apps » Direct internet access with advanced threat prevention

» Extensive MPLS circuits, network monitoring tools .
* Low-touch central provisioning

» Collapsing appliances & infrastructure at branch

for security & routing » Central dashboard to view statuses, health, and performance
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Simplifying Branch Deployments

J7ANN o i
- 1- B il el
&) eeny Al ==
ARV =
e N [ N N [ N
Secure Elastic High availability with Increased Usable Direct Internet Simplified
Connectivity near-Zero Network Bandwidth Access for Public Management
- Configure Route- Down Fim.e /.WAN « ECMP Support for Cloud anO! Guest Data Interface
based VPN VTI Optimization load-balancing Traffic Management
tunnels between - Dual ISP across multiple ISPs Saa$S Application Auto Config Rollback
tl:)rahnChdeS (SfOKGS) configuration ECMP Support for detection _(First SASE: Umbrelia
o headquarters Active-Standby VTl Packet using AVC) Auto-tunnel
(Hubs) o . )
PV6 VT with BGP Backup VTI tunnel Application based DNS Snooping using deployment
« |Pv wi i i i ;
coLTﬁj/lura.tlor? with load balancing trusted DNS servers DVTI Hub and Spoke
+ BGPv6 over VTI S . onitoring using PBR Polic_y Based topology
+ EIGRP and OSPF Optimal Path Routing using simplification
et e o R WAN Moniorg
- DVTI Support DHCP ertace monitoring 9 Dashboard
Local tunnel ID
Support for Umbrella
J Y,

cisco Lz/&/
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Secure Firewall SD-WAN Features

Feature Version Introduced
Static Virtual Tunnel Interface (SVTI) 6.7
Backup SVTI 7.0
Direct Internet Access (DIA)/ Policy Based Routing 7.1
ECMP with WAN Interfaces 7.1
ECMP with VTI Interfaces 7.1
Route based VPN with Hub and Spoke Topology 7.2
Support for IPv4 and IPv6 BGP, IPv4 and IPv6 7.2
OSPFv2/v3, and IPv4 EIGRP for VTls
Direct Internet Access (DIA) with Path Monitoring 7.2 e
Dynamic Virtual Tunnel Interface (DVTI) 7.3 No Addltlonal
Umbrella Auto Tunnel 7.3 License
Loopback interface support for VTI 7.3
Policy-based routing using HTTP path monitoring 7.4
Policy-based routing with user identity and SGTs 7.4
SD-WAN Summary Dashboard 7.4
SD-WAN Configuration Wizard 7.6
Device Templates 7.6
Bulk Preprovisioning using Templates 7.6
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Common Branch Challenges

Complex Deployment Skilled person on site Expensive
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Cloud-Delivered Firewall Management Center

Familiar User Experience for existing
FMC customers

Complete feature parity with on-prem
FMC'’s policy management capabilities

Easy Configuration Migration including
Licenses

Cloud Logging

Firewall Initiates Management Tunnel
over Internet

CLI and API access

Ideal for Remote Branches

cisco Lz{@/

SCC
7
Management / N Management
/ AN
/ AN
/ N\
High Availability/Cluster Dual ISP Link
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Zero Touch Provisioning Flow
Extend the existing cdFMC LTP workflow to on-prem FMC.

SCC acts as an orchestrator between FMC and FTD
FTD configured to update SCC as the provider with any address change
SCC updates FMC with IP address mapping for its associated FTDs

cisco Lz/&/
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— — )
Pre-Provision Device \ =@=

with Serial Number
SCC 4 ®

Registered with Cloud in
‘ ‘ Customer Tenant
Register FTD ‘
. Configure
FMC d FTD sena e oreoer
oes
update
IP Lookup ‘L . c bl’
able-up
0 @ ;-.5 Power-up o
: halh A
— ) > Cisco
Pre-Provision Device aae : Branch Operator
: ) Secure Firewall
with Serial Number Management Center
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DeViCe Templates Management Center

Routing 9 /9 @

Q_R r—+—
Interfaces O~ O ]

" Device Template

T T ol s
=": =":

Firewall Firewall

N
Security Policy X
N
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Device Template Workflow

Variables Per Device

- Apply during device onboarding

OR
Apply on a registered device with FMC

cisco &.
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Bulk Pre-Provisioning

- Choose the “Device Using Template” option

from "Add” dropdown in Device Management (@ somenooin )
+ 4 Steps e |
- Device Registration Method Selection Device Using Template
- Domain Selection A Cluster
- Template / Access Policy Selection Chassis
- File Upload (for Serial number with template) High Availability
/ Connection Step (for SN with access policy) q Grove
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SD-WAN Wizard

User
Input

Automated

+ Single / Dual Hub
CSF device

* DVTI Interface

» |P Pool for Spoke
Tunnels

/- Auto population\

of dVTI Interface
parameters

« BGP Overlay
Configuration

* CSF Devices
* VPN Interface
Selection

K Auto generate sVTI\

interface for each
Hub

* FMC assigns IP to
sVTl interfaces

» Bulk spoke addition

» Auto generate

N /

cisco Lz{/&/

Unique Local
\Tunnel ID for each
spokes

#CiscolLiveAPJC

* No input required
* Can modify if
required

/- Auto generation\

of Pre-shared
Key

» Auto selection of
IKE and IPsec
policies

BRKSEC-2706

« Security Zone for
spoke tunnel
interface

* Overlay routing using
BGP

K Automatic addition \

of generated sVTI to
Security Zone for
easy AC policy rule
update

* Generate BGP
neighbor and route

N /

map configuration

for overlay interfaceJ
and networks
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Create VPN Topology

After clicking Add, a popup dialog, “Create VPN Topology”, appears which
simplifies the selection of Topology which user intends to create

- Options: Create VPN Topology S
- New SD-WAN Wizard for SD-WAN o |
Topology —
O Pl e

Route-Based or Policy-Based VPN @ so-wan Topology (@) | | O Rowe-seseaven
(launches existing wizard)

. between peers based on routing based static policy using
VPN atian ir ) . nterf . . You cannot configure a

3 h SASE topology without

- A SASE Topology (tunnel to Umbrella) Selct VN Topoogy Selct VN Tepoogy e
Select VPN Topology 4} ] hcnj.:f.;ﬁ{: L?“ .
- This dialog validates pre-requisites: © @ Hnans spore ® ® Comector (7
. . . @
Smart License with Export-Control is Preredquisites
required for SD-WAN Topology
Umbrella Connection Configuration is

required for SASE Topology
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SD-WAN Wizard - Steps

It is a four-step guided Wizard:

1. Hub Configuration —
s2s-sdwan-topo ¢

Hub and Spoke Route-Based (VTI) VPN Topology

2. Spoke Configuration

o Hubs @

3. Authentication Settings
4. SD-WAN Settings
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Simplifying Branch to Hub Communication using
Dynamic Virtual Tunnel Interface (DVTI)

Virtual
Template

% .lh-

Spoke 1 F|revvall

e

Corporate Network

-~ Auto generated
Virtual Access Interface Hub Firewall
for each spoke

Spoke 2 Firewall

%lh- .-

Spoke 3 Firewall

== == == = |SP Links
IPSec VPN Tunnels
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Direct Internet Access

Cloud Applications

ECMP WAN

3§ § § & e %
ISP2 VPN Tunnel
Branch Firewall Hub Firewall Corporate Network

mjnjn

Branch Users

—————— ISP links from Branch FTD to Service Provider
<= P VPN Tunnel between Branch and Corporate FTD
————— Direct Internet Access Path for Cloud applications
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Direct Internet Access

Feature Description Benefits
- Routing application traffic directly - Cost-effective: reduces
out to the Internet bandwidth usage

: L  Improved branch office user

- Supporting all SaaS applications experience

- Traffic steering based on specific
applications or networks or
users

- Simplify network management
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Direct Internet Access with Path Monitoring

salesforce u Ofﬁce 365

Hub Firewall Corporate Network

Branch Users

= == = |SPlinks

—» Primary Path for Salesforce
~———————p Secondary Path for Salesforce
----------------- » Primary Path for Office 365
----------------- p» Secondary Path for Office 365

cisco Lz{/&/
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Direct Internet Access with Path Monitoring

- Best egress path guaranteed without manual intervention
« ICMP probes (every 1 seconds)
e HTTP probes (every 10 seconds)

- Traffic steering based on dynamically monitored metrics
« Round Trip Time (RTT)
o Jitter
+ Packet Loss
« Mean Opinion Score (MOS)

« Path monitoring based on
« Next-hop (Auto, Auto IPv4, Auto IPv6)
« An explicit user-configured IP address (Peer-1Pv4, Peer-IPv6)

cisco W&- #CiscoLiveAPJC ~ BRKSEC-2706 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 103



Umbrella SASE Auto Tunnel

Cloud App 1 Cloud App 2 Cisco Umbrella

Branch Firewall ECMP ISP3 Hub Firewall Corporate Network

mjnjn

Branch Users

= == = |SP links
Primary Tunnel to Umbrella via ISP 2
Secondary Tunnel to Umbrella via ISP 3
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Umbrella SASE Auto Tunnel

Feature Description Benefits

- Simplified workflow for the » Uniform Security policy for branch and
hybrid workers
tunnel between Secure
Firewall and Umbrella
« Improved internet performance

- Secures DNS and Web Traffic - Reduces configuration overhead

- Auto configuration on Cisco
Umbrella from Firewall
Management Center
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SD-WAN Summary Dashboard

Holistic Overview of Threat Defense Devices part of WAN Deployments

Top Applications Show Last | 1 week 'WAN Connectivity

Applications Total Bytes(KB)

SSL client

HTTPS .

Online
chee [—— 4 interfaces
HSBC .oz 7
Unik ) offline

nknown — tatal 3interfaces
Dwiolla 002 interfaces
Intuit [— @ No Data
Matiey Fool o 0 interfaces
citi 001
American EXpress 0017
View All Interfaces
Interface Throughput Show Last | 1 week Device Inventory
All Madels 4 devices
Inbound Outbound Cisco Firepower Threat Defense for VMware 4 devices
B <100MBps

136 B 136 B

total total
throughput throughput

[ 100MBps - 500MBps
500MBps - 1GBps

@ > 1GBps

View in Health Monitoring

View in Device Management

VPN Topology

WAN Device Health

Refresh every | 5 minutes

‘ n l Refresh ]

4
devices

B Active
0 tunnels

B Inactive
0 tunnels

1) No Active Data
2 wnnels

View All Connections

@ Error

3 devices

) Waming
0 devices

Good
1 device

(B Disabled
0 devices

View in Health Monitoring

Cisco
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SD-WAN Summary Dashboard

- Application visibility with 7.4.1

- Drill down application performance over a period of time

Secure Firewall Management Center

Ovenview Analysis
Dashboard Application Monitoring
53.com
Interfaces

it Ethernet 0/0

> adp.com
abit Ethernet 0/1

®

> Fifth Third

»®

53.us jabit Ethernet 0/3

~ American Expre

Application Performance Matrix

Jitter

0
0854 0954 10:54 1154 1254

Round Trip Time

0854 0954 1054 1154 12554

Poiicies  Dewicos  Objects  Integration
Latency (ms) Jitter {ms) RTT (ms)
60 75 26
45 27 20
20 38 30
25 30 21

Jitter Round Trip Time [ ] MOS

[} Packet Loss

14:54 1554 1654 17:54

14:54 1554 16564 1754

18:54 1954 20:54 2154 2254

18:54 1954 2054 2154 2254

23:54

23:54

Deploy Q@ &+ @ admin~

Uplink Decisions  Range |10 minutes ~ | || O

Packet Loss (%) MOS
60 3
25 4
45 5

O Lest1hour |

00:54 01:54 0254 0354 0456 05:54 06:54

0054 0154 0254 0354 0454 0554 0654

c1sco 'p/‘/
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Key Takeaways

- One box solution for security and connectivity
- Easy onboarding, configuration and management

- Leverage Secure Firewall’s advanced security features
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Demo
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Conclusion

- Firewall is key component of the puzzle in securing the networks
. Supports various integrations with Cisco/3"™ party devices

- Provides centralized management with integrated security and
threat protection
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Cisco Secure Firewall YouTube Channel
Cisco Secure Firewall YouTube Channel

Security Cloud Control Playlist on Cisco Secure Firewall YouTube Channel

® & OB & =

[o o) y com/@C {}]
Search Q ) (9 9
I
SECURE I Nersec Comme
FIREWALL
Cisco Secure Firewall
§==_E @CiscoNetSec £\ subscribed v
4.78K subscribers
LIVE PLAYLISTS COMMUNITY CHANNELS ABOUT Q

HOME VIDEOS

) Cisco Secure Firewall - 7.3 Release Overview

Cisco Secure Firewall + 647 views + 5 days ago

In this video, Alan will walk you through Cisco Secure Firewalls latest release, 7.3, and review some of the
i T 1:01 - QUIC Fis i (EVE ) 2:23-...

FIREWALL -
7.3 OVERVIEW
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https://www.youtube.com/@CiscoNetSec
https://www.youtube.com/watch?v=7_lRa8Doi-E&list=PL_VvDNvGnyZ0n-9JtQxE9KEJQM0dng3RV
https://www.youtube.com/@CiscoNetSec

Reference Session

[ FULL CONFERENCE ]I IT LEADERSHIP I[ FULL CONFERENCE PLUS ]

Keeping Up on Network Security with Cisco Secure Firewall [BRKSEC-2236]

m Thursday, Nov 14 | 8:30 AM - 10:00 AM AEDT | Room 212

Andrew Ossipov, Distinguished Engineer, Portfolio CTO, Cisco

The network security death rumors are highly exaggerated, and Cisco Secure Firewall is the best proof of all.
Whether you are an experienced Firepower aficionado, or someone who is open to trying something new, this
session will get you the fix. From a completely transformed management experience, to blazing-fast new
hardware platforms, to supporting insertion into complex LAN and WAN topologies, to maintaining visibility in the
world of pervasive TLS encryption, there is something for everyone to get at least a little excited about.

Session Type: Breakout
Technical Level: Intermediate

Technology: Security

Session Track: Security
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue \

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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