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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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F1 Race Miami - May 2023

About Me...

2016 - CCNA (Routing and Switching)
2017 - CCNP (Switching)

2018 - 2020 - TAC Engineer, Firewall Team

2020 - 2023 - Technical Marketing Engineer, XDR

Areas of Expertise
Security (ASA, FTD, FMC)
dCloud Demo (XDR)
API
Python

Time Pass
Engineers Day at the Museum
Habitat For Humanity
FIRST Robotics
F1 Race : b
Soccer " ] A

W / = Lk — Aug 2011 e
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[- The power of XDR ]

- How Cisco Secure Firewall
boosts XDR

- What is Security Services
Exchange and how does it
work with Secure Firewall?

-« Demo time!

- Next steps / Resources

#CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 7



What is XDR and how it can
enhance your Security
Operations?

How can you integrate your
Firewall with XDR?

How does the Firewall and
XDR integration work behind
the scenes?

5 valuable use cases you can
enable today!!

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Building a platform takes time and engineering

talent

The most
comprehensive
integrated

Started with Began acquiring Unified CYatifec:frngrrllt%e lanet
foundational new technologies and networking pets oven betterp
security solutions innovating at a rapid pace and security 9
2007 2009 2011 2013 2015 2017 2019 2021 2023
? | O | o | —O | ® o | - o— |
Network Cloud Web Network  Unified Threat CASB Access r N
Segmentation  Security Access  Management Network Security Management SECURE ¢ o=
Email Security Gateway Control Enterprise Policy Threat N Cisco XDR
Web Security Firewall Response
Gateway Security .
Malware Analysis  Services VPN EB:XVCAS;‘SS g(liuudritima” Network
Endpoint Detection Application Performance Supplements telemetry
and Response Cloud Security bp PP becomes

NGIPS
DC Networking

Management

Traffic Analytics Cloud Analytics

Workload Protection

foundations for
XDR outcomes

Over S6B in M&A
over the past 6 years

cisco Lz{@/

e e

---------

Over 400
threat researchers

oo e
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---------

Unparalleled
platform breadth
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An XDR Is as good as its outcomes

Where are we most
exposed to risk? How
good are we at
detecting attacks
early?

How quickly are we
able to understand
the full scope and entry
vectors of attacks?

Do we have full
visibility into all our
assets? Can we reliably
identify a device and
who uses it?

cisco Lz{/&/

#CiscolLiveAPJC

BRKSEC-2596

Are we prioritising the
attacks that represent
the largest
material impacts to our
business?

How fast can we
confidently respond?
How much can
SecOps automate? Are
we improving our time
to respond?

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



XDR outcomes and components

Detect
Sooner

Integrations

Intelligence

Prioritise
by Impact

Correlated
Events

Reduce
Investigation
Time

Investigation

Incident
Manager

Accelerate

Extend
Asset
Context

Integrations

Analytics

Detections based on

Devices
device inventory

Threat Account
Hunting and
Device
Machine Asset Automated Correlation
Learning Insights
Automated
Enrichment
Incidents Integrations Investigate Automate
Security alerts, correlated, built-in, pre-built is at the core drag-drop GUI
or custom of the platform for no/low code

raw telemetry

cisco Lz/&/

prioritised and enriched

BRKSEC-2596

with the contextual
awareness

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Automated

ArChlteCtU re Incident

Enrichment

Data Platform and Security Analytics eI -\

P e G T TP - ! [ Asset

.7 R | resolution with D

. S ,

,'/ cmmmmmm e . Telemetry Security Events pU—— N | device insights’ |

£ £ . |

! Ingest ETL Incident .y )
! .’ Normalisation | 4 4 " 4 " .’ Creation | . ' enﬁfﬁrﬁant : | ]
' and 8y y oy o dlet | SeCSCRCoe ' —

'« _ Decoration _~ «_ Correlation _~ | P o

A ! 1 [ Observable : | Incident

| | ' enrichment .
I D, I T ! Store

' NES Sonsansrannn S . T PP

' V, : : A Scorin a

\ S @‘5 ! Detection Logic ! X | WOOREE ng__ |

g i Telemetry to Security | ] | e N

\ o ) ) !

N Q\jbsg\” % Events > K '\ If Recommend | |

~E o T TEE e ! \.__Actions .’

VA% -7 R R R R R .

, Integration %
Data Source with

H , , Modules
DD [l or without detecton T TTTTTTTToooooooooooo oo

engine

Endpoint  Network Email  Cloud Firewall

.-______\

Data Sources via API
cisco Lz{@/
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Overview
Demo
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XDR Analytics
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Raw Telemetry sources for XDR Analytics
Flexible ingest for dynamic environments

VPC, GCP, NSG flow logs Catalyst

| 9200/9300/9800
* On-premises network

/ \ N\
— SN @) g O
Cisco Firewall Log Data Q < |T_|:| I::I m

‘ . ) @) Network Data center  Users
ampus XDR '

Branch Endpoint . ISE A

Data (NVM) Analytics — ) @)

% On Prem Sensor < Mirror/SPAN @

| S I —
- |

O ' < Firewall/Syslog E
cisco Lz{/&/

o -))) |

M —— Cisco Telemetry Broker
L/ |
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NVM Data to XDR anlaytics

( Interface Info UID Process ID
Interface Index Process Name*
Interface Type Process Hash*
Interface Name Process Path
Interface Details List Process Args
Interface Mac Addr. Parent Process ID
) Parent Process Account
4 uDID Process Account
Start Time* User Parent Process Name*
End Time* User Account Type Parent Process Hash*
Source IP* Agent Version Parent Process Path
Source Port* Virtual Station Name Parent Process Args
Destination IP* 0S Name Host Name
Destination Port* DNS Suffix
Bytes Sent* OS Version Module Name List
Bytes Received* OS Edition Module Hash List
Packet Count* (derived) System Manufacturer Parent Process Name
_ Protocol* System Type Parent Process Hash

Process Account*

Process Account Type

cisco Lz/&/
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Comprehensive Hybrid Cloud protection through

detections

Public Cloud Alerts

Abnormal User

AWS EC2 Startup Script Modified
AWS Lambda Invocation Spike

AWS Snapshot Exfiltration

Azure Exposed Services

Azure Transfer Data To Cloud Account
Geographically Unusual AWS/

Azure AP| Usage

Unusually Large EC2 Instance

+40 more detections...

Private Network/On-prem

Amplification Attack

Exceptional Domain Controller
Geographically Unusual Remote Access
LDAP Connection Spike

Meterpreter C&C Success

Potential Data/Database Exfiltration
Protocol Forgery

Repeated Umbrella Sinkhole
Communications

Unusual DNS Connection

Vulnerable Transport Security Protocol
+60 more detections...

i

Firewall logging

» Potentially Harmful Hidden File Ext

* Repeated Watchlist Communications

» Suspicious User Agent

+ Talos Intelligence Watchlist Hits

* Unusual External Server

* Unusual File Extension from New
External Server

* +72 on-prem detections

The efficacy of all XDR Analytics alerts stands at approximately 96%,
with a monthly customer response rate on over 5000 alerts!

Cisco

Lae!

#CiscoLiveAPJC ~ BRKSEC-2596
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Detect abnormal activity using entity modeling

30+ detections
active on day zero

130+ available

— i alerts
|
o ® o o o [ o o o o o o o o o o o ® o o o
IP address Data stays within Data access from New external
detected environment regular location connection
osbservation New hih
Communicates Database Existing IP accesses theW 'r? i
with set of IPs server identified database server rougnpu
connection
Classify roles 36 day baseline Alert triggers
Dynamically assign roles to entities monitor and model behavior for database exfiltration

cisco Lz{/&/
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XDR Analytics detection and incident creation path

Raw » XDR Incident » Incident

AELEIS e _d Observations [ g Alerts 4 Alert Chaining Creation Prioritisation

Normalisation

Telemetry

J \ ] |\ J

Y Y Y
Ingest Detection and Correlation Incident Promotion

XDR Analytics covers end-to-end from raw
telemetry to correlated, prioritised incidents
which are enriched with context

Cl S co M-/ #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Eventing High Level Flow

Threat Defense
Network 2

s e [ S U DU SN
=

Security

Networ Services

k

Management

/
event data

ja

aes
Management Center

Querie
5
N R S P > Event
Event Viewer 4 |\ b= )| S--__—---__—---__>
< ____________________________ SAL Cloud Analytics XDR

Event Data Store and Analytics

. s Detections

i Cisco XDR

)

e — >@< ------------------------------------------ |

cisco W- #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Flow Processing Fully Explained

As it
happens

TCP
Connection
on VM

Every 10
minutes

VPC/NSG
Flow Log

Typically, takes
~15 minutes

Flow Log to
S3

Every 10 mins
add
.gz file to queue
+ processing
time

Flow Log
from S3 to
Redshift DB

Tasks are
scheduled
either every 10
mins, 1 hour or
1 day + long
processing time

Observation
based on
the DB data

Tasks are
scheduled
either every 10
mins, 1 hour or
1 day + short
processing time

Observation

New alert
event triggered +
processing time

User
notification

SSH on Traffic Flow Log file Downloads Flow Timing Timing Notifications
TCP/22 information (.g2)is Log file from S3, depends on depends on are only
collected and ~ Uploaded to processesit, and  the individual  the individual for Alerts
aggregated S3 bucket uploads results to Observation Alert

internal Redshift DB

|
c.scoéz‘m/ Modeling Delay

#CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Alerts with MITRE ATT&CK Tactics and Techniques

Single menu for all alert configuration
J' Source of the telemetry

ggggggggg

Telemetry source of the alert

,,,,,,,,,, ~ -« -« aws

0Days High ~ « - WS CoutTral g

Alert on what’s important to you
r with the option to enable or disable
specific alerts

uuuuu

Hover for a brief description or click
to pivot to MITRE for more
information

/

—— 98%+ of XDR
Analytics alerts are

_ _ mapped to the
Understand how alerts map to MITRE Tactics and Techniques MITRE ATT&CK

XDR Analvtics mapping to the MITRE ATT&CK Enterprise Matrix
framework

nnnnnnnnnnnnn

E E4{
H
i

1 ih 8 i Cicathnen,
o parsistance by sding & backases 10 nawly
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https://www.cisco.com/c/dam/en/us/products/collateral/security/stealthwatch/stealthwatch-cloud-mitre-use-case.pdf

Alert Chains

by common indicators

Mapped to the MITRE
ATT&CK Framework

“at a Glance”

connection graph

cisco Lz{/&/

Related alerts are correlated

Chains are summarised with

Alert activity is plotted over
time in an alert timeline

Visualisations with alert

Alert Chain at a Glance

Created 2022-04-01 12:00:00 EDT
Last Active 2023-04-03 10:00:00 EDT
Alert Chain ID 569

Status @ Open

Chaining Patterns

Post an Incident

Credential Access BEIELLVCLA PR  Command And Control (5) =9
(IR I nitial Access = Command And Control (10) 5
Initial Access

Post to SecureX Incident Manager | @

Common Indicators A  -06c189f3c85251a7d ~
Total Associated Devices Total Active Days Unique Alerts Total Alerts MITRE ATT&CK
1 9 366 22 TACTICS TECHNIQUES
Alert Timeline Connection Graph Devices & Roles
—
Group by
Alert Type ~
Zoom 1m 3m 6m YID 1y Al 1-Apr-2022 — 3-Apr-2023
2022 2023
Distinct Alert Types / MITRE Tactic April June  July August Sep Oct Nov @ Dec Jan Feb March

@ Excessive Access Attempts (External) #

@ Inbound Port Scanner #2719  Discovery
@ |Internal Port Scanner #291 Discovery
¥ Watchist HE(15) | Command And Contol |
Command And Control
Watchlist Hit (15) =
» Suspected Port Abuse (External) (2) Discovery

Persistent Remote Control
° Initial Access
Connections #4783

@ New Remote Access #4793 [UIEIEEEER

BRKSEC-2596

Created: 2022-04-01 12:00 EDT

Created: 2022-08-17 21:30 EDT

Created: 2022-10-03 08:20 EDT

Created: 2022-11-02 06:50 EDT

Created: 2023-03-17 18:40 EDT

Created: 2023-03-23 08:27 EDT

Created: 2023-04-01 01:10 EDT

24



Chaining attacks based on common observables

@® Alert Sources

NVM

Firewall

IPS, Malware
Cloud Providers
NetFlow

cisco Lz{@/

<

Observables

IP Addresses

Hostnames
Devices
Usernames
AWS Resources
CIDR

Processes

URLSs

ASNSs _/

-

\

o o

\

/

\\_
./ \\

/

¢« e

N/

N

°\T/

NG

)
.\
|

)

Leverage Common Observables to relate alerts coming from multiple
sources and with different threat vectors in one attack chain.

#CiscoLiveAPJC ~ BRKSEC-2596
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Incidents
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Incidents

Prioritised Incidents based on severity

Incidents

1"
v

497 incidents

Priority -

9 New Incidents

11 matching results Filters Status: Incident Reported x

Name

309 open incidents

Source

» Reduces clutter by prioritising 2 | G
highest risk incidents N

« Automatically enriched |
(investigated) :

» Enrichment status displayed on
incidents in list

« Created from Critical/High |
Endpoint events

* More to come

XDR

cisco &,/ HGiscoLiveAPJC

eeocceepeeb6 6

BRKSEC-2596

EC2AMAZ-AHQFEJR in group Audit @ 20230417 08:16:38

Geographically Unusual Remote Access for Cisco - Lawrenceville Lab (Earth)

Heartbeat Connection Count for Cisco - Lawrenceville Lab (Earth)

©4-3650-1-g1-8-win10 in group Earth Clients @ 20230406 13:51:59

©5-9300-1-g1-8-win10 in group Pluto Clients @ 20230406 13:52:57

Attack Chain: "Multiple Threat Indicators Triggered” for Cisco - Lawrenceville Lab (Earth)

€1-4506-2-g3-13-win10 in group Mars Clients @ 20230406 13:52:31

€3-9300-1-g1-0-7-win10 in group Audit @ 20230411 08:48:54

Persistent Remote Control C: for Cisco - L Lab (Earth)

¢1-4506-1-g3-14-win10 in group Mars Clients @ 20230411 20:27:12

€1-9300-1-g1-13-ublnx in group Mars Clients @ 20230411 18:26:19

Secure Endpoint

Cisco Secure Cloud Analy

Cisco Secure Cloud Analy.

Secure Endpoint

Secure Endpoint

Cisco Secure Cloud Analy...

Secure Endpoint

Secure Endpoint

Cisco Secure Cloud Analy..

Secure Endpoint

Secure Endpoint

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Priority@ Status New *

Demo_Command_Line_Argum
ents_Meterpreter in group...

Automatically Create Incidents

Assigned Unassigned

With Secure Endpoint e

Priority score breakdown

Security events automatically create
incidents in Incident Manager based on . 100 10
? Cisco XDR 1000

Secure severity

Risk Value at Risk

v

| | n C I d e ntS ort description
Endpomt Manually promote events as incidents from shortdeserit
Secure EndDOint Inbox Long description

Incident Title
Demo_Command_Line_Arguments_Meterpreter

O 31 Require Attention~ © OlnProgress @ 0 Resolved
[= > Son|pate ~||E | @ Promoted at
' 2023-05-22 21:25:15 UTC
[0 ¥ & Demo_Command_Line_Arguments_Meterpreter in group Triage @ 100 l_ 1 event
Hostname Demo_Command_Line_Arguments_Metsrpreter Group Trisge Promotion method
Operating System Windews 10 (Build 13044.1468) Policy Triage Manual
Connector Version 8.1.7.21417 Intemnal IP 102.36.243.208 [ ] _
Install Date 2023-04-27 03:30:24 UTC External 1P 563.112.225 v ] Indicators . . o
Connector GLID 20867707-10e4-4383-36cB- 709270460487 Last Seen 2023-05-27 03:30:24 UTC W32.PossibleNamedPipelmpersonation.ioc: A
Processor ID 90037408215b16 Cisco Secure Chent D N/A named pipe was created in a manner similar to that
Kenna Risk Score @G w0 used for local privilege escalation through named
Related Compromise Events o Vulnerabilities pipe impersonation. Tools such as meterpreter often
BCITE V2 PossibleNam 1861, 65044002 ] 2023-05-27 023258 UTC  No known software vuinerabillies observed. use this technigue to escalate to NT
Authority\System
MITRE Tactics

TAOQO4: Privilege Escalation

Host name
9 Events ' Device Trajectory % Diagnostics (D) View Changes Demo_Command_Line_Argumems_Meterpreter

&2 Start Isolation Q Scan. [ @ Move to Group.. @ Bagin Work | @ Mark Resolved | | > Promote to Incident Manager
) View Incident De

cisco W&-/ #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Automatically Create Incidents
With XDR Analytics

Create incidents automatically in
Incident Manger as part of alert

XDR

Analytics

Alert Type
=ur

> Patentially Harmful Hidden File Extension
Device has encountered a file with a potentially harmful hidden
extension. The alert uses the Multiple File Extensions observation,
requires URL data provided by frewals via the Cisco Security
Analyties and Logaing (SAL) integration, and may indicate the device
has downloaded matware,

> Suspected Malicious URL
The device communicated with & suspected malicious URL. The alert
uses the Suspected Malicious URL observation and requires URL
data provided by firewalls via the Cisco Security Analytics and
Logging (SAL) integration o Enhanced Netflow.

> Unusual File Extension from New External Server
A naw file extansion, unseen in the recent past, was exchanged
batwean the antity and a new extermal sarver. This might indicata a
makware attempting to communicate with its command and control
center. This alert uses the New File Extension and the New External
Server observations. The former requires URL data provided by
firewalls via the Cisco Security Analytics and Logaing (SAL)
integration.

settings

- Cisco XDR

N

Manually promote alerts as part of XDR

Analytics alert workflow

History @ Priority © Enabled @
¥ - ¥ -
0 Days Normal ~ e
0 Days High ~ «
1 Days Normal ~ -«

Configure severity and publication settings in

Secure Cloud Analytics

cisco Lz{/&/

Publish to SecureX @

Telemetr, @

ea| e

ETA Fir

Morth-Soutr

Firewall

Morth-Sout’
#CiscoLiveAPJC ~ BRKSEC-2596

" Incidents

priority @5  Status Incident Report... X

Suspected Malicious URL on
ip 192-168-249-115

Reported by Cisco Secure Cloud Analytics (cisco-
dcloud-rtp) 1 day ago
Assigned Unassigned

MITRE .

Priority score breakdown

76 10
76 5 Detection Asset

Risk Value at Risk
Short description

Suspected Malicious URL for Cisco Demo (RTP)

Long description

Alert
Suspected Malicious URL - #11941

Tenant
Cisco Demo (RTP) (cisco-dcloud-rtp)

Source

ip-192-168-249-115.us-east-2.compute.internal

Description

The device communicated with a suspected
malicious URL. The alert uses the Suspected
Malicious URL observation and requires URL data
provided by firewalls via the Cisco Security Analytics
and Logging (SAL) integration or Enhanced Netflow.

Next Steps
Reference the supporting observations to determine
what URL the entity accessed. Determine if the

View Incident Detail

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Automatically

Create Incidents

With Cisco XDR Automate

Cisco

Workflow polls API on

XDR
Automate

scheduled interval. Cisco XDR

If detections is found
incident is automatically
created

Threat Response - Create Incident
Waorkflow
Threat Res
*INPUT
* Incident Confidence
[High *|
*TLP Value
amber &
Incident Description
["# Meraki Security Event: IDS Alert Pricrity 1 for [Sactivity.Remove port from IP x|
address output Script Queries.source_ip$] @ [Sactivity. For Each Security Event input Source
Array[@] 18]
i Please check sightings tab and below for more information.
“*Message:** [Sactivity.For Each Security Event.input Source Array[@].messagas]
*+Meraki Rule 1D:+* [$activity. For Each Security Event.input.Source Array[@].rulelds]
|_**Action taken:** [Sactivity.For Each Security Event input Source Array[@].action$]
* Incident Status
New *
* Incident Title
["Meraki Security Event: DS Alert Priority 1 for [Sactivit port from IP addr tputScript o
| Queries.source_ipS] @ [Sactivity.For Each Security Event.input.Source Array[@].tsS1
Access Token
L‘V / -

#CiscoLiveAPJC ~ BRKSEC-2596

Incidents

Priority @ Status New X
SG-CertName-Observatable
Incident with Suspicious...

Reported by Cisco XDR Automate 18 days ago

Assigned Unassigned

wiTRe (o)

Priority score breakdown

100 10
1 0 0 0 Detection  Asset

Risk Value at Risk
Short description

Hareesh INT Correlated Incident with Suspicious
Activity (NVM + Crowdstrike) - [Test incident created
by SXO]

Long description

Description: A process running has a hash matching
ane in a list of known malicious process hashes.
Recommended Next Steps: Isolate the endpoint and
investigate if a malicious executable was run.

View Incident Detail

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




Prioritise by impact

» Single view for incidents from
multiple sources

 Enhanced incident view focused
on the most critical incidents

* Incidents prioritised by business
impact and asset value

100

Detection
Risk

10

Asset
Value at Risk

1000

cisco Lz/&/

Incidents
[ 62 incidents ] 33 New Incidents 8 Open Incidents
[‘f. Search X ] 82 matching results = Filters
o~ Priority - Name Source
O @ Malicious Process and Suspicious SMB/RDP Activity - Doc Test Do ... Cisco Secure Clou...
O @ Unusual External Server for This is localhost Cisco Stealthwatc...
0 (1000 } AWS Inspector Finding for This is localhost Cisco Stealthwatc...
O @ Command and Control DNS Activities Umbrella
] 928 Formula Test.Mar27.Critical. TTP(58).AssetValue[8] FormulaTest
0 (928 ] F1.03-06d.Critical. TTP(58).AssetValue[10] FormulaTest
0 (835 ] Attack Graph Test - 109 Observables FormulaTest
O 800 F1.03-06a.Critical. TTP(50).AssetValue[NULL] FormulaTest
) 765 New Internal Device for This is localhost Cisco Stealthwatc...
O @ Azure Permissive Security Group for TD&R RSA Cisco Secure Clou...
0 F1.03-08.Critical. TTP(58).AssetValue[8] FormulaTest
—
#CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32




ldentify the most impactful incidents based on risk

100 10
1 0 0 0 Detection Asset

Risk Value at Risk

Priority Score = Detection Risk x Asset Value

0-1000 0-100 0-10
The Incident total priority Detection Risk composed of User Defined Asset Value
score used to prioritise multiple values: represent the value of the
incidents asset involved in the
 MITRE TTP Financial Risk incident

* Number of MITRE TTPs
* Source Severity

cisco W- #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Walk through incidents step-by-step

Progressive reveal of details

Looking into an incident is a progressive
experience where the relevant data is
revealed as needed without
overwhelming the SOC analyst

Priority - Name

@ Malicious Process and Suspicious SMB/RDP Activity Detect|

Unusual External Server for This is localhost

Rich incident details

Incidents are enriched with data gathered from
multiple sources including assets, indicators,
observables and others. Associated MITRE
attack Tactics and techniques detailed with risk
scoring

cisco Lz{/&/

Prioritym Status New X

Malicious Process and
Suspicious SMB/RDP...

Reported by Cisco Secure Cloud Analytics (rsa)
15 hours ago

Assigned BM  JF

Priority score breakdown

100 10
1 O 0 0 Detection Asset
Risk Value at Risk
Short description

This feature s currently under active development

Long description

Alert Chain
fb56eeab5af173cd7286d510722e418f7e5c8613

Description

View Incident Detail

MITRE | ATT&CK" View all Tactics
Tactics
~ TAD0O2: Execution 100

The adversary is trying to run malicious
code. Execution consists of technigues that
result in adversary-controlled code running
on a local or remote system. Techniques that
run malicious code are often paired with
techniques from all other tactics to achieve
broader goals, like exploring a network or
stealing data. For example, an adversary
might use a remote access tool to run a
PowerShell script that does Remote System
Discovery.

> TADOOB: Lateral Movement /1 66

#CiscolLiveAPJC

Orientation v

NT AUTHORTTY\NETW.

4 Assets

3 virtualmachines/win-vic-2 ()
[ virtualmachines/win-dc-0 ()
] virtualmachines/win-vic-6 ()

£ virtualmachines/kali @

C:Windows\Sysiem

de2.0g1.net

R

3
E
B

View Assets

6 events

5 events

4 events

1event

virtuaimachineshv.

31 Observables

@2, NT AUTHORITY\SYSTEM (~)

@= C:\Windows\System32\svchost.exe @
®_] svchost.exe ()

@] SYSTEM ()

BRKSEC-2596
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Walk through

Overview  Detection  Response  Worklog

Orientation

64.104.44.100 00330987814 7aete.

&

17231857

bee-dema.cam

&

iIncidents step-by-step - Overview

Simplified
Graphical view

A simple yet powerful
graph tool to identify
observables and and
their relations. Expand
the view for additional
details.

Overview  Detection  Response  Worklog

Orientation

i
H
i

®
Q

16 Assets

[E] mike-winio ()

[5] i-0e682308df7f7bf0a ()
[F] i-0d3309a793147aefe ()
[5] Ec2AMAZ-AHQFEJR ()

[F] ec2amAz-MTKLEVO ()

View Assets

85 events

41 events

26 events

18 events

13 events

View Observables

31 observables

76666 () 303 events
@7 1bf529e36bff6d974443... () 118 cvents
7] 94.204151.84 () 16 events
07 64.104.44100 (~) 6 events
7] 3136.210.164 (~) 5 events

11 Indicators View Indicators

Cisco Secure Cloud Analytics (cisco-explore..

6 events
Remote Access
Cisco Secure Cloud Analytics (cisco-explorc..
. " 3 events
User Watchlist Hit
Cisco Secure Cloud Analytics (cisco-explorc...
N N 3 events
Watchlist Interaction
Cisco Secure Cloud Analytics (cisco-explorc...
3 events

Geographically Unusual Remote Acc...

The incident overview displays details such as; involved assets, the list of observables

cisco Lz/&/

#CiscoLiveAPJC ~ BRKSEC-2596

with their respective dispositions and the indicators that are related to them.
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Walk through incidents step-by-step - Detection

All v

Original

Investigated

Overview

Detection

Response

Worklog

Source ~ Severity

2023-04-17T12:10:00.000Z

Cisco Secure Cloud Analytics (ci...

User Watchlist Hit

[ Al ] [ Source ] [ Severity ]
Severity -~
All First Seen - Severity Source Indicators Observables
Critical
2023-04-18T17:27:20.000Z [ High ] Secure Endpoint @) 1bf529e3f6bif6d9744431948c4059... (¥)
High
2023-04-17T15:18:17.000Z [ High ] Secure Endpoint W32 PowershellDowr ttablei &) 44335375dc1ac238336... (2)
Medium
©2 1721063
Low 2023-04-17T13:10:44.000Z [ High ] NGFW Event Service Security Intelligence event - IP_Reputatic ©
©7 123123123123 (%)
None
©2 172:10..63
Unknown 2023-04-17T13:10:36.000Z [ High ] NGFW Event Service Security Intelligence event - IP_Reputatic ©
©3 666.6(>)
Info
2023-04-17T12:10:00.000Z Critical Ciseo Secure Cloud Analytics (ci..  Watchlist Interaction 36666 (%)
2023-04-17T12:10:00.000Z Cisco Secure Cloud Analytics (ci...  Watchlist Interaction ©26666(%)

[sooee 3

Select All

[ secure Email Threat Defense

() Cisco Secure Cloud Analytics (cisco-explorcorp-earth)
([J AMP Event

[ Secure Endpoint

[J Cisco Secure Network Analytics

() CESA/NVM

() NGFW Event Service

cisco Lz{/&/

Identify the events that caused an incidents along their sources, severity

Drill down into Detection Details

and the associated observables with their relations. Apply filtering
capabilities to narrow down the search faster and easier.

#CiscolLiveAPJC

BRKSEC-2596

Relations

©7 17210163 () Connected to
©7) 6.6.6.6 (2)

Indicators

NGFW Event Service

Security Intelligence event -
IP_ReputationSI_Category -
ExplorCorp_Malicious_IPs

ExplorCorp_Malicious_IPs

Assets

[F] 17210183 ()

Observables

@71 17210163 (¥)

©7) 6.6.6.6 (2)
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Walk through incidents step-by-step - Response

Overview Detection Response Worklog P re b u i |t G u id e d
Response

e Review Incident -
Identification -

Add a note to record the evidence (indicators and reasoning) that supports the decision for assigning a status of Rej...

Containment

Overview  Detection  Response  Worklog GO th O u g h a Ste p ~ by ~ Ste p
guided response action for
Identify Affected Hosts -AddNole . . a
Add note with summary of findings on the investigations of hosts found with malicious indicators a n l nC I d e nt US I ng the
Conta provided flow of actions to
Overview Detection Response Worklog .
e achieve a faster and well

Eradication

Recovery
Identification

Eradication

Recovery

documented response.

Mitigate or Remediate Vulnerabilities

Identification
Add a note on what are the affecting vulnerabilites linked to the incident and how mitigations or remediatiion is going...

Containment
Remove Malicious Content

Eradication Add a note on the action achieved to ensure the removal of the malware

Recovery
Overview Detection Response Worklog

e Validate Eradicated Hosts
Identification

Confirm and acknowledge eradication steps are working as expected and number of infected host(s) is dropping.

Validate Restored Hosts

Validate that each re-imaged system was completed by verifying new image creation date

Recovery
Implement Recovery Monitoring

Add a note on how you are going to monitor newly recovered systems for additional monitoring for any anomalies or ...

Containment

Eradication

cIsco '&/
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Integrations
(Data Ingestion and AP
Enrichment)

cisco L{V&/



Data Ingestion APl Enrichment
S =
E
isco Security ]
a = Controls TA OG5
Local Security
\ Google Cloud Context ' Ta |Oﬁ]3—e}’|} reat
- i
QL == 1! Investigate ™7
—> Analytics Engine +——— @ = - Engine = -
NetFlow/IPFIX o SIEM Private Intel
Identity
Services / \
Engine
i — 53 S i
Firewall Q Custom
" Mirror/SPAN 31 Party Global Threat Integration
Intel

. Endpoint NetFlow
cisco Lz{/&/
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Integrations for partner technologies
\ 4

—=
O APINoid @ AbuselPDB P Checker G Akamai AlienVault Open Threat Exchange @ Amazon GuardDuty
Theaat Ansiysis AP for Theat Detacton & Check [P aciresses sqainst AbuselPOR's sbusive P Secuity Canter prouides snswers o eszential The Alerivadt Goen Threat Exchange 0T s the Amazon GuadDuty - nteligant et protactin for
pre database questions inthe most e and ingie wr words most authoristie open theatiformaton sccouns and woroads.
S e p——"
= + + + + +
.
%
" e Bastille Networks Consys "W crowdstike "M crowdstike M. CrowdStrike CSTA
2 B monitonna fo wirsiess Pirusion datecticn ang oy s  patforms That s indormation securiy CrowaSirk i @ etal cybersacurly eader wih an rowSkais 8 ot cybarsecurty ldee wi an CrowaSirve i a el cybarsecurty leader Wi 31
e policy snfarcemant, practiioners dacever, manitar, and analyzs devices advanced cloud-nativ platfcem far gratacting addvanced o protecing attcem for protacting
ha ae accessicis from tha narnat ancpeints, s workiaass, nentties snd sata anapoint, clout warkcads,aniites and oata snapeints, cioud woekdoads, Sentiies and gata
+ + + + "
- JE— £ oo i o 7 L o— FY—
Fstring FIFTY massags achas caverng AL e 13 clou-nativ o3 ang securty anal xabeam Fusion combings XDR and SEM nto 3 Farsignt Sacurny ONSDS I 1ha wares rgast ONS: Gansre: Sarvariss Ratsy mosd 1t 30 b6 used
ompate scanes: Ar, Warez, Hacking, Pheeaking. singh, Cud-delversd patom that ensbies you t inteligence datatase thatsravedes  urique, fac- when deveioping new st
Technoiogy, B85 Suppors, Bemos, Coding, Sound, scveraq integranes teot detecton, rwesiigatn, Basen, murlfaceted view ofthe confiuration ofthe.
; } } l i
T Googie Chronicle X Googlasate Browsing @ ocrayiog e Have | Been Pwned . |BM X-Forca Exchange
ot s a i servize, bt 222 specisices Safe Browsig i a Gaogie senice that et client Grayiog s a sesding centraized og mamagement e | Been Pansd slows you ta ssarch B8 - Force Exchange s a treat mneligence shaing
SO — ool alions check URLS aganst Googe's canstanty SoNion bl 10 sen stanoes Fa Capture, 10N [N —p— hateem enatiing resgarch cn sty reats,
0 tht etarpises can pelvatly rtai, analyze and Updatdiiet of ursate web rasaurces. Exampies of. e aniyasoftrabytes . s boen conpremised aparegation of aligence, and colaboraton with
+ + + + +
v - vanti Neurons ”,
IsitPhi 1 Pre o
vade !stPhishing E Formary bolieion A Jamtero LogRhythm i MR
1 Thvest Detection Rest 4Pl stoms o uant Neurars foamery Moblleon) i an Enterprise Jomt Pro 1  eaderformanagement of Appe LogRhythm empowering users to succesaluly reduos MASP - Open Source Thvaat intigense Plaform &
e i tma and n 3y gor (EN, 5 knw 35 3 Mosie macS, 05, and 105 dsuics managament ity iy Getecting, respending 1o ana Gpan Stangaras For Thisat nformatian Snaring
m.mmm an URL i 3 pisning o  spam wabste G Manager (MEM) .3 Unified Endpoint nautraizng dsmaging cyoorthraats.
+ + + + +
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XDR Integrations API enrichment

*Community/open source

Relay server translates from 3 party data
model and APIs to Cisco Threat Intelligence
Model and XDR APIs

- Many available by default (examples
below)

 \Write your own

 Templates and examples available on
Github

Abuse IPDB*
APIVoid*
CyberCrime Tracker*

Cyberprotect
Threatscore*

Farsight Security
Google Chronicle
Google Safe Browsing
Google VirusTotal*
Have | Been Pwned*

Microsoft Graph
Security

Pulsedive*
SecurityTrails

See One Feed App*
SpyCloud
urlscan.io*

Gigamon
ThreatINSIGHT

Qualys IOC

Radware WAF and
DDoS

Signal Sciences
AlienVault OTX*

cisco Lz{@/
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https://developer.cisco.com/threat-response/

Relay AP]

Template and documentation - http://cs.co/api-template

Bundle builder - http://cs.co/bundle-builder

XDR Relay Service

2L

Remote AP| Gateway Data Model
module

Translation
6

34 Party product

fifn

34 party API

Investigation
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http://cs.co/api-template
http://cs.co/bundle-builder

Where do the relay servers live?

-~

Arbitrary
third party
thing #n

Custome
Cloud

/

cisco Lz{/&/

Arbitrary
third party
thing #n+1

ustomer
DMZ

T

~

/

Arbitrary

third party
thing #n+2

#CiscoLiveAPJC ~ BRKSEC-2596

Third Party
\ Infra /

Supported
third party
thing #n

T

Integration

\ XDR /

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Integration Supported AP

Arbitrary 3rd party
API #n

Integration
Module

Sor .

Arbitrary 3rd party
APl #n+1

. C D)
Integration T/Q\j
Module

cmco[&#@/

#CiscolLiveAPJC

"supported-apis": [

BRKSEC-2596

"health",
"refer/observables",
"observe/observables",
"deliberate/observables"
"observe/targets",

"respond/trigger",
"respond/observables",
"tiles",

"tiles/tile",
"tiles/tile-data"
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Integration Supported APIs

refer/observables

Dynamically creates URL to offer deep link pivot in drop
down menu

IP Address 0 75.75.75.75

Verdict Source  ***Umbrella***

> There is 1 Verdict for this observable.
30 observables View all

*XDR Analytics RTP
TOP ACTIVE

Traffic Summary for 75.75.75.75

@] 75.75.75.75 () Session Traffic for 75.75.75.75

®") fdfdfc8878f39424920d469bcd05060a6f7c95794... () 5 event Secure Malware Analytics

24 32 b92 h986fbaec007 () 3 event Browse 75.75.75.75

®f 7f9002bced53261d30a7a910ac4fd053 () 3 event Search 75.75.75.75

7] 176.9.56.118 ‘:'; vent Secure Network Analytics 7.4.2

Host Report
SecureX Orchestrator

0017 - Umbrella - Add to Destination
® List

(») Take Orbital Forensic Snapshot

ubmit to Threat Grid and post to
@ Submit URL to Th Grid and
https://cisco-dcloud-rtp.obsrvbl.com/snapshots/ip/?ip=75.75.75.75 Webex Teams space

e

@enrich _api.route('/refer/observables',
methods=["'POST'])
def refer observables():

token = get Jjwt ()

observable = get observables()
json_refer = do_something cool (url)

return Jjsonify data(json_refer)

View the traffic summary

for 75.75.75.75

cisco M&- #CiscolLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

45



Integration Supported APIs

Meraki Event: File Scanned

irst Seen: 2023-04-12T10:44

Reported by observe/observables

Module: Meraki Security Events Module Quel’leS end teChnO|Ogy fOI’ Informatlon regardlng abOUt a
Source: Meraic MX Modute particular observable. The response is a Cisco Threat
Short deseription Intelligence Model (CTIM) entity such as a sighting

~—
explorer.exe e1ea0bc6884a2cebd

Long description

File Type File Size (Bytes) URI

XE 193688 http://www.favorite-icons

N @enrich api.route ('/observe/observables', methods=['POST'])
1b£5290316b116d97 Relations 4 -

and observables

g.sighting
# Iterate through observables and query sightings for each observable

192.168.201.91 () Connected to

®7) 6.6.6.6 () :
for observable > r
@7 1bf529e3f6bff6d974443... () Downloaded by S S obs ble['value'], credentials)
~ 192.168.201.91 () # Convert each event in the response to CTIM
MIKE-WIN10 EC2AMAZ-AHQFEJR

for event in respon
- this sighting = mapping.sighting(observable, event)
ghtings.app

©71 6.6.6.6 (~) Downloaded from
") 1bf529e3f6bff6d97444319f48c4059¢d...

MidYearBonus.exe (~) Filename of e JSON r
@Y 1b1529e316bi6d97444319748c405%¢d... ()

./ N
194971111 6666 123123123123

N’

Indicators 0
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@dashboard api.route('/tiles', methods=['POST'])
def tiles():
= get jwt()
return jsonify data([])
@dashboard api.route('/tiles/tile', methods=['POST'])
def tile():

Integration Supported APIs

. . = get_jwt ()
tlleS/tlle —data _ = get json(DashboardTileSchema () )
. . . return jsonify data({})
Queries end technology for high-level metrics and stats to @dashboard api.route('/tiles/tile-data', methods=['POST'])
be surfaced in a control center tile. The response is sent el tile_dité(l})
. . _ = get_jw
back W|th_the data _formatted to match what the tile T e e FETR RS
template is expecting return jsonify data({})
= Ui XoR
= Timeline API Information
- e X ?‘ll:s:r;e:slzn
o ° o
- Cache Expires X )
Copy Debug Information
o Sorme
cisco W&-/ #CiscolLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Investigate
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20

i-06¢189f3c85251a7d

a5(28f1fed7c2fe8s... 12e86dad-890a-451...

Distint Alert Types / MITRE Tactic

Intern Scanner 411916 | Discovery

Potential Data Exfiltration

Outtiound SMB Connectian Spike 1 5-17 16:50 EOT

DNS Abuse

Country Set Deviati a:
Malicious Process d 41792
@ Suspicious Process Path

@ LDAP Connection from Si
Process #11 Credential Access

Craatag

Cremed: 2023-0

Croatost: 2023-05-22 18:32 EOT

pected Maliclo ;
tocurrency Acthity 119

3-05-24 23:25 EDT

BRKSEC-2596
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Investigate with intelligence, context and response

Global Intelligence Local security context Response actions

@ Endpoint security % Endpoint security O Cloud security Block destinations

Malware intelligence

Internet intelligence Block files
/4 Email security % Network firewall
_ 4 Isolate hosts
, VirusTotal and —
‘H* other third parties [ pnaivtics Secure Web
\W; Appliance
Are these observables Have we seen these observables? Where? What can | do about
. VSN I -
suspicious or malicious? Which endpoints connected to the domain/URL? it right now’

Observables: 1) File hash, 2) IP address, 3) Domain, 4) URL, 5) Email addresses, etc.. ]

cisco M-/ #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Accelerate investigation With Cisco XDR

[ Lens ] [ Types |

CIEEOEIE) 2emedes
- Aggregate and query global intel

and local context in one view i

» Visualise the impact of threats ®
acrOSS your enVironment 1bI529e316bI6AST.

* Understand the chronological
order of sightings via the timeline

« Take immediate response actions

. . First Seen . Severity Source Indicators Observables Assets
h lating a host
S u C .aS ISO a l n a OS O r 2023-04-17T13:10 [ High ] NGFW Event Service  Security Intelligence event f_;‘ ;:.goéw;a_? "-’ [ 17210163 (~
b I OC kl n g a n atta C ke r 2023-04-17T12:10 [ critical ] Cisco Secure Cloud...  Watchlist Interaction 32 6666 (%) [ adsl-172-10... (%)
2023-04-17T12:10 [ critical ] Cisco Secure Cloud...  Watchlist Interaction 9 6666 (~) [ adsi-172-10... (%)
Cisco Secure Cloud. [ adsi-172-10... (~)

cisco W&./ #CiscoLiveAPJC ~ BRKSEC-2596
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How true simplicity is experienced

With XDR: five
minutes

Without XDR: ~32 minutes

1. 10C/alert

2. Investigate incidents in multiple consoles
Product Product Product Product
dashboard 1 dashboard 2 dashboard 3 dashboard 4

Ko> |

g
B
o

3. Remediate by coordinating multiple teams
Product Product Product Product
dashboard 1 dashboard 2 dashboard 3 dashboard 4

Ny}

\

L
¥

9

cisco Lz{@/

‘_

#CiscolLiveAPJC

——— |nvestigation is integrated
across your security

% infrastructure

4

M _ > %
/Malicious

Email

Subject domain
o — =
\Target endpoint — SHA - 256
P

V-
~~~In one view--W------mmmmmmmmmeeooo oo
! Query intel Quickly visualise Remediate '
i and telemetry the threat directly from i
' from multiple impact a single Ul :
' integrated apps in your :

BRKSEC-2596

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

52



Investigation query integration and threat intel

. ( .
XDR leverage APIs to query data from integrated gy Cisco Products
products and threat intel sourcs éjll_(5
D0o
( ) Endpoint C|0U_d
: Analytics

Analyst %
................... Eﬁﬁ

Automation @ Firewall Malware
_ Y, s

Analytics

— _________ | [

SentinelOne CrowdStrike

v

b4 v
@ Domain Reputation @ File Analysis

81@<
T
o)
D
©
C
g
g
5
F Qe
T
3
o,
Py
D
©
C
&
=
o}
2Jo0W puy

\ And many others... -

Intelligence
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Correlate and merge information (Gisco Products

Correlate dispositions from multiple sources and ros— gé\‘é
merge it in a single view Endpoint Cloud
: Analytics
r 2
Analyst O 00MHO S— j__,k_, @)
| l > XDR .................. a Firewall Malware
: Analytics
Automation @ (VAT - T <]
\. J O m \\
e Sentinelone. CrondStrike

\ And many others... )

% IP Reputation @ Email Reputation
@ Domain Reputation @ File Analysis

cisco M-/ #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54
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XDR Investigate API’s

INSPECT

/iroh/iroh-inspect/inspect return extracted observables from some raw text./\

required scopes: inspect:read
Parameters Try it out

Name Description

StrContent *

object

Example Value Model

(body) {
"content™: "string”

}

Parameter content type

application/json v }

Cisco XDR uses the inspect API to extract observables [
(IP’s, Domains, sha256, etc.) from raw text. This "content":

eliminates the need to reformat defanged observables | T Rt QRIS XL Rt R e S T IR L S A ) Ik
before submission. This API returns an array of } -~ - - -

observables with their type and value.
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XDR Investigate API’'s

This set of routes allow to quickly get answers from your integrations You might use them at the start of any investigation to quickly get A

Deliberate . cwers from your modules if something is bad.

/iroh/irch-enrich/deliberate/observables Get Observable verdicts v " " " A
type": "domain",
Health This set of routes allow to check the health of your integrations setup Verify if your modules are setup correctly and if your credentials are correct. " va lue " 9 " l lo . brenz . pl "
/iroh/iroh-enrich/health Health check all the modules™
/iroh/iroh-enrich/health/{module_instance_id} Health check one module™

"type": "email",

This set of routes allow to get in depth investigation data about a threat You might use them at the start of any investigation to get the full

" " " 1 "
Observe picture and get to know if something has been seen in your environment. ~ value": no—reply@ 1nternetbadguys .com
/iroh/iroh-enrich/observe/observables Enrich Observables™\
/iroh/iroh-enrich/observe/targets Enrich Targets™\
"type": "sha256",
Refer This set of routes allow to get relevant Reference links and quickly pivot pursuing your investigation on a specific product interface. AN " value "m. w Sfdal 4 fgle LY
/iroh/iroh-enrich/refer/observables ~

Cisco XDR uses the enrich API to query all
enabled modules supporting the enrichment
protocol with the supplied Observables in order
to get any related Threat Context
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Automate/Response
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Introducing XDR Automate

olo V(O )
Investigate Automate
Reduce research and Eliminate repetitive tasks and
. response times with reduce MTTR to increase
P rOCeSS a UtO m atl O n workflows and playbooks productivity and focus on
that execute at machine mission-critical projects

made simple with a _speed ) L )
no/low-code drag- [> R
9 - £ - will

J

d rop inte rface Integrate Scale
Unique turnkey approach to Automation that scales
quickly integrate with other infinitely and never takes a
systems and solutions to day off, delivering the same
expand your toolbox SLA around the clock
. J . J
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Maximising operational efficiency

Before: Repetitive, Solution: Orchestrating After: | combined 9 tasks
human-powered security across the across 3 security tools, 2
tasks full lifecycle infrastructure systems, and 3

teams in one keystroke!

Pre-built or customisable workflows

Playbook

Outdated
playbook

| make automated playbook
changes in minutes with a drag-
drop interface

Cisco or
non-Cisco
infrastructure

We have never communicated
faster: Our approvals are
automated

| Integration
script that no
=] longer works

My top 5 most frustrating tasks
have all be automated
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X D R A utomate DNA Center Webex Teams Dermo Run seess

Version 1.0.0

I cone acrivimes

. Y S

WEB SERVICE
DNAC - Get Network

Device

TABLE ACTIVITIES

Read Network Device Call
Into Table

Start
\4

Invoke R
Q} pre——————l  Target
Response

v

Webex Teams - Room
Created

TABLE ACTIVITIES

Read Rooms Response

| wes service

C  LOOP OVER ROOMS RESPONSE

[ Target J
(2} “-- -|I’1-\/S k_e_ - Al me:a
[ Target _

Response =

CORE ACTIVITIES
Update Room Found Var

Invoke R
N Drusepepndll  Target
Response |cmmmm

CORE ACTIVITIES
Set Room Id

v

Room Found Variable Set

End

cisco M./ #CiscoLiveAPJC ~ BRKSEC-2596

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



Core concepts

Workflows
Simple or complex chain of actions

that accomplish a specific outcome.

Atomic actions
Small, reusable workflows like

functions in traditional programming.

Runs
Previous executions of workflows
and atomics. Can be used to see
what a workflow did and
troubleshoot issues.

Targets
Resources that workflows can
communicate with, such as HTTP
APIls, email servers, or infrastructure

Account Keys
Credentials used when
communicating with targets. Come in
a various types to match the various
target types.

Variables (Global)
Used to store data between
workflow executions or to share data
between different workflows. Come
in various types for different types of
data.
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Core concepts

Triggers

Different ways workflows can be triggered to execute
including schedules, automation rules, webhooks, and more.

Tasks

Built-in mechanism for workflows to ask for input. Typically
used for approvals, but the response actions are
customisable.

Remotes

Can be deployed on-premises behind a firewall to enable
integration with on-premises resources.
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What is a workflow?

Simple or complex series of
actions that accomplish a specific
outcome.

« Performing automated
investigations

* Responding to an incident

« Automating routine tasks to save
SOC time

* And more... workflows aren’t
limited to security use cases

cisco Lz{@/

START

Umbrella - Reporting v2

- Get Token /

Umbrella - Reporting v2
- Get Activity

>¢ DID WE GET RESULTS

>¢ CONDITION BRANCH

Completed - no results

Parse results to table
from JSON

C LOOP THROUGH RESULTS

#CiscoLiveAPJC ~ BRKSEC-2596
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What is an atomic action?

Atomics are small, re-usable activities
like a function in traditional
programming.

Think of a workflow as a script and an
atomic as a function within the script.

Built using the same workflow editor
but appear in the activity toolbox when
building a workflow.

Good for repetitive tasks like sending a

Webex message or isolating an
endpoint in an EDR.

cisco Lz{@/

START

Umbrella - Reporting v2
- Get Token

Umbrella - Reporting v2
- Get Activity

>¢ DID WE GET RESULTS

3¢ CONDITION BRANCH

Completed - no results

Parse results to table
from JSON

C LOOP THROUGH RESULTS

4
"4
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Powerful, flexible automation

Response Automation rules
Analyst triggers a An incident matches a
workflow from within the pre-defined rule and a
incident manager or a workflow is triggered

pivot menu

cisco W./ #CiscoLiveAPJC ~ BRKSEC-2596

®)
And more...

Workflows triggered by
users, APIs, webhooks,
schedules, and more
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Accelerate response

» Ability to respond throughout the
interface

« Simplified response workflows available

Identification

Containment

~ ldentify Affected Hosts

Add Note

Add note with summary of findings on the investigations of hosts found with malicious indicators

-Add Note

Contain Incident: Overview

Eradication Overview of how to contain Indicators of Compromise to stop the spread of malicious activity
from within incidents
Recovery Contain Incident: Assets
. Use asset-based containment to stop the spread of malicious activity.
» Broad set of workflows to achieve a
. This automation worklow will network isolate/quarantine all selected assets on your integrated Endpoint
vari ety Of O utCO mes Detection & Response solutions. After clicking Execute, you will be able to choose all or a subset of assets
associated with this incident. Please make sure you have done proper identification before executing the
workflow.
» Four stages to resolution:
~ Contain Incident: IPs
|dent|fy Contain IP indicators of compromise to stop the spread of malicious activity
. » Contain Incident: Domains
@ Contaln Contain domain indicators of compromise to stop the spread of malicious activity
H ~ Contain Incident: URLs m
@ Eradicate (o)
Contain URL indicators of compromise to stop the spread of malicious activity
@ Recover
cisco W&-/ #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 66




Response

Cisco Products

Response Trigger  (amanaaal b

Incident -\ _modue =0E Clond
| e > ! Endpoint ou
& Management g © | Identify | | Analytics
igger l |
@“ Scheduled ———> G UseAR
Cisco XDR Workflow | eemeoo-- . |
| Load module|
Webhook or | '_ Variables ' | _ Malware
Trigger D e . i Firewal Analytics
.| Execute |

. '__Actions ', N
""""" [0 »

Response Actions will be
executed depending on the
integrated module and the
available actions. Including \ And many others... )
isolating hosts on endpoints,
blocking IPs on firewalls,
quarantining a mail in a mailbox

SentinelOne CrowdStrike
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Pivot menu

Accessed by clicking the icon next to an

observable:

During investigations
In the incident manager
While using the XDR ribbon

Provides various actions including:

Creating a judgement
Adding an observable to a case

Deep link pivot to other products for
additional information

Taking a response action via an
integrated product

Executing a response workflow in XDR
Automation

cisco Lz{/&/

31 observal

TOP ACTIVE

®-) 6.6.6.6 Q

@Y 1bf529e3f6|
@) 94.204.151.¢
07 64.104.44.1(

®7) 3.136.210.16

IP Address @  6.6.6.6
Verdict Source  Talos Intelligence
> There are 2 Verdicts for this observable.

Search for this IP
Browse IP
Talos Intelligence
Search for thisIP
Umbrella - ExplorCorp
IP view for 6.6.6.6
XDR Automation

(» Move Computer to Triage Group

@ Submit URL to Secure Malware
Analytics

@ Meraki - MX - L3 Outbound Firewall
Block

(®» Umbrella - Add to Destination List

@ ServiceNow - Request Firewall
NullRoute

rall

ints

ints

ints

:nts

nts

#CiscoLiveAPJC ~ BRKSEC-2596
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Automation rules

Triggers

To add a trigger to a workflow, configure an automation rule that determines when a
workflow is executed, such as when an incident, specific event occurs, or on a schedule.

Automation Rules Events Webhooks Calendars Schedules
Search Type
Q Search X ] [ Select ] Reset All
Display name On/off Description
Incident notifications to Webex ()
Check for Talos blog posts ()

CISCO W,/ HCiscoLiveAPJC

Current automation rule types:

Approval Task Rule - An approval
task is acted upon within XDR
Automation

Email Rule - An email is received in a
pre-defined inbox being monitored
for messages

Incident Rule - A matching incident
is created in the XDR incident
manager

Schedule Rule - A specific date,
time, or interval of time has passed

Webhook Rule - An HTTP call was
made to a specific webhook address

BRKSEC-2596
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Flow diagram
Trigger Workflow

Y e e e e e e e e - -y

* Response playbook
*  “Run” button

* Schedule

*  Webhook

2 N ', \|
\ AT ~ |
o I ! ( ) "
API request | i A , |
* Approval Task : | Qoo oo |
| ! ARBasaEAE i > g e \ e > | e B S e S e >
* Email Trigger ' . Input | ' Atomic Output | | N |
: I ) Varigbles ] ' Action VariaFt))Ies ' » Outcome é/ :
+ Pivot menu  QIENEEEE y SIEESTEe 4 G y N ’
|
| P - =~
|
|
|
|
\

-——-—-— -
4
D
D
D

>
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Targets
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Automation, with the click of a button

Leverage your existing integrations to automate | | e
investigation and response

Threat Response -
Inspect for Observables

» Collect and parse intelligence
« Conduct investigations based on various triggers Test for resuls
* Respond at machine speed

« 75+ pre-built workflows available to import

Build custom workflows or import pre-built use
cases from Cisco

Convert list of
observables to table

cisco W-/ #CiscoLiveAPJC ~ BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Exchange

Workflow ecosystem designed for
discovering and importing content

» Streamlined workflow installation process
from within the orchestration console.

» Offers a searchable workflow index to find
content easier

» Configuration wizard helps user configure
the required targets/account keys upon
installation

Benefits: Users can start automating with
Orchestration in under 15 minutes - Getting
value of XDR Orchestration is streamlined

Exchange

Exchange allows you to find and install workflows that have been approved by Cisco

engineers and content providers.

Search Category
[ Search ] [AII
Popular

Talos - Blog Post To SecureX Casebook

B Xchange

Takes a Talos blog post, conducts an investigation
into it using Cisco Threat Response, and then puts

the results in a SecureX casebook. |

Learn More

All Workflows

Azure AD - Get Blocked Sign-Ins
(Locked...

Xchange

This workflow checks for sign-ins that were blocked
because the account was locked out in Microsoft
Azure (error code 50053). If any resul

Learn More m

Duo - Investigate User
Xchange

Threat Response Phishing
Investigation

E Xchange

This workflow monitors a mailbox for incoming
phishing reports. When an email is received, the
workflow investigates its attachments and a

Learn More m

Azure AD - Get New Users
Xchange
This workflow checks for users that were created

within the past X hours in Microsoft Azure (the
timeframe is configurable). If any result..

Learn More m

cisco Lz{@/
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Workflows and atomics

Shows all the organisation’s installed
workflows and atomic actions

« Card view (default) or list view

« Tabs for workflows, atomics, recent
workflows, and favorited workflows.

» Workflows can be favorited by clicking
the star icon on their tile or list row

* Workflows can be searched

All Workflows 28 Atomics 206 Recents Favorites 0
Workflows
Search Ready State Category
Umbrella - Search DNS @ validated Secure Firewall - Incid
Activity b... ent Monit...

user@cisco.com

user@cisco.com

Reset All

Updated

Submit URL to Secure Updated
Malware Ana...
user@cisco.com

This w

ubmits a URL to Cisco Secure Malware A

Talos - Get New Blog P
osts

© Validated

rkflow consumes the Talos Intelligence Blog RSS

Check for Uny
curity Even..
user@cisco.co

CISCO W,/ HCiscoLiveAPJC

All Workflows 28 Atomics 206 Recents Favorites 0

Workflows

Search Ready State Category

= = )
Display name Categories Status Owner
Umbrella - Search DNS Activity b.. 5
This workflow searches and returns Cisco. © validated user@cisco.com
Secure Firewall - Incident Monit....
This workflow fetches Cisco Secure Firewall.. Updsted user@cisco.com
Check for Umbrella Security Even... s
This workflow searches and returns Cisco. © Validated user@cisco.com
Submit URL to Secure Malware Ana... response Updeted user@cisco.com
This workflow submits a URL to Cisco Secure... P - :
Talos - Get New Blog Posts © Validated user@cisco.com

This workflow consumes the Talos Intelligence..

XDR - Contain Incident: Assets

© Export completed

user@cisco.com

BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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START

Workflow editor

Umbrella - Reporting v2

« “No-to-low code” drag and drop editor e
where you can build simple or complex
workflows and atomic actions. Umbrela - Reporting v2
- Get Activity
« Toolbox of pre-written activities for
various functions and products. > DibwaoaThseTe
» No coding skills required, but Python ———————
scripts are supported.
« Supports logic like traditional scripting completed -na resuts
such as conditionals and loops.
» Three primary sections: toolbox,
canvas, and property editor. Parse resuts to table
from JSON

W / C LOOP THROUGH RESULTS
cisco &. #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 74



Devices
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Devices

Extensive visibility into your devices
Combined inventory from both security and device management products

Provides asset context to investigations
Differentiate between a generic target and an asset that belongs to you

Configuration and management of Cisco Secure Client
Cloud-based management of Secure Client profiles and deployments
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Gain contextual insights into your devices

Before:

Multiple spreadsheets, no
combined view of the
denominator

Spreadsheets

Different kinds
of data from multiple
sources

Data correlation

Solution: After:
Comprehensive device inventory Gain unified visibility and contextual awareness
all in one place! to help you act on potential threats faster!
cisco
SECURE X
Data sources * veeessnsessennnns B . DeVice InSights ~ ice View All Devices Secure Client Devices
REST API ‘ Dot a  SourceHealth 6 Devices
Bl o=
REST API . -]

* 00 i O
BR.... =

H Webhook
- L PP PP PP 3 event
streaming

#CiscoLiveAPJC ~ BRKSEC-2596

1 Device found out of

Device Name H os Sources
Data =+*Meraki Systems.
retention a Manager**
siate o wseggcure
Endpoint***

=++Qrbital**
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What is Device Insights?

Device Insights is a feature in XDR that unifies multiple device managers, endpoint detection and
response tools, AV and other endpoint security products and then brings the details those tools and
solutions provide into a unified view within XDR.

With Device Insights, you’ll be able to answer - 0s
these all-important questions: o0 %) %"
) ' 4 oo & | %
* What types of devices are connected to our network?
* What users have been accessing those devices?
BREE 2 (eoem 2 (o= )
« Where are those devices located? ) (o ) oo ) Otsra
« What vulnerabilities are associated with those devices?
79 Devices found 0 Devices Selected Update Value Update Labels & Edit Labels @ ExporttoCSV & Edit Columns
° WhiCh Security agents are inSta”ed? (] Device Name s os OS Version OS Suppart  Users Seen z::::c - Managed @  Compromised @  Labels Value
(] ADISANKA-M-QXXQ EOS o aditya ;y:\fc;m o o
* Is our security software up to date? Qe © g, e semm e, .
Rl S ™ R o
* What context do we have from technologies beyond S
the endpoint? I Qe el "
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Supported sources

N b O A A

Duo Access Secure Endpoint Umbrella (DNS) Meraki SM Secure Client Orbital
Duo Beyond Windows / macOS
Third Party
N\ » - > 4
= "II' o o <«
CrowdStrike SentinelOne Microsoft Intune Jamf Pro lvanti Neurons VMware
(formerly Mobilelron) Workspace ONE

(formerly Airwatch)

cisco M&- #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 79



Data import process

Normalise

Merge source-
specific attributes
into a common data
schema

cisco Lz{/&/

b

Deduplicate

Remove duplicate or
insignificant details
from each record

#CiscoLiveAPJC ~ BRKSEC-2596

Correlate

Combine different
records for the same
device into one
unified record

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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XDR Device Insights high level architecture

r ~N ~ @ Cisco XDR
REST API

Data sources  lg...oveteiieneanihes Device INSights

Full periodic sync

Source Health 79 Devices os

Data o0 e o - A
processing ) S et g e e

: O i
L] 2
L]
. K &
° L]
REST API ©
Get delta data Q e R — e — ) (o 9
: : Data == <) [soext v (st V] [seeet ~ | O HasFauts 2)
: : Corre|at|on ) AV Definitions out o date (6)
° °
REST APl .
< 000000 OGOOOOOIOIOIOS .. : 79 D d 0 Devices Selected Update & Edit Labels @ ExporttoCSV & Edit Columns
Create Webhook : O Device Name s os 08 Version Sources Managed @ Compromised @ Labels  Value
L] Secure A s
ADISANKA-M-axxa & 13.21 adityasankar by Duo- No 10
. 4D Qumectmes B e o el "
Webhook — Datg oper 8, s, o
......ll..........l‘ g retentlon - S.C:ﬂEm:mm
event streaming o
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Communication methods - examples

Data

sources

REST API Full periodic sync

> BEXRX  GET /admin/vi/endpoints SRREEEED

REST API Get delta

4_.“ GET /admin/v1/endpoints? .
update after=<time>

REST API Create Webhook
POST

Webhook for: Add Device, Remove
Deuvice, ...
Return data to: Device Insights FQDN

Authenticate with: Token

Webhook event streaming

I.""" POST Events from cecccee
Webhook

cisco Lz{/&/

)
_ ) @ Cisco XDR
. o=
& Device INSights
° Source Health 6 D es 0s
Data 2 @ & m
. processing @ o o T o =il s
o P l [
Q Data e m -
correlation - e
l o w
< o
‘‘‘‘‘ [T R
Data Foterpriso 10018365 Sefuitumars
g retention
g _J
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Data merging example (simplified

-
1] i i 1] 1]
device_identifier": “BFEBFBFFRBQ30GA% 2 («o
"device usernane” | . { Cisco XDR
o F_type ®0ccccccccccccccccccccoe, H ht —
__ : Device INSIGNTS
! °
“firewall_status®: “On“, ®e000c000de
“health_app_client_version": “2,18.8",
"health_data_last_collected": 1615560857, Data
"last_updated™: 1613568836, . a= ‘ X 5 .
L .. LR RN N NN N proCeSSIng L Device View All Devices | Secure Client Devices
. . _
"Windows", =
_ 18.0.19842. 867", : ' .
“passuord_status": "set”, . Q Source Health 6 Devices
"security_agents®: [ °
1 . -
“security_agent": “Cisco AMP for Endpeints®, . o=
“yersion®s *7,3.0.20 . Q
L] .
. Data
L]
H T
N Q correlation L
L]
° o
. " W
. EFEEFEFF200386A9
“connector "2 "a42114c6-0425-4155-0168-dd Tdf9dac T4a", : :
e —— ) . "bfebfbffae@386a9"
window S_processo r_id M 1 Device found out of &
N - - N . Device Name s os Sources
np. cisco. com/vl/conputers/adzlldc 155-b760-d07d%dac 744/ trajectory™,
sco. con/vl/groups/1215195a-b256-dcd2-Babl-0cRERdeadcE” ' : v Data «xseraki Systems|
S : g retention Managr~+
operating_sys dows 18 Pro”, o slate Windows *tSecurs
"internal_ips": | L NN ) Endpoint***
“192.1€8.9.141" ***0rbital***
le . J
" 64,61, 28",
group_gul 2151953-b256-4. Babf-9cBEE2eeadcE”,
“install_d; “2021-82-89TZ1 a8z, ~

: false,
“network_acdresses*: [
i
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Data merging priorities

Not all attributes used for merging
are equally reliable. To overcome
this, Device Insights is designed in
a way that allows using the most
reliable keys first.

When there is a possibility to
match on multiple attributes,
Device Insights sets the priority
based on the list shown below to
ensure we have obtained the best
possible match

* Hardware ID
«  Serial

« MAC

« IMEI

e Hostname

Secure Endpoint -
ExplorCorp

Orbital -
ExplorCorp

Umbrella -
ExplorCorp

Last Seen:
Policy:
Group:

Install Date:

Connector

Version:

Last Seen:
Users:

Local Users:

Computer SID:

Node OS:
Version:
Release:

Architecture:

Last Seen:
Policy:
Client Type:

Reported 0S:

2023-05-27T721:44:37.000Z
Protect

Mars Clients
2022-11-15T10:02:08.000Z
8.1.7.21417

2023-05-29T12:37:38.440Z

tme

Administrator, DefaultAccount, Guest, tme,
WDAGUTtilityAccount
$-1-5-21-3025806627-2025052165-
512010680

windows

v1.27.2

10.019044

amdé4

2023-05-27T05:37:25.000Z
Default Policy

AnyConnect Client Version: 5.0.207
5
Windows Reported 0S 10

Version:

Open Cisco Umbrella Dashboard in New Window [

Last Seen: 2023-05-26T721:48:18.000Z
Tags: recently-added
Meraki Systems App Users: MIKE-WIN10\tme
m Manager - AutoTags:  geo_compliant pc
ExplorCorp
windows_agent_enroliment
windows_profile_enroliment
Last Seen: 2023-05-29T05:44:26.497Z

Deployment:

CSC Version:

Secure Client Deployment ExplorCorp
5.0.02075

Secure Endpoint  8.1.7.21417

Version:
Cloud Management 1.0.1.400
Version:
Modules: Cloud Management v.1.0.1.400
@ . Cisco Secure Endpoint v.8.1.7.21417
Secure Client
AnyConnect VPN v.5.0.02075
Umbrella v.5.0.02075
DART v.5.0.02075
Network Visibility Module v.5.0.02075
CSCUDID: cc2b22ab-57db-4051-932a-
e5c4aa6f8béb
AC UDID: 68ccad5cda768ff468753ec52f80bc18
428fb048

Device Events

cisco Lz/&/
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Next-level asset resolution and invent

 Inventory from traditional device

or

. . .
m a n a e rS C O m b I n ed W I t h r‘l C h Last Seen: 2023-05-27T21:44:37.000Z LastSeen: 2023-05-26T21:48:18.000Z
Policy: Protect Tags: recently-added
. Secure Endpoint - Group: Mars Clients Meraki Systems App Users:  MIKE-WIN10\tme
context from securi ty pro ducts Explorcorp ietallDat:2022-11-15T10:02:080002 0 e Ao Toge: (D €3
Connector 817.21417 ExplorCorp
windows_agent_enroliment
Version:
windows_profile_enroliment
« Customisable reporting on your
L] - L Last Seen: 2023-05-29712:37:38.440Z
devices and their security posture
Local Users: Administrator, DefaultAccount, Guest, tme, Deployment: Secure Client Deployment ExplorCorp
WDAGUHtilityAccount CSC Version:  5.0.02075
Orbital - Computer SID:  $-1-5-21-3025806627-2025052165- Secure Endpoint  81.7.21417
o . ExplorCorp 512010680 Version:
° Itlonal context tor —qariven Node 0:  windows Cloud Management 101,400
Version: v1.27.2 Version:
I n Vestl a t I O n S to | d e ntlf a €« ta r- et » Release: 10.019044 Modules: Cloud Management v.1.0.1.400
g y g Architecture: amd64 Cisco Secure Endpoint v.81.7.21417
Secyra Client AnyC t VPN v.5.0.02075
« » nyConnect VPN v.
Versus an “asse
DART v.5.0.02075
LastSeen: 2023-05-27T05:37:25.000Z Network Visibility Module v.5.0.02075
CSCUDID: cc2b22ab-57db-4051-932a-
Policy: Default Policy
H Client Type:  AnyConnect Client Version:  5.0.207 €5cdsabfebeb
b a n a g e I I Ie n O IS C O e C u re Umbrella - s AC UDID: 68ccad5cda768ff468753ec5280bc18
ExplorCory
. . P P Reported 0S:  Windows Reported 0S 10 4261b048.
C | Device Events
ient prories an eployments
Open Cisco Umbrella Dashboard in New Window [
&. #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 85




nvento ry - Shows a list of devices from all

integrated sources

Source Health 79 Devices 0s . . .
_ a o [ [ @ « Allows for searching and filtering of
o SR w | om || om || devices based on various criteria
S B “ o & @ including:

* Management status
Select Saved Fiter v . DeVICe type

Text Search Managed Status Operating System 0S Support Type

[o jm. P, hostname ] [ Select ~ ] [Se\ecl v ] [ S.el-ect v ] [Selecl v ] ° Operatlng System
[ Select ~ ] [ Select ~ ] [ Select v ] Select ~ [ Has Faults (2)

« Simple attributes (name, MAC address, IP
address, etc.)

(] AV Definitions out of date (8)

» Sources (inclusive/exclusive)

79 Devices found 0 Devices Selected Update Value Update Labels & Edit Labels @ ExporttoCSV & Edit Columns
] Device Name s os 08 Version 0S Support  Users Seen Sources Managed @  Compromised @ Labels Value C I b .
. m tomised, and
olumns Can be customiseaq, an
= Secure Access
[[] ADISANKA-M-QXXQ 13.21 dity: ki by Duo N 10
macOs

we device lists can be exported to a CSV

) atl-tme-ci1-macid = Outof Secure Endpaint

e a I ) - “Secure Client Devices” tab shows
e B ) information about Cisco Secure Client
o R for devices if CSC is enabled
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Cisco Secure Client: Security agent consolidation

Built upon AnyConnect, the Secure Client is our next-generation software which introduces Cisco
Secure Endpoint as a fully integrated module and offers optional Cloud Management via SecureX

with Device Insights.

AnyConnect VPN module + VPN
Management Tunnel is an always-
on intelligent VPN

Secure Endpoint module protects
your endpoint from threats and
reduces your number of clients

Network Visibility Module delivers
a continuous feed of high-value
endpoint telemetry

cisco Lz{/&/
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ISE Posture performs endpoint
posture assessment

Umbrella Roaming Security
module adds DNS-layer security

XDR enables you to create cloud-
managed deployments of Secure
Client.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Deployments

» Combination of packages and profiles to be
deployed to a group of endpoints

» Package options:
*  Cloud Management
» (Cisco Secure Endpoint

* AnyConnect Modules: VPN, Umbrella Roaming
Client, DART, ISE Posture, Secure Firewall
Posture, Network Access Manager, Network
Visibility Module

» Different deployments can be assigned to
different devices

» A Secure Client installer is generated for
each deployment

* Full installer: heavy installer that contains all
necessary modules

* Network installer: lightweight installer that
downloads modules as needed

cisco Lz{@/

[ Delete m [ <& Full Installer ][ £, Network Installer ]

NVM to Direct XDR Deployment ~ EditName

[ Beta (1.0.1.400) ] [ Choose a version ]
) Cloud Management | NVM to Direct XDR CM Secure Endpoint
[ Beta (5.0.2810.0) ]
C) Umbrella

@ C:LConnect Create Profile| () @ Start Before Logon
C) @ ISE Posture | Create Profile

[ @) @ Diagnestics and Reporting Tool

o @ Secure Firewall Posture o @ Network Access Manager Create Profile

[ @) Network Visibility Module | NVM te Cloud Direct

#CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Profiles

» Configurations for the various
modules that can be deployed via
Secure Client

* Cloud-based profile editors
replace the legacy, Windows-only
XML profile editors for:

Cloud Management

Customer Experience Feedback
ISE Posture

Local Policy

Network Visibility Module

VPN

VPN Management Tunnel

cisco Lz{@/

Cloud Management Profiles

NVM to Direct XDRCM  ~ EditName [ Delete
Identity Service Settings
(I Enable Debug Logging
Package Manager Service Settings
Logging Level*
[ Error J
Check-in Interval*
[ 8 Hours J

() Notify User When Reboot Is Required

Cloud Management Service Settings

Logging Level*

| Error

Product Update

a Enable Pr
f not enabled, produ

#CiscolLiveAPJC

Window

oduct Update Window

BRKSEC-2596
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Incident
Response
Demo

cisco Lz{@/




- The power of XDR

[. How Cisco Secure Firewall ]
boosts XDR

- What is Security Services
Exchange and how does it
work with Secure Firewall?

-« Demo time!

- Next steps / Resources
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Secure Firewall
Dashboard tiles

« Raw event summary o — -

° |nCident promotion reason Total Inirusion = Malware Security ntelligence (s posr Questionatle * Heutral Favorable Good

« Talos IP reputation

. Intrusion top attackers —— - E— e E—
. I vos: I T

* Intrusion top targets —— | — o

I =0 [ I

. . | 2 _ = |

* Intrusion top signatures o N o e

+ Security Capabilties (FMC) s . T o= _ = -

« Security Update Status (FMC) e |

« Device Inventory(FMC)
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Secure Firewall

Enrichment Security Intelligence eve
IP_ReputationSI_Category:....
e Local IP SlghtlngS First Seen: 2023-04-17T13:10:36.000Z

Refe re n Ce Reported by

ECZAMAZ-MTKLEVO

« Pivot point to sighting event @

Module: Secure Firewall - ExplorCorp

Source: NGFW Event Service

e Short description
Promote events _—
0@ Security Intelligence event -
— IP_ReputationSI_Category
« Promote alerts from Analytics to ')
. . . L d 1 t’
incidentsinxbR | & e ong desetiption
Sighting Title
Security Intelligence event -
IP_ReputationSI_Category:ExplorCorp_Malicious_IPs:

cd8cceda-c4c7-4b84-a9a5-5da22fc6f686
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Secure Firewall

Triage events

» See triaged network security
events in the prioritised incidents
list.

Incident management

* Assign to others, change status,

link incidents or add notes

Maintain context

* View incidents in the XDR ribbon
or the browser extension

cisco Lz/&/

D wi - Suspected Malici

on 2023-05-26T13:41:55.000Z - 7 Linked Incidents

1s URL on ip 192-168-249-115

Reportad by loud Analytics (ci

Suspected Malicious URL for Cisco Demo (RTP) View Lang Description

Owerview  Detection  Response  Workiog

by

[ ip-172-16-133-27ss-sas1-2... 7 hutpsiidrinkloodspp.com/Ad.. Userviaizhlst
% amgansia

Data_Exfiltration

13 Assets View al 4 observables View al 7 Indicators

TOP ACTIVE TOP ACTIVE TOP ACTIVE

[5) marbie 2 events 0 108.62141.250 Cisco Secure Cloud Analytc
Watchist Interaction

) granite 2 events @) 0d5alc01c2708e8bEabAG. I

[ state s @3 drinkloodapp.com Watchist Intaraction

View Investigation

Unassigned

View all

Suspected Malicious URL on
ip 192-168-249-115

Reported by Cisco Secure Cloud Analytics (cisco-
deloud-rtp] 4 days ago

Assigned Unassigned

MITRE (-oeoeooeoes)

Priority score breakdown

76 10
765 totection acet

Risk Value at Risk

Short description

Suspected Malicious URL for Cisco Deme (RTP)

Long description

Alert
Suspected Maliciaus URL - #11941

Tenant
Cisca Demo (RTP) (cisco-deloud-rip)

Source
Ip-192-168-249-115.us-east-2.compute.intermal

Description
The device communicated with a suspected
malicious URL, The alert uses the Suspected
Malicious URL observation and requires URL data
provided by firewalls via the Cisca Security Analytics
and Logging (SAL integration or Enhanced Netflow.

View Incident Detail

#CiscoLiveAPJC ~ BRKSEC-2596

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 94




Never lose context with XDR Ribbon Settings

Query endpoints
Incidents

Find observables on page
Notifications

Casebook
Home

M O—

Wiv XDR CASEBOOK

Search... } =t .~ Add [ Load RAT Grows Up-LU Run Investigation Link to Incident [ [0

v Owned By Me

Overview & > Observables 29 1 18® 10 90 |« Notes @ k-
~ Owned By Others 1,495 > -
May 25, 2023, 10:50:53 AM [E”‘e’ logs, IPs, domains, etc. J Talos Loda Rat Grows Up investigation
CHEN TEST
user210 dcloud_sxv2 > @ 10 Domains https://blog.talosintelligence.com/loda-rat-grows-up/
1 Observable
1 8® 0 10
Case 2023-05-28T17:57:40.000+03:00 > B 10 SHA-256
1 Observable 0 M0me 0 0
Linked Incidents
Load RAT Grows Up-LU > [ 9URLs
29 Observables 0 0 10 80

Loda RAT Grows up
29 Observables

Loda RAT Growths up
29 Observables
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PSIRT Impact Monitoring

Problem: A network administrator
is continuously monitoring for new
PSIRT announcements and
checking to see if their devices are
vulnerable

Solution: This orchestration
workflow will check for new PSIRTs
then compare your devices version
and notify you if any vulnerable
devices were found.

cisco Lz{@/

#CiscolLiveAPJC

SXO-WF M
PSIRT advisory alert
One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.

A has been created.
to view the PSIRT advisory.

1 | FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.
A has been created.
to view the PSIRT advisory.

1 FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.
A has been created.
to view the PSIRT advisory.

1 FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a High PSIRT/CVE advisory.
A has been created.
to view the PSIRT advisory.

1 FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

PSIRT advisory alert

One or more devices managed by Secure Firewall Manager require software updates due to a Medium PSIRT/CVE advisory.

A has been created.
to view the PSIRT advisory.

FTDv (FTD) at 172.16.0.10 is running software version 7.1.0 and needs to be upgraded.

FTD-test (ASA) at 127.0.0.1 is running software version 9.14.4 and needs to be upgraded.

BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Impact Red Remediation

9 dCloud SecureX v2 Orchestration 3/23/23, 1:24 PM K ©

Problem: A high priority intrusion
event is detected by the Firewall.
Adam, the analyst, needs to
remediate quickly across multiple
technologies.

Solution: An XDR orchestration
workflow investigates the event
and waits for approval. Once
approval is granted, automated
remediation at the DNS,
application, and endpoint level are
taken.

cisco Lz{@/
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66

FIREWALL INCIDENT AUTOMATED REMEDIATION
Firewall Incident automated investigation completed for promoted
Incident Security Intelligence event - URL_SI_Category:dcloud-SI-URL
involving internal host with IP 192.168.249.111

View Workflow Run

View SecureX Threat Response Incident

View ServiceNow Incident

Threat Response investigation completed
Domain blocked in Umbrella: drinkfoodapp.com

SHAZ256 file hash added to custom detection list in AMP:
0d5alc01c2706c8b66ba953dbe01£265d7d38e9b02aa4dl
bc4£f62239e9acb8067

Enabling AMP host isolation for 192.168.249.111 View
Host

Logged in users retrieved from Orbital. The user will be
moved to a Deny Access Group in Duo

Orbital machine state snapshot initiated. View Results
Moved user MARBLE to DENY group in Duo. View Group
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Firewall Health Monitoring

Problem: A network administrator is
trying to maintain a healthy network
but sometimes a device gets into an
unhealthy state. It can take time to
react these issue the network
administrator is not aware.

Solution: This orchestration
workflow will check for health alerts
from your devices and proactively

notify via Webex teams, Slack, or
email.

cisco Lz{@/

#HCiscoLiveAPJC ~ BRKSEC-2596

SB-bot 2/13/23, 12:00 AM A @ 66 =

Secure Firewall - Get Health Alerts

Alerts were returned, but a ServiceNow incident was not created. Click
here to view the workflow run.

Red Alerts

Timestamp : Device Name : Health Module : Details

2023-02-13 04:01:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:06:00 : 4125-FTD-1: CPU : CPU39 usage is 99%
2023-02-13 04:11:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:16:00 : 4125-FTD-1: CPU : CPU39 usage is 99%

2023-02-13 04:21:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:26:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:31:00 : 4125-FTD-1: CPU : CPU39 usage is 99%

2023-02-13 04:36:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
2023-02-13 04:41:00 : 4125-FTD-1: CPU : CPU39 usage is 100%
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Expiring Time Based Objects

Problem: As a network
administrator it is always
challenging to manage your
policies. Some rules in the policy
may not be active due to an expired
time range and finding expired rules
can be time consuming.

Solution: This orchestration
workflow will check rules that have
already expired or will expire soon
and proactively notify you of which
rules to review.

cisco Lz{@/
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SXO-WF QA 4:10 PM

Time-based rules set to expire

An audit of Secure Firewall has uncovered one

Policy: Block All Traffic
«  Allow Apple has a time-based object titled 2-28 which expired -77 days ago

or mare policies with time-based rules set to expire within the next 30 days

Policy: Default
« Allow Apple has a time-based object titled 2-28 which expired -77 days ago

Policy: SecureX Policy
ed object titled end_of_april which expired -16 days ago
ed object titled end_of_may which is set to expire in 14 days
titled 5-15 which expired -1 days ago

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Block Observables on Firewal

Problem: Adam the analyst, is
reviewing an endpoint alert. He
notices an unknown IP address
related to a compromise on the
endpoint. Adam wants to act by
blocking this IP address on the
firewall, but he doesn’t have access
to Firepower Management Center.

Solution: Using the pivot menu
Adam can block the IP address at
the click of a button from anywhere.

cisco Lz{@/

31 observal

TOP ACTIVE

®3 6666 Q

@Y 1bf529e3f6l
0] 94.204151.¢
07 64.104.44.1(

@O~] 3136.210.16

IP Address ®  6.6.6.6
Verdict Source  Talos Intelligence

> There are 2 Verdicts for this observable.
Talos Intelligence

Search for this IP 7
Umbrella - ExplorCorp

IP view for 6.6.6.6

XDR Automation

(® Secure Firewall - Block Observable

(® Move Computer to Triage Group

® Submit URL to Secure Malware
Analytics

® Meraki - MX - L3 Outbound Firewall
Block

(® Umbrella - Add to Destination List

@ ServiceNow - Request Firewall
NullRoute

#CiscoLiveAPJC ~ BRKSEC-2596
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0365 to FMC network object

Problem: Many network administrators
need to keep track of Office 365 ip ranges.
These ranges are constantly changing and
updating Firewall policy objects can be very
time consuming.

Solution: An XDR orchestration workflow
fetches the ranges from Microsoft and
updates the policy object. The workflow can
be scheduled to run once a day ensuring the
policy is always up to date.

cisco W&./ #CiscoLiveAPJC ~ BRKSEC-2596

Fetch Microsoft Cloud
endpoints JSON

Parse into Firewall policy
object

Update the Firewall policy
object if needed

End
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- The power of Cisco XDR

- How Cisco Secure Firewall
boosts XDR

-
- What is Security Services

Exchange and how does it

work with Secure Firewall?

~

-« Demo time!

- Next steps / Resources
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Security Services Exchange

“A secure distributed
iInfrastructure to enable data
acquisition, data processing
and data publishing for data
from products/devices on-
premises to the Cisco Cloud.”
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Connecting Devices & Enabling Customer Cloud

Services

Integrated Cloud services
. Cisco Defense Orchestrator (CDO)

. XDR
. Cisco TAC
. Customer Success

Core Infrastructure Services

. Identity and Tenancy
. Secure device registration
. Application registration and discovery

. Data publishing
Device Connector / Agent

. Secure Bi-Directional Channel

. REST, CLI, WebSocket

. File Upload / Download

. Services Management

. Products: FMC, FTD*, ESA, WSA, SMA, ISE, SNA
* = Events are SENT to SSX and stored for 7 days

CISCO W,/ HCiscoLiveAPJC

CDO XDR
Event_ing s Customer
SerV|Ce i Success
SECURITY SERVICES
EXCHANGE

B
e

&@
0
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Supported Data pipelines

Data acquisition Data Processing Data publishing

g - . Telemetry service ' Notify telemetry
GE) .' Devices | Device telemetry | 54 , Customer
) I\ (SSX ConneCtor) /I : : |I» : Consume telemetry Success
6 N . '\ X
— N

' Event-Streamer ' / Eventing service N DR
D | (CSSP/SEC) | | S *
= X _( _____ i o _)_ 4 Events ! m ' Publish Events
S e R > : : » CDO
> 4 Devices \ J§ON or v 7 T - ' Incidents
L . S— yslog | e S I, - >

((SSX Connector) \ | . Talos
6 ———————————— - \\\ ------------------------ _’
S
c e
O /’ \

____________ . .

% 4 Devices ~ Commands to ! . ' > Execute commands Cisco TAC /
o '« - Messaging service ¢ _ _ XDR
> (SSX Connector), the device ! ' on device / upload file
=)
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Eventing Service

Ingest Events

Processing Events Consuming Events

EBS EBE ' ___________ \ < ~
N ~ONA(CSSP) | .' . ‘.
R g ~ Event Viewer < > r",O{\
\ /
FTD IPS Events: T :‘ _____ Tenants
syslog e RGN Query.
. Eventing service ' Augmented |
! : : Events
* & P roest Derocessngy : |
i T T -
" ST T [
F IPS Events Vo T :
|
FTD Filtering -Augmentation Persist 4 Incident
W|th FDM N __od Promotion
£ IPS Events Prr T Io
__________ [ ) .
@ X T S " XDR Service NGFW Enrichment
F > FMC6.4 '\\ /Observable Query

FTD

cisco Lz{/&/

S T e aTae
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Secure Firewall

Security
Services
Exchange

@

Intrusion events —I

Security intelligence events
File and malware events

-

NGFWs Bloc

Y
~ HRAR

cisco #CiscoLiveAPJC ~ BRKSEC-2596

<—— Pjyot

<+—— Enrich —————

Incident

Manager

XDR
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Secure Firewall

Security

Services <+——— Enrich —————

Exchange <+—— Pivot —f—— Incident

@

Manager

Intrusion events —I XDR

Security intelligence events
File and malware events

-

NGFWs Block
Execute API calls to FMC

Y
~ HRAR

Cisco
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Cloud to on-prem API Proxy

* Any FMC version

XDR Automate
* Remote appliance
: Automation deployed in
Analytics workflow vCenter
executes API
call to FMC

Investigate i * QOutbound access
: on TCP 8883
i
1
1
i
API call is sent to : SSX FMC
. 1
orchestration remote v . Connector
embedded in

based on target
configuration

FMC

Authenticate to API as an
external user and execute

API call. Response is sent On Premise s FMC API
back through orchestration Infrastructure
remote
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Cloud to on-prem API Proxy

e FMC 7.2 0r7.0.2+

XDR Automate

Automation » Device is registered
workflow to Security Services
executes API Exchange

AP call to FMC API call is proxied

_ through SSX since
Investigate &N N .. device is already
registered to SSX

SSX Connector
embedded in FMC
FMC

Analytics

On Premise
Infrastructure

SSE connector interacts
directly with FMC API as an
internal user. Response is
sent back to orchestration

FMC API

(internal)
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XDR + FMC + Orchestration

Remote VM

Not version specific

Requires deployment of VM
on VMware

Versatile to interact with
other on-premise API’s

Outbound TCP 8333 may
require edge Firewall
changes

A few additional configuration
steps

cisco Lz{@/

XDR + FMC + API proxy

Requires 7.2+ or 7.0.2+

#CiscoLiveAPJC ~ BRKSEC-2596

Requires device registered to
SSX

Easier for customers / built in
experience

Importing workflows is plug-
n-play

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Sec Services Exchange Proxy APl Swagger Int.

Cisco

< C & visibility.amp.cisco.com/iroh/iroh-ssefindex.html#/SSE/post_iroh_iroh_sse_device_device_id__api_proxy
E /iroh/iroh-sse/device

E /iroh/iroh-sse/device/{device-id}

a i % 2 *»@
List SSE Devices ﬁ

Read an SSE Device

[ 831y /iroh/iroh-sse/device/{device-id}

1%, /iroh/iroh-sse/device/{device-id}

@ /iroh/iroh-sse/device/{device-id}/api-proxy

required scopes: sse/api-proxy:read

Parameters

Name Description

device-id * i

string

186d4b11-6b8f-4e71-a997-758ae10f8af0

(path)

APIProxyRequestPayload * =7

Edit Value | Model
array[object]

Patch an SSE Device

]
Delete an SSE Device ﬂ ]

&

&

Send command payloads to a SSE device through the API Proxy

(body)

i{
"headers": {
“Content-Type": “application/json”

}

peration”: "POST",
iy ttp",

0£2-11e3-8169-649ed49h625£/object /hosts”,

/api/fmc_canfig/vl/domain/g276ah
"1234",
"timeout": 110,

b

&./

#CiscolLiveAPJC
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Security Services Exchange Proxy API request fields

“operation” defines the method
(ex: POST, PUT, GET, DELETE)

command” is the FMC API
path to execute one

"body” is the request payload
which is identical to the payload
used directly on the FMC API

“scheme” | “timeout” ,
“headers” and “commandl|d”
can be left as static values
matching the default

cisco Lz{/a/

[{
"headers": {
"Content-Type": "application/json"

}I
"operation": "POST",
"scheme": "http",
"command": "/api/fmc_config/vl/domain/e276abec-e0£f2-
1le3-8169-6d9ed49b625f/object/hosts",
"commandId": "1234",
"timeout": 110,
"body": {
"type": "Host",
"value": "11.22.33.44",
"overridable": false,
"description": "Host created from XDR"
"name": ”“XDR Object"
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Sample Response

"data": [
{
"headers": {..},
"operation": "POST",
"scheme": "http",
"command": "/api/fmc_config/vl/domain/e276abec-e0£2-11e3-8169-
6d9ed49b625f/object/hosts",
"commandId": "1234",
"body": {
"description": "Host created from XDR Automate",
"id": "005056BE-CE57-0ed3-0000-115964118593",
"links": {
"parent": "https://localhost/api/local/fmc_config/vl/domain/e276abec-e0f2-11le3-
8169-6d9ed49b625f/object/networkaddresses",
"self": "https://localhost/api/local/fmc_config/vl/domain/e276abec-e0£2-11e3-8169-
6d9ed49b625f/object/hosts/005056BE-CE57-0ed3-0000-115964118593"
} 14
"metadata": {..},
"code": "201",
"timeout": 110
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onfigure the integrat

CIsco

Enable XDR

Enable XDR Automate

Select a user role for
XDR workflows

Save the configuration

.&./

lon

#CiscolLiveAPJC

Firewall Management Center

SecureX Setup

Overview Analysis Policies Devices Objects Integration

This feature allows Secure Firewall Management Center to integrate with other SecureX services via SecureX ribbon. Learn more [

1 Cloud Region

2 SecureX Enablement

-~

3 Event Configuration

4 Orchestration

This setting determines where events are sent to, if configured to send to the cloud, as
well as data generated by the Cisco Success Network and Cisco Support Diagnostics
tools.

Current Region us-east-1 (US Region)

After completing this configuration, the SecureX ribbon will show up at the bottom of each
page. Learn more [}

| @ SecureX is enabled for US Region.
Disable SecureX 4

Send events to the cloud @ view your Cisco Cloud configuration

Intrusion events View your Events in SecureX

File and malware events

Connection Events
Security

e Al®

Enable SecureX orchestration to allow SecureX users to build automated workflows that
interact with various resources in the Secure Firewall Management Center. Learn more %

Enable SecureX Orchestration

Specify the Firewall Management Center user role you want to assign to the SecureX
orchestration workflows.
Assigned Role

Administrator

‘e o~
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Configure the integration

ADD INTEGRATION

odule Name
vall ]
Secure Email Threat Defense Secure Email and Web Manager
Formerly Secure Email Cloud Mailbox Formerly SMA Email [ Manage Devices } [C‘ CheckTorNow Devices]
Cisco Secure Email Threat Defense (formerly Secure Cisco Secure Email and Web Manager (formerly SMA P = o o= i
Email Cloud Mailbox) provides the most Email) centralizes management and reporting areion Status escription Adgress
comprehensive protection against damaging and... functions across multiple Cisco email and web... i
: 7.2.0 &) geg‘s‘ere 10.90.12.219 atl-tme-fmc 10.90.12.219
O + Enable O + - i
- 723 () Register® 10,902,236 ati-tme-fmc-iog.cisco.com e
: Registere 10.90.12.210 atl-tme-fp4100-1 (FMC
1100-1 7.20 J d managed) 10.90.12.210
Secure Firewall Secure Malware Analytics 1100-2 720 @ Registere 10.90.12.220 atl-tme-fp4100-2 (FMC 10.90.12.22
. . o d managed) 0
Formerly Firepower Formerly Threat Grid
Secure Firewall (formerly Fire Cisco Secure Malware Analytics (formerly Cisco -log 7.2.3 ) gegistere 10.90.12.237 atl-tme-ftd-log (FMC managed) 170'90'12'23
complete and unified manag Threat Grid) combines advanced sandboxing with
application control, intrusion pr threat intelligence into a powerful solution to protec... perpage 1-50f 5 @ /1
O+ o+

\board of the tiles associated with this integration module, which can be shared bersmanization.
=3
€) Add Firewall module €) save the module
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Firewall and
XDR Demo

cisco Lz{@/



- The power of Cisco XDR

- How Cisco Secure Firewall
boosts XDR

- What is Security Services
Exchange and how does it
work with Secure Firewall?

[- Demo time! ]

- Next steps / Resources
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What is XDR and how it can
enhance your Security
Operations?

How can you integrate your
Firewall with XDR?

How does the Firewall and
XDR integration work behind
the scenes?

5 valuable use cases you can
enable today for FREE!!

BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 126



- The power of Cisco XDR

- How Cisco Secure Firewall
boosts XDR

- What is Security Services
Exchange and how does it
work with Secure Firewall?

-« Demo time!

[- Next steps / Resources]
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XDR Resources

http://cisco.com/go/securex

http://learnsecurex.cisco.com

http://cs.co/SecureX videos

http://security.cisco.com
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http://cisco.com/go/securex
http://learnsecurex.cisco.com/
http://cs.co/SecureX_videos
http://security.cisco.com/

Learning Map

Cisco

.&‘/

Security

START

Learn how SecureX Threat Response is an
investigation and remediation application that
dramatically simplifies security by cutting the time
and manual effort required for threat hunting and
incident response.

CISCO '9/

Las Vegas, NV | June 4-8, 2023

#CiscoLiveAPJC ~ BRKSEC-2596

Monday, June 5 | 1:00 p.m.
BRKSEC-1639

An Introduction to Risk-Based
Vulnerability Management

Monday, June 5 | 3:00 p.m.
BRKMER-2003
Meraki with Secure Network

Analytics and XDR: Threat
Detection for the Rest of Us

Monday, June 5 | 4:00 p.m.
BRKSEC-1023

Accelerate your SOC with Cisco
XDR

Tuesday, June 6 | 1:00 p.m.
BRKSEC-2084

Seeing is Believing: Unlocking
XDR Outcomes with Visibility

Tuesday, June 6 | 2:30 p.m.
BRKSEC-2101

Malware Execution As A Service:
a Deep Dive into CSMA Advanced
File Analysis

FINISH
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Wednesday, June 7 | 10:30 a.m.
BRKSEC-2095
Cisco XDR with Email: Protect,

Analyze and Evolve the SMTP
Conversation

Wednesday, June 7 | 1:00 p.m.
BRKSEC-2113

Cisco XDR - Making sense of the
Solution and how it's a Security
Productivity Tool

Thursday, June 8| 9:30 a.m.
BRKSEC-2178

Extended Detection with Cisco
XDR: Security analytics across the
enterprise

Thursday, June 8 | 10:30 a.m.
BRKSEC-2931

Building, Proving, and Extending
Detections in Secure Analytics

Thursday, June 8 | 1:00 p.m.
BRKSEC-3116

Automating your Cisco XDR
Workflows: from Threat Hunting, to
Finding and Confirming Incidents,
to Responding!

If you are unable to attend a live session, you can watch it in the On-Demand Library after the event.
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Capture the Flag with XDR

Stop by Capture the Flag

to get some hands-on
experience working with
XDR as a security analyst R c9idee, ORUBIRE S | oo

XDR allows SOC teams to quickly and efficiently move away from endless investigation and

. . (
O n a m I SS I O n I +'48 instead spend their time remediating the most critical incidents across their Cisco and third
. i el party security stack. Sam (SOC Analyst) starts their day reviewing their queue to

determine if any critical incidents have occurred to determine what actions to take and if
needed handed off to the IR team (Remi).

Day Hours
Monday 8:30 AM to 6 PM f&iii.x.fi’?é"::i?:;”;:1221?25*:;22&'!5?53°J,“§5"é“§;"~“§$ i o o e
Tuesday 8:30 AM to 5 PM
Wednesday 8:30 AMto 5 PM
Thursday 8:30 AMto 1 PM

cisco W&- #CiscoLiveAPJC BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 130



Want to learn more about
XDR and see a live demo?

Visit us in the Cisco Showcase @
World of Solutions!

Day Hours

Monday 10 AM to 6 PM
Tuesday 10 AM to 5 PM
Wednesday 10 AM to 5 PM
Thursday 10 AMto 1 PM

cisco Lz{/&/



cIsco W&/

Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

cisco W-/ #CiscoLiveAPJC ~ BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 135



- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

BRKSEC-2596 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 136
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