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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2586
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Forward-looking statements
This presentation may contain forward-looking statements that are subject to the safe harbors created under the Securities Act of 1933, as 
amended, and the Securities Exchange Act of 1934, as amended. All statements other than statements of historical facts are statements 
that could be deemed forward-looking statements. These statements are based on current expectations, estimates, forecasts, and 
projections about the industries in which we operate and the beliefs and assumptions of our management based on the information currently 
available to us. Words such as “expects,” “anticipates,” “targets,” “goals,” “projects,” “intends,” “plans,” “believes,” “momentum,” “seeks,” 
“estimates,” “continues,” “endeavors,” “strives,” “may,” variations of such words, and similar expressions are intended to identify such 
forward-looking statements. In addition, any statements that refer to (1) our goals, commitments, and programs; (2) our business plans, 
initiatives, and objectives; and (3) our assumptions and expectations, including our expectations regarding our financial performance, 
products, technology, strategy, customers, markets, acquisitions and investments are forward-looking statements. These forward-looking 
statements are not guarantees of future performance and involve significant risks, uncertainties and other factors that may cause our actual 
results, performance or achievements to be materially different from results, performance or achievements expressed or implied by the 
forward-looking statements contained in this presentation. Readers are cautioned that these forward-looking statements are only 
predictions and are subject to risks, uncertainties, and assumptions that are difficult to predict, including those identified in the “Risk 
Factors” section of Cisco’s most recent report on Form 10-Q filed on May 21, 2024 and its most recent report on Form 10-K filed on 
September 7, 2023. The forward-looking statements made in this presentation are made as of the time and date of this presentation. If 
reviewed after the initial presentation, even if made available by Cisco or Splunk, on Cisco or Splunk’s website or otherwise, it may not 
contain current or accurate information. Cisco and Splunk undertake no obligation to revise or update any forward-looking statements for 
any reason, except as required by law.

In addition, any information about new products, features, functionality or our roadmap outlines our general product direction and is subject 
to change at any time without notice. It is for informational purposes only and shall not be incorporated into any contract or other 
commitment or be relied upon in making a purchasing decision. We undertake no commitment, promise or obligation either to develop the 
features or functionalities described, in beta or in preview (used interchangeably), or to include any such feature or functionality in a future 
release. The development, release, and timing of any features or functionality described for our products remains at our sole discretion.

Splunk and Splunk> are trademarks and registered trademarks of Splunk Inc. in the United States and other countries. All other brand names, product names, or 
trademarks belong to their respective owners. © 2024 Splunk Inc. All rights reserved.
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Digital Transformation Made Detection, 
Investigation and Response Harder
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The Next 10 Years Will 
Be Defined By AI 
Adoption 
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Splunk’s Secret 
AI-Super Power is 
Data!
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Embedded capabilities 
within products

Customisable 
ML, deep 
learning and 
data science 
tools  

AI libraries and APIs for 
developers

Generative AI 
chatbots

Guided 
assistive 

workflows

AI 
Tools
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Our AI Product Philosophy

Domain Specific

Focused on Security and 
Observability

Human in the Loop

Human-assisted AI for 
detection, investigation, 

and response

Open and Extensible

Easily integrated with third 
party frameworks
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How can Splunk help you in your AI journey?

Building AI Models Securing and monitoring 
AI

Leveraging AI in Splunk

Help build AI models 
on the highest data 

quality

Monitor and secure AI 
data, infrastructure and and  

governance

Improve security and 
observability outcomes 

with AI

BRKSEC-2586 10



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Where are we 
investing?

11

Accelerate detection, 
investigation and response

BRKSEC-2586

Finding Signals

Find the signal from the noise in 

vast amounts of data.

Sense Making

Make sense of the signal to 

improve user productivity and 

outcomes.
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Splunk’s Customizable AI & ML Pipeline

Capture data from any 

environment in real 

time

Clean & prepare data 
using Splunk’s 

powerful search 
processing language

Train and deploy 

custom AI & ML 

models

Inference pre-trained 

models on newly 

incoming data

Take action on 

inference results!

Iterative Feedback Loop

Industrial 
Assets

Consumer and 
Mobile Devices

OT

IT
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Preview in Q1 & GA in Q2

• Upskill new and advanced Splunk 
users quickly.

• Translate bi-directionally 
between NL and SPL.

New AI Assistant 
for SPL

13BRKSEC-2586

AI Assistants Everywhere
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Coming Soon

• Investigate faster.

• Answer analyst questions to 
speed up daily workflows.

• Save time while addressing 
threats more rapidly.

• Access natively within 
Splunk ES.

New AI Assistant 
in Enterprise 
Security
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SEC1928 - 
SURGe Minicon:
LLM Lifeguard: 

Protecting LLMs 
Using Splunk 

and the OWASP 
Top 10 for 

LLM 
Applications
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Cisco + Splunk
Power and protect the AI revolution
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Infrastructure for AI

Networking and compute 
solutions for training AI 
models at scale

Data for AI

Massive breadth and 
depth of data across 
domains is the foundation 
for AI models

Observability for AI

Observability supports 
trustworthy, performant, 
and reliable AI 
deployment

AI for Security

AI solutions improve 
efficiency, efficacy, and 
economics of defending 
against security threats

Security for AI

Cisco’s Identity 
Intelligence and User 
Protection and Splunk’s 
analytics help protect 
enterprises in their use of 
AI from within
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What’s next for 
security assistive AI 
@ Splunk

• Continue to augment the 
analyst experience

• Incident Prioritization

• Incident Response

• Automation Guidance

• Guided → Assisted

• Prompts → Functions

• Empower the security 
engineer

• Detection engineering 
support

• Automation engineering 
support

17BRKSEC-2586



Demo – AI 
Assistant in 
Splunk 
Enterprise 
Security
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Complete Your Session Evaluations

35

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKSEC-2586
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: jkripalani@splunk.com

36BRKSEC-2586

http://www.ciscolive.com/on-demand


Thank you
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