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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2585
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#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

• What is Attack Analyzer?

• What is an attack chain?

• Why automation is important

• Demo

• Conclusion
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So, what is a Splunk 
Attack Analyzer?
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What is Attack Analyser?

• Cloud platform for automatically analysing potential malware & phishing threats

• Static & Dynamic analysis

• Rich forensic extraction

• Analyst-centric UI

• Complete API

• SOAR plugins

• Email receiver

• Very easy to use, works out of the box w/ minimal configuration

• Supports many third-party sandboxes and analysis technologies

• Updated daily in response to ever-changing threat landscape

• Custom-built to follow complex attack chains meant to deter detection & analysis
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Want To Use Your Own image?
Right-click and choose “Replace image”
If needed, use the crop tool to adjust.
The default .conf23 imagery is in the 
background if you choose to use it.

What are Attack Chains?
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How Phishing Used to Look
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How Phishing has Evolved
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How Phishing has Evolved
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Modern Phish
Email lure

• Very minimal text, almost the 

entire message body is a PNG 

image
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Modern Phish
Landing page

• Again, very little text, just a blurry image 

and a button to click.

• Hosted on a popular “make your own 

website” service (positive domain 

reputation)

• Taken down shortly after campaign ended
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Modern Phish
Phishing page

• Hosted on a compromised 

legitimate website

• Entire page source is obfuscated 

javascript
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The Evolution of Malware
• Multiple steps prior to the malware

• Documents with macros or exploits

• URLs with downloads

• Various script types (js, wsf, chm, etc.)

• Archive wrappers

• Password protected archives & documents

• Attachments with links

• Crafted toxic files

• Malformed files that can’t be parsed w/ standard tools

• e.g., broken ISO file that windows will mount, but other 
OSes/tools can’t process

• Artificially bloated files too big for automation

• e.g., small zip attachment → massive exe too large for analysis 
systems

• Obscure novel file formats

• Recently: OneNote, Microsoft Shortcut files, ISOs

the old way

evolution
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Modern Malware
Email lure

• Injected into pre-existing conversation 

(sneaky!)

• No malware yet, attachment is a benign 

PDF
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Modern Malware
PDF attachment

• PDF has “OPEN” button that leads to a 

website
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Modern Malware
Compromised Website

• Compromised Wordpress website

• Downloads a ZIP archive
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Modern Malware
ZIP Archive

• Contains WSF script

• Still no malware

• When double-clicked, the script 

downloads the malware binary from 

another website
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So Why Do All This Weird Stuff?

It often bypasses traditional detection systems
• Minimal text for email classifiers to score

• Use of popular fileshare/hosting websites defeats domain reputation

• Forcing user interaction (buttons, links, etc.) stops most automated scanners/sandboxes

• Obfuscated code bypasses most static analysis (IDS, AV, etc.)

• Malformed/mangled file formats break most tools

It slows down analysis/response time

More attack complexity means 

• More analysis steps

• Analysts getting stuck

• Slower time to respond

• Higher likelihood of missing the attack

• Longer dwell time

More stuff getting through, staying active longer
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Attack Analyser Automates All of This

Recursive extraction, parsing & analysis
• extracting email attachments
• opening archives
• visiting links to websites
• downloading files

Simulating human behaviours
• intelligently clicking links, buttons, canvases, etc.
• entering archive/document passwords (extracted 

from content or brute-forced)
• “double-clicking” all the things

Expert analysis at every step
• attack chain visualisation
• forensic generation
• metadata extraction
• threat detection
• code deobfuscation
• execution hooking & tracing
• OCR extraction from images
• logo detection
• macro extraction & emulation
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Demo Time!
(with optional offline mode)
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Malware Analysis
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Popular Use Cases

Incident analysis
• Interactive web browser 

for navigating websites
• Interactive sandbox for 

exploring malware 
behaviour

• Consolidated/normalised 
POV from multiple 
sandboxes

• Importing forensics into 
splunk for pivoting & 
threat hunting

Incident triage
• EDR alerts
• New unknown 

files/executables
• Web proxy exception 

handling
• ES notable enrichment
• Web referrer logs

Email phishing
• User reported phishing 

Customer reported 
phishing Forwarded 
SMS phishing

BRKSEC-2585 46



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Why You Should be Automating Your Threat Analysis

Manual analysis

• often repetitive and time-consuming

• malicious content is only live for a limited time

• inconsistent, and leaves sporadic documentation

• 95+% of URP are totally benign, waste of analyst time

Automated analysis with attack analyser

• hyper-detailed forensic record stored & searchable

• copies of threat content stored offline for later analysis

• safe, non-attributable environment

• get more value from your existing investments (VT, intel feeds, sandboxes, etc.) due to attack chain following

• store the results in Splunk for tracking & reporting
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Is Attack Analyzer Right for You?

If you:

• Have a multiple person in-house analyst team

• Routinely analyse several potential threats per day

• User reporting phishing

• Customer reported phishing

• Proxy blocks or exceptions

• EDR alerts

• Document uploads (e.g., resumes)

• etc.

• Are looking to increase the capacity of your analyst team

• Would like to increase your analysts’ quality of life

Then yes!
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Complete Your Session Evaluations

49BRKSEC-2585

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

50BRKSEC-2585

http://www.ciscolive.com/on-demand


Thank you

#CiscoLiveAPJC



#CiscoLiveAPJC


	Slide 2
	Slide 3: Accelerate Threat Analysis with Intelligent Automation
	Slide 4: Cisco Webex App 
	Slide 5
	Slide 6: So, what is a Splunk Attack Analyzer?
	Slide 7: What is Attack Analyser?
	Slide 8
	Slide 9: How Phishing Used to Look
	Slide 10: How Phishing has Evolved
	Slide 11: How Phishing has Evolved
	Slide 12
	Slide 13
	Slide 14
	Slide 15: The Evolution of Malware
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20: So Why Do All This Weird Stuff?
	Slide 21: Attack Analyser Automates All of This
	Slide 22
	Slide 39: Malware Analysis
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46: Popular Use Cases
	Slide 47: Why You Should be Automating Your Threat Analysis
	Slide 48: Is Attack Analyzer Right for You?
	Slide 49: Complete Your Session Evaluations
	Slide 50: Continue  your education
	Slide 51
	Slide 52

