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Cisco Webex App 
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Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.

1
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4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2582
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• Introduction

• Why Managed Security

• Cisco Security Cloud

• Managed Security Journey

• Demo

• Conclusion
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The Why?

6BRKSEC-2582

Why
Cisco?

Why Why

AI powered, integrated 
platform to simplify security 

outcomes

Power of Network, Security 
and Data

Risk 
Mitigation

Protect your organization 
from cyber criminals

SaaS, Cloud 
transformation, 
Remote / Hybrid 
work

Sophisticated 
machine scale attacks

Nation-state 
sponsored attacks 

Do Anything ? Do it Now ?

World’s best Threat Intelligence. 
AI + 500 threat researchers globally

Attacks are trending 
upwards & more and 

more organizations are 
targeted    
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Cybersecurity Domains

Cybersecurity Domains

Security Operations

ProtectionDetection

Prevention

Incident Response

Data Leakage

Active Defense

Breach Notification

Containment Eradication

Investigation

Forensics

SOC

SIEM Vulnerability 
Management

Recovery

DR

BCP

Security Architecture

Secure Application DevelopmentNetwork Design

Data Protection

Secure System Build

Security Engineering

Cryptography

Baseline Configuration

Access Control

Cloud Security

CASB

Federated Identity

Identity Management

Privileged Access 
Management

Privileged Access 
Management

Physical Security

External

Threat Intelligence

Internal

Contextual IOCs Intel. Sharing

Framework and Standard

NIST ISO/IEC COBIT SANS/CSC

Risk Assessment

Vulnerability Scan

Assets Inventory

3rd Party Risk

4th Party Risk

Penetration 
Test

Blue 
Team

Red 
Team

Social Engineering

Application

Infrastructure

Data-Centric Risk 
Assessment

Source Code 
Scan

Blackbox

Whitebox

Governance
Laws and 

Regulations

Industry Specific

Federal

State

Executive Management Involvement 

KPIs/KRIs

Reports and ScorecardsRisk Informed

Company’s Written Supervisory 
Procedures (WSPs)

Policy Procedure StandardGuideline

Audit
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Highly distributed and diverse IT landscapes make 
secure connectivity difficult 

Public

Private

Public

Public

SaaS

SaaS

SaaS

SaaS

SaaS

41%

85%

86%
Say they value simplicity 
when it comes to technology 
management

Source: 2023 Global Networking Trends Report, Cisco

Campus
Data 
center

Things | 
IoT/OT

Branch User

See having a consistent 
operational model across on-
prem, private cloud, public 
cloud, and SaaS as important

Cloud 
providers

Service 
providers

Colocation

Security

Say securing user access to 
cloud-based applications and 
mobile devices or cloud-based 
solutions is their biggest obstacle
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75% of customers considering vendor 
consolidation

45% 51% 57%

Top reasons organizations 
interested in buying a suite:

Save time
managing
products

Ease the
deployment

process

Reduce 
product 

complexity

59%

Improve 
security 

capabilities

61%

Reduce Total 
Cost of 

Ownership

75%
Of customers pursuing 
vendor consolidation

Source: Gartner, Top Trends in Cybersecurity – Survey analysis.  Feb2023 
Dionisio Zumerle, John Watts; Internal survey of 1000+ security buyers
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Managed Security Services
‘The global MSS market size is projected to grow from 
USD 22.8 billion in 2021 to USD 43.7 billion by 2026, at 
a Compound Annual Growth Rate (CAGR) of 13.9% 
during the forecast period.’ Marketsandmarkets.com

Network & Endpoint Security Services
Security Monitoring, Rationalization and monitoring of all 
security solutions and events (Duo, FW, AnyConnect and 
SIG).

Threat Intelligence & Detection Services
Threat feed rationalization & integration, Analysis & 
Investigation & Incident Remediation.

Platform Management
Build, design and manage security management 
platform, including operation of customers’ security 
services lifecycle.

Fill this with a relevant photo, 
illustration, graph, etc.

BRKSEC-2582 10
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Security Cloud Control - Common Management

20+ Product Consoles security.cisco.comPlatform Experiences are emerging…

defenseorchestrator.com
xdr.cisco.com
SSE.cisco.com

CDOXDR

Security Cloud 
Control

Historically Right 
Now

Security 
Cloud Control

SSE

BRKSEC-2582 11
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Application(s) micro-front endEnforcement technology(s)

AI Assistant

Manage
Configure and troubleshoot 
Policy and Security Controls
security.cisco.com/manage

Monitor
Insights derived from events, 

logs and analytics
security.cisco.com/monitor

Configure
Platform Settings , Provisioning, 

Identity and Access 
Management

security.cisco.com/configure

security.cisco.com

Platform Services

Security Cloud Control

BRKSEC-2582 12
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AI Assistant

13BRKSEC-2582

Detects a phishing attack that has 
setup a “command and control” and is 
exfiltrating data outside the network.

Block any outbound 
exfiltration to the IP address 

identified by the XDR

Lock affected user 
out of critical applications

Cisco XDR Cisco Defense Orchestrator Cisco Duo

Opportunities Challenges
One single Assistant

Natural Language
Automated workflows

Multiple dashboards
Training to use different consoles
Approvals, permissions

AI

Bringing the suites together



PseudoAI Corp’s 
Defense 
Strategy:

Managed Security in 
Action
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HEADQUARTERED AT NEW YORK

SPECIALIZES IN INDUSTRIAL ROBOTIC EQUIPMENTS

ENGAGING IN LARGE MANUFACTURING CORPORATIONS

GOING THROUGH THE EVOLUTION TOWARDS INDUSTRY 4.0

BRKSEC-2582 15



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Private Apps (CSP)

PseudoAI Corp Environment

Internet & SaaS

RESOURCES

Private Apps (DC)

USERS & DEVICES

Dallas & San Jose Branches New York HQOffice Employees (Managed)Contractor (Unmanaged)

MSSP Team

Hybrid working environment. Users 
work remotely and at the offices 

(headquarter and branches). PseudoAI 
Corp has outside contractors working 

part of the AI / Robotic research project

PseudoAI has branches across the US, a 
Smart Factory for robotic parts, a co-
located data center, and uses public 
clouds for private applications. They also 
rely on sanctioned SaaS applications for 
their business.

CYBER OPERATIONS
PseudoAI has internal IT staff but 

partners with an MSSP to 
manage their security across 

multiple environments.

Internal IT StaffBRKSEC-2582 16
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The Big Bang… 
An incident that changes the day

“OH~ THERE’S A FREE WI-FI~ LET ME CONNECT IT AND 
HAVE A QUICK LOOK AT MY NEW EMAILS”

GRADY @ CAFE.

SOMEWHERE IN DALLAS…WHERE IT ALL 
BEGAN..

GRADY ARCHIE, A PLANT MANAGER AT 
PSEUDOAI IS HAVING HIS MORNING 
COFFEE AND CONNECTS TO WIFI 
HOTSPOT

THIS SIMPLE MISTAKE TRIGGERS A 
DOWNLOAD THAT PUTS HIS COMPANY’S 
ENTIRE NETWORK AT RISK …

BRKSEC-2582 17
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Rogue Wi-Fi Captive Portal
TA0001: Initial Access

T1189: Drive-by Compromise

1. Grady clicked this button will download the 
C2 agent automatically

https://blogs.cisco.com/security/cisco-puts-identity-at-heart-of-security-
strategy

2. Grady executed this executable file to “save” his 
Wi-Fi registration

BRKSEC-2582 18
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… AFTER FINISHING HIS COFFEE, GRADY WALKS TO 
THE OFFICE, READY TO START HIS DAY…

.. UNAWARE OF THE DANGER.. THE MALWARE ON HIS 
LAPTOP SILENTLY ACTIVATED AND CONNECTS BACK TO 
THE ATTACKER’S C2 SERVER …

GRADY @ DALLAS BR.

BRKSEC-2582 19
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Command and Control

C2 Session was established from 
Grady’s laptop.

Confirmed the session is active and is able to retrieve 
“whoami” and “privileges” information from Grady’s laptop.

TA0011: Command and Control

T1071: Application Layer Protocol

BRKSEC-2582 20
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Why “Managed” Firewall?

24/7 Firewall Traffic Monitoring 
and Threat Response

Proactive Firewall Configuration 
and Performance Tuning

Regular Firmware and Security 
Patch Management

Expert Management and Swift 
Issue Resolution

BRKSEC-2582 22
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The Technical Perspective
Unpacking the Managed Firewall

Suspicious Activities

Escalated to 
MSSP Engineer

• Threat Investigation
• Plan remediation steps

ITSM

SIEM / Threat 
Intelligence

• Intrusion & Malware Events
• Security Intelligences
• Network Flow Visibility

Grady’s laptop

Managed Firewall

• Intrusion Detection
• URL Filtering

BRKSEC-2582 23
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The Outcome

A NEW TICKET FROM PSEUDOAI’s FIREWALL. THIS 
COULD BE “FALSE ALARM”; I NEED TO TAKE A 
LOOK RIGHT NOW.

LISA @ MSSP.

SECURITY GAPS

Layered Defense

Blind Spots

Fragmented Alerts

Email Vulnerability

Breach Recurrence

Expertise Deficitx

x

x

x

x

BRKSEC-2582 24#CiscoLiveAPJC
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Firewall Network Detection….Early warning signs

BRKSEC-2582 25
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Missing Puzzle Pieces 
COULD THE THREAT BE EVADING 
FIREWALL’S DETECTION RULES? ARE WE GETTING THE FULL SCOPE OF 

SUSPICIOUS ACTIVITIES?

ARE WE MISSING OTHER SIGNS OF BREACH BY 
JUST RELYING ON NETWORK BASED DEFENSES?ARE THERE OTHER C2 CONNECTIONS SLIP 

THRU UNDETECTED?

BRKSEC-2582 26
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Privilege Escalation

Attacker bypass UAC; establish new C2 
session with more privileges

“shell whoami /priv” -> show more 
privileges was elevated for this session

TA0004: Privilege Escalation

T1548: Abuse Elevation Control Mechanism

T1548.002: Bypass User Account Control

BRKSEC-2582 27
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Why “Managed” EDR

PROTECT

DETECT

RESPONSE

Managed EDR safeguards against 
advanced threats by continuously 

monitoring for malicious activity 
and preventing escalation.

Managed EDR ensures rapid response 
to incidents, with security experts 
neutralizing threats and minimizing 
damage to the organization.

Managed EDR swiftly detects 
actions like privilege escalation 
and credential dumping, stopping 
attacks before they spread.

BRKSEC-2582 29



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

The Technical Perspective
Unpacking the Managed Firewall + EDR

Network Activities

Escalated to 
MSSP Engineer

• Threat Investigation
• Plan remediation steps

Intelligence

• Cloud Intelligences
• File Reputations
• Vulnerabilities ITSM

SIEM / Threat 
Intelligence

• Intrusion & Malware Events
• Security Intelligences
• Network Flow

Grady’s laptop

Managed Firewall

• Intrusion Detection
• URL Filtering

Managed EDR

• Protection Engine
• Behavior Detection

BRKSEC-2582 30
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NOW THERE’S AN EDR ALERT TIED TO THE 
SUSPICIOUS CONNECTIONS DETECTED BY 
FIREWALL – LIKELY A COMPROMISE. BETTER 
INVESTIGATE FURTHER!

LISA @ MSSP.

SECURITY GAPS

Layered Defense

Endpoint Coverage

Fragmented Alerts

Email Vulnerability

Breach Recurrence

Expertise Deficitx

x

x

x

“Managed” EDR

BRKSEC-2582 31
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EDR in Action

BRKSEC-2582 32
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Is Having Managed Firewall and EDR Enough ?

I MUST FIND WAYS TO GET A 
BETTER VISIBILITY ON THE 
ATTACK CHAIN …

HOW CAN THIS BE 
SIMPLIFIED FOR ME AND 
MY TEAM?

BRKSEC-2582 33
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Lateral Movements

1. Execute MimiKatz to dump 
credential on Grady’s laptop, and 
perform PtH attack on HQ laptop

TA0008: Lateral Movement

T1550: Use Alternate Authentication Material 

T1021: Remote Services

3. Remotely execute a command on 
HQ laptop via WMI

2. Upload the C2 file to HQ laptop via 
SMB

BRKSEC-2582 34
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Why “Managed” XDR
Cross-Platform Threat Correlation

Scalable Incident Management

Constant Evolution and Upgrades

Improved Threat Hunting Capabilities

Correlate threats across multiple security layers, such as 

endpoints, networks, cloud - giving a complete picture of attacks 

that individual solutions cannot provide

Leverage XDR's analytics and automation to streamline threat 

detection and response. XDR reducing manual efforts and 

minimizing false positives

Leveraging advanced detection tools and deep visibility to 

uncover and neutralize hidden threats before they 

escalate into major incidents.

Ensure the solution stays ahead of emerging threats 

without requiring internal teams to constantly update 

or reconfigure the system themselves.

BRKSEC-2582 36
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The Technical Perspective
Unpacking the Managed Firewall + EDR + XDR

Escalated to 
MSSP Engineer

• Threat Investigation
• Plan remediation steps

ITSM

SIEM / Threat 
Intelligence

• Alert aggregation
• Context Correlation
• Incident Prioritization
• Threat Response & Remediation

Grady’s laptop

Managed Firewall Network Activities

• Intrusion Detection
• URL Filtering

Managed EDR

• Protection Engine
• Behavior Detection

Intelligence

• Cloud Intelligences
• File Reputations
• Vulnerabilities Managed XDR

• Intrusion & Malware Events
• Security Intelligences
• Network Flow

BRKSEC-2582 37
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Unified Platform for Cross-Domain Threat Defense

THIS IS A SIGNIFICANT LEAP FORWARD IN DETECTING & 
RESPONSE TO THE THREATS! I AM ABLE TO CONNECT THE 
DOTS TOGETHER INSTANTANEOUSLY!

LISA @ MSSP.

SECURITY GAPS

Layered Defense

Endpoint Coverage

Unified Threat Response

Email Vulnerability

Breach Recurrence

Expertise Deficitx

x

x

BRKSEC-2582 3838#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public
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XDR – Incident View

BRKSEC-2582 39
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Wait! There’s Still A Critical Gap

Sensitive Data at Risk

Email is a prime target for bad actor 
looking to exfiltrate data

Door for Lateral Movement

Once email threat gains entry, it 
move laterally within organization

Evolving Threat Landscape

Sophisticated phishing attack and 
business email compromise (BEC)

Primary Attack Vector

More than 90% cyberattacks 
originate from email

BRKSEC-2582 40
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Internal Spearphishing

1. Using privileged escalated C2 session to exploit Outlook 
COM Object on Grady’s laptop

2. Execute PowerShell script. Transfer the 
malicious zip file to Grady’s laptop folders 
and send email to another internal users.

3. Execution successful!

TA0001: Initial Access

T1566: Phishing

T1566.001: Spearphishing Attachment

BRKSEC-2582 41
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Why “Managed” ETD? 

Leverages threat intelligence to 
dynamically block evolving threats

Continuous monitoring & proactive 
defense against email threats

Ongoing management and tuning 
to minimize false positives

BRKSEC-2582 43
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The Technical Perspective
Unpacking the Managed Firewall + EDR + XDR + ETD

Escalated to 
MSSP Engineer

• Threat Investigation
• Plan remediation steps

ITSM

SIEM / Threat 
Intelligence

• Alert aggregation
• Context Correlation
• Incident Prioritization
• Threat Response & Remediation

Grady’s laptop

Managed Firewall Network Activities

• Intrusion Detection
• URL Filtering

Managed EDR

• Protection Engine
• Behavior Detection

Intelligence

• Cloud Intelligences
• File Reputations
• Vulnerabilities Managed XDR

Managed ETD Security Inspection

• Behavioral Analysis
• Threat Detection
• AI/ML Detection

• Behavioral Analysis
• Threat Detection
• AI/ML Detection

• Intrusion & Malware Events
• Security Intelligences
• Network Flow

Host 
Isolation

BRKSEC-2582 44
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Managed Email Security (ETD)

SECURITY GAPS

Layered Defense

Endpoint Coverage

Unified Threat Response

Phishing Resistance

Breach Recurrence

Expertise Deficitx

x

THE XDR HAS DETECTED AN INTERNAL PHISHING 
ATTEMPT – THIS COULD BE THE START OF A LATERAL 
MOVEMENT; WE GOTTA CONTAIN ALL EMAILS FROM 
GRADY!

LISA @ MSSP.

BRKSEC-2582 4545© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public
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Cisco Email Threat Defense - Alerts

BRKSEC-2582 46
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The phishing email incident is correlated 
with other incidents that includes the same 

endpoint / user 

XDR – Enriched Incident View

BRKSEC-2582 47
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1. Select the phishing email observable in 
the Relations Graph.

2. Select the XDR automated action 
to execute message quarantine 

through the Email Threat Defense 
(ETD) system

XDR – Quarantine Message through ETD

BRKSEC-2582 48
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Now, Are We Truly Covered? 

?

?

?

?
How will we continuously update and 
assess our security to maintain acceptable 
risk levels?

What level of protection will be enough to 
consider our systems adequately covered?

How do we ensure every device is 
properly secured moving forward?

What measures are in place to prevent this 
incident from happening again?

BRKSEC-2582 49
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Why Managed SSE?

Posture Check

Zero Trust

Data Protection

Authenticating users, checking device posture 

and blocking non-compliant devices.

Enforces least privileges, reducing the attack 

surface and preventing unauthorized access.

Monitors and controls data flows to prevent 

sensitive data exfiltration.

XDR integration
Full access visibility, integrates with XDR, and 

simplifies operations through a unified platform.

BRKSEC-2582 51
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Lesson Learned; SSE Stopped The Recurrence

SSE intercepted the rogue AP’s captive portal, 
stopping the PseudoAI roaming user from 

clicking the confirm button and downloading 
the C2 agent file

SSE client is deployed with ZTNA posture 
verification and DNS security protection 

BRKSEC-2582 52
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SSE - Malicious URL Blocked

BRKSEC-2582 53
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Managed Security Service Edge SECURITY GAPS

Layered Defense

Endpoint Coverage

Unified Threat Response

Phishing Resistance

Controlled Access

Expertise Deficit

LISA @ MSSP.

x

FINALLY! WE ARE PROTECTING ALL ENDPOINTS WITH 
MANAGED SSE. THIS SHOULD GIVE US BETTER ASSURANCE 
THAT THIS INCIDENT WON'T RECUR.

BRKSEC-2582 54#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public
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The Technical Perspective
Unpacking the Managed Firewall + EDR + XDR + ETD + SSE

Grady’s laptop

Managed Firewall Network Activities

Escalated to 
MSSP Engineer

• Intrusion Detection
• URL Filtering

• Threat Investigation
• Plan remediation steps

Managed EDR

• Protection Engine
• Behavior Detection

Intelligence

• Cloud Intelligences
• File Reputations
• Vulnerabilities ITSM

SIEM / Threat 
Intelligence

Managed XDR

Managed ETD Security Inspection

• Behavioral Analysis
• Threat Detection
• AI/ML Detection

• Behavioral Analysis
• Threat Detection
• AI/ML Detection

Managed SSE

• Client (ZTA & VPNaaS)
• Clientless (ZTA)
• IPSEC / SD-WAN

Security Control

• User Authentication
• Device Posture Check
• FWaaS / IPS / SWG / DLP

• Intrusion & Malware Events
• Security Intelligences
• Network Flow

• Alert aggregation
• Context Correlation
• Incident Prioritization
• Threat Response & Remediation

IP/URL  
Blacklist

Host 
Isolation

Email
Quarantine

IP/URL 
Blacklist

BRKSEC-2582 55



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

XDR – IP Blacklist Rule on Firewall

1. Select the C2 Attacker’s IP address in 
the Relations Graph.

2. Select the XDR automated action to 
add the C2 attacker's IP address to the 
threat intelligence feed, which is used 
to update the firewall's IP blacklist rule.

BRKSEC-2582 56
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XDR – Host Isolation on EDR

1. Select the host In question, such 
as Grady’s laptop in the Relations 

Graph

2. Choose the XDR automated 
action to isolate the host using EDR 

management platform 

BRKSEC-2582 57
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XDR – Add Blacklist IP/URL on SSE

2. Select the XDR automated action to add the 
C2 attacker's IP address OR URL to a 

“destination list”, which is used to update the 
SSE’s internet access block policy.

1. Select the C2 Attacker’s IP address in 
the Relations Graph.

BRKSEC-2582 58
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WHY 
PseudoAI 
Corp Needs 
an MSSP?

SECURITY IS COMPLEX
MSSP simplify the security management, 

ensuring all solutions are integrated and 

optimized for maximum protection across 

PseudoAI cyber ecosystem

CONSTANT MONITORING
MSSP’s continuous monitoring reduce the 

risk of security breaches, enabling 

PseudoAI to maintain operational continuity 

and focus on their core business objectives

EXPERTISE LEVER
MSSP enable PseudoAI gains access to 

cutting-edge security solutions and 

methodologies, which enhances their 

security posture without the need for 

significant internal investment.

LEAVE ZERO GAP
MSSP reassure that PseudoAI is fully 

protected, enabling them to operate 

confidently without worrying about security 

gaps or potential breaches.

BRKSEC-2582 59
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Entrust Your Security To The Experts
THIS IS DEFINITELY A WISE DECISION! I AM CONFIDENT THAT PSEUDO-AI 
IS GREATLY PROTECTED, GIVE US PEACE OF MIND IN OUR CYBER 
ENVIRONMENT!

DIEGO, CTO @ HQ.

GAP LIMITED!

Layered Defense

Endpoint Coverage

Unified Threat Response

Phishing Resistance

Controlled Access

Security Assurance

BRKSEC-2582 6060BRKSEC-2582#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public
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RECAP: Smart Investment & Partnership

By securing the 
company’s environment, 
employees can focus on 

driving the business 
forward, leaving cyber 
threats to the experts.

KEY FOCUS

Security is a crucial 
investment that protects 
the company’s assets 

and reputation, ensuring 
long-term success.

FUNDAMENTAL

Engaging experts 
ensures the right 

transformation, enabling 
the company to detect 
and respond to threats 

efficiently.

EXPERTS

Comprehensive, end-
to-end security must be 

integrated into the 
company’s IT strategy to 

effectively safeguard 
against evolving threats.

COMPREHENSIVE

BRKSEC-2582 61



Demo



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 63



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Complete Your Session Evaluations

64

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKSEC-2582
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

65BRKSEC-2582
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Thank you
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