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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2581
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Technical Marketing Maxim

“The public cloud is easy to learn.
Step 1. Forget everything you 
know about networking.”

BRKSEC-2581
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• Introduction

• Firewall Technologies

• Cisco Secure Firewall Portfolio

• Cisco Secure Firewall Innovation

• Cisco Multicloud Defense Overview

• Cisco Multicloud Defense Innovation

• Management

• Conclusion
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Technology Evolution
Rehost, refactor, revise, rebuild, and replace

Hybrid

Private Public

Before 2006 2006 2014 2016 2021

Virtual Machine

Public Cloud

Maturing of containers

K8s Mainstream adoption

Serverless and more…

Bare Metal

2024

Infrastructure Workloads Applications

8BRKSEC-2581
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Security Product Interoperation
Inspect, infer, and cooperate

9BRKSEC-2581

TCP inside:192.168.1.11/54397 outside:203.0.113.100/443 

TCP inside:192.168.2.110/34624 DC:172.16.45.200/443

TCP outside:198.51.100.231/13945 DC: 172.16.45.201/443

Campus

Customers

Apps

Remote

Mapping network flows to specific user 
actions via cloud application API and CASB

New-Normal Firewall

SaaS

Secure Client

Client context discovery via passive fingerprinting 
and trusted endpoint agent cooperation

Continue to decrypt inbound for full app threat protection 
(IPS, WAF, AMP, API) with minimal functional impact

Inbound

Outbound

Secure 
Workload

Workload isolation, posture enforcement, 
host OS and cloud native API protection

Multicloud 
Defense

CloudLock

Umbrella
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Cisco Firewall Portfolio

11BRKSEC-2581

Physical appliances

Cisco Secure Firewall
hardware appliances

running either ASA or FTD 
application

IoT and integrations

ISA 3000
Running either ASA or FTD 

application

Catalyst 9000
ASA running as a VM

Meraki MX
Snort 3 running in container

Private & Public cloud

ASAv and FTDv application
Running on all major public 

cloud and private cloud 
hypervisors
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Cisco Multicloud Defense
Simplified Public Cloud Orchestration

12BRKSEC-2581

INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

Cisco Multicloud 
Defense Gateways 

(PAAS)

NETWORK VISIBILITY SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

API

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud S “as code”
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Cisco Hypershield
Firewall function everywhere!

13BRKSEC-2581
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Physical Firewall Portfolio

15BRKSEC-2581

Data CenterSMB Branch Office Mid Enterprise Service Provider

All appliances can run either ASA or FTD applications, FP9300 can run both on different SMs

Large Enterprise

1010 1120/40/50

3105/10/20/30/40 4112/15/25/45

9300 Series
SM-40
SM-48
SM-56

650 Mbps 
AVC+IPS

1.5-2.2 Gbps 
AVC+IPS

2.6-6 Gbps
AVC+IPS

Stand-alone device:
 12-53 Gbps AVC

 10-47 Gbps AVC+IPS
Sixteen node cluster:
 Up to 680 Gbps AVC

 Up to 675 Gbps AVC+IPS

One Module:
 30-70 Gbps AVC

 24-64 Gbps AVC+IPS
Sixteen node cluster:

 AVC+IPS
SM40*16n = 704 Gbps
SM48*16n = 830 Gbps
SM56*16n = 950 Gbps

17-45 Gbps AVC+IPS
8 - 22.4 Gbps IPsec VPN

8 Node Cluster:
  With 3140, up to

  AVC+IPS(1024B) = 288 Gbps

Stand-alone device:
 70-150 Gbps AVC

 70-145 Gbps AVC+IPS
Sixteen node cluster:
 Up to 1.7 Tbps AVC

 Up to 1.6 Tbps AVC+IPS

4215/25/45

1200 Series
1210/1220
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Secure Firewall 1200C Series

16BRKSEC-2581

• 3 compact models – 1210CE, CP, 1220CX

• 8 core SoC ARM design

• 16GB of RAM

• 480GB of NVMe storage

• Fixed 8x1GE:

• 1210CP - 4x1GE with UPoE+ support (120W total, 
max of 90W per port)

• 1220CX - plus 2x 1/10G SFP+

• Multiple SoC-embedded accelerators

• Encryption/decryption

• Traffic processing

• Up to 2.6Gbps (450B) or up to 6Gbps 
(1024B) for NGFW traffic profiles
(~10x over 1010, ~3x over 11xx)

• Up to 5Gbps for IPsec VPN, and
up to 1.7Gbps for TLS 1.2/1.3
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1200 Series Architecture

17BRKSEC-2581

System Bus

Ethernet

Internal Switch Fabric

On-board copper interfaces

ARM SoC
1210 & 1220: 8 Cores

Management 
interface

RAM
1210-1220: 16GB

1x1GE

Inline Crypto Accelerator

8x1GE

10GE 

On-board SFP+ interfaces

10GE

1220: 2x10GE
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4200 Series Architecture
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Crypto 
Engine

System Bus

Ethernet

On-board 
8x10GE interfaces

NM
Slot 1

NM
Slot 2

4215/4225: 1x100Gbps
4245: 2x100Gbps

8x50 Gbps 16x50 Gbps

CPU 1
4215: 32 cores
4225: 64 cores
4245: 64 cores

RAM
4215: 8x32 = 256GB
4225: 8x64 = 512GB
4245: 16x64 = 1TB CPU 2

4215:0 Cores
4225: 0 Cores
4245: 64 cores

16x50 Gbps

Crypto 
Engine

Crypto 
Engine

Flow Offload
Engine

Forwar
d 

Traffic

Forwar
d 

Traffic

4215/4225: 100 Gbps
4245: 200 Gbps

Chip to Chip Link

Crypto 
Engine

Qty 1 : 4215
Qty 2 : 4225
Qty 4 : 4245

Internal Switch Fabric
(3.2Tbps Switching Capability)
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Cisco Secure Firewall Virtual

19BRKSEC-2581

Private Cloud Public Cloud Gov/IC Cloud

Virtual firewall performance-based licensing from 100Mbps up to 16Gbps

Cloud Leadership

Dynamic Policy 

Clustering & Auto Scaling

Quickstarts, Infrastructure as       
Code and Automation

Integration with cloud native    
services & infrastructure

Gateway Load balancer 
integration 

Accelerated Networking

Snapshots

Smart & Tiered Licensing
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Virtual Firewall on Data Processing Unit (DPU)

• Network Interface Controller (NIC) with a DPU in a server or switch

• Inline hardware acceleration for broad packet processing functionality

• Perfect opportunity to accelerate and scale firewall in hybrid data centers

20BRKSEC-2581

Future

Generic x86 Compute Platform

NIC with DPU

External Network

Crypto and 
Regex Engine

x86 CPU Complex

General Purpose ARM Cores

ASAv or FTDv Software

Flow Offload Crypto Offload

ASAv/FTDv software and Multicloud Defense is 
deployed on x86 CPU in generic private and public 

cloud environments. 

If a DPU is present, additional ARM software 
components program inline acceleration of flow 
processing, IPsec and (D)TLS encryption, Regex 

matching, and other capabilities.
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Cisco Secure 
Firewall 
Innovation



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Clientless Zero Trust App Access (ZTAA)
Expand Captive Portal capabilities into a full reverse proxy

22BRKSEC-2581

Remote 
Users

Campus 
Users

Posture Agent Timesheet
s

Email Sales

IdP

Internet

FTD

App-specific inbound flows are terminated 
and authenticated in full proxy mode prior 

to establishing the internal connection.

Single Sign-On (SSO) with 
an IdP redirect for multi-

factor validation and posture 
assessment. 

Internal campus users authenticate inline or via a 
portal to enable multiple access rules at once.

Clients’ source IP addresses may be 
preserved or hidden behind proxy.
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Hybrid Zero Trust Network Access (ZTNA)

23BRKSEC-2581

Future

Private Cloud

Public Cloud 
App

Secure Access

Firewall Threat 
Defense

Firewall 
Management Center

Remote
User

Secure Client

4. Eligible per-application tunnels to private 
apps are automatically directed to closest 
edge Firewall Threat Defense instance for 

full threat inspection.

2. Secure Client creates a control connection to 
Secure Access. It is used to authenticate and 
authorize application access and select the 

appropriate edge device based on policy or proximity.

1. Secure Access provisions private Firewall 
instances with appropriate private application 

access policies.
3. Per-application tunnels to public apps or 
private apps requiring advanced inspection 

features (e.g. DLP) go through Secure 
Access and App Connectors. 

App 
Connector
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Application-Aware Quality-Based Routing
Extend PBR using application base ACLs and path monitoring

24BRKSEC-2581
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Simplified SD-WAN Setup Wizard

• Assisted creation of SD-WAN Hub-and-Spoke topology

• Single or multiple interconnected hubs in Regions

• Simplified Spoke addition without impacting existing devices

• Multiple configuration elements are automatically generated

• Dynamic VTI interfaces and Security Zone assignment on Hub 

• Static VTI interfaces on Spokes with interface redundancy

• Pre-shared tunnel keys and IKE/IPsec profiles

• BGP overlay for Spoke-to-Hub and Hub-to-Hub connectivity

25BRKSEC-2581
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SnortML: Neural Exploit Engine

• Traditional IPS rules are based on known and fixed patterns

• Slight changes to payload patterns can evade static signatures

• Undisclosed or new vulnerabilities take time to become signatures

• Neural Detector uses Machine Learning to expand IPS capabilities

• Trained on all known embodiments for a given vulnerability type

• Detects new patterns for the vulnerability without a static signature

• TLS or QUIC decryption is still required

• Enabled on Maximum Detection IPS policy initially

• Can be enabled on custom IPS policies

26BRKSEC-2581

New detection engine available with Snort 3.1.82.0
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Encrypted Visibility Engine (EVE)
Inspecting encrypted traffic without decryption

27BRKSEC-2581

Generate unique fingerprints for client 
applications based on outer packet fields; 

use for policy matching and context 
enrichment with TLS and QUIC.

TLS ClientHello

TLS ClientHello

TCP/TLS 192.168.2.110/34624->172.16.45.200/443 

TCP/TLS 192.168.2.110/21013->203.0.113.154/443 

Confidence: 99.94%
Process: firefox.exe
Version: 76.0.1
Category: browser
OS: Windows 10 19041.329
Destination FQDN: cisco.com

Firewall

Confidence: 100%
Process: tor.exe
Version: 9.0.2
Category: anonymizer
OS: Windows 10 19041.329
Destination FQDN: nsksdlkoup.me
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EVE Video
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QUIC Decryption and Inspection

• QUIC (HTTP/3) uses UDP with modified TLS 1.3 for encryption

• Most firewall vendors require downgrade to HTTP/2 for inspection

• Some browsers ignore Enterprise CA in local trust store for decryption

• Encrypted Visibility Engine supported QUIC apps since FTD 7.3

• Full QUIC decryption and inspection is targeted for FTD 7.6

29BRKSEC-2581

Client Server

Initial, ClientHello

Initial, ServerHello, Certificate, Finished

Finished, HTTP Request

HTTP Response

HTTP Session Data
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Intelligent Selective Traffic Decryption

• Effective threat protection requires some traffic to be decrypted

• Decrypting everything will degrade performance even with fast hardware

• Difficult to predict what to decrypt with static policies

• Goal: classify 90% traffic as benign, inspect remaining 10%

30BRKSEC-2581

Future

Cisco Vulnerability 
Management

~1% of all vulnerabilities are real and 
exploitable

Encrypted Visibility Engine
ML-Driven

Fingerprints

Global Threat
Intel

Asset and
Risk Data

✓ Dynamic Decryption 
Policy

✓ Full Threat Inspection

✓ Neural Detection
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AI-powered, Future-ready Firewall Platform

• Assist, Augment and Automate with Cisco Security AI Assistant.

• Unify and simplify management with Secure Cloud Control.

• Utilize best of breed hardware including the 1200 series.

• Cisco Secure Firewall provides ground to cloud secure connectivity.

• ZTAA

• SD-WAN capabilities such as PBR and  SD-WAN overlay configuration wizard and 
dashboard.

• Cisco Secure Firewall provides unmatched visibility and control.

• Protection from zero-day attacks with SnortML

• Encrypted traffic visibility and control without decrypting with EVE

31BRKSEC-2581
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Cisco Multicloud Defense is the Multicloud 
Network Security Platform

Consolidated security for cloud 
networks to consistently connect 
and protect workloads and data

Enable 
Agility

Gain 
Efficiencies

Reduce 
Risks

100% 
Automated

Centralized 
Across Clouds

Policy 
That Adapts

Inbound

Stop Inbound 
Threats for Web & 
Non-Web Apps

Outbound

Block Command 
& Control, Botnets, 

Data Exfiltration

Lateral

Mitigate 
Attacker 

Movement

33BRKSEC-2581
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Accelerate Cloud Infrastructure Conversion and 
Implementation

• Multicloud Defense provides 
rapid conversion and 
implementation of cloud 
infrastructure

• Cisco Multicloud Defense can 
generate Terraform files for 
components Multicloud Defense 
creates in your environment.

• This Terraform can be exported 
and used in you orchestration 
tools

34BRKSEC-2581
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Multicloud Defense Wizards
Setup Wizards echo the workflow

35BRKSEC-2581

Orchestrate, manage, control, and secure cloud infrastructure using Multicloud Defense

Securely onboard cloud accounts Enable DNS query & VPC/NSG flow logs Orchestration & Automation
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Simplified Account Onboarding and Inventory

• Multicloud environments are onboarded:

• AWS:  per account

• Azure: per subscription

• GCP: per project

• OCI: per account

• All cloud assets are immediately discovered

• Consolidated inventory is presented dashboards in Multicloud Defense console

• You can drill down on assets to see details such as security rules and routes

• Changes in cloud assets are immediately pushed to Multicloud Defense 
and visible in the Multicloud Defense console

36BRKSEC-2581
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Onboarding 
Video (Azure)
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Onboarding 
Video (AWS)

38BRKSEC-2581#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Traffic Visibility

• Different public clouds use different mechanisms for traffic visibility

• AWS uses flow logs and DNS query logs

• AWS uses NSG logs

• GCP uses VPC logs

• OCI uses VCN flow longs

• Multicloud Defense orchestrates the configuration of these traffic logging 
mechanism – no need to have knowledge of configuration details

• Multicloud Defense presents a unified view of traffic

• Multicloud Defense can identify malicious traffic

• Uses IP and domain reputation to identify threats using traffic metadata

39BRKSEC-2581

Use cloud native traffic logging without installing anything
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Traffic Visibility 
Video (Azure)
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Traffic Visibility 
Video (AWS)
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Securing an Account
Multicloud Defense Gateways

42BRKSEC-2581

Ingress 
Gateway

Egress 
Gateway

Reverse Proxy
TLS decrypt
WAF – L7 DoS
IDS / IPS
Antivirus 
Geo IP 
Malicious IP

URL filtering 
Forward proxy
TLS decrypt
FQDN filtering*
FQDN-based firewall policy 
DLP
IDS / IPS
Antivirus
Fully orchestrated IPsec VPN 
(site-to-cloud & cloud-to-cloud)

FQDN filtering
IPS / IDS
Antivirus
Segmentation
FQDN-based firewall policy
TLS decrypt 

* No TLS decryption is needed
Forwarding mode is available on Multicloud
Defense Gateway

Egress East/West

- Single Pass Architecture      – Instance Size (2, 4 and 8 vCPU)      – Available in AWS, Azure, GCP and OCI 
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Securing an Account
Security models

43BRKSEC-2581

Centralized Security Model Distributed Security Model Combined Security Model
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Securing an Account
AWS – centralized security model – simplified 

44BRKSEC-2581

VPC A

Applications

Applications 

Internet

Multicloud Defense 
Ingress Gateway

Multicloud Defense 
Egress Gateway

Network 
Load Balancer

Gateway 
Load Balancer

Gateway 
Load balancer 
Endpoint

VPC attachment

Internet 
Gateway

Security VPC  

Transit 
Gateway

VPC attachment

Service VPC

VPC B
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Securing an Account
Azure – centralized security model – simplified (GCP and OCI are similar)

45BRKSEC-2581

VNet A

Applications

VNet B

Applications

Internet

Multicloud Defense 
Ingress Gateway

Multicloud Defense 
Egress Gateway

Internal 
Load balancer

VNet peering

VNet peering

Public
Load balancer

Service VNet
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Securing 
Account Video 
(Azure)
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Securing 
Account Video 
(AWS)
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Multicloud Networking
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Multicloud Networking
Orchestration of IPsec tunnels for intercloud communication

Site-to-cloud networking

Cloud-to-cloud networking

Route-based VPN + BGP

Automation

Simplified operations

Distributed and centralized

Built-in advanced security

Multicloud Networking

49BRKSEC-2581
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ISE Integration

• Multicloud Defense will integrate with Cisco Identity Services 
Engine (ISE)

• ISE utilizes Security Group Tags (SGTs)

• STGs can correspond to business functions of devices, users, etc.

• ISE (statically or dynamically) associates IP addresses to SGTs

• ISE will provide SGT-to-IP
Address mappings to
Multicloud Defense

• Multicloud Defense can then
use these SGTs in policies.

50BRKSEC-2581
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Orchestrating Cisco Secure Firewall
Orchestration by Multicloud Defense, policy configuration by cloud FMC

51BRKSEC-2581

VPC A

Applications

Applications 

Internet

Cisco Secure 
Firewall

Network 
Load Balancer

Gateway 
Load Balancer

Gateway 
Load balancer 
Endpoint

VPC attachment

Internet 
Gateway

Transit 
Gateway

VPC attachment

Service VPC

VPC B

Cisco Secure 
Firewall

Future
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Cisco Defense Orchestrator (CDO)
CDO provides unified security management of Cisco security products

53BRKSEC-2581
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Managing Cisco Multicloud Defense

• Key Benefits

• Manage across many sites

• Control access and set policies

• Investigate incidents and  prioritize response

• Available in physical and virtual options

• Features

• Multi-domain management

• Role-based access control

• High availability

• APIs and pxGrid integration

• Policy & device management

• Security intelligence

54BRKSEC-2581

Firewall Management Center (FMC)
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Managing Cisco Secure Firewall
Cloud-based FMC and on-premise FMCs can be launched from CDO

55BRKSEC-2581
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Managing Cisco Multicloud Defense
Multicloud Defense tab in CDO

56BRKSEC-2581
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Managing Cisco Multicloud Defense
Multicloud Defense console launched from CDO

57BRKSEC-2581
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Security Cloud Control
Cisco’s unified security management platform

58BRKSEC-2581

Simplify operations
• See everything happening in 

your security systems in real 

time.

• Get a complete view across all 

firewall and security service 

deployments, with detailed 

information about applications, 

users, devices and workloads.

• Clean up policies and 

remediate misconfigurations.

Enhance security
• Leverage AIOps insights to 

automate deployments based 

on best practices to improve 

security posture.

• Predict and prevent health and 

performance issues from a 

single place.

• Minimize downtime and reduce 

risk of exploitation due to 

misconfiguration.

Improve clarity
• Reduce burden on users on 

relying on tribal knowledge and 

manual work on adhering best 

practices.

• Reassure with AI insights 

through extra layers of 

validation and security insights.
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Security Cloud 
Control Video
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AI Assistant for the Firewall
Assist, Augment and Automate

60BRKSEC-2581
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AI Assistant 
Video
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Security Cloud and Security Cloud Control

AI-Assistant

Actionable Insights/
Predictive Analytics

Context-based 
admin access 

XDR

Kenna

Splunk

Workload
Security

Physical FW 
(ASA or FTD)

Meraki MX

Virtual Firewall
(ASA or FTD)

Multicloud 
Defense

Centralized control 
and investigation

USERS

DEVICES

APPS
ISE

AIOps for 
Firewall

Cloud 
On-ramp,

Object 
Share

Kenna 
Integration

AI AssistantCloud Management

Secure Access

Hypershield

Available today
Roadmap

Extensible 
management 
capabilities

Auto-Compensating 
controls

Cross-enforcement 
Workflows

Consistent Security 
policies

Control Points Integrations

Future

62BRKSEC-2581
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Complete Your Session Evaluations

63

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKSEC-2581
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: erkostla@cisco.com

64BRKSEC-2581

http://www.ciscolive.com/on-demand
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