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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2444
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Objectives

No perfect
Solution… Yet

Need for a platform

Multiple paths to 
securing Cloud & 

Apps

Cisco can help with 
this Journey

BRKSEC-2444 5
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• No deep dive on Cisco Products

• No configuration guide

• No troubleshooting

What (not) to expect

6BRKSEC-2444
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• No deep dive on Cisco Products

• No configuration guide

• No troubleshooting

• No third-party solutions

What (not) to expect

• An outcome based approach to 
addressing concrete use cases

• Mostly about visibility and 
Segmentation

• Cisco Vision and Strategy

• Cisco current capabilities
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Agenda
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• Introduction

• A vision…

• What’s available today:

➢ On-prem

✓ACI

✓FTD

✓CSW

✓ ISE

➢ In the Cloud

✓Cloud Native security elements

✓FTDv/ Multicloud Defense

✓CSW

• Conclusion
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About Me

Fabien Gandola 
fgandola@cisco.com

TSA Cyber Security EMEA

25 years in Cisco
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Two obvious but key observations :

Applications are 
critical to modern 

businesses

Applications have 
dramatically evolved

BRKSEC-2444 11
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Embracing Cloud NativeK8s Full adoption

Application workloads evolution

Containers Pilot

Private

Hybrid

Private Public

12

Public Cloud pilotVirtualisationBare Metal

AppOps and DevOpsK8s AdministratorsCloud InfraOpsVM AdminSystem Admin
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Cloud Security Rubik’s Cube

BRKSEC-2444 13
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Cloud Security use cases

NetOps

Cloud InfraOps

DevOps

SecOps

K8 Admins

Seg
men
tation

Visibility

Threat
Protection

Network 
Uptime

App
Uptime

Agile

Flexible

Fast

Automated

DevSecOps
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Some of the challenges…

• Roles and responsibilities

• Understand the Applications behaviour to build a policy

• Different security Domains ( groups, objects, labels, Tags…)

• Speed of changes of applications

• Changing policy could break an application

• Several types of enforcement points

• …

BRKSEC-2444 15
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Some ideas toward an ideal solution…

• Automatically discover new applications

• Understand the different ways to identify applications

• Automatically map application behaviour to a Zero Trust policy

• Automatically adapt the policy when changes happen

• Test the policy before enforcing it

• Pick the best medium to enforce a policy

BRKSEC-2444 17
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Visibility Segmentation Exploit Protection Future

Telemetry (SIEM/SOAR/XDR)

Cloud management (Security Cloud Control)

Hardware

Cisco Cloud Protection Suite

A
I

Id
e
n
ti
ty

 I
n
te

lli
g
e
n
c
e
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Security Cloud Control

Extended connectivity Optimal policy fit Evolves over time

BRKSEC-2444 19
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Extended connectivity

Connectivity

Endpoint Context Workload context

BRKSEC-2444 20
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TCP/IP

Storage

Network

System Calls

Namespaces

VFS

PROCESS ID
BEHAVIORS

Workload context

Agent Agent Agent

BRKSEC-2444 21
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Posture

Reg Entry

User identity

Mac ID

OS Version

Security Group Tag (SGT)

Id
e
n
ti
ty

 S
e
rv

ic
e
s 

E
n
g
in

e

Endpoint context

IDENTITY 
CONTEXT
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S E R V E R

DPU

A P P L I A N C E

S W I T C H
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eBPF – extended Berkely Packet Filter
Makes the Linux kernel programmable in a secure and efficient way

userspace

kernel

app

event

system calls

eBPF program

BRKSEC-2444 24
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Deep workload visibility and control 

Tesseract Security Agent

eBPF eBPFeBPF

System Calls

Namespaces

VFS

P R O C E S S  I D
B E H A V I O R S

TCP/IP

Storage

Network

Tesseract Security Agent (TSA)

eBPF

Host

Hypershield
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40+
days to segment 
an application
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T I M E

A
C

C
U

R
A

C
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Network flows 

Global customer data

Process behaviors

File changes

Threat intel updates (Talos)

Learned policy preferences

…

AI

BRKSEC-2444 28
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Back to what is
available today…
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The way we are doing it traditionally…

Firewall

(FTD, ASA)

Host based 
Firewall

SDN Infrastracture  
(ACI, NSX,…)

BRKSEC-2444 32
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ever…
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ACI Devices Role

“App”“DB”

Service 
Consumers

Leaf Nodes

Service Producers

APIC Controller

Spine Nodes

BRKSEC-2444 34
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Endpoint Groups Communications

Devices within an Endpoint group can communicate, provided that they have IP reachability (provided by 
the Bridge Domain/VRF). 

Communication between Endpoint groups is, by default, not permitted.

“EPG Web”

EP

EP

EP

EP

“EPG App”

EP EP

EP EP

“EPG DB”

EP EP

EP EP
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“EPG Web”

EP

EP

EP

EP

“EPG App”

EP EP

EP EP

“EPG DB”

EP EP

EP EP

Contract : Kind of reflexive “Stateless” ACLs

Filters
TCP: 80

TCP: 443

A contract typically refers to one or 
more ‘filters’ to define specific 
protocols & ports allowed between 
EPGs. 
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Application policy with contract

Form Factor

EPG

Contracts

BRKSEC-2444 37
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Online Boutique
https://github.com/GoogleCloudPlatform/microservices-demo

Source/Consumer Target/Provider Target/Provider
Port

cart Redis cache TCP 6379

checkout cart 
currency
email
payment
product catalog
shipping

TCP 7070
TCP 7000
TCP 8080
TCP 50051
TCP 3550
TCP 50051

frontend adservice
cart
checkout
currency
product catalog
recommendation
shipping

TCP 9555
TCP 7070
TCP 5050
TCP 7000
TCP 3550
TCP 8080
TCP 50051

outside frontend TCP 80/8080

recommendation product catalog TCP 3550

frontend checkout

email

shipping currency

cart

product catalog

recommendationadservice

Redis cache

payment

BRKSEC-2444 38
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Where is our application running…?

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn-demo

vrf-01

192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

FrontEnd

checkout

email

cart

product catalog

Services

Redis cache

currency payment

shipping

network-segments

BRKSEC-2444 39
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Where is our application running…?

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn-demo

vrf-01

192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

FrontEnd

checkout

email

Services

Redis cache

payment

shipping

network-segments

BRKSEC-2444 40
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Where is our application running…?

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn-demo

vrf-01

192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

network-segments
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Application tiers across subnets
tn-demo

vrf-01

online-boutiqueAP

Consumers

redis

PC ICCI

ESG
PC ICCI

frontend

PC ICCI

ESG
PC ICCI

checkout

PC ICCI

ESG
PC ICCI

payment

PC ICCI

ESG
PC ICCI

email

PC ICCI

ESG
PC ICCI

product
catalogue

PC ICCI

ESG
PC ICCI

adservice

PC ICCI

ESG
PC ICCI

cart

PC ICCI

ESG
PC ICCI

shipping

PC ICCI

ESG
PC ICCI

currency

PC ICCI

ESG
PC ICCI

recommendation

PC ICCI

ESG
PC ICCI
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all-servicesESG

Application tiers across subnets
tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
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2 conditions for traffic reaching destination
Before Service graph is deployed

EPG
Web

EPG
DB

EPG
App

BD: App
192.168.12.1/24
GW: 192.168.12.254

BD: DB
192.168.13.1/24
GW: 192.168.13.254

BD: DB
192.168.11.1/24
GW: 192.168.11.254

192.168.11.254 192.168.12.254 192.168.13.254

ACI relies on :

✓ Routing to forward traffic

✓ Contract to allow traffic

BRKSEC-2444 45
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Attach a Service Graph to a contract

Form Factor

EPG

Contracts

Contracts with 
Service Graph

BRKSEC-2444 46
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3 main ways to insert a Firewall in ACI 

• “Network Stitching” Firewall Insertion

• Traditional Service 
Graph

• Service Graph with PBR

10.1.1.1 10.1.1.2

ESG 1 ESG 2

EPG
Web

EPG
DBEPG

App
No contract and No Service 
Graph

BRKSEC-2444 47
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Policy Based Redirect is your Best Friend
With PBR Service Graph

EPG
Web

EPG
DB

EPG
App

BD: App
192.168.12.1/24
GW: 192.168.12.254

BD: DB
192.168.13.1/24
GW: 192.168.13.254

BD: DB
192.168.11.1/24
GW: 192.168.11.254

192.168.11.254 192.168.12.254 192.168.13.254

BD: FTD-Data
L3 Enabled

192.168.100.0/30

192.168.100.2

192.168.100.1

PBR redirects the traffic 
matching the contract to 
the Security Service

BRKSEC-2444 48
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Where can we use PBR?
Wherever contracts can be applied!

• Between EPGs or ESGs.

• Between L3Out EPGs.

L3Out EPG1
10.0.0.0/8

L3Out EPG2
172.16.0.0/16

• Between EPGs or ESGs in 
the same subnet.

ESG1 ESG2

10.1.1.1 10.1.1.2

• Between endpoints in 
the same EPG or ESG.

10.1.1.1 10.1.1.2

ESG1

BRKSEC-2444 49
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What are the Stateful HA options ?

One PBR destination IP
One Logical device with two concrete devices

Active/Standby Cluster

Single A/S Failover Node

• PBR is not mandatory
• The Active/Standby pair represents a 

single MAC/IP entry.

IP: 10.1.1.1

One PBR destination IP
One Logical device with one concrete device

• PBR is required if the cluster is stretched 
across pods.

• The Active/Active cluster represents a 
single MAC/IP entry.

• Spanned Ether-Channel Mode supported 
with Cisco ASA/FTD platforms

Active/Active Cluster

Active/Active Cluster

IP: 10.1.1.1

Multiple PBR destination IPs (Symmetric PBR)

One Logical device with multiple concrete devices

• PBR is required.
• Each Active node represent a unique 

MAC/IP entry.
• Use of Symmetric PBR to ensure each 

flow is handled by the same Active node in 
both directions

Active Node 1
IP: 10.1.1.1

Several A/S Nodes

Active Node 2
IP: 10.1.1.2

Active Node 3
IP: 10.1.1.3

BRKSEC-2444 50
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Campus 
Network

DB EPGApp EPGWeb EPG

Web 
host

App 
host

DB host

Campus 
Router

Campus 
host IP 10.1.0.101/16 IP 10.1.10.102/16 IP 10.2.0.103/24

FTD 10.1.0.1

10.70.0.101

web-to-app app-to-db

Cisco NGFW Cluster 
Routed Mode

PBR Service Graph

10.70.0.1

L3out3

FMC

out-to-web contract

ACI L3out SVI 10.60.0.1/24

One Bridge Domain
10.60.0.10

VPC

Reuse a PBR Service Graph in Multiple Contracts
Keep the Firewall Network Config Simple

BRKSEC-2444 51
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Application tiers across subnets
tn-demo

vrf-01

online-boutiqueAP

Consumers

redis

PC ICCI

ESG
PC ICCI

frontend

PC ICCI

ESG
PC ICCI

checkout

PC ICCI

ESG
PC ICCI

payment

PC ICCI

ESG
PC ICCI

email

PC ICCI

ESG
PC ICCI

product
catalogue

PC ICCI

ESG
PC ICCI

adservice

PC ICCI

ESG
PC ICCI

cart

PC ICCI

ESG
PC ICCI

shipping

PC ICCI

ESG
PC ICCI

currency

PC ICCI

ESG
PC ICCI

recommendation

PC ICCI

ESG
PC ICCI
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Complement ACI Contracts with Firewalls
tn-demo

vrf-01

online-boutiqueAP

Consumers

databasesAP

Inbound firewall

Database firewall

redis

PC ICCI

ESG
PC ICCI

frontend

PC ICCI

ESG
PC ICCI

checkout

PC ICCI

ESG
PC ICCI

payment

PC ICCI

ESG
PC ICCI

email

PC ICCI

ESG
PC ICCI

product
catalogue

PC ICCI

ESG
PC ICCI

adservice

PC ICCI

ESG
PC ICCI

cart

PC ICCI

ESG
PC ICCI

shipping

PC ICCI

ESG
PC ICCI

currency

PC ICCI

ESG
PC ICCI

recommendation

PC ICCI

ESG
PC ICCI

Payment firewall Firewall between 
“checkout”  and 

“payment”

Inbound Firewall between 
Consumers and 

application “frontend”

Single security zone for 
each application 

service

Backend Firewall between 
Application and Database
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all-servicesESG all-servicesESG

Microsegment with FTD using Intra-ESG SG 
tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
Firewall/IPSSingle isolated security 

zone for all application 
services

Intra ESG contract with 
Service Graph redirect 

to Firewall/IPS

BRKSEC-2444 54
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FTD and ASA can leverage SGTs
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• App for APIC enables EPG updates to FMC Network Objects

• FMC is assigned per Tenant or use one FMC for all Tenants

• FTD can learn EPGs/ESGs without using a managed Service Graph

• Update interval, Tenant, Firewall Domains are configurable

• Auto-update/Dynamic Object support for deploying new config

FMC App for APIC – FMC Endpoint Update

BRKSEC-2444 57
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FMC Learns EPGs/ESGs as Dynamic Attributes

BRKSEC-2444 58
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SGT/ACI Firepower Integration

Enterprise 
Backbone

ACI Policy Domain

ACI Spine (N9K)

N
e
tw

o
rk

 L
a
y
e
r

C
o
n
tro

lle
r L

a
y
e
r

N
e
tw

o
rk

 L
a
y
e
r

C
o
n
tr

o
lle

r 
L
a
y
e
r

ISE

App Server
10.1.100.52

ACI Leaf 
Enforcement

Cisco 
DNAC

BYOD
10.1.10.220

FMC Retrieves Dyn Attributes :  
  IP: 10.1.100.52  APP_EPG
  IP: 10.1.10.220  BYOD  

ISE Retrieves:  
  SGT: BYOD, 
  SGT Binding = 10.1.10.220

APIC Retrieves:  
  EPG Name: App EPG, 
  EPG Binding = 10.1.100.52

FMC

FTD
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Dynamic Objects in Action

Managed 
Firewall

FMC

10.0.0.4

Workload A

Dynamic Object Content:

Workload_A:
10.0.0.4

SFtunnel Update

(Automatic Without policy deployment)

10.0.0.5

10.0.0.5

Dynamic Feed Update

Automatic Without policy deployment

BRKSEC-2444 60
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Architecture of the Dynamic Attributes Connector

Consumers

FMC

{REST}

Azure 
       Connector

AWS 
       Connector

vCenter / NSX
       Connector

FMC
Adapter

Connectors

Dynamic 
Object

Mappings

Linux-

Servers

172.16.0.1

172.16.0.3

Windows-

Servers

10.0.1.11

10.0.1.14

10.0.1.20

Powered-On 10.0.1.14

FMC

Dynamic Attributes FiltersAdapters

Name Connector Query

Linux-
Servers

vCenter

os = 'RHEL 7 (64-bit)’ 
OR 
os = 'CentOS 7 (64-bit)’ 

Windows-
Servers

vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
network=‘PROD_NETW’
AND
Power=‘running’

Powered-
On

vCenter
Power=‘running’
AND
(network=‘PROD_NETW’ OR host=‘NODE1’)

CSDAC (Container)

Providers

o365
       Connector

GCP
       Connector
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Back to my Application across multiple EPGs…

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn-demo

vrf-01

192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG
AP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

network-segments
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Keep my ACI design Simple

192.168.150.0_24BD 192.168.151.0_24BD 192.168.152.0_24BD 192.168.153.0_24BD 192.168.154.0_24BD 192.168.155.0_24BD 192.168.156.0_24BD

tn-demo

vrf-01

192.168.150.0_24EPG 192.168.151.0_24EPG 192.168.152.0_24EPG 192.168.153.0_24EPG 192.168.154.0_24EPG 192.168.155.0_24EPG 192.168.156.0_24EPG

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

network-segments

AP

o
n
lin

e
-
b

o
u
ti
q
u
e

all-servicesESG

What are the groups within my ESG to 
segment my workloads ?
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Architecture of the Dynamic Attributes Connector

Consumers

FMC

{REST}

Azure 
       Connector

AWS 
       Connector

vCenter / NSX
       Connector

FMC
Adapter

Connectors

Dynamic 
Object

Mappings

Checkout

192.168.153.2

192.168.153.3

Front-End

192.168.151.9

192.168.152.4

192.168.153.7

Redis 192.168.156.4

FMC

Dynamic Attributes FiltersAdapters

Name Connector Query

Checkout vCenter

Application=‘onlineboutique’
AND
tier=‘Checkout’

Front-
End

vCenter

os = 'MS Windows Server 2016 (64-bit)’
AND
Application=‘onlineboutique’
AND
tier=‘Frontend’

Redis vCenter

Power=‘running’
AND
Application=‘onlineboutique’
AND
tier=‘Redis’

CSDAC (Container)

Providers

o365
       Connector

GCP
       Connector
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all-servicesESG all-servicesESG

Microsegment with FTD using Intra-ESG SG 
tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
Firewall/IPSApplication micro-

segmented by FTD

FTD leverages Dyn 
Objects from CSDAC
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But if i don’t use 
FTD… I don’t
have CSDAC…



Common Policy 
with ISE
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Multiple teams 
and organizations

To cover multiple 
dynamic environments

Data
 Center

Private
Cloud

Container 
Environment

Public
Cloud

Public
Cloud

Campus/
Remote User

Firewall Workload
Security

Container
Security

Security
Group

Virtual 
Firewall

SASE

Each with own 
policy models and 
enforcement points

Inconsistent and siloed 
islands of policy controls

Why Common Policy: Policy complexity across 
hybrid environments
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What Common Policy Enables

Campus

Branch

Remote

Cisco Secure 
Access

SD-WAN
On-Prem ACI

Cloud IaaS

On-prem 
non-ACI

Build context in its local domain and 
store it as standard security group 
tags (SGT)

Share context everywhere, across 
networking and security domains

Enforce consistent SGT based 
policies, enable simple and unified 
policy experience

Context Exchange Hub

Context-aware policies for on-prem app and cloud workloads for multiple 
enforcement points

SD-LAN

Policy Enforcement 
Points: Consistent 
Policies
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Common Policy for Cisco Networking Cloud
Normalizing and sharing context across domains

Cisco Secure
A
cce

ss

M
ul
ti

Cloud Defense

C
is

c
o

D
U

O

CloudFM

C

C
isco

XDR

Cisco 
Security 
Cloud 

Control

Security
Domain

Context

Actions

Networking
Domain

Cloud Workloads

ISE Partner Ecosystem

User/Devices/ Application Identity, 
Location, Device Posture

Threat Hunting/Investigation/Response 
and Policy Enforcement

Catalyst SD-W
AN

M
anag

e
r

Meraki

N
o
n
-
A

C
I

CiscoACI

C
atalyst

Center

Exchange 
Hub 

(ISE/pxGrid
)
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SGT added as 
External EPG

Newly added Group 
attached to existing 
Contract in APIC:

Provided
Contract

Consumed
Contract

Provided
Contract

Rule Effect in
APIC
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Context Learned
from Cloud

Classifying Cloud Workloads

Name, IP, Security Group,
Owner, OS, State…
Name, IP, Business Function,
Created, State…
Name, IP, Updated, OS,
State, Version…
Name, IP, Uptime, VPC,
Created, Security Group…

Selected Workload 
Attributes

ISE

ISE Dictionary

Attributes used in 
classification table

And / 
Or

Condit
ion Assign 
Primary SGT

To IP
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Walk before you run…

How do my applications 
communicate ? 

What are the services I must 
allow for this application to 
work ?

Does the application team 
know how the application 
communicate ?

Can I trust the Application team 
to let me know accurately when 
application changes impacting 
communication occurs ?
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Dynamically securing the Workload Infrastructure

Secure your application workloads:

Monitor 
compliance

Identify 
communications that 

violate policy and
block if desired

Automated
policy

Unified policy 
across for all 

application workloads

Deploy 
controls

Fully automated,
dynamic 

attribute-based 
enforcement

Profile 
relationships

Full visibility 
of all

application
conversations

ProtectLearn AssureBuild
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Analytics Engine 
based on Big DataSecurity Policy

Enforcement

Server 
workload

Data Collection

Streaming Telemetry

Public

Process Behaviour

Infrastructure

End user

Data Collection

Context

Data Collection

Context

Network Load Balancer vCenter CMDB Kubernetes

Public

Cloud Connector

Secure Workload Architecture
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Baseline workload 
protection posture

Network 
communications

Process 
behaviour

Labels

Cisco Tetration Application Insights

Automated Application Policy Discovery
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Web SQL

Processing

App

Fund Mgmt

Baseline workload 
protection posture

Network 
communications

Process 
behaviour

Labels

Cisco Tetration Application Insights

Automated Application Policy Discovery
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Management

NTP

Authentication

Users

DNS

TCP 443

TCP 
443

TCP 443

Shared Database

Web SQL

Processing

App

Fund Mgmt

Baseline workload 
protection posture

Network 
communications

Process 
behaviour

Labels

Cisco Tetration Application Insights

Automated Application Policy Discovery
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Auto-generated policies
Policy list view
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Auto-generated policies
Canvas App view
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One click away 
from enforcement
with CSW
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Policy ready to be enforced
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Run Policy Experiment
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Bare metal

Process

Network infrastructure

Network interface

Virtual/Compute

Process

Hypervisor virtual network

Virtual interface

Network infrastructure

Denies Allows Denies Allows

Intent is rendered as security rules in native environment

• IP sets on Linux servers

• Windows Advanced Firewall or Windows Filtering Platform on Windows servers 

How does CSW enforce the Policy ?
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No big fan
of using agents ?
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CSW-FMC Integration And Enforcement
Defense-in-depth Use Case

Support access control policy and dynamic object

Improved rule ordering

FMC domain awareness

Topology aware policy enforcement

Defense in depth

Support deployment across multicloud

Secure Firewall
Threat Defense

Secure 
Workload

Dynamic 
Policy Secure Firewall

Management Center (FMC)

Bare MetalVirtual Machines Containers

Segmentation policies enforcement 
at workloads (agent-based deployment)

Agent Not Supported

Segmentation policies enforcement 
at firewall (agentless deployment)

Ingest
Connector

NSEL
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all-servicesESG all-servicesESG

Use FTD to generate Netflow data for CSW
tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
Firewall/IPSLearn workload network 

behaviour

Use initially a very open 
policy
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CSW-FMC Integration And Enforcement
Defense-in-depth Use Case

Support access control policy and dynamic object

Improved rule ordering

FMC domain awareness

Topology aware policy enforcement

Defense in depth

Support deployment across multicloud

Secure Firewall
Threat Defense

Secure 
Workload

Dynamic 
Policy Secure Firewall

Management Center (FMC)

Bare MetalVirtual Machines Containers

Segmentation policies enforcement 
at workloads (agent-based deployment)

Agent Not Supported

Segmentation policies enforcement 
at firewall (agentless deployment)

Ingest
Connector

NSEL
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all-servicesESG all-servicesESG

Enforce automatically Policy from CSW
tn-demo

vrf-01

online-boutiqueAP

frontend

checkout

email

cartproduct catalog

adservice

Redis cache

currency

recommendation

payment

shipping

PC ICCI

Consumers
Firewall/IPS

Implement policy 
suggested by CSW
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Bare metal

Process

Network infrastructure

Network interface

Virtual/Compute

Process

Hypervisor virtual network

Virtual interface

Network infrastructure

Denies Allows Denies Allows

Intent is rendered as security rules in native environment

• IP sets on Linux servers

• Windows Advanced Firewall or Windows Filtering Platform on Windows servers

• Access Policies in Firepower Threat Defense 

How does CSW enforce the Policy ?

Firepower

Flow

Network infrastructure

Denies Allows
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the cloud
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Three new parameters to consider in Cloud

Do you know what’s in the 
Cloud ?
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What your developers didn’t tell you

• Apps are growing at a pace, 
and security has no clue till an 
incident/audit happened

• Can I get a view of my external 
facing apps?

• What cloud providers are being 
used?

• Are my external facing apps 
exposed or vulnerable?
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Explore your External Attack Surface

Recon.cloud is a 
free option that 
provides a view 
into your attack 
surface from the 
perspective of an 
attacker.
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Cloud Inventory
Unified view of assets across all your clouds

Comprehensive 
view of all your 
cloud assets, 
including health 
scores, 
trending 
information, 
and easy to 
navigate 
service 
groupings.

1

2

BRKSEC-2444 98



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Compliance Framework
Establish cloud presence baselines against established standards

1

Businesses need to 
understand the 
overall health of 
their cloud and 
apps.

Panoptica provides 
a range of 
compliance 
frameworks against 
which you can 
gauge the relative 
security of their 
deployments.
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Public Cloud Service 
Model

Three new parameters to consider in Cloud

Do you know what’s in the 
Cloud ?

BRKSEC-2444 100
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IaaS compared to PaaS Compared to FaaS

FaaS
(Apps)
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IaaS compared to PaaS Compared to FaaS

Manage :
 -   Network services

- Operating Systems
- Framework
- Applications

Manage :
- Network limited
- Applications

Manage :
 -  code

FaaS
(Apps)
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Public Cloud Service 
Model

Three new parameters to consider in Cloud

New Infrastructure skills
for each SCP

Do you know what’s in the 
Cloud ?
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The way we are doing it traditionally…

Firewall

(FTD, 
ASA)

Host based 
Firewall

SDN Infrastracture  
(ACI, NSX,…)
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The way we do it in the Cloud…

Firewall                 
(Multicloud Defense, FTDv)

Host based 
Firewall

Public Cloud 
Infrastructure
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My VRF… VPC sort of ( actually Route Tables)
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In AWS IaaS… my workloads = Instances
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AWS Segmentation solutions
Security Groups and Network Access list
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Use security group as Source winthin VPC
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Back to Network 
security with
Firewall
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FTDv insertion with HA
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Cluster_VPN-routers
10.204.0.0/16

TGW-Solar

Cluster_RAVPN
10.200.0.0/16

Cluster_APP
10.201.0.0/16

Security Insertion with Service VPC

Remote
User

Cluster_NGFW
10.202.0.0/16

Cluster_mgnt
10.203.0.0/16
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VpcClusterVPNrouters
10.204.0.0/16

TransitGatewaySolar

VpcClusterRAVPN
10.200.0.0/16

Remote
User

VpcClusterAPP
10.201.0.0/16

Us-east-1bUs-east-1a

IGClusterAPP

webAPPAZa
10.201.11.0/24

webAPPAZb
10.201.12.0/24

tgAPPAZa
10.201.31.0/24

tgAPPAZb
10.201.32.0/24

IGClusterRAVPN

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

tgRAVPNAZb
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

insideRAVPNAZb
10.200.22.0/24

outsideRAVPNAZb
10.200.12.0/24

FTD-RAVPN-A FTD-RAVPN-B

VpcClusterNGFW
10.202.0.0/16

IGClusterNGFW

tgNGFWAZa
10.202.31.0/24

mgntNGFWAZa
10.202.91.0/24

data1NGFWAZa
10.202.11.0/24

data2NGFWAZa
10.202.21.0/24

tgRAVPNAZb
10.202.32.0/24

mgntNGFWAZb
10.202.92.0/24

data2NGFWAZb
10.202.22.0/24

data1NGFWAZb
10.202.12.0/24

FTD-NGFW-A FTD-NGFW-B

VpcClustermgnt
10.203.0.0/16

Us-east-1bUs-east-1a

mgntMGNTAZa
10.203.11.0/24

mgntMGNTAZa
10.203.12.0/24

Bastion-A Bastion-B

IGClusterAPP

NATgw4websolarA

NATgw4websolarB

tgROUTERAZa
10.204.31.0/24

IGClusterVPNrouters

inROUTERZa
10.204.21.0/24

outROUTERZa
10.204.11.0/24

tgROUTERAZb
10.204.32.0/24

inROUTERZb
10.204.22.0/24

outROUTERZb
10.204.12.0/24

router-A router-B
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Cluster_VPN-routers
10.204.0.0/16

TGW-Solar

Cluster_RAVPN
10.200.0.0/16

Cluster_APP
10.201.0.0/16

Fastest TGW Introduction ever…

Cluster_NGFW
10.202.0.0/16

Cluster_mgnt
10.203.0.0/16

TGW rt SPOKE
0.0.0.0/0 → ngfwtgtVPCattachment

10.203.0.0/16 → mgnytgtVPCattachment

TGW rt Inspection
10.199.0.0/16 → ravpntgtVPCattachment

10.200.0.0/16 → ravpntgtVPCattachment

10.201.0.0/16 → apptgtVPCattachment

10.203.0.0/16 → mgnytgtVPCattachment

tgRAVPNAZb
10.200.32.0/24

tgAPPAZa
10.201.31.0/24

ravpntgtVPC

attachment

apptgtVPC

attachment

ngfwtgtVPC

attachment

Tg-NGFW-AZa
10.202.31.0/24

insBRouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn

10.204.0.0/16 → TGW-attach-VPC-ravpn

BRKSEC-2444 114



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

TransitGateway
Solar

Cluster_RAVPN
vpc-0bb0e7dc4edfa6848

10.200.0.0/16

Cluster_APP
vpc-03970f4882f78640d

10.201.0.0/16

Us-east-1bUs-east-1a

webAPPAZa
10.201.11.0/24

webAPPAZb
10.201.12.0/24

tgAPPAZa
10.201.31.0/24

tgAPPAZb
10.201.32.0/24

IGClusterRAVPN

tgRAVPNAZa
10.200.31.0/24

mgntRAVPNAZa
10.200.91.0/24

outsideRAVPNAZa
10.200.11.0/24

insideRAVPNAZa
10.200.21.0/24

tgRAVPNAZb
10.200.32.0/24

mgntRAVPNAZb
10.200.92.0/24

insideRAVPNAZb
10.200.22.0/24

outsideRAVPNAZb
10.200.12.0/24

FTD-RAVPN-A FTD-RAVPN-B

Cluster_NGFW
vpc-031a746e4abb1b2ed

10.202.0.0/16

IGClusterNGFW

Tg-NGFW-AZa
10.202.31.0/24

Mgnt-NGFW-AZa
10.202.91.0/24

Data1-NGFW-AZa
10.202.11.0/24

Data2-NGFW-AZa
10.202.21.0/24

Tg-RAVPN-AZb
10.202.32.0/24

Mgnt-NGFW-AZb
10.202.92.0/24

Data2-NGFW-AZb
10.202.22.0/24

Data1-NGFW-AZb
10.202.12.0/24

FTD-NGFW-A FTD-NGFW-B

NATgw4websolar
A

NATgw4websolarB

Egwlb-NGFW-AZa
10.202.101.0/24

insARouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn
10.204.0.0/16 → TGW-attach-VPC-ravpn

insBRouteTableRAVPN
10.201.0.0/16 → TGW-attach-VPC-ravpn
10.204.0.0/16 → TGW-attach-VPC-ravpn

tgAPPAZaRouteTableAPP 
0.0.0.0 → IGClusterAPP

APP rt web Aza
10.199.0.0/16 → TGW-attach-VPC-APP
10.200.0.0/16 → TGW-attach-VPC-APP
10.201.0.0/16 → LOCAL
10.203.0.0/16 → TGW-attach-VPC-APP
10.204.0.0/16 → TGW-attach-VPC-APP
0.0.0.0/0 → NATgw4websolarA

APP rt web Azb
10.199.0.0/16 → TGW-attach-VPC-APP
10.200.0.0/16 → TGW-attach-VPC-APP
10.201.0.0/16 → LOCAL
10.203.0.0/16 → TGW-attach-VPC-APP
10.204.0.0/16 → TGW-attach-VPC-APP
0.0.0.0/0 → NATgw4websolarB

Egwlb-NGFW-AZb
10.202.102.0/24

tgAZa RouteNGFW
10.202.0.0/16 → LOCAL
0.0.0.0/0 → egwlbNGFWendpointa
10.203.0.0/16 → ngfwtgtVPCattachment

TGW rt SPOKE
0.0.0.0/0 → ngfwtgtVPCattachment
10.203.0.0/16 → mgnytgtVPCattachment

TGW rt Inspection
10.199.0.0/16 → ravpntgtVPCattachment
10.200.0.0/16 → ravpntgtVPCattachment
10.201.0.0/16 → apptgtVPCattachment
10.203.0.0/16 → mgnytgtVPCattachment

ravpntgtVPCattachmen
t

apptgtVPCattachmen
t

ngfwtgtVPCattachment

egwlbNGFWendpointa egwlbNGFWendpointb

tgAZb RouteNGFW
10.202.0.0/16 → LOCAL
0.0.0.0/0 → egwlbNGFWendpointb
10.203.0.0/16 → ngfwtgtVPCattachment

egwlbendpointRouteNGFW
10.202.101.0/24 → LOCAL
0.0.0.0. → ngfwtgtVPCattachment

outsideAZa TableRAVPN
0.0.0.0/0 → IGClusterRAVPN

mgntTableMGNT
10.201.0.0/16 → mgnytgtVPCattachment
10.202.0.0/16 → mgnytgtVPCattachment
10.204.0.0/16 → mgnytgtVPCattachment
10.200.0.0/16 → mgnytgtVPCattachment
0.0.0.0/0 → IGClusterAPP

Cluster_mgnt
vpc-0884c73ab1840747e

10.203.0.0/16

Us-east-1bUs-east-1a

mgntMGNTAZa
10.203.11.0/24

mgntMGNTAZa
10.203.12.0/24

Bastion-A Bastion-B

IGClusterAPP

mgntTableNGFW
10.203.0.0/16 → mgnytgtVPCattachment
0.0.0.0/0 → IGClusterAPP

mgntRouteTableRAVPN
0.0.0.0/0 → IGClusterRAVPN
10.203.0.0/16 → TGW-attach-VPC-ravpn

tgwrouteRAVPN
10.199.1.0/24 → insideRAVPNENIA
10.199.2.0/24 → insideRAVPNENIB
0.0.0.0/0 → ravpntgtVPCattachment

TGW rt MGNT
10.202.0.0/16 → ngfwtgtVPCattachment
10.200.0.0/16 → ravpntgtVPCattachment
10.201.0.0/16 → apptgtVPCattachment
10.204.0.0/16 →
vpnroutertgtVPCattachment

mgnytgtVPCattachment
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Simplify operations 
with Multicloud 
Defense
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Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security 
controls

INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

NETWORK VISIBILITY SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”
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INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

NETWORK VISIBILITY SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”

Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security 
controls
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Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security 
controls

INGRESS 
PROTECTION

SEGMENTATION 
(EAST-WEST)

EGRESS  
SECURITY

NETWORK VISIBILITY SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”
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Cisco Multicloud Defense
Combining multicloud networking, automation, and cloud-native network security 
controls

INGRESS 
PROTECTION

SEGMENTATION
(EAST-WEST)

EGRESS  
SECURITY

NETWORK VISIBILITY SECURITY AUTOMATIONROUTING & CONNECTIVITY

Multicloud Networking

Unified Security Policy

Cisco Multicloud Defense 
Controller 

MULTICLOUD 
CONNECTIVITY

Cloud networking & cloud netsec “as code”
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Fully Orchestrated
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Centralized Security Model 

• Gateways are deployed in the security VPC/VCN

• Autoscale aware

• Multi-AZ aware

• Type of Multicloud Defense Gateways

• Ingress (Inbound traffic)

• Egress (Egress & E/W traffic)

• The controller handles the lifecycle management  
of gateways for a true cloud-native aaS 
experience 

• Instantiation

• Scalability

• Reliability

• Upgrade

Cisco Multicloud Defense 
Controller 

Security VPC

Spoke VPC 
1

Spoke VPC 2

AZ-1

AZ-2
InternetIngress 

Gateway

Egress 
Gateway
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Distributed Security Model 

• Gateways are deployed in the security VPC/VCN

• Autoscale aware

• Multi-AZ aware

• Type of Multicloud Defense Gateways

• Ingress (Inbound traffic)

• Egress (Egress & E/W traffic)

• The controller handles the lifecycle management  
of gateways for a true cloud-native aaS 
experience 

• Instantiation

• Scalability

• Reliability

• Upgrade

Cisco Multicloud Defense 
Controller 

Spoke VPC 1

Internet

Ingress 
Gateway

Egress 
Gateway

Spoke VPC 2

Internet

Ingress 
Gateway

Egress 
Gateway

Spoke VPC 3

Internet

Ingress 
Gateway

Egress 
Gateway
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Egress

Security VPC

Spoke VPC 1

Spoke VPC 2

AZ-1

AZ-2
InternetEgress 

Gateway

Spoke VPC 1

Internet

Egress 
Gateway

Spoke VPC 2

Internet

Egress 
Gateway

Spoke VPC 3

Internet

Egress 
Gateway

Cisco Multicloud Defense 
Controller 

Cisco Multicloud Defense 
Controller 

Centralized Security Model Distributed Security Model
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Cisco Multicloud Defense 
Controller 

Ingress

Internet

Spoke VPC 1

Internet

Ingress 
Gateway

Spoke VPC 2

Internet

Ingress 
Gateway

Spoke VPC 3

Internet

Ingress 
Gateway

User User

Spoke VPC 1

Spoke VPC 2
Security VPC

AZ-1

AZ-2
Egress 

Gateway

Cisco Multicloud Defense 
Controller 

Centralized Security Model Distributed Security Model
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Cisco Multicloud Defense 
Controller 

Multicloud Connectivity
site-to-cloud

Spoke VPC 1

Spoke VPC 2
AWS Security VPC

VPN enabled Egress GatewayAZ-1

AZ-2

Data Center

Azure vNET

GCP

VPN enabled
Egress Gateway 

VPN enabled 
Egress Gateway 

Edge Device
(IPsec)

IPsec 
Tunnel

Centralized Security Model
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Multicloud Connectivity
cloud-to-cloud

AZ-1

AZ-2

VPN enabled Egress Gateway

AWS Security VPC

Spoke VPC 1

Spoke VPC 2

Cisco Multicloud Defense 
Controller 

Data Center

Azure vNET

GCP

VPN enabled
Egress Gateway 

VPN enabled 
Egress Gateway 

Edge Device
(IPsec)

IPsec 
Tunnel

Centralized Security Model
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Very Complex Setup Process
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Multicloud Defense Demo
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What about MicroSegmentation ? 
Leveraging Cisco Secure Workload to segment within a VPC or a subnet

Cisco Multicloud Defense 
Controller 

Security VPC

Spoke VPC 
1

Spoke VPC 2

AZ-1

AZ-2
InternetIngress 

Gateway

Egress 
Gateway

CSWCSWCSW
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VPC
Flow Logs

Cisco Secure 
Workload

AWS 
Connector VPC

Cisco Secure Workload Cloud-Based Sources

AWS Connector consolidates: 

- VPC flow logs ingestion

- Context gathering (AWS tags and labels)

- AWS cloud-managed Kubernetes 
orchestration (Kubernetes object labels 
and annotations)
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Enable cloud connector 
and select the required 
capabilities

Download and deploy the 
CloudFormation, add the AWS API 
credentials to Secure Workload.

Ingesting cloud telemetry – VPC flow logs and AWS tags/labels

Select the AWS VPCs and 
refine the required 
capabilities for each VPC. 

AWS Connector

1 32
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AWS Connector – Select Capabilities

Enable and configure the connector capabilities1
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AWS Connector - IAM

• Secure Workload 
automatically generates  a 
CloudFormation template with the 
required IAM policy

• Users can download and deploy the 
CloudFormation template.

• Proxy and AWS Security Groups limits 
can be configured

2
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AWS Connector – Select VPCs

• Multiple VPCs can be selected

• Capabilities can be customized 
and refined for each VPC 
individually

3
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Bare metal

Process

Network infrastructure

Network interface

Virtual/Compute

Process

Hypervisor virtual network

Virtual interface

Network infrastructure

Denies Allows Denies Allows

Intent is rendered as security rules in native environment

• IP sets on Linux servers

• Windows Advanced Firewall or Windows Filtering Platform on Windows servers 

• Public cloud:   AWS  with Security Group  and   Azure with Network Security Group

Cloud

Process

Cloud infrastructure

Virtual interface

Denies Allows

How does CSW enforce the Policy ?

BRKSEC-2444 139



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Zoning & (Micro)Segmentation Demo
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End to end Segmentation
On prem

Catalyst 
Center

Cisco ISE

APIC 
Controler

APIC

Cisco Secure 
Workload

FMC

FTD

SDA in Campus

SGT and EPG/ESG 
propagation

SGT 
propagation

SGT 
propagation

Policies
Virtual Patching

EPG/ESG propagation
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Moving to Hybrid
FTD on prem and Single Cloud provider
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Moving to Hybrid – Multi Cloud
FTDF on Prem and Multi cloud
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Moving to Hybrid
No FTD on Prem
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Objectives

No perfect
Solution… Yet

Need for a platform

Multiple paths to 
securing Cloud & 

Apps

Cisco can help with 
this Journey
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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