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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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Are your password controls enough?
" T




RockYou2024: Massive Data Breach Exposes Nearly 10 Billion Passwords

Jul 9, 2024 News

Rockyou2024
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What is your employee ID?
What is your manager’s email?
What is the name of your first pet?
What is the name of your first
school?

*Image(s) used u

igense from Shutterstock.com
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|dentity breaches

94%

* Based on CyberArk Identity Security Threat Report 2024
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- Challenges in Securing ldentity

- Common Identity Attack
Techniques

- Continuous Identity Security

- Key Takeaways
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Challenges in
Security Identity
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Evolution of authentication and attack tactics

.« Password .« Telephony .+ Push bombing |

spray . attacks -+ Adversary-in- ’?

.+ Brute force .+ Social ~ the-middle f
engineering okta :

® @ ® X S

- MFA1 . MFA 2.0

e SMS .« Mobile push

.+ Phone Tt e App OTP
Callback !

" MFA 3.0
~+ WebAuthn

matching

cisco W- #CiscoLiveAPJC  BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Fragmented identity ecosystem

_ _ Admin attacks MFA bypass
Discrepancies Session hijacking Adoption gaps
v 2 v

Google Admin Creep

() GitHub No MFA
Orphaned

Active Directory Accounts

Unexpected
Behavior

cisco W-/ #CiscoLiveAPJC BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15
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Common
ldentity Attack
Technigues
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Gain
credentials /
MFA code

Social
engineering

Privilege
escalation

Reference:

Gains access
to data
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https://www.cisa.gov/sites/default/files/2023-11/aa23-320a_scattered_spider_0.pdf
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Compromised Vishing/push Register own Privilege
credentials bombing MFA device escalation
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Continuous
ldentity Security
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Cisco ldentity
Intelligence
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Fragmented identity ecosystem

Admin attacks MFA bypass
Discrepancies Session hijacking Adoption gaps
v \ 2 \ 2
ﬂ Google Admin creep
$ () GitHub No MFA

_ = Orphaned

Active Directory accounts
Unexpected

behaviour
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Analytics layer

s B 0 B O 6
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: Pin
GitHub 9
Okta - -
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Microsoft m

cisco W&- #CiscoLiveAPJC BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




( Cisco ldentity Intelligence \

‘

HRIS
SaaS
(Cconnecte T0 )
Permlsslons
Apps

IDENTITY GRAPH

. ) - e .@

(connecten )
Location On prem
Locanon

Platforms
pel Machines Services
Browsers C a
s Workloads
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User 360

Saved Filters B Q,  NOT Status:(3 conditions) X
Default v
- Status Al X 237 users found
O = Active 217
User + Trust Score T Checks #1Ps # Logins T Last Seen (UTC) Last IP Address T Last Location
El e Deleted
* Deprovisioned
B« Dep Aalto Helmig [ TP 0 N/A 14 Hours Ago N/A N/A
El e Disabled I aalto.h@simubiz.com Sep 17, 2024 11:46:11
[ e Inactive 13
[] e Inconsistent 7 Aalto Helmig [ A Day Ago
Unknown 7 71 155.281.163.64 Tampa, FL, US
I aalto.helmig@simubiz.com Sep 16, 2024 22:00:05 P
~ Sources All
Demo AuthQ 2
0w Aalto Helmig [F A Untrusted 3 10 21 Hours Ago N/A N/A
[] @ DemoAWS 3 ) helmig@simubiz.com Sep 17, 2024 04:11:20
[ «» Demo Azure AD 1
O Demo Duo 4 -2
=] Aalto Sekine [ & Questionable 7 78 ADayAgo 136.158.43.155  Caloocan City, Metro Manila, PH
O O Demo GitHub 8 1) aalto.sekine@simubiz.com Sep 16, 2024 18:15:04
[0 & Demo GSuite 5
A
[0 &% DemoOkla 21 IAf‘!amchlt_:k Thome [£ . T 0 NIA 3533222‘?2?4355 N/A NIA
[ & Demo Salesforce 7 [ adamehick.thome@simubiz.com 3 :
[ i Demo Workday 6
- oort- A
O s Slack-cort 2 Alice Jones [ Unknown 0 N/A N/A N/A N/A
teamdata-testing I alice@simubiz.com
~ Trust Score All
A
O Favorable 1 Altgilbers Yagi (7 o 6 56 2 Days Ago 59.1.219.28 Deltona, FL, US
I altgilbers.yagi@simubiz.com Sep 16, 2024 12:59:36
[] Neutral 19
"1 Questionable 22
cisco &. #CiscoLiveAPJC BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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User 360

& MFA Configured

Records per day ®Ee =

Attempted Logins

g

Sep 17, 2024 04:11:20 UTC (21 hours ago)

@ NA ra M Success M Failure

@® Success-10

Created Oct 13, 2015 10
1 @ Failure -1 5
All Attempts

B Last Login Attempt A 0 I 1 1 =l
S DD PP PP ] R S N R I
FFFFFTF I EFFFFF T T FE F T ¢ 6%

Success

Other.

) Sep 16, 2024 23:57:41 UTC

® Burlington, MA, US
30d  Aug 19, 2024 01:33 - Sep 18, 2024 01:33 UTC -

Activity Flow

P 209.6.171.113

View more data

> Demo Azure AD Buringion, MA, US
Microsoft Teams Web Client

Dema Azure AD

Aalto Helmig Enabled neimig@simubiz.com

) helmig@simubiz.com

& Weak MFA Was Used To Successfully Sign In Authenticate I

Nylas

& Access From Dormant Account Malbourns, Victoria, AU e I
& Sign in Threat Detected

Created at Lot Successtul Login IdentityProtection unlikelyTravel I

&7 Dema AWS
Aug 27, 2018 Sep 18, 2024 23:57:41 UTC . I ErEL I
Pac
User Key Company

cisco & #CiscoLiveAPJC  BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



User 360

Authentication Factors

Factor Assurance Level +

Phone & Weak

M b Demo Azure AD & Low
3179048a-7500-4051-897c-87D97 2092817

Password

e } Demao Azure AD & Low
28c10230-6103-465e-b ¥65-444c60001490

- } SMS 4 Weak i
Dema Azure AD

cisco Lz/&/

Status T

ACTIVE

ACTIVE

ACTIVE

# Changes T

#CiscolLiveAPJC

Il Columns
Usage Count + Device + Phone Number + Last Used (UTC) +
1 +1 2222222222 +1 2222222222 Sep 16, 2024 23:57:4

0 N/A N/A N/A

0 412222222222 +1 2222222222 N/A

BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



User 360

Users > helmig@simubiz.com

A %alt‘o H;"_'"E_ Active Overview  Activity Devices A Groups  Checks & = Actions <
ielmig@simubiz.com

% We identified other users with a similar username or the same employee |D as helmig@simubiz.com. Do you want to link them? Dismiss m

These accounts might belong to the same user x

Review the following users that we identified with the same employee ID or similar usernames to determine if the
suggested users should be linked. Linking users does NOT merge the users' records or activity into one user.

Select users you would like to link with helmig@simubiz.com. To add or remove existing linked users from this
profile, go to the "Linked Users" table.

These accounts have the same username:

Aalto Helmig &
aalto.h@simubiz.com

Aalto Helmig [ O

aalto.helmig @ simubiz.com

Skip for now
Aalto Helmig &
helmig@simubiz.com

Cancel Confirm Linkage

cIsco '&/
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User trust score

Brian Hayes [ A Untrusted 8 10 26
01 brian.hayes @ simubiz.com
/'I
Brzostowski Drebes [ A Questionable 6 6 Trust Score
) brzostowski.drebes@ simubiz.com Uﬂtl’UStEd

Special account engaged in MFA flood attack
Byran Laperuta [

4 Questionable ] 4 New country for tenant and special account.
I) byran.laperuta @simubiz.com

New country for tenant, special account, resurrected account, and unmanaged device.

- Additional details

2 )

CLS Admin [ + Favorable 4 1 Special Account

0y cls_admin®@simubiz.com Resurrected Account
Failing Checks: Access From Dormant Account
MFA Flood

Chanza Rosser [ A Untrusted 7 14 Failing Checks: Telecom MFA Limit Reached

) santos.rosser@simubiz.com New Country for Tenant

Failing Checks: New Country for Tenant

Unmanaged Device
Failing Checks: Unmanaged Devices Access

v 5 events matching score RUCTALETAUVRELE  View all activities with a score

cisco Lz{/&/
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ldentity checks

[ £% Okta 44
[] &= Salesforce 13 All Checks
=l
- " Slack . Check # Falling # Excluded
[ w Workday 3
- Compliance Al o No MFA Configured 157 — No change since last week 0
[« Critical | End Users - Compllance, identity Posture Insight — No change since last month
[ = Full 7
[ = Partial 56
— No change since last week
[]  Not Enabled 1 77w Unused Application for a User 53 g : 0
« Low | End Users - Compliance, ldentity Posture Insight — No change since last month
~ Severity Al
[ e Critical 20 774 User in IDP but not in HRIS 53 — No change since last week 0
0O e Low 16 ) [« Critical | End Users - Compllance, identity Posture Insight — No change since last month
[] » Moderate 28
New Country for Tenant — No change since last week
~ Topic Al Bén « Moderate | End Users - Identity Threat Insight a8 — No change since last month 0
[] Compliance 30
[ Devices ! gg,) Registered Location Mismatch og —* Mochange since last waek 0
] Identity Posture Insight 3 ' « Low | End Users - identity Threat insight — Mo change since last month
[} Identity Threat Insight 33
« Frameworks All a0m. Weak MFA Was Used To Successfully Sign In 2 — No change since last week 0
[ = Critical | End Users - Identity Posture Insight — No change since last month
~ Scobes All

cisco W&-/ #CiscoLiveAPJC BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



ldentity posture insight

Check # Falling
3du No MFA Configured 157 — No change since last week
' ( = Critical | End Users - Compliance, \dentity Posture Insight — Mo change since last month
77 Unused Application for a User 53 — No change since last week
%
« Low | End Users - Compliance, identity Posture Insight — Mo change since last month
77 User in IDP but not in HRIS 53 — No change since last week
% ———
|« Critical | End Users - Compllance, identity Posture Insight — Mo change since last month
a0, ) Weak MFA Was Used To Successfully Sign In o Mo change since last week
) (= Critical | End Users - Identity Posture insight — Mo change since last month
90w No Strong MFA Configured - — No change since last week
) » Moderate | End Users - Compiiance, identity Posture Insight — Mo change since last month
a7 User Password Expiration Failure 6 — Nochange since last week
%
« Moderate | End Users - ldentity Posture Insight — No change since last month
- User Stuck in Non-functional State 5 — No change since last week
) « Moderate | End Users - Compllance, Identity Posture Insight = Mo change since last month

cisco W&- #CiscoLiveAPJC BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



ldentity posture insight

Details

Recommended Actions

53 failing users

User

pagotto.morren@simubiz.com (4

santos.rosser@simubiz.com [

schildknecht.sadorra@simubiz.com [

Detects users defined in your IDP that your HR Information System (HRIS) cannot find.

A Automated notifications for this check are not configured.
Please configure notifications if you wish to receive automated reports about users failing this check.

First Reported (UTC) +

Sep 17, 2024 04:41:31

Sep 17, 2024 04:41:31

Sep 17, 2024 04:41:31

We recommend removing these users. If the account is currently showing activity, we recommend contacting the manager.

Last Reported (UTC) +

Sep 17, 2024 04:48:37

Sep 17, 2024 04:49:37

Sep 17, 2024 04:49:37

Last Report Update
Sep 17, 2024 04:49:43 UT

Topics
Compliance, Identity Postu

Frameworks
CIS 5.6

Compatibility
& HRIS {y Workday

Tags
+ Add tag

&% View users

Admin Notified

Not notified

Mot notified

Mot notified

cisco Lz{/&/

#CiscolLiveAPJC

BRKSEC-2233

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

36



ldentity posture insight

cisco Lz{@/

Chanza Rosser

C @ Szczecin, PL  Active
D santos.rosser@simubiz.com

Summary

@ Internal, Non Employee

& information systems engineer v

21 ptg systems & cloud services

Ba N/A

® Szczecin, PL

& MFA Configured

Sep 16, 2024 13:21:40 UTC (2 days ago)
@ NA

Created Jun 24, 2019

#HCiscoLiveAPJC ~ BRKSEC-2233

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ldentity posture insight

Cisco

C Chanza Rosser

User in IDP but notin HRIS > santos.rosser@simubiz.com

@ Szczecin, PL  Active

Overview  Activity
[ santos.rosser@simubiz.com
= Q <> Af
40
20
0
0819 0820 D821 0622 08/23 0B/24 08/25 08/26 o827 Daf28 0&29 08/30 0831 0301 0302 0303 08/04 09/05 006 0307 Bk |
138 events found
Date (UTC) Source Event Initiator Target Result
Sep 17, 2024 04:49:42 &l END_USER__TRUST_ASSESSMENT System User: santos.rosser@simubiz.... Info
£ Demo Okta
Sep 17, 2024 04:41:37 ke OBSERVATION__ADDED System Check: New Country for Tenant Info
User: santos.rosser@simubiz....
% Demo Okta
Sep 17, 2024 04:41:32 e OBSERVATION__ADDED System Check: Weak MFA Was Used ... Info
User: santos.rosser@simubiz....
&. #CiscoLiveAPJC  BRKSEC-2233

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ldentity posture insight

Check

90
97%
7%
97

98x

User in IDP but not in HRIS

[ = Critical | End Users - Compliance, ldentity Posture Insight

Weak MFA Was Used To Successfully Sign In
| = Critical | End Users - Identity Posture Insight

No Strong MFA Configured
» Moderate | End Users - Compliance, ldentity Posture Insight

User Password Expiration Failure
» Moderate | End Users - Identity Pesture Insight

User Stuck in Non-functional State
« Moderate | End Users - Compliance, ldentity Posture Insight

Upcoming App Key Expiration
s Low | End Users - Identity Posture Insight

Inactive Users
» Moderate | End Users - Compliance, Identity Posture Insight

# Failing
—_
53
—_
—
22
—
—
22
—
—
[¢]
—
—
3
—
—
5
—
—
4

1

No change since last week
Neo change since last month

Mo change since last week
No change since last month

Mo change since last week
Mo change since last month

No change since last week
Mo change since last month

Neo change since last week
No change since last month

Neo change since last week
Mo change since last manth

No change since last week
Mo change since last month

cisco Lz/&/
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ldentity posture insight

Weak MFA Was Used To Successfully Sign In (Last reported: Less than 1 day ago) View activity from all IPs | Factor Used =~ X

Factor Used

sms

Event Date: Aug 18, 2824 86:11:39 UTC

Verify user identity N/A

User single sign on to app workday

User single sign on to app five9 plus adapter for salesforce
sms

Event Date: Sep 4, 2824 86:85:86 UTC

Action TargetResource +

Verify user identity N/A

User single sign on to app cisco asa vpn (saml)
sms

Event Date: Sep 7, 2824 18:14:23 UTC

Action 1 TargetResource +
User single sign on to app microsoft office 365
Verify user identity N/A

c1sco 'p/‘/
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|dentity threat insight

Check

9

®

99x%

99

® G

99%

9

@

99%

Inactive Account Probing
| » Critical ) End Users - identity Threat insight

A Bypass Code Was Used To Successfully Sign In
| » Critical ) End Users - identity Threat insight

Login to Admin Console in Okta

» Low | End Users - Comp lance, Identity Threat Insight

Admin Role Assigned to User
» Moderate | End Users - Compliance, ldentity Threat Insight

Risky Parallel Sessions
| » Critical ) End Users - Compiliance, identity Threat Insight

Sign in Threat Detected
= Moderate | End Users - Identity Threat Insight

Active Account under Heavy Attack
= Low | End Users - Identity Threat Insight

# Failing

2 — Mo change since last week
— Mo change since last month
2 — Mo change since last week
— Mo change since last month
2 — Mo change since last week
— Mo change since last month
2 — Mo change since last week
— Mo change since last month
2 — Mo change since last week
— Mo change since last month
2 — Mo change since last week
— Mo change since last month
1 — No change since last week
— MNo change since last month

cisco Lz/&/

BRKSEC-2233
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|dentity threat insight

Checks > Compromised Session

Compromised Session @ Moderate

Details

An adversary may steal web application or service session cookies and use them to gain access to web applications or Internet services
as an authenticated user without needing credentials.

To identify such sessions, Identity Intelligence alerts on successiul login from 2 or more |P-Device pairs for a single session 1D.

Recommended Actions
First, make sure that 'Enforce device binding for creating sessions' parameter is Enabled.

Second, contact the end-user to verify the origin of the actions.

cisco W- #CiscoLiveAPJC BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



|dentity threat insight

Compromised Session (Last reported: Less than 1 day ago)
0 fellmeth.emery@simubiz.com

First, make sure that 'Enforce device binding for creating sessions' parameter is Enabled.
Second, contact the end-user to verify the origin of the actions.
Providers Failing Check Demo Okta

Sessions
182disvYQmOSbh6SLnuT7WERNg

User Title senior software development engineer
User Level Of Trust NEUTRAL

Activity targets

App cisco asa vpn (saml)

User Fellmeth Emery

cisco W- #CiscoLiveAPJC BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



|dentity threat insight

P events found Last data collection
Date (UTC) Source Event Initiator Target Result Geo IP Trust Score Tags 0s Browser Device Type
user.authentication.sso i i N 77.9.12.3
Sep 16, 2024 20:04:41 2:} fellmeth.emary @simubiz.com @i clsco asa vpn (saml) . Success Neutral A 11ailing check A New ISP L1 [ Mobile
Type: WEB Session: 102disvYQmOSbBSLAU... User: fellmeth.emery@simubiz..... Munich, Bavaria, DE
user.authentication.sso i i N 77.9.98.7
Sep 16, 2024 20:03:34 2:} fellmeth.emary @simubiz.com @i clsco asa vpn (saml) ) Success Neutral A 11ailing check 4 New ISP H a8 N/A
Type: WEB Session: 102disvYQmOSbBSLAU... User: fellmeth.emery@simubiz.... Munich, Bavaria, DE

c1sco 'p/‘/
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Notification and remediation

Notification Targets

] Emai

Email address to be used for Identity
Intelligence notifications. Adding a
different address as CC s supported.

+ Add Email Target

Ticketing

ﬁ Microsoft Teams

Install our bot in your Microsoft
Teams to get all the latest updates in
any public channel you choose.

Add MS Teams Target

.
.-." Slack

Install our app in your Slack
Workspace to get all the latest
updates directly or in any channel
you choose.

+ Add Slack Target

Identity Intelligence integrates with ticketing services to open new tickets and discaver existing tickets related to discovered users.

O

JIRA is a platform that provides issue
tracking and project management
functions for software projects.

+ Add Jira Cloud

o ServiceNow

ServiceNow is a leading IT Service
Management and Ticketing tool.

+ Add ServiceNow

é‘_‘ Webhook

Connect Identity Intelligence failed
check notifications with your

automated processes via webhooks.

+ Add Webhook Target

w Webex

Install our app in your Webex
Workspace to get failed check
notifications.

+ Add Webex Target

.&‘/

#HCiscoLiveAPJC ~ BRKSEC-2233
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Notification and remediation

Applications Groups Checks 5 «+ Actions <

+ Open ticket TR
) Reset MFA il
[> Log out user
) Quarantine

iJ» Send push verification

+r Refresh User Data

+2 Link user L

Do =

sSuccess Challenae

cisco W- #CiscoLiveAPJC BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46
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Help Desk Verification

cisco Lz{/&/

Trust Score
Untrusted

MNew country for tenant and special account.
Hisk from Entra 1D reported special account

. Additional details

New Country for Tenant
Failing Checks: New Country for Tenant

Special Account

Risk From Azure
Failing Checks: Sign in Threat Detected

#HCiscoLiveAPJC ~ BRKSEC-2233
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Help Desk Verification

Name + Source T Status + Assignments Owners Usage Count Last Access (UTC) + Result +
s z;:::ﬁk’;am‘;:’n‘sg'i‘r:u':i:'wm £% Demo Okta vpn-full-access-ipsec Not supported 96 Sep 13, 2024 14:17:34 Success
e ;f;ﬁcfg:fo:::f;i’n::';:z:" « Sensitve £% Demo Okta sg-okta-simubiz-fulltime Not supported 31 Sep 16, 2024 12:36:52 Success
() [Microsoft office 305 for simublz £% Demo Okta sg-okta-simubiz-fulltime Not supported 6 Sep 16, 2024 06:24:30 Success
a ::::C’:::r:;:#:@Slmum_wm £% Demo Okta :&: sg-jira-endusers Nat supported 3 Sep 10, 2024 09:53:16 Success
s :L:mk’;’m‘:,:’n‘sg's'i’:::gzgn:"‘) £% Demo Okta :&: vpn-full-access-ipsec Nat supported 3 Sep 5, 2024 17:54:53 Success
0O ::;‘:ilcieu:?::ens @;i:wi::?lzh:zm £% Demo Okta &% sg-okta-simubiz-fulltime Not supported 3 Sep 4, 2024 05:13:31 Success
i ::‘:;‘:;‘és‘mf::i'g'ﬁ £% Demo Okta sg-okta-simubiz-fulltime Not supported 1 Sep 16, 2024 06:38:23 Sucoess
cisco ‘ &-/ #CiscoLiveAPJC  BRKSEC-2233 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Help Desk Verification

- Q@

- Q@

Duo Mobile

Demo Duo
DPUWIOMLISIUEXFVU4RF

Push

Demo Duo
DPUWIOMLISIVBXFVU4RF

Call A Weak

Demo Duo
DPUWIOMLISIUEXFVU4RF

SMS A Weak

Demao Duo
DPUWIOMLISIUEXFVU4RF

Push

Demo Okta
opiiotdmiiH4etn3s?

Microsoft Authenticator App

Demo Azure AD

874c2660-857e-4d54-9666-01c5316d3d57

Medium

Medium

A Low

A Low

Medium

Medium

ACTIVE 0

ACTIVE a

ACTIVE a

ACTIVE 0

ACTIVE 1

PENDING a

15

Apple iPhone 14 Pro Max

Apple iPhone 14 Pro Max

Apple iPhone 14 Pro Max

Apple iPhone 14 Pro Max

Pixel 3

iPhone 12 Pro Max

+9722222222

+9722222222

+8722222222

+9722222222

N/A

MN/A

cisco Lz{/&/

#CiscolLiveAPJC

BRKSEC-2233

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

50



| see another
device enrolled for
MFA. Do you have
access to the
device?

When was the last
time you
successfully logged
into Workday?

*Image(S icense from Shutterstock.com
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Duo Passport
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Anatomy of frustration

Authentication Experience

@ L @ @
Desktop OS Login Web Browser Web Browser Outlook Client VPN Login
Login Login Login
@ @ L L L
Desktop Login Web App Login Web App Login Email Login VPN Login
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Duo Passport

User

autheptlcatlon ° ° ° ° °

experience . _ _ _ _ _
Desktop Login Web App Login Web App Login Email Login VPN Login

User

authentication

experience with @
Duo Passport /ﬁ) Duo Passport
o >

Secure Passwordless Desktop Login

Log In once
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Duo Passport - User Experience
-

-
{ @ Duo Desktop = X
ey
‘ Home
‘ Your System
,,‘ —D— WINT1-LAF Myu,
(L0
G v wE

mm Windows is up to date

v 6 System password is set

QE‘

BitLocker is enabled

v 0 Firewall is enabled

cisco W&-/ #HCiscoLiveAPJC ~ BRKSEC-2233

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Duo Passport - User Experience

{.) Duo Security

Device: 10S (XXX-XXX-5672)

(=)
Duo Push [,>Y3»;;1(J Push

Are you logging in to WinLogon?

Powered by Duo Security

@ Duo Security
® 10:11AM

lee

Pushed a login request to your device...
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Duo Passport - User Exp

erience

€ 9 @ = zerotustioginduosecurity.com/central

o

alualn
cisco

¥JIRA

Cisco Webex JIRA - Intemal Only

Meraki

Setup Home.

Release Updates

duo-tme-dev-ed

X @ Home | Suesforce x +

Home  Object Manager

-

Lightning Usage
2 AD! ATION
! m > Users
hy > Data
> Email
Outlook Salesforce - Single Sign-On ZTA Ciient Access - ISE
PLATFORM TOOLS
> Apps
@ b S e oo
D @R
afa]n
cisco
§ ; es ) leev
Single Sign-On -
Username bk 0
| tee@zerotrustdemo,com
ﬁ ¢
P
e
-
ot s et s
Secured by Duo ot
Collaboration just got easier Welco. T
T Deleted items TR S R— l
P2 unk Ema
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Duo Passport - User Experience

10 Desktop

Preferences

Duo Desktop

Version 6.2.0
W Updated on Monday, January 8, 2024

2 notes

; Automatically download and install updates
The app will automatically download and instal
updates in the background

Launch Duo Desktop when | log in

| ] Enable detailled diagnostic reports

Remember sessions in Duo Desktop

cisco Lz{@/
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Duo Passport - Admin Experience

Enable Passport

Once you've deployed Duo Desktop and configured your remembered devices policy,

you can enable Duo Passport for some or all users.
Disable Passport
Enable Passport for only certain groups

Groups to include

Enable Passport for all users, except certain groups

Groups to exclude

(@) Enable Passport for all users

1:47:59 PM v Granted
18 SEP 2024 Remembered device via Passport
1:47:57 PM + Granted
18 SEP 2024 Remembered device via Passport

cisco Lz{/&/

skishan-
admin@bdreams.co

skishan-
admin@bdreams.co

Remembered devices allow users to skip subsequent 2FA and passwordless login requests.

Remember devices for browser-based applications

8 ’ hours v

@ Allow users to remember their devices for

@ After a user has confirmed for any application, their device will be remembered
for all applications.

Remember devices for Windows Logon

l

Allow users to remember their device for ‘ H hours V| Note: 2FA will be enforced after

users sign-out, reboot, or change networks

Secure Access- No detections > Windows 11, version 22H2 Remembered Device

SSO

(22621.3155) Location Unknown
As reported by Duo Desktop

Secure Access- No detections > Windows 11, version 22H2 Remembered Device

SSO

(22621.3155) Location Unknown
As reported by Duo Desktop
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Key Takeaways
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Re-think ldentity Security

Effective MFA on every

Process and policy IS
@ —— application
— Governance and lifecycle O

management Device posture and trust

|dentify PICUEEE  ©  puidlahmmite, dek

identity inventory based access policy

Step-up or block risky

Cross platform identity el

visibility

Powerful remediation

Establish behaviour :
actions

Analyse suspicious activity ReSpOnd

Automate quarantine
actions
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Identity Security Workshop /

Free ldentity Security Assessment [

Reaister Interest

[=] 5 ¥y, [
!

|IAM posture evaluation

IAM hygiene review that identifies
no/weak MFA, dormant accounts,
over-privileged users and more

|[dentity population insight -
Unified view of all identities with "
detailed

activity and device mappings

[=]

https://forms.office.com/r/xJBCxyLdRX

|dentity threats
Insight into identity-related attack:

Identity Posture Score © Last Update: Sep 3, 2024

Take actions to improve your posture

License usage
Idle license insight

cisco W&-/ #HCiscoLiveAPJC ~ BRKSEC-2233
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Key Takeaways

|dentity threats are constantly evolving

|dentity Security needs to go beyond password and MFA controls
» |dentify

* Protect

* Detect

* Respond

User Experience is equally important

Cisco ldentity Intelligence with Duo Passport provides seamless secure authentication
experience
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

- Register your interest in Identity

CO ntinue \ Security Workshop and

Assessment

your education )

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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http://www.ciscolive.com/on-demand

afrar]
Cisco

Thank you
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