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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2233
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Are your password controls enough?
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Are your MFA controls enough?
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Hi! I lost my phone. 
I’m unable to 

authenticate. Can you 
add my new phone. I 

need to meet a 
customer in 10 

minutes. It’s urgent!!!

*Image(s) used under license from Shutterstock.com
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What is your employee ID?
What is your manager’s email?

What is the name of your first pet?
What is the name of your first 

school?

*Image(s) used under license from Shutterstock.com



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Identity breaches
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93% 94%

* Based on CyberArk Identity Security Threat Report 2024
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• Challenges in Securing Identity

• Common Identity Attack 
Techniques

• Continuous Identity Security

• Key Takeaways
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Challenges in 
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Evolution of authentication and attack tactics
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Password tactics
• Password 

spray
• Brute force

MFA 1.0
• SMS
• Phone 

Callback

MFA bypass 1.0
• Telephony 

attacks
• Social 

engineering

MFA 2.0
• Mobile push
• App OTP

MFA bypass 2.0
• Push bombing
• Adversary-in-

the-middle

MFA 3.0
• WebAuthn
• Number 

matching

Next attack

?

?
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Fragmented identity ecosystem
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Discrepancies
Admin attacks

Session hijacking
MFA bypass

Adoption gaps

Admin Creep

No MFA

SSO Bypass

Orphaned 
Accounts

Unexpected 
Behavior
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One user -> many identities
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Rise of machine identities
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User Experience Matters
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Common 
Identity Attack 
Techniques
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Scattered Spider* Attack Technique
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Gains access 
to data

Privilege 
escalation

Gain 
credentials / 
MFA code

Social 
engineering

* Cybercriminal group responsible for MGM breach 

Reference:  https://www.cisa.gov/sites/default/files/2023-11/aa23-320a_scattered_spider_0.pdf
*Image(s) used under license from Shutterstock.com

https://www.cisa.gov/sites/default/files/2023-11/aa23-320a_scattered_spider_0.pdf


#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

LAPSUS$* attack technique
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Privilege 
escalation

Register own 
MFA device

Vishing/push 
bombing

Compromised 
credentials

* Cybercriminal group responsible for Cisco breach 
Reference: https://blog.talosintelligence.com/recent-cyber-attack

https://blog.talosintelligence.com/recent-cyber-attack
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Continuous 
Identity Security
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Cisco Identity 
Intelligence
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Fragmented identity ecosystem
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Discrepancies
Admin attacks

Session hijacking
MFA bypass

Adoption gaps

Admin creep

No MFA

SSO bypass

Orphaned 
accounts

Unexpected 
behaviour
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Workday

Google

GitHub

Amazon
Microsoft

Ping
Auth0

Okta

Users Services BehavioursApps DataMachines

Analytics layer

BRKSEC-2233
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UID

Factors

Email Role

Logs

Location

Relationships

On-prem

Permissions

OS

Sessions

Sessions

Groups

HRIS

Platforms

Location
Location

SaaS

SaaS

On-prem

Workloads

CON N ECT ED

CON N ECT ED  T O

CON N ECT ED  T O

A CCESSED  T H ROU GH

A CCESSED  T H ROU GH

SU BSET

Sessions

Identities

Passkeys

IoT

Infra-
structure

Browsers

MDM

Unmanaged

User
Devices

CON T ROL L ED

Apps

Machines Services

Users

Data

IDENTITY GRAPH

Cisco Identity Intelligence
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User 360 
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User 360 
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User 360
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User 360
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User trust score

BRKSEC-2233 33



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Identity checks
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Identity posture insight
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Identity posture insight
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Identity posture insight
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Identity posture insight
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Identity posture insight
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Identity posture insight
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Identity threat insight
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Identity threat insight
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Identity threat insight
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Identity threat insight
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Notification and remediation
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Notification and remediation
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Hi! I lost my phone. 
I’m unable to 

authenticate. Can you 
add my new phone. I 

need to meet a 
customer in 10 

minutes. It’s urgent!!!

*Image(s) used under license from Shutterstock.com
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Help Desk Verification
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Help Desk Verification
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Help Desk Verification

50BRKSEC-2233



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 51BRKSEC-2233

I see another 
device enrolled for 
MFA. Do you have 

access to the 
device?

When was the last 
time you 

successfully logged 
into Workday?

*Image(s) used under license from Shutterstock.com
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Duo Passport
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Anatomy of frustration
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Desktop OS Login Web Browser 
Login

Web Browser 
Login

Outlook Client 
Login

Authentication Experience

Desktop Login Web App Login Web App Login Email Login VPN Login

VPN Login
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Duo Passport
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Desktop Login Web App Login Web App Login Email Login VPN Login

User 
authentication 
experience

Secure Passwordless Desktop Login

User 
authentication 
experience with 
Duo Passport

Log in once

Duo Passport
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Duo Passport – User Experience
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Duo Passport – User Experience
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Duo Passport – User Experience
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Duo Passport – User Experience
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Duo Passport – Admin Experience
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Key Takeaways
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Re-think Identity Security
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Identify Protect

Detect Respond

• Process and policy

• Governance and lifecycle 
management

• Identity inventory

• Effective MFA on every 
application

• Device posture and trust

• Build dynamic, risk-
based access policy 

• Cross platform identity 
visibility

• Establish behaviour

• Analyse suspicious activity 

• Step-up or block risky 
logins

• Powerful remediation 
actions

• Automate quarantine 
actions
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Free Identity Security Assessment

IAM posture evaluation
IAM hygiene review that identifies 
no/weak MFA, dormant accounts, 
over-privileged users and more

Identity population insight
Unified view of all identities with 
detailed 
activity and device mappings

Identity threats
Insight into identity-related attacks

License usage
Idle license insight

https://forms.office.com/r/xJBCxyLdRX
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Key Takeaways

• Identity threats are constantly evolving

• Identity Security needs to go beyond password and MFA controls

• Identify

• Protect

• Detect

• Respond

• User Experience is equally important

• Cisco Identity Intelligence with Duo Passport provides seamless secure authentication 
experience
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Complete Your Session Evaluations

66

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKSEC-2233



-

© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Register your interest in Identity 
Security Workshop and 
Assessment

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

67BRKSEC-2233

http://www.ciscolive.com/on-demand
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