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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2227
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Abstract

Security architectures can pose complexity and cast doubt. How can we be certain 
that the solutions we have acquired are adequate? How can we know they are 
configured properly to cover the many vectors of attack? Cisco and much of the 
industry have taken to using frameworks like MITRE’s Adversarial Tactics, Techniques, 
and Common Knowledge Database (ATT&CK) to help objectively assess those 
solutions and their coverage of the attackers than an environment is most likely to 
encounter. In this session, participants will:

Discover the benefits of learning from the mistakes of others

Learn and see how to use MITRE ATT&CK to evaluate their blind spots

See demonstrations of Coverage Mapping, Orbital Scanning, and MITRE Caldera Use!
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• Introduction

• CTI & ATT&CK Primer

• Know Your Enemy

• Know Yourself

• Trust but Verify

• Focus on Fixes & Iterate

• Conclusion

6BRKSEC-2227



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

About me

• Rochester NY (Garbage Plates and 
Kristen Wig!!!)

• 11 years with Cisco

• 12+ years designing C2 systems

• 6 years in US Navy – “Bubblehead”

• GSE #339 & SANS MSISE 

• 10-year CCIE 41663 (R&S, Sec) 
& CCDE 20180018

• Homebrewer, woodworker

7BRKSEC-2227
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What is this session about?

• Background:

• Security through compliance = complex and disjointed

• Checking boxes rarely counters threats

• Process: 

• Use free, vendor neutral ATT&CK framework to identify our threats

• Learn what you can already do (visibility & detection)

• Threat Picture – Security Coverage = Gaps to fill!

• Benefit: 

• Quick wins beat pain and suffering

• Unified vision for engineering, detections, protection, testing, & operations

8BRKSEC-2227
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Important:  Reference materials along the way!

• This is a deep topic – they have their own Con!

• https://www.mitre.org/attackcon 

• We’re here to discuss using ATT&CK to make your 
architecture more effective, not point fingers

• Download slides! Includes lots of references to expand on 
topic of gap assessment

• We will not cover: 

• How-to for red-team (penetration) testing

• Competitive assessments of coverage

• Who is good vs. bad - your judgement will vary

9BRKSEC-2227
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“I must not fear. Fear is the 
mind-killer. Fear is the little-
death that brings total 
obliteration. I will face my fear. 
I will permit it to pass over me 
and through me.”

“You can’t buy security”

Frank Herbert, Dune

11BRKSEC-2227
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It’s time for a scary story…
1. SaaS-delivered Security solution provider

• Big role in IAM architecture

• 100,000 businesses as customers

• Heavy B2C focus as well

2. Hit by two incidents in 2022/2023

• Hit employee computer, posed as employee, used VPN for tailgate approach – IAM confused issue!

• Included Software Supply Chain (upstream repos)

• Committed secrets to SVN, others in backups

3. Compromised all customers, with sporadic details and delays frustrating the market

• Customer vaults, Authentication seeds, customer phone numbers, etc.

• API keys, 3rd party integration secrets, and more

Any guesses???

• LastPass Breaches of 2023 (https://arstechnica.com/information-technology/2023/02/lastpass-
hackers-infected-employees-home-computer-and-stole-corporate-vault/) 

12BRKSEC-2227
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Should <insert APT here> scare you?
Exciting stuff makes the news, effective cures and practices do not

13

VPNFilter, borrowing from BlackEnergy 
https://blog.talosintelligence.com/2018/05/VPNFilter.html 

• BlackEnergy use limited to Sandworm APT (as far 
as we know)

• Are you a former USSR republic’s utility?

• Wielded by skilled attackers - copycat unlikely for now

• Not disclosed in ”Shadow Brokers”–like leak - yet

• But there is always a “but”

• So far, 23 Techniques attributed that are mimicked in your 
environments:

• WMI use, Process injection, Daemon launch,  New Services, 
Discovery, etc.

• Other tools borrow techniques or overlap (VPNFilter)

• Each new attack advances the state of the art.

• Bottom Line: Learn from others, but use your own 
Threat Picture to prioritize

BRKSEC-2227
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Don’t chase other peoples’ boogiemen

• Likely tactics?

• Everyone exposed to ransomware, phishing: the devil is in the details

• Ex. Unlikely to see Quantum insert exploits on politically insignificant sites, 
Magecart in non-commerce, etc.

• Likely adversaries?

• Threat actors usually concentrate on certain vertical/geography

• Maybe political affinity, downstream customers (e.g. ISPs for gov, healthcare for )

• “Cui bono” =  to whom will it benefit? Who can benefit from compromising you?

• Don’t forget the wide-net aspect of threat actors (log4j/log4shell)

• Find and read up your most likely actors through incident reports and CTI

14BRKSEC-2227
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Phishing

DDoSAdvanced Persistent Threats

Ransomware

Botnets

Wiper Attacks

Data/IP Theft

Spyware/Malware

Man in the Middle

Drive by Downloads

Malvertising

Unpatched Software

Rogue Software

Credential compromise

Cryptojacking

Supply chain attacks

But where do we start?
Global Threat Picture is complex and overwhelming

15

Dual-Use Tools

Code Bugs

We need to narrow our focus!

Exposed Datastores

BRKSEC-2227
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Earlier detection = cheaper mitigation
Predicting, deterring, and early detection reduce cost and workload

16

Breach Detected!
(a.k.a.“Boom”)

Cost, Value, 
Productivity, 

etc.

IF Recovery 
Possible
(Potential 
Extinction)

Cheaper, easier, 
and less stressful to 

fix issues here

Breach!

• Better to be “left of boom” – tackle problems before becoming acute!

• Earlier & effective controls = better performance, lower pressure/cost, preserved reputation

• CTI relieves pressure! Not just for Global corporations/governments…we all need it!

BRKSEC-2227
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Get to know your fear with MITRE’s ATT&CK

• Who is MITRE Corporation?

• Not-for-profit, US company with multiple federally funded R&D 
centers (FFRDCs) 

• Public-private partnerships in many areas, including cybersecurity

• Same folks who brought us CVE database/list

• What is ATT&CK

• Adversarial Tactics, Techniques, & Common Knowledge

• Born in 2013 to document tactics, techniques, and procedures (TTPs) 
that APTs use on Windows networks

• Globally-accessible knowledge base

• Used for the development of specific threat models & methodologies 
in the private sector, in government, and in the cybersecurity product 
and service community.

18BRKSEC-2227
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ATT&CK changes our focus

• TTPs, a.k.a. “The Problem”:

• Good: TTPs behaviors ingrained in 
adversary – much harder to modify

• Bad: Behavior defies checking boxes

• HARD to tackle = conceptual, prone to 
false positives/negatives without good 
context

• IOCs, a.k.a. “The Symptom”:

• Good: Generally, focus on are easily 
tracked attributes – “tangible”

• Bad: easily tracked attributes are 
easily changed - Attacker advantage

Concentrate on the root of the problem to achieve security enlightenment

19

From David Biacco (Splunk, a Cisco Company): 
https://www.eventtracker.com/blog/2015/february/the-pyramid-of-pain/

Annoying

Challenging

Simple

Easy

Trivial

Tough!
TTPs

Tools

Network/
Host Artifacts

Domain Names

Addresses

Hash Values

BRKSEC-2227
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Push the adversary to change 

• Time-based security: protection buys time.

• Will always fail – must detect and remediate 
before that happens

• Pt > Dt + Rt

• Forcing TTP changes → harder on 
adversaries

• Changing TTP (or tooling) takes time, depletes 
resources, and exhausts funds

• Strategic shifts create more detectable events

• Adversaries may leave, or become 
frustrated

• Defenders can – with commitment – work 
to force the paradigm shift

Why should the defender always sweat it out?

20

TTPs

Tools

Network/
Host Artifacts

Domain Names

Addresses

Hash Values

Easy for 
attackers – 
proactively 

change to evade

Hard on attackers!
Shifts balance to 

defenders

BRKSEC-2227
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The alchemy of adversarial behavior

• Tactics (base on similar adversarial goals)

• Techniques and their Sub-Techniques

• Mitigations

• Adversaries

• Adversaries drastically different despite using similar 
techniques but in different ways

• Groups (similar behavior/valence band)

• Elements and their oxidation states

• MSDS Sheets

• Molecules

• Compounds drastically different than elements that 
form them

21BRKSEC-2227
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What is inside ATT&CK?
Enterprise matrix as an example…

22BRKSEC-2227

• Open-Source 
CTI

• Blog Entries
• MITRE R&D
• Community 

Feeds 14 Tactics

203 Techniques &
435 Sub-techniques

4
4

 M
itig

a
tio

n
s163 Groups

826 Software 
Applications

Employed By Implemented Thru

Enterprise | Mobile | ICS

• Detection Tips
• STIX/TAXII Feeds
• Navigator Matrix
• Open-Source Tools

Key platforms:
• OS: Windows, macOS, 

Linux
• Cloud (IaaS & SaaS)
• O365, Google 

Workspaces
• Containers, Network, 

VMs
• iOS & Android

4
1

 D
a
ta

 S
o
u
rc

e
s
 

(D
e
te

c
tio

n
s
)

36 Campaigns

As of MITRE ATT&CK 
v16 (October 31, 2024)
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Understand your ATT&CK model relationships

• Detections or Mitigations can happen in Software, 
Technique, or Tactics

• https://www.mitre.org/publications/technical-
papers/mitre-attack-design-and-philosophy 

MITRE’s approach simplifies mapping goals to behaviors (a.k.a. TTPs)

23BRKSEC-2227

MITRE Advice on Detection for T1003.001 (OS 
Credential Dumping: LSASS Memory)?
• Monitor event IDs 10, 4104, 4633 and 4688
• Find process where target = “*lsass.exe” AND 

source is taskmgr.exe

Uses

Implements

Uses

Accomplishes

Tactic

Technique

Software

Group Data Source 
(Detection)

Mitigation

Detects

Mitigates

Uses

Implements

Uses

Accomplishes

Credential 
Access

Credential 
Dumping

Mimikatz

APT28 Monitor 
Command Exec

PAM, Disable 
NTLM, etc.

Detects

Mitigates

https://www.mitre.org/publications/technical-papers/mitre-attack-design-and-philosophy
https://www.mitre.org/publications/technical-papers/mitre-attack-design-and-philosophy
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ATT&CK is also an ecosystem of projects
Open-Source CTI has a lot of applications!

24BRKSEC-2227

Want a copy? https://github.com/mjmcphee/attack-rosetta

Detection/ 
Product  
Engineer

Security 
Architect

Security 
Analyst

Incident 
Responder

Red Teamer/ 
Pen Tester

Threat 
Researcher

MITRE ATTCK (core Database)

MITRE ATT&CK (core Database)
Navigator

Navigator

Flow

Flow

Measure, Maximize, and Mature Threat-Informed Defense (M3TID)

Measure, Maximize, and Mature Threat-Informed Defense (M3TID)

Workbench

Workbench

D3FEND

D3FEND

REACT

REACT

ENGAGE

ENGAGE

Caldera

Caldera

Cyber Analytics Repository (CAR)

Cyber Analytics Repository (CAR)
Emulation Library

Emulation Library

Threat Report ATTCK Mapper

Threat Report ATT&CK 
Mapper

ATTCK Sync

ATT&CK Sync

Fundamental 
(DB and Core 

Tools)

Extensibility 
(Taxonomy, 

Admin)

Operational 
(Analyze, Act, 

Emulate)

F
U

N
C

T
IO

N
S

MITRE

3rd Party

ATTCK in STIX

ATT&CK in STIX

ATTCK Python Scripts

ATT&CK Python Scripts

D3TTCT

D3TT&CT

Atomic Red Team

Atomic Red 
Team

Atomic Threat Coverage

Atomic Threat Coverage
Technique Inference Engine (TIE)

Technique Inference Engine (TIE)

CTI Blueprints

CTI Blueprints

Sensor Mappings/Mapping Explorer

Sensor Mappings/
Mapping Explorer

ROLES

https://github.com/mjmcphee/attack-rosetta
https://attack.mitre.org/
https://mitre-attack.github.io/attack-navigator/
https://center-for-threat-informed-defense.github.io/attack-flow/
https://ma-insights.vercel.app/overview
https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/our-work/attck-workbench/
https://d3fend.mitre.org/
https://atc-project.github.io/atc-react/
https://engage.mitre.org/
https://caldera.mitre.org/
https://car.mitre.org/
https://github.com/center-for-threat-informed-defense/adversary_emulation_library
https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/our-work/threat-report-attck-mapper-tram/
https://center-for-threat-informed-defense.github.io/attack-sync/
https://github.com/mitre/cti
https://github.com/mitre-attack/mitreattack-python
https://github.com/rabobank-cdc/DeTTECT
https://github.com/redcanaryco/atomic-red-team
https://github.com/atc-project/atomic-threat-coverage
https://github.com/rabobank-cdc/DeTTECT
https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/our-work/threat-report-attck-mapper-tram/
https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/our-work/threat-report-attck-mapper-tram/
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The 5 W’s of threat modeling

• Who is threatening us?  Group

• Why are they doing it?  Tactic

• What are they doing?   Technique

• How are they doing it?  Procedure and/or Software

• Where can we prevent it?  Mitigation

• When are we going to notice? Detection

My English teacher would be so proud…

25BRKSEC-2227
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What is a Tactic 

• Tactics represent the "why" of an ATT&CK technique or sub-technique. 

• The adversary's tactical goal: the reason for performing an action. 

• Example: an adversary may want to achieve credential access.

• There are currently 14 Enterprise Tactics

26BRKSEC-2227
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What is a Technique

• Techniques represent 'how' an adversary achieves a tactical goal by 
performing an action. 

• Example: an adversary may dump credentials to achieve credential 
access.

• There are currently:

• 196 Techniques

• 411 Sub-techniques 

27BRKSEC-2227
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What is a Sub Technique 

• More specific description of the adversarial behavior used to achieve a 
goal. 

• Lower level than a technique. 

• Example: an adversary may dump credentials by accessing the Local 
Security Authority (LSA) Secrets.

28BRKSEC-2227



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

What is a Procedure 

• Procedures are the specific implementation the adversary uses for 
techniques or sub-techniques. 

• Example: adversary uses PowerShell to inject into lsass.exe and scrape 
LSASS memory to dump credentials.

• "Procedure Examples" section of technique pages.

29BRKSEC-2227
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What ATT&CK is NOT

• Exhaustive – ATT&CK draws on public knowledge. Lots of TTPs are not 
public yet.

• A compliance framework

• A prescriptive architecture (or architecture whatsoever)

• A miracle cure or all-encompassing guide

• A guarantee of efficacy or success

• Coverage is not always indicative of detections

• Not all techniques and sub-techniques are equal in impact

• Same technique may have vastly different risk depending on environment, host, 
threat, etc.

30BRKSEC-2227
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Before we start – let’s make some assumptions

• We’re a financial firm, based in the Pacific Rim

• Regional footprint – 40 locations and customers in 23 countries

• Significant corporate banking, some B2C

• Windows endpoints, Windows/Linux servers 80/20, with shift to Cloud 

• Staffing: 20 FTEs dedicated to security (CISO, 2 Dep CISO, 3 Managers, 
2 architects, 12  Engineer/Analysts)

• Training and operating – not enough time!

• ~50 vendors in or adjacent to Security

• Matrices stored here for reference: https://github.com/mjmcphee/clapjc24_attack 

31BRKSEC-2227
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Draw your threat picture
Use Risk matrix to drive your CTI efforts!

• Starting from scratch? 

• Quick search on ATT&CK website

• Pay attention to industry headlines

• Already see threat actors or pen-test 
gaps?

• Search directly on group

• Software or TTPs observed

• Parse in order of assessed risk

• Many options, but both search & recent 
news point to Campaign C0014 (APT20), 
FIN7, Carbanak and admin@338!

• Use https://attack.mitre.org to get started!

33BRKSEC-2227
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ATT&CK Navigator a versatile tool for our needs

34BRKSEC-2227

https://mitre-attack.github.io/attack-navigator/ 

https://mitre-attack.github.io/attack-navigator/
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Getting started? Divide and conquer
Start with a major threat group/highest risk and follow process 1-by-1

• Start with just 1 group and 
work through process

• Add APTs attacking 
customers or suppliers 
too!

• Iterate with greater fidelity 
as effort matures

• Can launch into group-
specific Navigator view

35BRKSEC-2227
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Build your own coverage map

36BRKSEC-2227BRKSEC-2227
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How do we keep score?
Agree to scoring rubric before start!

• Choose your own 
range and color 
scheme

• More granular 
scoring options:

• Layered Defense?

• Confidence?

• Risk Management 
should be compatible

37BRKSEC-2227
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With each technique, dive into details

• Hover to see 
how technique is 
used by the 
group in 
question

• Right-click to 
bring up 
selection menu

• View tactic or 
technique to see 
details

38BRKSEC-2227
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Iterate, record, and rank!
Adding additional APTs or views is easy!

39BRKSEC-2227

When Viewing Group or Software

1. Click “ATT&CK Navigator Layers”

2. Select “download” - downloads JSON

3. New tab (“+”)→ ”Open Existing Layer”

4. Upload from local!3

4

1

2
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Complete your threat picture
Can tackle multiple threat groups once process proven

40BRKSEC-2227

• Great option for similar 
threats

• Multi-Select each 
Group or Software Tool

• “Technique Controls” → 
“Scoring” to alter score 
(and color) of selected 
cells
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Best practices: Managing multiple layers
Use Navigator to combine layers and metadata

• Select “Create Layer from other layers”

• Use variables assigned by Navigator in 
expression

• Combine and weigh in layer expression:

• (a+b)/2 (average two layers)

• a*(b+c)

• 100-a (reverse scoring of a, assuming a is on a 
0-100 scale)

• (a>b) and (a>=75)

• Can select where color, legend, state, 
or filter logic comes from

• Great for aggregating inputs, complex 
analysis, etc.

41BRKSEC-2227
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Best practices: Saving and sharing in Navigator
Don’t let your effort be in vain! Save and share with a plan

• Save each (or all) layer as a JSON early and 
often

• Helps reconstruct Navigator web interface with all 
metadata

• Web portal not natively persistent

• Download each (or all) layer as Excel sheet

• Useful for local persistent copy and using own 
macros

• Loses metadata – only preserves Technique 
coloring

• Can use Excel as primary working platform:

• https://cyberwardog.blogspot.com/2017/07/how-hot-
is-your-hunt-team.html 

• SVG format for posters and documentation 
(For import into authoring/publishing tools)

42BRKSEC-2227
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Which TTPs are the big baddies?
Trending offers insights into where the adversary is investing

• Great perspective from 
Splunk: 
https://www.splunk.co
m/en_us/blog/security/
macro-att-ck-2024-a-
five-year-
perspective.html

• Mapping trends globally 
and locally helps direct 
efforts and attention

• Consult with vertical-
specific organizations 
and partners for more 
focus

43BRKSEC-2227

https://www.splunk.com/en_us/blog/security/macro-att-ck-2024-a-five-year-perspective.html
https://www.splunk.com/en_us/blog/security/macro-att-ck-2024-a-five-year-perspective.html
https://www.splunk.com/en_us/blog/security/macro-att-ck-2024-a-five-year-perspective.html
https://www.splunk.com/en_us/blog/security/macro-att-ck-2024-a-five-year-perspective.html
https://www.splunk.com/en_us/blog/security/macro-att-ck-2024-a-five-year-perspective.html


-

Know Yourself



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

DeTT&CT helps provide coverage matrices

• Python tool that tailors YAML files to 
derive ATT&CK Navigator coverage 
matrices. (local or Docker)

• Quantitative analysis of logging and 
visibility coverage

• OS-focused

• Generic coverage for AV and tools – 
better using Enginuity or Vendor-validated

• Optimal coverage assumed – 
contingent on proper configuration

• https://github.com/rabobank-cdc/DeTTECT 

45BRKSEC-2227
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New: XDR ATT&CK Coverage Mapping!
See portfolio-based coverage, and map to APTs of concern

• Expanded coverage mappings 
and support for 3rd party in work

46BRKSEC-2227
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TalosIntelligence.com
Threat Spotlight

48BRKSEC-2227
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Cisco Secure Endpoint flags ATT&CK TTPs
Enrichment in Events, Threat Hunting, and Analysis portions of the tool
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Cisco Secure Firewall implements rules to cover TTPs
In FTD >7.3, IPS rules can be implemented per tactic or technique

BRKSEC-2227



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Secure Firewall is expanding its mappings too!

51

7.3 – Introduction of IPS Mappings
7.4 – Introduction of Malware Mappings to AV Signatures
7.6 – Continued evolution – see more soon!
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Cisco Secure Malware Analytics
ATT&CK Dashboard quickly correlates IOCs to each Tactic
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Orbital helps proactively query endpoints for TTPs 
Apply ATT&CK-focused queries against endpoint groups or via XDR Orchestration
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Secure Network Analytics
Converged Alerting with >95% ATT&CK Mapping of detections

54

Device Details

• 10 Day 
Connection Graph

• 10 Day 
traffic profile

• Last 24hr 
Observations

• Activity comparison 
for connections and 
traffic bandwidth

Details, Next Steps, 
MITRE

Assign and 
categorize 
Alerts

What triggered the Alert?

BRKSEC-2227
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https://www.cisco.com/c/dam/en/us/products/collateral/security/stealthwatch/stealthwatch-mitre-use-case.pdf
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Mapping SNA to MITRE ATT&CK

https://www.cisco.com/c/dam/en/us/products/collateral/security/stealthwatch/stealthwatch-mitre-use-case.pdf
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Secure Workload now sorts events by Tactic
Security report introduces representation of forensic alerts against MITRE 
ATT&CK Tactics
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Secure Workload
Forensic Rules in MITRE ATT&CK

57

Credential Access sub-techniques mapped to forensic rules
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Use Cisco XDR to uncover which TTPs are being used
Use same ATT&CK Coverage Map to compare and uncover gaps
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Closing detection gaps and enriching events
Helps corollate, ID behaviors, and recommend response
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But how can you be sure it works?
Verification & Validation is key to long-term success

1. Atomic Testing & Simulation – ex. Red Canary’s Atomic Red Team 
(https://atomicredteam.io) 

• Running single step, isolated tests (like the atomic elements of an adversary)

• More of a spot check than an exhaustive verification

2. Emulation – ex. MITRE’s Caldera

• Performing coordinated series of steps more representative of an APT’s behavior – Red Teams, 
automated.

• Often involves multiple subsystems (C2, delivery/implant, execution, etc.)

3. Breach & Attack Simulation (BAS) Tools – ex. Scythe, Cymulate, or AttackIQ

• Combines both 1 & 2, while blending in Purple Teaming, Automation, mapping & analysis, and 
extensive reporting

• Best leveraged with professional services to get full value

61BRKSEC-2227

https://atomicredteam.io/


-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

No Red Team? Automate emulation w/ MITRE Caldera

• Main project website: https://caldera.mitre.org/

• Includes plugins like Red Canary’s Atomic Red Team & Emu(lation)

• Instructive in Training Red and Blue Teams alike

• Easily integrates with ATT&CK Navigator

Run entire Adversary campaigns against your environment and automate it all!
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Caldera Demo
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Caldera uses agents to help facilitate tests
Can be managed in groups, use various C2 methods, and managed centrally
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Deploy agents for Windows, MacOS or Linux
Various agent builds are available, scripts are cut & paste!
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Abilities == Techniques. Add or use the built-ins!
Sources include Red Canary Atomic Red Team, MITRE CTID, etc.
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Adversary Profiles: which techniques are used, when?
Easy to emulate your threat picture or pull from known emulation profiles
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Compass: Import & export APTs to/from Navigator
Makes Caldera a huge time-saver in evaluating against your threat picture!
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Run Operations against agents to test defenses
Control or automate, and observe the commands used and results gathered
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Debrief: Useful reporting helps with take-aways
Extensive PDF and flexible JSON help make the results actionable
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High-level overview of each technique

• Helps outline potential 
indicators

• Presents targets of 
technique

• Platforms

• Vectors

• Permissions

• Helpful in education  of 
InfoSec team and users
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Uncover mitigation and detection approaches

• Each Mitigation:

• Covers many techniques

• Includes controls for people, 
process, and product

• BEST focus for gap coverage!

• Detections:

• Generic but useful guidance:

• Functions to enable

• Features to license/purchase

• Tools to use

• Verification through testing

Some require multiple facets, other approaches may add fidelity or resiliency
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Evaluate mitigation coverage for adjacent threats

• Viewing from opposite side: 
what does 1 defensive measure 
do for the environment?

• Justify outages, prioritize 
implementation or purchase, 
etc.

• More products proving same 
mitigation:

• Less opportunity for successful 
evasion

• More tolerant of impairment or 
misconfiguration

Useful in helping business case for a new solution or feature
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Building detections or engineering tools?

• Cyber Analytics Repository offers 
curated detections using SIEMs and 
related tools: 
https://car.mitre.org/analytics/by_te
chnique

• Psuedocode helpful for other products

• Sigma project offers feed of supporting 
detections: 
https://github.com/SigmaHQ/sigma 

• Engineering detection tools? 
D3FEND ties defensive tech to 
ATT&CK TTPs

• https://d3fend.mitre.org/ 

CAR and D3FEND extent ATT&CK into those realms
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CAPEC: Hyper-focused on app and web
Concentrate on the root of the problem to achieve security enlightenment
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Source: 
https://capec.mitre.org/index.html 

Common Attack Pattern 
Enumerations and Classifications 
(CAPEC)

• Catalogues attack patterns used in 
exploiting an application

• SQL Injection, XSS, Hijacking, etc.

• Includes supply chain & social engineering

• Useful when dealing with a web-facing 
customer or SaaS provider

• Compliments ATT&CK, neither is a 
subset of the other

https://capec.mitre.org/index.html
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MAEC: Malware what ATT&CK : Networks & 
endpoints
Concentrate on the root of the problem to achieve security enlightenment
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Source: http://maecproject.github.io 

Malware Attribute Enumeration 
and Characterization (MAEC)

• Community-driven

• Catalogues malware attributes

• Behaviour

• Artifacts

• Attack patterns

• Useful to malware researchers, IR 
teams and Cyber Threat Analysis

http://maecproject.github.io/
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What next? Baby steps!

• Iterate

• Repeat cycle and track improvement

• Add APTs/threats as time permits

• Continually test to validate progress

• Leverage tools that better support the SOC and engineering 
together!

• Educate and communicate across functions with Risk and ATT&CK

• Compel your partners and vendors to do the same

Build the habit – a little better every day is worth it

80BRKSEC-2227



-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

So what have we learned?

• ATT&CK can help us assess our gaps!

• TTPs provide insight into adversarial behavior == know thy enemy!

• Cisco solutions support mapping to ATT&CK TTPs

• Helps identity trends as they are happening

• TTPs automatically linked in Cisco Secure Endpoint, Orbital Search Analytics, Malware 
Analytics, and Cloud Analytics

• Open-Source efforts from MITRE and others can help you test those defenses or 
learn about the adversaries

• MITRE Caldera project as an automated framework

• Atomic Red Team offering the tests we invoked in Caldera

• The Tools and process are there to help you improve your security posture in a 
measurable, tailored, and scalable manner.
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Additional ATT&CK-related resources

• MITRE’s own ATT&CK materials are hard to beat: https://attack.mitre.org

• Getting Started Guide – useful for all 4 use cases: https://attack.mitre.org/resources/getting-started/

• Best blog on Medium: https://medium.com/mitre-attack/

• Pyramid of Pain: https://globalsecuresolutions.com/the-pyramid-of-pain/

• Orbital for ATT&CK: https://blogs.cisco.com/security/finding-the-malicious-needle-in-your-endpoint-haystacks

• Threat Grid use of ATT&CK TTPs in reports: https://blogs.cisco.com/security/black-hat-usa-2018-attck-in-the-
noc

• MITRE ATT&CK Ecosystem Rosetta Stone: https://github.com/mjmcphee/attack-rosetta 

• Demoed APTs and coverage matrices for this session: https://github.com/mjmcphee/clapjc24_attack 

Blogs & References
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Additional ATT&CK-related resources

• Center for Threat-Informed Defense (CTID): group in MITRE Engenuity, leads ATT&CK, D3FEND, and related

• https://ctid.mitre-engenuity.org 

• D3FEND: counter ATT&CKs TTPs by detailing how one can harden, detect, isolate, deceive, or evict the threat

• https://d3fend.mitre.org 

• Cyber Analytics Repository (CAR): validated analytical recipes for tools like Splunk, Elastic, etc. help detect TTPs 
in use

• https://car.mitre.org/

• ATT&CK Flow – a tool to assist in linking TTPs into an adversary’s behavior (alchemy ;) )

• https://center-for-threat-informed-defense.github.io/attack-flow/ 

• ATT&CK Powered Suit: Browser plugin to link and research TTPs

• https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/attack-powered-suit/ 

• Common Attack Pattern Enumeration and Classification (CAPEC): Like ATT&CK, but focused on applications 

• https://capec.mitre.org/ 

Complimentary MITRE efforts

83BRKSEC-2227

https://ctid.mitre-engenuity.org/
https://d3fend.mitre.org/
https://car.mitre.org/
https://center-for-threat-informed-defense.github.io/attack-flow/
https://mitre-engenuity.org/cybersecurity/center-for-threat-informed-defense/attack-powered-suit/
https://capec.mitre.org/


-

#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Additional ATT&CK-related resources

• MITRE Caldera: provides a browser-driven automated emulation platform to test against ATT&CK 
TTPs for endpoints (Linux, Mac, Windows)

• Main project website: https://caldera.mitre.org/ 

• Awesome tutorial by Mohammed Alshaboti : https://medium.com/@alshaboti/getting-started-with-mitre-
caldera-offensive-and-defensive-training-3ca9f693e0d7 

• MITRE’s ATT&CK Workbench: allows orgs to maintain a local repo of their own ATT&CK data and 
keep it in synch with global feeds

• https://ctid.mitre-engenuity.org/our-work/attack-workbench/

• Red Canary’s Atomic Red Team: https://atomicredteam.io 

• D3TTECT: https://github.com/rabobank-cdc/DeTTECT/wiki 

Software tools
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Additional CTI-related resources

• CIS Critical Security Controls, OS Benchmarks & Hardened Images a fantastic resource: 
https://www.cisecurity.org/cybersecurity-tools/ 

• OWASP Secure Software Development Lifecycle Project: 
https://www.owasp.org/index.php/OWASP_Secure_Software_Development_Lifecycle_Project

• UK National Cyber Security Centre: https://www.ncsc.gov.uk/section/advice-guidance/all-topics 

• NIST Cybersecurity Framework: https://www.nist.gov/cyberframework

• US-CERT Resources: https://www.us-cert.gov/resources 

• CREST Resource page: https://www.crest-approved.org/knowledge-sharing/index.html

• SANS Cyber Defense Reading Room: https://cyber-defense.sans.org/resources/whitepapers 

Blogs & References
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Complete Your Session Evaluations

87

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at
www.CiscoLive.com/on-demand

Contact me at: mimcphee@cisco.com
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