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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/
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by CISCO




Obijective:

- Introduction to Cisco XDR

- Incident Generation Framework
- Native Detections

- Get SNOC’d

- Summary
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About Me

Matt Robertson

Distinguished Technical Marketing Engineer
Extended Threat Detection and Security Analytics
Cisco Live Distinguished Speaker

16+ years at Cisco: Development, TME, Lancope
Canadian eh
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Public Service Announcement
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Alex Burger:
Probably not
a beer thief
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What is Cisco
XDR?
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Cisco XDR
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Integrations Make XDR Possible

XDR incidents

Incident
Generation Incident Response
Framework
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Detection Analytics & Correlation (not complete)

Logs and security events are ingested into the data warehouse and are correlated and
analyzed using Al and ML to create actionable XDR incidents

Cisco 3rd Party

--------------------------------------------------------------------------------------
L ’

/« Network Telemetry (NetFlow/ IPFIX) ™ "« Crowdstrike Falcon '
« Firewall: FPR & ASA (via SAL) « Microsoft Defender for

-
~

| : | i
i « |dentity Services Eng. (via SCA i i Endpoint !
i sensor) | i« Public Cloud Infrastructure
i« Secure Client NVM (Windows) i i . AWS i
i « Secure Endpoint* i . Azure ]
i+ Secure Email Threat Defense i i + Google Cloud Platform !
i« Secure Network Analytics i i« Proofpoint !
i Meraki MX direct to XDR Cloud i i« Microsoft Defender for 0365 i
‘\ « Secure Client NVM (MacOS) /" '\\ ,:'

\\\\\\\\\
-------------------------------------------------------------------------------
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Asset Insights & Context (not complete)

Consolidated inventory of devices and users across an organization. Understanding the asset
value contributes to the prioritization and context available for security incidents

-

« DUO (Devices)

« DUO (Users)
 Meraki MX

* Orbital

* Secure Access

« Secure Client NVM
« Secure Endpoint
 Umbrella

« CyberVision

----------------------------------

-

«  CrowdStrike N\
* Checkpoint

* |vanti Neurons

* Jamf Pro

«  Microsoft Azure AD (Users)

* Microsoft Defender for Endpoint
Microsoft Intune

+  SentinelOne

+ VMWare Workspace ONE UEM
» ServiceNow SecOps

+ (Cybereason

* Trend Micro Vision One

\* Palo Alto Cortex XDR ’

e
.
L ————————

----------------------------------------
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Threat Hunting & Investigation (not complete)

Security information is collected from multiple sources in real time and available for
investigation, threat hunting, and enrichment of security incidents

T e e e e e e e e e e — — — ——————————————

Cisco 31 Party
/"« AMP File Reputation \\ 7 Akamai « Have | Been Pwned
« Global Threat Intelligence i I" . Amazon GuardDuty IBM X-Force Exchange
» Secure Client NVM 1« CrowdStrike  |[sltPhishing
« Secure Email and Web Manager | | . Cybereason + LogRhythm
« Secure Email Gateway i 1+ Devo » Microsoft Defender for
« Secure Email Threat Defense I 1« Exabeam Endpoint
* Secure Endpoint i i . Google Chronicle » Palo Alto Networks
« Secure Firewall (FPR) i |« Google Safe Browsing Auto_Focus
+ Secure Malware Analytics I 1« Graylog . SentmelQne -
* Secure Network Analytics P « Trend Micro Vision One
« Secure Web Appliance P « Palo Alto Cortex
* Threat Intelligence API *2 P » Checkpoint
* Umbrella ooy * More...
. Talos Intelligence AN

-
_____________________________________________________________________________________________
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Automation & Response (not complete)

Provides automated, guided and manual actions to streamline SecOps, including incident
response, threat analysis, team communications, and more

O e 39PN e
o Adaptive Security Appliance \\ /': Amazon Web Services )

+ Attack Surface Management \ {. CrowdStrike © Palo Alto NGFW

| I + Palo Alto Cortex XDR
» Defense Orchestrator ! i« Cvbereason

: . : d i y _ + Palo Alto Panorama
* ldentity Services Engine I I« Checkpoint .
« Meraki MX ! ! + Checkpoint
. Orbital ! i+ ExtraHop +  SentinelOne
rbita . | + * Fortinet Fortigate « Trend Micro Vision One

* Secure Email and Web Manager I I« Google Cloud Platform «  Cohesity (ARR)
+ Secure Email Gateway ' i+ JamfPro « Slack
+ Secure Email Threat Defense i i «  Microsoft Azure . More..
+ Secure Endpoint i I+ Microsoft Azure AD ’
« Secure Firewall (FPR) ' I« Microsoft Defender for Endpoint
e Secure Malware Analytics i i Microsoft Defender for 0365

1 1
+ Secure Network Analytics ! !
+ Security Management Appliance E i
* Umbrella J \
* Vulnerability Management J .

-----------------------------------------------------------------------------------------

cisco W- #CiscoLiveAPJC ~ #BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14

~o -
U S p——



Incident
Generation
Framework
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Important!

Incident Generation Framework significantly changed Oct 23, 2024
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What is an XDR Incident?

Cisco

A data object combining multiple pieces of related security
information, allowing you to detect, triage, investigate and
respond all in one place

Reported by

New v

XDR Analytics (< corp-earth) O on 2024-04-17T22:23:14.

9 This incident started on the 13th of Octo

Detection  Response  Worklog

. Expand

1-00b43c7b5a2314786

o=
7 "@Accessed By/Canne.
I =

()

Ymw”
1P Addresses

6 Assets

TOP ACTIVE

68 Observables

TOP ACTIVE

.&‘/

UTC and ended on the 27th of February, 2024 at 0

AWS Compromise: Root-Level Breach and Remote Access |

- 2 Linked Inciden

4 UTC. The key

aws_demouser
N—
root

Endpoin

@

aws_admin

#CiscolLiveAPJC

HBRKSEC_2178

MITRE | ATT&CK' View Details
TA0043: Reconnaissance AS HJ
a: TA0042: Resource Development int, coupled with frequent, unc... View Long Description
TAOOO?: Initial Access

TA0002: Execution Vie

TA0003: Persistence

TA0004: Privilege Escalation

TA000S: Defense Evasion

TA0006: Credential Access

TAOOO7: Discovery

TAOOOB: Lateral Movement

TA00OG: Collection

TA0O11: Command and Control

TA0010: Exfiltration

TA0040: Impact

15 Indicators

TOP ACTIVE

© 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Public

17



Where do incidents come from? (Current status)

XDR Analytics ]

Produced by analytics to the collected telemetry
through the incident generation framework

API

For workflows and custom integrations

\
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Aside: A note about Ul's

“dice’ XDR

<« Incidents
New v = Persistent Malicious Activity Across Multiple Alert Groups co00 o

T1¢

Manitor -~
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Important Distinction in Terms

cisco &/
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Incident Generation Framework

Risk Scoring
and
Prioritization

Data |
Acquisition

Compute Incident
score

Cl S co M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Data Acquisition and Normalisation

Data processed,
normalised, stored in data
platform for analytics

Stream/API

Data acquired from source

Cisco M ./ #CiscoLiveAPJC ~ #BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Data Acquisition and Normalisation




Aggregation
Reduce duplicative detections to a single finding

Aggregation rules:
« Associated to exactly one actor (ex. Device)
» Generate title/description from source

* Maintains lineage: source attributes, severity, groupings, etc.

cisco Lz{/&/
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Correlation

Reconstruct an attack progression by correlating related sightings

cisco M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Correlation Criteria
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Promotion Criteria

| Promotion: An Incident is created in the User Interface I

Incidents

uuuuuu

1. Contains at least 2 different sightings of different:
»  Detection Source
» Detection Type
« Actor
« For SNA and ETD sightings must have at least one other detection source

2. Single Sightings are promoted if:
« Source if EDR and severity if Critical or High
« No more than 10 single sighting incidents per day

cisco M&-/ #CiscolLiveAPJC H#BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Al Summarization

2 (open v Multiple Suspicious Activities Detected on Internal Devices

Reported by Cisco XDR Analytics on 2024-10-23T18:41:52.761Z

View detailed description

The incident occurred between Oct 23 2024 and Oct 30 2024. Several suspicious activities were detected
including a connection to a TOR IP address and interactions with unusual external servers, both identified by
ScaDetections. Additionally, malware activity was detected by CiscoSecureEndpoint. A

Description

This incident began on October 23, 2024 when ScaDetections identified a Connection to TOR IP Address - Suspicious
Endpoint Activity finding group involving user hoser and device 2daf249e-8bae-4476-b708-e6019c964c93 with 2 . .
findings. Shortly after, the same device was involved in three other detection types by ScaDetections: an Internal T tl d t
Connection Watchlist Hit - Internal Connection Watchlist with 37 findings, and two Unusual External Server - Watchlist I e a n exeC u Ive
Interaction finding groups with a total of 103 findings including Externallp 128.107.78.9 and intervention of another device

f44ba0f0-38b0-45a5-8145-17ead042f3cd. Additionally, one occurrence of Unusual External Server - New External Server S u m m a ry Of I n C I d e nt

was detected on the primary device and Externallp 128.107.78.9, another instance involved the secondary device f44ba0f0-

38b0-45a5-8145-17ead042f3cd.

A few days later, on October 28, 2024, CiscoSecureEndpoint detected a Mosquito File Artifact involving the same device
2daf249e-8bae-4476-b708-e6019c964c93. Following this, ScaDetections identified multiple suspicious activities on the
same device and user hoser: a Powershell RDP Connection - Suspicious Endpoeint Activity with 2 findings, and two Unusual
External Server - Persistent External Server finding groups involving both the primary and the secondary internal devices
and Externallp 128.107.78.9.

Later the same day, CiscoSecureEndpoint detected an ExecutedMalware.ioc on device 2daf249e-8bae-4476-b708-

€6019¢c964c¢93. This was followed by a Malicious Process Detected - Suspicious Endpoint Activity by ScaDetections on I_O n g d eSC rl ptl O n

the same device with 4 findings.

The last detected activity was on October 29, 2024, where EmailThreatDefense reported 1 finding of Mail reported as
malware involving user hoser.
d

cisco W&- #CiscoLiveAPJC #BRKSEC_2178  © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Incident Scoring and Prioritisation

Incidents

92 8 idents 0 New Incidents
7 4 2 Detection Asset

Risk Value at Risk

Priority Score = Detection Risk x Asset Value
0-1000 0-100 0-10

Detection Risk computed
using data model
leveraging multiple value
including:

User Defined
Asset Value
represent the
value of the

asset involved
in the incident

MITRE TTP Financial
Risk
Number of MITRE TTPs
Source Severity

cisco Lz{@/
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Aside: Asset Value Con

» Configured on device

page
e Defaultis 10

Note:

Only devices known to
Device Insights will appear
here

c1sco '&‘/

Uk XOR

Control C:
Incidents

igate

Auton
Devices

Inventory

Audit Logs

Prof

Administration
Integrations

On-Prem s Appli

< Back to Inventory

VICTIM-WIN-4

@ Unknown OS Windows 10

Managed: No + Add Labels

Details

Associated Users
Last Active
Location
Hostname

Local IPs

Public IPs

Macs

Hardware Id
Serial Number

Seen in Sources

2023-05-09
NA
VICTIM-WIN
10.0.1.23
23]

CrowdStrike

#HCiscoLiveAPJC  #BRKSEC_2178

figuration

No Value

1 (Not Critical)
2

3 (Less Critical)
4

S

6 (Somewhat Critical)

Last Seen: 2023-05-09T23:50:00.000Z

Security Products

Firewall i re Endpoint

Automatic Updates
NA

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Incident Updates
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Incident Merging Criteria

New (oldest) New Merge the contents of Incident 2 into Incident 1. Close Incident 2
and link to Incident 1.

Open (oldest) New Merge the contents of Incident 2 into Incident 1. Close Incident 2
and link to Incident 1.

Open New (oldest) Merge the contents of Incident 1 into Incident 2. Do not close
Incident 1 and link to Incident 2.

Open Open (oldest) | Merge the contents of Incident 1 into Incident 2. Do not close
Incident 1 and link to Incident 2.

cisco M- #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Demo
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Detections
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Native Detections

Time to Detect = Time to ingest and Normalise + time to analyse

Cl S co M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Creating Security Value from Data

:- - ’-
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Data powers observations, which power alerts

Alert Type Observation Types Telemetry @ History @

X

Clsco ISE X
ated from the
1 the same

from a

ypass M
-in-the-Middle technigqua,

Familiarise yourself with the observations, data and history for specific alerts

c1sco 'p//
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Observation: Low signal detection

Creating Security Value from Data High Signal detection

Alert Type Observation Types Telemetry @ History ©
Data A|ert(S) = Outbound Traffic v € Netflow X v
Data We believe this is e sare chlargas s, o raic 1 Stare
important
Data
. Alert(s) Alert Type Observation Types Telemetry © History @
= IDS Emergent v c Netflow
We be“eve th|S |S S rofile « Intrusion Detection System m m
H /pe 2 time it is flagged as Notice
Data |mportant i e ce is compromised.  « New Profile
Alert(s)
Alert Type Observation Types Telemetry @
Data We belleve th|S |S = Powershell RDP Y ~ € Cisco NVM
Important C » Suspicious Endpoint Activity

I Some data sets can lead directly to an observation and alert I

cisco W&- #CiscolLiveAPJC H#BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Alerts can be a final data object

Publish the incident to Cisco XDR a. omatically
‘when an alert of this type occurs. Yc 1 can enable

Review Alert FA for more general information about alerts. Review the St atrix to understand how subnet sensitivity and alert prio iti€ :::::;W o Ceeo DR EaIAT Hine pebiisting

Alert Type Observation Types History © Priority €) Cisco XDR ... Enabled @

oY Y v Y

Abnormal ISE User « ISE Session Started 36 Days
There is a user who is the only one who authenticated from the

specific device in the past. Another user authenticated on the same

device recently, but that user usually only authenticates from a

different device.

Abnormal User « Session Opened 36 Days
A user session was created on an endpoint that does not normally
see sessions with this user.

Splunk HEC

Qverview

We be Tea ms Services and webhooks allow us to send notification messages when alerts are published. This service sends events to a Splunk HTTP Event
Webhooks/Services Collector for monitoring.

Overview

Services and webhooks allow us to send notification messages when alerts are published. Note that this service requires you to add our bot
( ) to the space in which you wish to receive notifications.

c1sco '&‘/
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IAAS Data Analytics Pipeline

AWS P(A|B)

Integrate on varying service options
via API
Normalise and store data
» |dentify devices by numerous cloud

Cisco M ./ #CiscoLiveAPJC ~ #BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Firewall Log Data Analytics Pipelin

FTD/FMC | SSX |~ XDR [

e
(AI B)
[Aerts)]

« Firewall logs (intrusion, malware, file and
connection events) sent to Security Services
Exchange (SSX)

* Events read off SSX by XDR Analytics

« Connection Logs visible in Event Viewer

* Converted to flow logs to power some
network flow analytics

.__idniy davioss by IP Address,

cisco M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41




NVM Data Analytics Pipeline

CSC
with

XDR

=

data direct to XDR cloud
« Normalise and store data

e _
« NVM Iogs VISIb|e in Event Viewer

cisco Lz{/&/
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ISE Data Analytics Pipeline

*  ONA subscribes to session topic on ISE
» Session data forwarded to XDR
Session logs visible in Event Viewer

Cl S co M. #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Network Flow Data Analytics Pipeline

o] on] — [OmeE

| Alert(s)

Cisco M ./ #CiscoLiveAPJC ~ #BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



XDR: Getting Network Data In

/
ONA CTB SNA FC Catalyst FTD  Meraki MX
9300

cisco W./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45




MITRE ATT&CK Coverage Map

MITRE ATT&CK® Coverage Map ©

Product Coverages | Allrisk scores (1-100) v Last year v Adversary Filters Techniques Covered

Minimum risk score Incident created date

: i i 4 XDR Native i
Cisco Breach Protection Suite . ive ® Secure Email Threat Defense Filter the map by

Select sources v Integrated adversaries and threat 2 4 %

groups, data sourced from

XDR Native -
Secure Endpoint Secul s Secure Network Analytics attack.mitre.org/groups.

Integrated Integl B¥2 - Not Integrated X
9 9 . RN g ¢ Select adversaries

Cloud

Reconnaissance Development Identity :cess Execution Persistence Privilege Escalation Defense Evasion

Resource

L] -_— Endpoint » - L] L] -

3/10 Covered 2/8 Covered 571U Covered 2/14 Covered 7/20 Covered 7/14 Covered 6/43 Covered

I Understanding what coverage data sources can provide

cisco W&- #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Demo
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Get SNOC’d
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Get SNOC’d!

Security and

Network
Operations Centre

Network Operations = Security Operations = Lean Team

Simplified Operations, Fewer Consoles, Unified Policy, etc.

cisco M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Get SNOC’d!
XDR & Meraki:
Security and
Network
Operations Centre

Cl S co M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Problem Statement: Visibility across my network

Many of the devices connected to the network, wired and wireless, do not
run an endpoint security client (EDR).

« 10T (MRI, cameras)

« Smart building ASSAetS V;/i(th3aon/E)DR
gent (~30%

« (Card readers
* Infrastructure
* Printers
 Phones

* Scanners

e TVs

« Etc.

Cl S co M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



The Value of Network Visibility

Gain insights into the devices, users and applications on your
network and what they are up to.

cisco &.
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Example Network Threat Detection

Outside
repository

- Exfiltrates data
Downloads sensitive data

cisco W&-/ #CiscoLiveAPJC ~ #BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



High Level: Meraki-XDR Integration Today

Response actions

Device details imported
into Asset Insight

Network flow logs
sent to XDR

Cl S co M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Meraki and XDR Requirements

Licensing Firmware Platforms

cl S co M./ #CiscoLiveAPJC #BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 56


https://documentation.meraki.com/General_Administration/Firmware_Upgrades/Product_Firmware_Version_Restrictions

Close Up: MX Telemetry Packet Flow

Meraki MX

Pack

Kernel

User space

cisco M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



MX & XDR Integration

High-level Overview

Meraki Organization XDR

=)

cisco M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



MX & XDR Integration

High-level Overview: API

Meraki Organization XDR

GET/POST/PUT

cisco M./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



NDR: The problem of the overlapping IP

Which 192.168.128.1007?
. i) Are they all the same, all different?
Alert: What gives?

192.168.128.100 is being bad! = Does this thing even work in this scenario?

cisco W./ #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 60



I\/Ierakl XDR and solving the problem of the Overlapping IP

AAAAA

B Challenge: Network telemetry identifies entities by IP

History

gesd SCA tracks entities by a device ID:
= usually |dent|f|ed by a <namespace ID> pair

ATTENDANCE

Session Traffic @ Cloud Posture @ ISE @ NVM Flow @

Mera kl telemetry InC|UdeS < network_ 2024-09-10 07:58:22 PDT | 2024-09-10 08:58:22 PDT v
Id y IP Add reSS > pa I r Applied filters: restore default filters

Time Namespace © P

Overlapping IP Space (inside of a
Meraki Organization) solved

filter by custom range ... hd Y

2024-09-10 08:06:05 PDT meraki:460175:N_573083052582919829:Q2YN &> 10.1.1.111 4
-K76R-SLZU

cisco M&- #CiscoLiveAPJC HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Demo
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Summary
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Related Sessions

Session ID Title When

BRKSEC-2596  The In’s and Out’s of Cisco XDR’s latest integrations Tuesday 1:00 PM

Building Incident Response Actions for Meraki using

DEVNET-2057 Cisco XDR Orchestration Workflows

Tuesday 12:00 PM
Evaluating and Improving Defenses with MITRE
ATT&CK

Securing Cloud Managed Networks: Delivering Zero
Trust with Meraki and Cisco Security Technologies

Extended Detection with Cisco XDR: Data, Analytics
and Attack Chains

DEVNET-1083  Security Automation: Developing with Cisco XDR Monday 3:15-4:00 PM

BRKSEC-2227 Monday 3:15 PM

BRKSEC-2597 Tuesday 8:30 AM

BRKSEC-2178 Tuesday 4:15 PM

Getting Started with Cisco XDR Automation workflows

DEVWKS-1190 :
and atomics

Tuesday 4:00-4:45 PM

cisco M&- #CiscolLiveAPJC H#BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserve d. Cisco Public 64
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

cisco W-/ #CiscoLiveAPJC ~ #BRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: Meet The Engineer!

HBRKSEC_2178 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 67


http://www.ciscolive.com/on-demand

Parting Thoughts

Simplify your security operations with Cisco
XDR!

Behaviour-based detections are a critical
component of the modern security operations
center
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