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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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Introduction

Zero trust maturity
Zero trust use cases

Conclusion
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VWhat Zero Trust
Means to Us

Always verity.

Enforce
least privilege.




Zero trust
success factors

' Improved user experience

‘ Adjust policy to risk

Compliance and governance
across environments
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The state of zero
tru St m atu rlty 8 6% Nearly all organisations have started on

some aspect of zero trust (at least one
pillar)

“We know we need to do it”

@ |dentity @ Network

Have reached maturity in at least one pillar
. o (o)
Devices 2,5 | Apps/Workload 3 6 Jo . .
“Our focus is on XYZ pillar”
@ Data
m
Have reached maturity across all pillars

2% which means that 98% have not.

“We’ve still got a long way to go”

Source: Cisco’s Security Outcomes for Zero Trust Report, January 2024
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https://www.cisco.com/c/en/us/products/security/zero-trust-outcomes-report.html

(«&The Hacker News'  NEwsUPDATES

Security in a serious way

Massive Git Config Breach Exposes 15,000 Credentials; 10,000 Private
Repos Cloned

ff Nov 01,2024 & Ravie Lakshmanan Vulnerability / Cloud Security

Microsoft Warns of Chinese Botnet Exploiting Router Flaws for Credential
Theft

9 Nov 01,2024 & Ravie Lakshmanan Threat Intelligence / Network Security

Chinese Hackers Use CloudScout Toolset to Steal Session Cookies from
Cloud Services

£ Oct 28,2024 & Ravie Lakshmanan N Cloud Security / Cyber Attack

cisco M- #CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Forbes

“Cybercriminals are gaining
access to email accounts,” the
FBI warned this week, even
when accounts are protected
by multifactor authentication
(MFA). Attacks begin when
users are lured into “visiting
suspicious websites or click on
phishing links that download
malicious software onto their
computer.”

cisco Lz{@/

FORBES > INNOVATION > CYBERSECURITY

FBI Warns Gmail,

Outlook, AOL And
Yahoo Users—Hackers

®
Gain Access 1o
Accounts
Zak Doffman Contributor ®
Zak Doffman writes about security, surveillance and m
privacy.
A B o Nov 3, 2024, 05:38am EST

#CiscoLiveAPJC  BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



NIST 800-207 - Zero Trust Architecture

Policy

|
:
|
Decision :
. CDM Syst
C o PoigyAdminwetr  pon e
|

N ; Industry Compliance

________“

Threat Intelligence
Control Plane

Activity Logs

Data plane Data Access Policy

.n v PKI
o — - HE ==l - eceren

PEP  PEP

. J

v

SIEM System
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CISA - zero trust pillars = ZT maturity model

CISA =

e—
Cybersecurity - - — =
Infrastructure and g 2 : =
Security Agency - £ £
= 2
= L
, 3 5
Maturity levels: L =
* Traditional ] | |
| | | I |
» Advanced Visibility and Analytics
e Optimal Automation and Orchestration
P

Governance

e Source:

https://www.cisa.gov/sites/default/file
s/publications/CISA%20Zero%20Trust
%20Maturity%20Model_Draft.pdf

Dynamic - Continuous - Integrated - Optimised - Automated
W / Behaviour and posture analytics - suspicious and malicious behaviours
CISCO (4
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https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf
https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf
https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf
https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf

DISA zero trust framework
Defense Information Systems Agency

- 7 pillars of DoD ZT
Architecture

- Prepared by DISA and
NSA(National Security
Agency, July 2022

cisco Lz{/&/

Zero Trust Framework

Automation &
’I .
a% Data

Source:
https://dodcio.defense.gov/Portals/0/Docume




How Cisco enables zero trust

_®_

RESPONSE

- Al-powered extended
detection and response

» Orchestrated
remediation

- Integrated threat
intelligence

S

ACCESS

» Unified access control

« SSE: ZTNA, SWG, CASB,
DLP, RBI

« Micro and macro-
segmentation

Dl

IDENTITY

- User / device / service
identity

- |[dentity intelligence
- Posture and auth mgmt

- Risk-based
authentication

< C User & Device )—C Network & Cloud }—{ Application & Data )

cisco W&- #CiscoLiveAPJC  BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14
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TALOS THREAT INTELLIGENCE

XDR SECURITY
OPERATIONS TOOLSET
Cisco Vulnerability Management | Secure Analytics

XDR | Secure Client | Splunk
Talos Incident Response

Endpaint
detection &
response

) Cloud
managed

Telemetry
B T he

Visibility

SASE/Security Service Edge

Duo | Secure Access | Umbrella | Secure Connect

Browser access control g RAzaS

O

> Cloud malware detection ce>

Cloud access
security broker

Remate browser
isolation

o~

e

Secure web gateway

%a Data loss prevention C/ TLS decryption

E«Q DNS-layer security

@ Fwaes

%@1 Identity f posture:

Zero Trust
Network Access

Tenant restrictions

Hybrid Multicloud Infrastructure

~ DDoS Ay, Identity o Macro Flow

© WAF/Bot "= pxGrid % segmentation

AL e

Cisco Security Cloud

Actionable threat intelligence

SERVIGES

CAPABILITIES

=7 analytics

™ CLOUD-BASED

Collective responses 2) ‘Comprehensive visibility Signal identification Threat research & analysis

Incident response
retainer

Custom threat
research on demand

~ Implement
and manage

Identity
» Threat visibility, incident

Endpoint detection
response & threat hunting

& response:

Device discovery
& insights

Network detection
& response

(2 ZERO TRUST

User [/ Device Security
Cisco Secure Client (MvConnect) | Umbrella | Secure Endpomt | Meraki Systems Manager | Duo | Secure E-mail | ThousandEyes
Email, Phishing,
SPAM, BEC,DLP,
contem i hermg

Device
trust

Identity

H o= Digital experience
Intelligence  : : I‘_‘@

monnoﬂng

Mobile device
management

++ Host

@ Query {_ v

o

LLL‘)

_Q DNSHaver

O Risk-based “‘@‘“ Password-
secunty MFA

“ v less

Secure Anti-virus
@ Anti-malware

Industrial Threat Defense

DNAC | SEA | CyberVision | Industrial Networking |
ISE | Secure Firewall | Secure Network Analytics

In the Office/Managed Location

Catalyst Center | ISE | Meraki | Secure Firewall |
Secure Network Analytics | Secure Web Appliance

SASE/SDWAN

Meraki | Secure Firewall |
ThousandEyes | Catalyst

E Ruggedized

Segmentation

NGIPS Anomaly detection

s

i tot]

2

PN .
8258 Segmentation

=

@

>, Application 7:5.[, »t  Group tag classification
¥ network gateway

Ay
o

Analytics Group tag propagation oo

Identity/pxGrid Cloud Security analytics

& logging

Compliance

- Application performance ) IPSecVPN

optimization Configuration

orchestration Network access

@&
control -

Group tag classification Threat mitigation

Integrated security
Cloud based orchestration [—
f—
GI
2%

Content filtering )
Middle mile optimization Network security Threat mitigation Identity pxGrid Visibility

Cloud OnRamp . N
Segmentation Encrypted visibility analytics Jany U\ Profiing iioelsruﬂ Network

Digital experience
monitoring

Zero Trust NGFW

Network Access

®
=
0

=
Visibility

Workload, Application, and Data Security
ACI | Attack Surface Managemem | Panoptlca | Ractware | Secure Apphcatlon | Secure Endpomt\ Secure Firewall | Multicloud Defense | Secure Workload \ Hypershle\d

Cloud Native Application Platform

@ DSPM (D

Micro
segmentation

Run-time
protection

Container
secunly

External
Attack SM

CSPM/
CAASM

Firewall
NGIPS

= Threat
mitigation

Defense
gateway

.

+ Code+ClICD

App
(@) discovery &
= security

observablmy

C_CQ_) Deployment r@

W automation

G
R (') secunty

@'f

ey
Intelligence

UNIFIED MANAGEMENT & POLICY % Al / ML DRIVEN EG:B OPEN & EXTENSIBLE

&

€253 MULTICLOUD

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Zero Trust
-Optimise
-Accelerate
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ldentity Is the new perimeter

|dentity is fundamental to zero trust and a top 3 CISO concern

7 ) Ty

|dentity is critical S)igelgle Attackers are
infrastructure authentication has doubling down

low adoption
Stolen credentials is the #1 Across industry reports we see less Domains associated with
attack technique, double the than ~5% of authentications are Adversary-in-the-Middle (AitM)
frequency of #2 Phishing phishing-resistant methods. attacks quadrupled from 2022

to 2023

Verizon's Data Breach Investigation Report 2024 Duo's Trusted Access Report 2024 Microsoft’s Digital Defense Report 2023

cisco W&-/ #CiscoLiveAPJC  BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17


https://duo.com/resources/ebooks/2024-duo-trusted-access-report
https://www.microsoft.com/en-us/security/security-insider/microsoft-digital-defense-report-2023

Attackers adapting: session hijacking is on the rise

How does it work? ( )
What happens if an attacker steals First time to access the page
a session cookie? 7
« Bypass multi-factor authentication and act
as the user. = T .
et session ID in cookie
« They can log in anywhere SSO is allowed. O &

« Can establish permanent access and | & |
enroll new MFA devices

. Access the page again with

Huge, recent breaches C"ent cookie that has session ID Server
 CitrixBleed VDI breach
+ Okta breach

* Google Cloud breach Respond back with your data
+ Slack-Github data breach 4

\%4

W 4 \ :
Cisco &. #CiscoLiveAPJC  BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



Session Hijack
Demo
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@mikesiegel i 1
@white ri
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£

2O AYE,

Ve

Why haek in..

en you can login”

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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The modern identity stack is complex...

|dentity security is a top 3 CISO Concern

En;ggiearling Session Hijacking Brute-Force Adoplt\i/lcanGaps
" —  Google
wérkdoy, | £% okta é Bue
| % OGitHub
[
= = 0= L[ ] — salesforce
D i SJ (0] nted Active Directory .
VISibi“ty —|  stslack
Limited -
G - — ~—
overnance Frail

Threat Detection

Poor Critical
Account Hygiene

Push Bombing

Malware

Orphaned
Accounts

Unexpected
Behavior

cisco M- #CiscoLiveAPJC  BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



( ldentity Graph Analytics \

Contextual Visibility | Advanced Defense

Employed
Workday

HRIS ‘

@ —‘ Oracle Customer DB ’
3298321440 \ @
Data

GROUPS
Exec Team

Role: 5550911
UID: 555192931

(Location: San Jose, CA)

Apps
. S < OS: MacOS 14.2.1 > (Microsoft Office 365)

old (Location: San Jose, CA)

iPhone @
Machi ( Location: Tehran, Iran )
Cillles Untrusted
Device

Session: 3298321440 )

Cl Sco M. #CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



How Cisco Identity Intelligence works

Data sources
Identity Providers
geokta (G BB =ue

HRIS

o
W SAP SucceossFacturs D

Device Managers

=3

Applications

©) GitHub aws

Threat Feeds

@ ipinfo.io
cisco Lz{@/

Static
data

Users,
Groups,
Apps,
Devices,
Factors, Auth
Events,
Change Logs

Event
streaming

)

Monitoring

Centralized control and visibility
across all identity platforms

Unified view of users, devices and
context

Hardening

No/weak MFA, dormant, Geo,
Shared accounts, Admin & HR
hygiene

Defending

Account take-over, Risky behaviour,

MFA flood, Rare location/browser

#HCiscoLiveAPJC  BRKSEC-2176

Take action

Instant Messaging Platforms

Mitigation Remediation
$% okta 8

Ok =evf\‘3

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cll Demo
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co Identity Intelligence

genie

Integration Status

Providers

10 Providers Synced

Last data collection

Identities

235 235

In Protected Population

4 1

Never Logged In Inactive Guest Users

Demo AWS
Success
Average Traffic: 26 records

Demo Azure AD
Success
Average Traffic: 25 records

Demo GSuite
Success
Average Traffic: 65 records

Demo Okta
Success
Average Traffic: 133 records

Demo Workday
Success
Average Traffic: 43 records

6

Inconsistent Users

2

Inactive Account Probing

Cisco Identity Intelligence

Identity Posture Score @©

cisco Lz{{a//

Last Update: Aug 23, 2024

#CiscolLiveAPJC

Demo AuthO
Success
Average Traffic: 45 records

Demo Duo
Success
Average Traffic: 59 records

Demo GitHub
Success
Average Traffic: 19 records

Demo Salesforce

Success

Average Traffic: 44 records

Slack - oort-teamdata-testing

Success
Average Traffic: 10 records

MFA Status

157

No MFA Configured

1

MFA Flood

BRKSEC-2176

Ticketing

o Cisco Jira

Notification Targets

Okta Workflow
Configured for 1 check

22

No Strong MFA Configured

1

Telecom MFA Limit Reached

.-Q jefanell@cisco.com
genie

ServiceNow Instance

oort-demo
Configured for 1 check

22

Weak MFA Was Used To
Successfully Sign In

4

Admins with Weak MFA

Identity Posture Trend 30d  Jul 24, 2024 21:51 - Aug 23, 2024 21:51 UTC =

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Zero trust use cases

« /T access to public SaaS

 /TNA to private apps

» Client-based VPN private app access
« Secure Access / Connect (VPNaaS)

Hybrid
Worker

cisco W-/ #CiscoLiveAPJC  BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



Accelerate Zero Trust Access

e Desktop Device Trust
Passport Authenticator Connector
Chrome
? T Jira | é ( )
« e e . >

g .5

on a trusted device and access all web and client
applications without requiring additional authentication by the user.

* Private preview (Windows OS)

/ == 4
cisco M&- #CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Duo Demos
-Passport

-Desktop Authenticator
-Chrome DTC

cisco Lz/&/



Lee

Sign in

Lee

2000

#HCiscoLiveAPJC ~ BRKSEC-2176
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@ Chrome File Edit View History Bookmarks Profiles Tab Window Help (=] > W) T Q & FriAug2 7:58PM

@ Cisco Umbrella > Sso Login X -+

< C M 25 login.umbrella.com/sso

% ¢ o Paused

Duo Desktop Authenticator

——

afian]n,
CISCO

Cisco Umbrella

To log in, please enter your Umbrella email below.
You will be routed to your SSO identity provider
for login verification.

Email

() Remember me

Regular sign in &

LOG IN

Sign Up for a Free Trial

\
\

s,

i

N
N

Copyright © 2024 Cisco Umbrella | Terms of Use | Cisco Online Privacy Statement | Support

https://login.umbrella.com/sso

cisco W&. #CiscolLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



O

v & New Tab x +

Cc G Search Google or type a URL

e Duo Central

Managed

Chrome
Browser

cisco Lz{@/

Q  Search Google or type a URL

+

Add shortcut

#CiscolLiveAPJC

BRKSEC-2176

(=

Gmail Images

a

/' Customize Chrome

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Secure Hybrid Worker
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|

Secure hybrid worker

Cisco Secure Access

QuIC
Client — %E
ZTNA & RAVPN
L3/4/7
Firewall/
Clientless IPS
ZTNA
Remote
Access
Digital Identity
IPsec  — |SEUERE DLV
(Catalyst SD-WAN Monitoringll Posture
automated tunnels)
AWS PoPs
: _-. " SD-WAN
Private Apps |
Users .« SSE
cisco W&-/ #CiscoLiveAPJC

Unified SSE Solution
* Unified Policy

* Cloud-native

» Common Cisco Ul

* Latest protocols

5S

Direct
Peering

Cisco
Resource

/I) Connector
Sl
(‘1’ TLS

[
—  |Psec %
(Catalyst SD-WAN
automated
tunnels*)

BRKSEC-2176

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Unified ZTNA client

Transparently secures the connections needed

éﬁ Internet

% Redirected transparently to SSE
cloud

E SaaS apps

Searcing for poky server. CASB/DLP protections inline and via API.

This could take up to 30 seconds.

App bypass also supported

T Private modern apps

ZTNA gives controlled
access to selected
applications

I Private Traditional apps

RA-VPN gives full network
access for existing
applications

#CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



4+—> |Internet Traffic
> Private Traffic

Users: remote connectivity D Seew

AnyConnect VPN

- Authentication & Posture @ Connect time
—( " B—% - DTLS Tunnel
Cisco Secure Client VPN > Carry Internet & Private Traffic (All ports & protocols)
- SAML, (+) Cert, & (+) Multi-Cert Authentication

@ e N S
ZTNA

- Authentication & Posture per session
- QUIC tunnel (MASQUE proxy)

@ P - Carry Private Traffic (All ports & protocols)
> SAML Auth + Auto re-new

Web Roaming Module
- Device Enrollment (profile)
- Carry Internet Web Traffic (80/443)

Managed Endpoint

© [0 |—(______B—» Clientless ZTNA
)
Browser

- Accessible from any browser that supports SAML/Cookies
- Request based posture (geolocation, browser version, OS)
> Web Apps Only

Unmanaged Endpoint

cisco W&- #CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Apps: private applications

S2S Tunnel { g

Csee (—@— @ |

i Apps i

CISCO Data Center Cloud
Secure
Access
A Resource
Connector Tunnels ¢ ~

Cos T (@
> ]
@O—_ mj?-g —’Appsj

CISCO W,/ HCiscoLiveAPJC

Site-to-site tunnels with IPsec
« Standards-based IPsec connection

» Single tunnel for Internet and private application access

Static or BGP routing support

Auto failover for redundancy + ECMP for scale

Fallback for resource connectors

Resource connectors
+ Lightweight VM for AWS and ESXi
All traffic egresses from Resource Connector IP

* Access applications with overlapping IPs
* Outbound connection / no firewall holes required
» No routing configuration required

Auto failover / load balancing

BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Region 1 3

Resource connector

DC2

Secure Access

Scaling and Redundancy b b

Dashboard provides calculator [/ r[L \\l
Based on 70% CPU and DTLS | \ —— ’
500 Mb/s at full capacity | Ag;i;;”pfs's :
400 Mb/s at 70% load I( -~
DFS,‘IQ!,I,H et the e e f et conmeciors s arec et ol " Resource Connector Group

AWS or VMWARE

Estimated number of connectors to deploy in this conne A

Throughput in Gbps

o e , s based o 5% Cl oad, includes 1 co I rec ancy, and assumes ',
' ) | [ )
You can deploy additional connectors at any time. : EI
i = I
Source: https://docs.sse.cisco.com/sse-user-guide/docs/limitations-and-range-limits i Data
\ Center ) Apps

__________________________________________

cisco W&. #CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Digital Experience Monitoring

Q. Jemrylin

Secure Access

Experience Insights Configure
. Thousand:

Experience Insights b you can un nd their journey

to Secure Access and corporate resources. Get a comprel to their device and network

behaviour to identify and resolve issues faster and make informed decisions on how to improve those

interactions. Help 7

Last updated Sep 08, 2024, 16:06

Endpoints summary

%
e Number of endpoints 2 to Health status
0 = — e
-
S Online © Unhealthy @ At Risk &
Geoenland .
e All B Atrisk M Heaithy
) Fintond ¢
2 celand Sweden! - Icelang Sweden g celand. Sweden
Norwiy Normay Norway
Uniteo tnvted Untod
Kingdom Canad Kingdom Caneda Ko
boiand 8 Polsnd Polon
Germiy_ Ukrane S Germanysney Whraise o Germany
° France - Mongoks 1 France e Mongolia | Fronce
Pl T3 t e i | spuies L1
Tukye 1 Rt { North United States Noith Turkiye ¥ Pevery | North Hoith h
s o | e, L, Solm ores | Pac
veq. . Alghanstan Souh {, Paoific Atlantic vt Alghanidian Lt fEERENS Atlantic
von E i o cean 5 i Ocean
Agers |y |EOVRY Pakistan . { Agern | gy | EOVRY akistan s i Agers | iy
Seudi Arabla. India. | IMexico) Seud Arsbis nda | Mexico,
Mt Niger Sudon { Mall 7 Niger ke [[peiad | Mall | Niger
chad ! cnad ! chac
Nigera Evopis { Venerowts Mgerta Ethiopin | Veneruels i
777777777777 S ——— = + ho o P o - Y o
Tanzania ~ o Toinia et acaan +
Angoia i By Angola ey ‘.
5 - f Bosvia e " ( Boinia -
g Madagascar naien et Madagasce ndian 4
Sauth Svmpre % Ocean Aunteaba Cnush Sauth Spemy g Ocean Sauth L
User name Location Health status © Device name Latency @ Jitter © Loss @ wiFi © Ethernet © CcPU Memory os Testtime ©
abenhase Paim Bay, Florida, US @) Offline = = — = = — — —
jheary Florida, US @ offline - - - - - - - S 11.6 Big Sur —
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ZTNA Demo
Secure Access

cisco Lz/&/



he
Tt
[Reaydle Ein (T
w4 Services .
e Cisco Zero Trust Network Access Demo
=@ B
£/ Services (Local)
Cisco Secure Client - AnyConnect Name Description Status Startup Type LogOn As |4 vpN:
VPN Agent \(;,e AVCTP service This is Audio.. Running Manual (Trigg.. Local Serv _ |rvice was stopped
Start the service &} Background Intelligent Transfer Service Transfers file.. Manual Local Syst:
&} Background Tasks Infrastructure Service Windows inf.. Running  Automatic Local Syst. | ure Access - TLS - Auo ~ Connect
2k Base Filtering Engine The Base Filt.. Running Automatic Local Serv
Description: ‘& BitLocker Drive Encryption Service BDESVC hos.. Running  Manual (Trigg.. Local Syst:
3y 1 Sisco Securg ClientAnyConnect:VeN &l Block Level Backup Engine Service The WBENGI... Manual Local Syst:
J—— . Agent for Windows 4 ‘ % ; . o | .
- . % Bluetooth Audio Gateway Service Service supp.. Running Manual (Trigg.. Local Serv | Access:
0 5 ‘&) Bluetooth Support Service The Bluetoo.. Running  Manual (Trigg.. Local Serv  |pterror. Contact your IT
- j & Bluetooth User Support Service_1595f3 The Bluetoo.. Running Manual (Trigg.. Local Syst: -
&k BranchCache This service .. Manual Network £ Peals
Running Manual Local Syst: ‘
155 = &} Capability Access Manager Service Provides faci.. Running Manual (Trigg.. Local Syst.
- | F— ‘& CaptureService_1595f3 Enables opti... Manual Local Syst:
] s 2 7 . re:
= i Cellular Time This service ... Manual (Trigg.. Local Serv -
— Tﬁta—ﬂ_n_gA — &k Certificate Propagation Copies user.. Running Manual (Trigg.. Local Syst: —
- = syste Z
e ————— &} Cisco AMP Orbital Cisco AMP O.. Running  Automatic Local Syst. il madministator: SecanAgain
B - aﬁcisco Secure Client - AnyConnect VPN Agent Cisco Secure... Automatic Local Syst:
= &k Cisco Secure Client - Cloud Management Cisco Cloud .. Running Automatic Local Syst. |
et — 5k Cisco Secure Client - ISE Posture Agent Cisco Secure.. Manual Local Syst: k
- = - {3 Cisco Secure Client - Network Visibility Agent Cisco Secure... Manual Local Syst: dpoint:
- ‘& Cisco Secure Client - Umbrella Agent Cisco Secure.. Manual Local Syst
— — ‘& Cisco Secure Client - Umbrella SWG Agent Cisco Secure.. Manual Local Syst | -
- e —— 1&‘)_ Cisco Secure Client - Zero Trust Access Agent Cisco Secure... Manual Local Syst |} i Start
e &k Cisco Secure Endpoint 82.3 Cisco Secure.. Running Automatic Local Syst ||
: Cisco Security Connector Monitoring 82.3 Cisco Securit.. Running Automatic Local Syst:
ent License Service (ClipSVQ) Provides infr.. Running Manual (Trigg.. Local Syst
i) Clipboard User Service_1595f3 This user ser.. Running  Automatic (De.. Local Syst
& Cloud Backup and Restore Service_1595f3 Monitors th... Manual Local Syst.  |inactive.
51 CNG Key Isolation The CNG ke.. Running  Manual (Trigg.. Local Syst [vailable.
ExtendedAStand;rd/

/

mo 76° 3 - 2 P 6:55 PM
BEQm &5 MM s <y 9/7/2024
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Secure Access
and Cll Demo
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® 9 it Cisco Secure Access x +
<~ (&} 8 dashboard.sse.cisco.com/page-ur b d
alialn Kit
del Secure Access i
= .
= Overview
o The Overview dashboard displays status, usage, and health metrics. Use this information
) to address security threats and monitor system usage. Help.
ovrien ecure ACcess vasnnoa
E 4
Connect
Network tunnels 223 total
=
Resources
8 Active ] 36 Inactive o 161 Unestablished o
Secure
7 Identity Intelligence
Experience
Insights
Untrusted Users User Trust Levels
o 1.2k
Monitor
- Untrusted .
S0
Admin 800
400
et=
Workflows 200
Jun 27 Jun 29 Jun 31 o

Usage monitoring

Total usage
Usage data - delayed up to 30 min.
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Zero trust use cases

. | On- « Campus .1x/MAB to public SaaS

o g Premises « Campus .1x/MAB to private apps

3 User &  Branch .1x/MAB to public SaaS
0T « Branch .1x/MAB to private apps
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On-Premises Access

- Public SaaS and Internet
- On-Prem/Branch Worker

cisco Lz{/&/



ISE provides zero trust for on-premises

Enterprise
Endpoints Network Devices
« Users + Switches
+ Devices + WLCs / APs
VPN

- 10T Things |.E L

Cisco ISE
+ Shared or Distributed
* VM/Appliance/Cloud
* Up to 2M Endpoints
« RADIUS and TACACS

Security

Identity Services

« Azure/AD/LDAP
- MDM
- SAML/MFA

Security Services

«  Cloud Analytics
«  Secure Firewall
« Partners

@
o

ISE
Wy
S L
AKVM NUTANDSC B Microsoft
aws /A oci

-0

L

> Secure lt

#HCiscoLiveAPJC ~ BRKSEC-2176
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Dynamic classification

= Cisco ISE

Policy Sets—» Default

Status  Policy Set Name

Q

(-] Default

> Authentication Policy (3)

> Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

L Authorization Policy (15]

(¥) Status Rule Name

Q

° Employee BYOD

cisco Lz{/&/

Policy - Policy Sets

and SGT assignment via ISE

Q @ @ @

Reset Policyset Hitcounts ‘

Allowed Protocols / Server Sequence  Hits

Description Conditions
Default policy set Default Network Access v 0
Results
Q
Conditis Profiles Security Groups Hits Actions
Security Groups
Context y Group
Auditors
[F] evop_is_Registered
. BYOD
fap i Security Group
CERTIFICATE-Subject Alternative Contractors
AND Name EQUALS Radius-Calling- o »| Employees s | 0 {:g}
AND Station-ID Developers
ise-
cream-ExternalGroups EQUALS ise-
cream.inc/Users/Domain Users
#CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



ISE is the core of Cisco’s common policy

Campus

| | e

asco Loye/

Data Center

A

ISE

Competitors

Agtre v dw s soaren

=
Addresses

#HCiscoLiveAPJC ~ BRKSEC-2176

loT

SMEDIGATE

Cloud Providers

aws

U

AAZJI’G

ORACLE
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Cisco Platform Exchange Grid(pxGrid) i

- Open, scalable, IETF standards-driven; IETF
RFC8600 XMPP (Extensible Messaging and

Presence Protocol) for Security Information
Exchange

- Data broker and consumer relationship

- pxGrid Cloud (May 2022) available between
on-prem applications and cloud-based
solutions

- https://developer.cisco.com/pxarid-cloud/ to
learn more

- ISE ecosystem partners
- Google, Microsoft, Ixia, SAP, and more...

A &

= /‘,"_7 T »
_ Cisco Rapid Threat Containmen
cisco W-/ #CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49


https://developer.cisco.com/pxgrid-cloud/

ISE 3.3 (Al profiling)

Al Analytics simplifies the profiling process « Profiling probes discover
unknown devices
Al Proposals presented and
enforced in authorisation

policy

= b identity Services Engine Work Centers / Profiler Qo e oA

= .l Identity Services Engine Context Visibility . Endpoints

Profile Unknown Endpoints with Al Proposals

cisco W&-/ #CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



What are SGTs (security/scalable group tags)?

ol il ol ol o e o o o
TVYVYYVY FYVYVVVF =N 0P

‘e
.
G
G
5
G
G
G
.
e
L L 1 Ll 1 L a1l 1 .l Ll | ] | Yo,
‘e
G
5
G
G
G
5
G
G
G
5
G
.
.
G
G
5
‘e
G

[ il I Version ILengthI =Gl SGT Jire ]

EtherType option Type Options
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Scalable group tag (SGT

Security Groups

ISE TrustSec matrix

Icon Name SGT (Dec / Hex) Description ination »

20asaVPNuser

£
a
o
4
7}
Q

Auditors
Contractors
) Developers

Source v :
L PermitIP _ DenyIP | _DenyIP |_ DenyIP _ DenyIP [/ PermitIP _ PermitIP

. 1120asaVPNuser

BYOD ¢ srity Group
ecurity Group _DenyIP [ PermitIP _ PermitIP _ PermitIP _ PermitIP _! PermitIP _!PermitIP

t Auditors

per Securit

_ Deny IP & Deny IP

VPN_ACL2

L PermitIP |_DenyIP | _ DenyIP _ DenyIP ! DenyIP

Contractors

__ Deny IP ‘_‘-DenyIP Ll Permit IP Ll Deny IP

Group

Developers
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ISE Policy Matrix (SGACL

Centralized policy for switches, routers, WLCs and APs

Production Matrix Populated cells: 62
FEdit cbAdd | MCear v () Deploy | 4> Monitor Al-Off  Golmport GhoExport [ View v Show
rmrEegE o B 5 - 3 H T 5z B 5= |2 8 . 8. |5t |5 e |E g |t
¢ 3 |3 g & (£g |28 9§ &8 g & 8 a8 & 8§ |23 92 [F:2 |3 & |&:5 |2
g & 3 s & (8 8 (8 & |8 ¥ |& = s &= |§: [#=5 B 8% &= (38 |28 |[E= |5
Saurce v = =] =] =] 1 ® = =] =] ?
Anti_Malwar! ‘Web_SGACL ‘Web_SGACL =]
18 Auditors
3f0003
1) Developers
15/000F
Jabber_Sig | Intra_Jal Jabbel
permit tcp dst eq 6970 log
11 Employees permit tcp dst eqg 6972 log
40004 permit tcp dst eq 3804 log
permit tcp dst eq 8443 log
5 107.Devi perm%t tcp dst eq 8191 log
6/0006 permit tcp dst eq 5222 log
permit tcp dst eq 37200 log
permit tcp dst eqg 443 log
&) POs_Systems permit tcp dst eq 2748 log
2 permit tcp dst eqg 5060 log i
permit tcp dst eqg 5061 log
b s permit tcp dst range 30000 39999 log
255/00FF permit udp dst range 5070 6070 log =
deny ip log
( Default [ Enabled SGACLs : Permit IP

cisco Lz{/&/
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Classification Methods

’ . .
M User endpoints Dynamic mechanisms

O ’
é |deal for users and Pa(sg\slilD 802.1X, MAB,
S mobile devices S WebAuth Profiling
>

) .

il Virtual Systems ACI (App- V. Port pxGrid &
é Centric) Profile REST API
4

Static mechanisms
Internal IT ===

infrastructure and

O topology-based policy 1P Subnet VLAN
= Address

@©

n

Wl Partner & external L3

External partners and Interface
3rd party connections
o

cisco Lz/&/
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Cisco SD-WAN integration with SSE for branch
users DI

_______________________________ Breakout (unmonitored internet and trusted SaaS). _ _ ____________________ CD Secure
: v
Remote Worker ZTNA + SWG + CASB + Secure Internet Access
FWaaS + Differentiated
Capabilities,

Private Applications

e Fie——

e

Cisco SSE & g

Secure Internet Access + ZTNA

Public Cloud
. am— [ ——
Public
Applications Secure Private Access + ZTNA
—)T(— —
()

— e Ea
\ Cisco sD-wAN ) 0— =
Private Applications ;} Datacenter Hosted

Apps

Branch User

Combine SD-WAN along with powerful Steer Branch traffic to private DC with Connect remote workers securely to

security architecture SD-WAN with-out having to hairpin Internet / cloud / private applications
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Catalyst SDWAN integration with ISE/TrustSec

1

Problem: SDWAN customers require P o SGT
segmentation and to meet , RS /ctive Dircctory
compliance/regulations such as PCI ZBFW polioy '

based on SGT ISE/PXGrid .~

identity &
09,

Solution: Catalyst SDWAN integrates e o N
with ISE via pxGrid for IP/SGT binding Manager sieile
sharing. SDWAN can use ’.}‘» R
SGACL (stateless FW) or ZBFW(stateful - S £,

ACL) for identity enforcement g g % .lﬁ‘.ﬁifﬁﬁi
— —

Employee
Outcome: Seamless segmentation &_ .
policy from campus to SDWAN for -
security policy compliance zerw poicy [ S
S IS e Catalyst 20.10/17.10
Ug) SGT-HR Deny All SGT-I0T
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SGT Demo

cisco Lz/&/



Ccisco
mm

S E C U R E cisco The bridge to possible

Zero Trust Demo
Campus Segmentation

ldentity Services cngine + Catalyst switcn demo

August 2024

Demo Lab provided by Keith Simmons, GES TSA
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SGT integration: Secure Access + ISE

.
.

L

cisco M- #CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All right
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1, AWS
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On-premises Access
- OT to Private Apps
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Cisco Cyber V|S|on Ig manufacturmg

Enterprise
Purdue Level 4-5

I-DMZ e Cisco Secure Firewall

XDR Duo

Security Operations
Center

FMC  Cyber Vision
Global Center

[
o=

Operations Sensor

Sensor

and Control
Purdue Level 3

Process

0 o=

Purdue Level 0-2

By -

PLC/RTU/IED

Industrial core MES C'yt'Jer ISE
Vision
Cibs Jenson (5 )
—
€«
2 Distribution stack
Gensc
L_SPAN e 4
Bdcic
IE switch Switch /C3000
HMI
SIS E
PLC/RTU/IED

00

Zone 1

cisco Lz{@/

©0 6000

Zone 2

#HCiscoLiveAPJC ~ BRKSEC-2176

Isolate IT and OT by installing an industrial
DMZ with Cisco Secure FW

@) Create macro-segmentation zones in
the Catalyst 9300 switches and deploy
Cyber Vision sensors with Snort IDS.

Cyber Vision sensors deployed within
segments across I[E3400 switches

Cyber Vision hardware-sensors deployed
via one-hop SPAN to gain visibility on
non-Cisco switches

@

0

9 Build zones and conduits in Cyber Vision
and share with ISE for micro

G segmentation

Cyber Vision shares details on OT

devices and events with SOC to build

informed security policies and investigate

threats across domains
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Cyber Vision

Manage risks from OT assets with full visibility
on your OT security posture

@ Asset Inventory & Profiling
Asset Communications
Asset Vulnerabilities
Asset Risk Scores
Behavior Baselining

Snort Threat Detection
Talos Threat Intelligence

On-prem & Cloud offers

cisco Lz{/&/

QOO QQA

#CiscolLiveAPJC
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Old vs new scalable architecture

Other solutions

SPAN based solutions incur Your network sees Cyber Vision Center

huge additional hidden-costs everything that attaches to it, . -
eliminating the need for = "hig o -
SPAN  GEme - » |- E - B8

g
Purdue level 3 RS

Massive
increase in
traffic due to
SPAN

Purdue level 2 ICS

Network Out-of-Band Application-Flow
; SPAN Lightweight
collection Metadata

network

Purdue
level 0-1

Expensive
SPAN

cabling
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Why is a network-sensor important?
Distributed edge active discovery gives you 100% visibility

Other solutions

Active discovery from central
appliances cannot see behind firewalls
and NAT boundaries

Active

/ discovery
‘ requests
x NAT/Firewall
Boundary

PLC/RTU/IED

0000

Sensors embedded in the network can see more
c ISCO W-/ #CiscoLiveAPJC

Cisco Cyber Vision
Active discovery by sensors :
embedded in industrial network
equipment can see more

|- T — - SS— |

Lightweight
Metadata
NAT/Firewall
. = = Boundary
Active |
discovery |

requests v

PLC/RTU/IED

0000
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Cisco Cyber Vision in electric utilities

Data Center / Control Center

(Sensor)
=

o Cyber Vision Center deployed at control center

Security Operations Center . . .
e Cyber Vision Sensor embedded in IE3400 switches or

.

SCADA App Server

Transmission Grid

Substation

.
HMI
2
Switch o 1C3000
Bay controllers E
1
RTU Relay IED MU

cisco Lz{/&/

g:ché__

"o

Private
WAN

Substation

, 1 p ‘ o — T deployed via one-hop SPAN on IC3000 in transmission
- O = | substations

___________________________

e Cyber Vision Sensor embedded in IR1101 gateways in the
distribution grid

e Application-flow streamed from sensors to center over utility
private WAN connecting transmission substations and over

9P Gl cellular backhaul from the distribution grid

Backhaul

Distribution Grid

Gone) (3] Senso
N7 N2
IR1101 IR1101
‘—:: Cisco IR110T S v N v N
|E Switch | | |
1 1 ]
ass sl cB VR
| Feeder I I I
[ | T -
) Capacitor Voltage
Smart inverter
Relay IED MU bank regulator
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Cisco Cyber Vision in oil and gas

Data Center / Control Center

(Sensor)
=

Security Operations Center

©CcO=E

-

SCADAI e ‘_J \ . ! CyberVision FMC  XDR SIEM
;- Uw | e
Private SP Cellular @
WAN Backhaul ”
Downstream
.l
Plant/refinery
Switch
i
= = =
IC3000 (Sensor)
P
- 2 Compressors/
SPAN - pumps/valves
; isco
Switch Valves, Actuators, Sensors IE vivch
cisco W&./ #CiscolLiveAPJC

Se———— o

O 0 06

Midstream

BRKSEC-2176

Cyber Vision Center deployed at control center

Cyber Vision Sensor embedded in IE3400 switches or
deployed via one-hop SPAN on IC3000 in Downstream,
Midstream and Upstream

Cyber Vision Sensor embedded on directly on IR1101
gateways for distributed applications

Light weight Application-flow streamed from Sensors to
Center over bandwidth constrained connections

Upstream

)( IR1101

& &

Compressors/
pumps/valves
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Cisco Cyber Vision Global Center

Global visibility on all sites from a central console

R

Cyber Vision Global Center

Global Center
Global view for SOC
and CISO teams

v Local Centers
Vg View for local IT
V4 and OT teams
Site A V4 R Site C
Cyber Vision Center L Cyber Vision Center
A k 4 SPANT
ZONE 1 ZONE 2 ZONE 3 ZONEl ZONEEZ =
SO e = B s ; ! ; ;
D i D HEE E Aspan g (’\,@ el il €7 1
Ao OO e O o A LR -

cisco Lz{/&/

#CiscolLiveAPJC

BRKSEC-2176
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Visibility drives micro-segmentation with Cisco ISE

Asset visibility and
security posture

,,,,,,,,

1
1
I Network access
| control policy

v enforcement

Cisco Cyber Vision
Gain full visibility into assets, and group them
according to their role in the industrial process

Cisco Identity Services Engine
Automatically update access control policies for
the network to enforce zero-trust segmentation
based on Cyber Vision groups

Enforcing network access policies for each device connected to the industrial networks

cisco Lz{@/

#CiscolLiveAPJC

BRKSEC-2176
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Integration with Cisco Identity Services Engine (ISE)

E4:90:69:9E:EF:7D oz HE

Enrich endpoint attributes in

ISE with rich context from
S — Cyber Vision

B9t A BOswT nmo; © VelyDepky @ MondwAI-O 3 Wmpon M Ewen  Vew~  Show[man * ASSIgn SGTS based On Cyber
Vision grouping for dynamic
policy assignment to

SR T i ' i:
Custom Amrbutes o = ] & =) .
. i o -- -‘ Enforce segmentation through

assetDeviceType Controller

s 20 dynamic assignment of VLAN,

= = - | N N
[=ITTS

assetProductid 1768-LIGERMIA LOGIXSIIGERM

N TrustSec policy to enforce zone segmentation Device information can be
— - sent to ISE based on user
o e —— selection and filtering of

Devices in ISE get attributes from Cyber Vision MEBIEILS
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Cyber Vision Demo on Cisco dCloud

ID:  cisco-cyber-vision-4-3-instant-demo-v4  Published Date: 08-Apr-2024 08:39 Instant Demo Internet of Things (loT) Security

Industrial security loT Manufacturing English

N

Learn how Cisco Cyber Vision leverages deep packet inspection ( DPI ) with the ability to decode industrial protocols to identify assets, application flows,
and compare against known baselines to identify anomalies or operational change.

ID:  securing-industrial-networks-with-cisco-cyber-vision-demo  Published Date: 25-Oct-2022 01:19 Guided Demo

Enterprise Networks Internet of Things (1oT) Security English
This is a Guided demo based on the Scheduled demo: Securing Industrial Networks with Cisco Cyber Vision Demo v3.1.
Cisco’s Securing Industrial Networks solution solves manufacturer challenges such as cyber attacks through Visibility and Analytics, Secure Remote

Access, Segmentation, and Services. In this demo we focus on the former three security capabilities using Cisco Cyber Vision, Identity Services Engine
(ISE), Firepower Threat Defense (FTD), Duo, Stealthwatch, and DNA Center (DNAC).

#CiscoLiveAPJC BRKSEC-2176 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Validated Designs

afranfe Cisco
CISCO Vall'dated
Design

Reference architectures validated for
the specific needs of your industry

(& 99
) IO

Faster Less risk
deployments

o
°
o"°°

Predictability End to end designs

Design, deploy, and extend networking and
cybersecurity technologies successfully

cisco Lz{@/

eeeee

<<<<<

<<<<<

sy

Helping industries with generic and specific designs,

as well as addressing regulatory requirements.

#CiscoLiveAPJC

BRKSEC-2176
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Cyber Vision 5.0 - Attributes via pxGrid

ISE attribute

Cisco Cyber Vision property
IOTASSET Library

Description

assetld ID Cyber Vision Component ID
assetName Name Component name

assetlpAddress P Component IP address
assetMacAddress Mac Component MAC address
assetVendor Vendor-name Component manufacturer (IEEE OUI)

assetProductld

Model-ref

Manufacturer product ID

assetSerialNumber

Serial-number

Manufacturer serial number

assetSwRevision Fw-version Component firmware version
assetHwRevision Hw-version Component hardware version
assetProtocol Protocols All Protocols concatenated in one string

Custom Attributes

assetModelName

Model-name

Manufacturer model name

assetOsName

OS-name

Operating system name

assetProjectName

Project-name

Project name (from PLC program)

assetProjectVersion

Project-version

Project version (from PLC program)

assetGroup Group Component group in Cyber Vision

assetGroupPath Group Path Component group path in Cyber Vision (Nested
Groups)

assetCustomName Custom Name Custom Name assigned to component by user

cisco Lz{@/
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Zero trust use cases

—~
’.’L\
'_' A _" = .

7 //'.
i) I
C

CIS;O Lz{@/

App-to-App

* App-to-App across multi-cloud

#HCiscoLiveAPJC ~ BRKSEC-2176
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Securing Private Application
Across Multi-cloud

cisco Lz{/&/



Application architectures have evolved

frontend PgSQL
L1
1
tcp/SQL L1
1
1
 — L1
) \
= Browser @
[0}
3
o
= - App <
—
=
o o

3 Party
payment

cisco Lz{/&/
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Achieving ZT framework with Cisco Secure
Workload

..........
.......
------
.o .
.......
....

Baseline workload

EOW

Network
communications

protection posture . Merge intent™., = -
ASSESS e from multiple ™, 2
Impact .- stakeholders ..., N ¢
) S 3
Qo
_
LL]

6 Threat Intel

[N

* Process

behavior

Baseline policy

2 SW
™ Vulnerabilities

Policy violations

@ Process anomalies
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ntractors-bob x

(D Cisco Secure Workload

= Security Dashboard
ul

SCOPE SECURITY SCORE September 29, 2022 Root ~

®Root - @. &+ dses’

Y Filter Workloads % Adjust Weights

100

w
75 ¥

B — 50

25

Overall Score g
ul 21 Jul 28 Aug 04 Aug 11 Aug 18 Aug 25 Sep 01 Sep 08 Sep 15 Sep 22 Sep 29

SCORE BREAKDOWN

SN ) ® @G

Vuinerability Score Process Hash Score Attack Surface Score Forensics Score Network Anomaly Score

Segmentation Compliance Score

Vulnerability Score
Workload Score Distribution & Y Child Scope Scores

Sep 29 3:00am
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e X Cisco Firepower Management Cc X

Sphere - tme-csw-contractors-t X | @ ntractors-bob X | @ tme-csw-campus-john-win10 x - v = o X

vesx-1.insbu.net/#/app_scopes?id=626f89be755f02063806b4 1b&chig

®Root + Q. Ao | Wl

Scopes and Inventory

Scopes No Draft Changes @ Root : CSW-SBG-Internal Query Delete Edit || Add
Datacenter * Location = Datacenter or -
° Filter Scopes... X * orchestrator_system/cluster_name = Sock Shop Calico CRIO or
% orchestrator_system/cluster_name = Sock Shop Panoptica Flannel or
47 Scopes and 29 Inventory Filters @ * orchestrator_system/cluster_name = Sock Shop Weaver Containerd or
@, Cloud X - % orchestrator_system/orch_type = 5
S = Inventory: 23
2 4/30
All Inventory @ Uncategorized Inventory 0 Overlapping Scopes o Suggested Child Scopes Usages
Datacenter Inventory: 258
634 Children * Jy Uncategorized: 6
© Enter attributes... x Search Inventory
Development HNL‘:;:“)’TR Services m Pods m Workloads m IP Addresses @ Q
4/13 Childre Sy {
Overlaps 1 S¢
48 of 48 inventory
@, InvoiceApp-Dev Inven
L’ 0 Childre - Y Address 1 % Application T % Cloud T| % Environment T * Location Tl % OCI-Region T/ % Organization T/
Sock Shop Calico CRIO D 10.8.6.3 # Retail rd # Production # Datacenter rd # SecureBusinessGroug
::; 0 ) €
172.20.0.51 # Insbu AD1 P 4 # Shared Services # Datacenter rd #' SecureBusinessGroug
@ Wiki Inventor ; , > - ” , , ,
S 172.20.0.52 # Insbu AD2 rd # Shared Services # Datacenter rd # SecureBusinessGroug
7 YV 212 e Uncategorize: s = =
172.20.0.70 v § rd rd # Datacenter rd # SecureBusinessGrouf
gy eCommerce-Dev
717 e Unc: o > > , , N -
. 172.20.0.71 K4 K4 rd # Datacenter P & # SecureBusinessGroug
) Back-End Inventory 172.20.0.128 rd rd e # Datacenter rd # SecureBusinessGroug
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Enforce Trust with Cisco Secure Workload
Unified policy across host, network and cloud

Cisco
Secure
Workload

Secure

> ﬁ Firewall

VRN

sl Fiewal sl s
== Policies =‘,;
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@ Cisco Secure Workload

_ ¢ Workspaces DC-Access-PCI Comphance (NEW) v PRIMARY see u Version 1 ~v View Version History
D

}C-Access-PCl Compliance - NEW

Overview

Matching Inventories () Policies @@ Filters (@) Conversations Provided Services Policy Analysis Enforcement Status [ enforcement

Organize
[ Ij ¥ 0 Filter Policies % Run Quick Analysis + Add Policy
‘ Absolute and Default Policies ([§J Catch All | @ ALLOW | » Grouped @ Ungrouped

DENY and policies for ANY protocol have different behavior in Windows firewalls when compared to Linux. See User Guide for more details.

Y Rank 1] Priority 1] Action 1] Consumer 1] Provider 1| Protocols And Ports 1]
Default 50 ® Kill_Switch ™ Finance Servers Any ]
Defauit 90 ® DENY ® CVE-2021-34480 ® PCI Any 7w
e Default 90 @ Irvine : JerryLin-Lab ® CVE 2022-30190 ICMP ...1 more P
Default 92 ® ALLOW  JumpPC1-non-PC # non-PCl server CMP P

a o
— v Workloads 4
Filter CVE 2022-30190 S rv r S Address Hostname 0os
Filter Actions 7 E e 1033111 Win2016-VM4 MSServer2016Standard

s e = 192.168.1.241 TomHomeLabDC MSServer2019Standard
Query Package CVE = 2022-30190 | I l I |e Wl

10.2.2.110 W2016-AuthProxy MSServer2016Standard
Scope Irvine:JerryLin-Lab
( VE 2 O 2 2 —3 O-I 90 10.3.3.110 Win2016-VM3 MSServer2016Standard
Restricted No
Provides Service No > IP Addresses 0

View Filter Details

c1sco '&‘/
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Summary
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Your Take Aways

Accelerate Zero Trust
v'Deliver excellent user experience
v'FREE Identity Security Assessment

2 ISE+TrustSec for segmentation
v'Unify IT/OT if practical

Zero Trust policy should be end-to-end
v Include workload and application security
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

0 A0 A0 A0 @
o/ o/ o/ o/ o/

Score = 5(excellent)

d))
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: jelin@cisco.com
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