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Your speaker throughout this journey

Gayathri Nagarajan
Engineering Product Manager
Cloud + Network Security 
Management Portfolio
gayathna@cisco.com

Also, an Indian classical dancer & home farmer
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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2151
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How many of you like Tesla ? 
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Evolution of Tesla

“Everything On” “Feet Off” “Hands Off” “Eyes Off” “Mind Off”

Advanced Driver-Assistance Systems Autonomous driving

2000 2013 2018 2024 2027-30
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Voice of a firewall admin – Real reddit Rants 
(vendor agnostic)

“You've been tasked with firewall rule 
cleanup for an entire year, how do 
you respond

As a bright-eyed firewall engineer, 
your employer breaks the news that 
you'll be doing nothing but firewall 
rule cleanup for an entire year. All 
while your other colleagues get to 
focus on career building work. How 
do you respond?
A. Embrace the mind-numbing work 
accepting the fact your career will be 
stagnant while you cleanup a mess 
you did not make.
B. Grab a shovel while looking for 
another job
C. Invoke 8th amendment rights 
against cruel and unusual 
punishment.
D. Pretend like you're doing analysis 
and just block everything hoping for 
the best.
E. Wildcard response

Managing Firewalls and keeping 
rules organized

Hi everyone,
I need your opinion about 
managing firewalls. I am in a 
team which manages lots of 
customer firewalls and doing 
daily configuration. Customer 
creates a ticket to our system 
and they request for a permission 
and the team does the 
configuration. But after some 
time rule numbers increases 
dramatically and becomes really 
hard to manage.
I'm in this team my role is not 
about doing daily configuration 
mostly architecture side. My 
manager asked me figure out a 
way to keep firewall rules 
organized and keeping the 
numbers low. If only 1 person 
does all configuration it will be 
easy like guiding him a few times 
but 8 people in that L1 team.
I hope, i was clear. Looking for 
some help, thanks :)

“There has to be a better way 
to identify and manage these 
long-lived flows. The firewall 

needs smarter tools.”

“I need a way to automate this! 
Manually troubleshooting these 
spikes is taking way too much 
time.”

I'm setting up my firewall and I 
was wondering if there are some 
"best practice" Rule Sets for the 
firewall out there? Or maybe 
some basic configs

Ugh, firewalls are giving me a 
headache again. You hear about 
these big breaches in the news, 
and half the time it's because 
some poor shmuck left a port 
open or forgot to tighten down a 
rule. One little mistake, that's all it 
takes! Here we are guarding the 
castle gates, and a single loose 
brick could let the whole thing 
crumble

You know, they say firewalls are essential 
for security, but with all the tech out 
there, it's hard to know if you're actually 
getting your money's worth. Like, is this 
fancy firewall gizmo really stopping 
attacks, or are we just throwing money at 
the problem?

Hey all
I’ve been tasked with finding 
unused, overlapping and outdated 
firewall rules. I’m 4 days new to this 
job and there are 900 rules on this 
main FW. Any ideas on how I can 
quickly find these rules?
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Voice of a firewall admin – Real reddit Rants (vendor agnostic)
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"Hey all, I’ve been tasked with 
finding unused, overlapping and 
outdated firewall rules. I’m 4 days 
new to this job and there are 900 
rules on this main FW. Any ideas on 
how I can quickly find these rules?"

"You know, they say firewalls are essential 
for security, but with all the tech out there, 
it's hard to know if you're actually getting 
your money's worth. Like, is this fancy 
firewall gizmo really stopping attacks, or 
are we just throwing money at the 
problem?"

Managing Firewalls and keeping rules 

organized.

"Hi everyone, I need your opinion about 

managing firewalls. I am in a team which 

manages lots of customer firewalls and doing 

daily configuration. Customer creates a ticket 

to our system and they request for a 

permission and the team does the 

configuration. But after some time rule 

numbers increases dramatically and becomes 

really hard to manage. I'm in this team my role 

is not about doing daily configuration mostly 

architecture side. My manager asked me 

figure out a way to keep firewall rules 

organized and keeping the numbers low. If 

only 1 person does all configuration it will be 

easy like guiding him a few times but 8 people 

in that L1 team. I hope, i was clear. Looking 

for some help, thanks :)"

"Ugh, firewalls are giving me a headache again. You hear about 
these big breaches in the news, and half the time it's because some 
poor shmuck left a port open or forgot to tighten down a rule. One 
little mistake, that's all it takes! Here we are guarding the castle 
gates, and a single loose brick could let the whole thing crumble."
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Complexity breeds security blind spots

Complex
Rules

Misconfigurations
Skill set 
demand

The average cost of network downtime is $300,000 per hour

Compromised Security Posture Outages/Down time Reactive process
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TOO MUCH DATA TO MAKE A DECISION
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Simplifying Operations with 
AIOps: The How and Why 
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How does AIOps generally work ?

Engage

Observe

Act

1 Data Selection

Locating & Presenting the most pertinent 
information  

2 Pattern Discovery

Correlating and finding relationship 
between events across entities

3 Inference

Identifying root cause and recurring 
issues across environments

4 Collaboration 

Notification and collaboration of 
appropriate operators and teams 

5 Automation 

Automating remediation 

BRKSEC-2151 18
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Our Approach

Events

Logs

Performance Data

Metrics

Traces

Inputs AIOps Engine Observations

Millions of Data

Root
Cause 

Analysis

Pattern 
Detection

Trend 
Analysis

Automation
Self-Healing

 

AIOps Use cases: A maturity curve

Self-Healing

Smart Event 
Correlation

Forecasting / 
Prediction

Intelligent 
Alerting 

Remediation 
Suggestions

We are here
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Operational 
Insights

Health 
Insights

Config 
Insights

Traffic 
Insights

Capacity 
Insights

Operational 

Insights

AIOps Vision

• Prevent misconfigurations and enhance security posture 
with best practice recommendations

• Provide Root cause analysis and forecast/predict patterns 
using predictive analytics and Dynamic Baseline

• Receive prescriptive and guided remediations, including 
integrations with change management systems like 
ServiceNow

• Receive Policy Optimization suggestions and remediations 
tailored to your environment for easy Policy Management 
& optimal firewall performance

• Experience seamless interactions with Cisco AI Assistant 
to assist and augment human with their operations

Derives insights from 3 Million metrics per day per device
Logs, Events, Metrics, Telemetry, Configuration, Database, Traces

Simplify Operations and Enhance Security Posture for Cisco Firewalls

BRKSEC-2151 21
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Security Cloud Control Vision 
For Hybrid Mesh Firewall

Unified Management 

Workload Meraki MX

Secure 
Access

Multi cloud
Defense

Physical
Firewall

Virtual
Firewall

Internet

Data 
Center

Public 
Cloud

SaaS 
Apps

Apps

HQ

Branch

Mobile

Home

Users

AIOps

AIOps as a service harnesses the 
power of artificial intelligence and 
machine learning, leveraging 
operational insights to enhance 
security posture, and proactively 
strengthen the Hybrid Mesh 
Firewall Ecosystem

Gartner definition of AIOPS 

Hyper
Shield

BRKSEC-2151 22

https://www.gartner.com/en/information-technology/glossary/aiops-artificial-intelligence-operations


Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Experience the 
future

Benefit the 
Ops team

Automatic ticket creation for change management

Logs, Metrics, Config, Telemetry, Traces, Perf Data 

Policy Analyzer and 
Optimizer

Pattern Discovery & Automated Remediations

Strengthen 
Security 
Posture

Capacity Forecast 
with Predictive 

Analytics

Best Practice 
Recommendations 

Trends & Deviations 

Hardware Failure 
Prediction

Assisted Intelligence 
for Troubleshoot

Seamless AI 
Assistant interactions

Software Upgrade 
Planner Report Config Drift AnalysisProduct 

Roadmap
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Real-world Use cases 
and Outcomes
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Config Insights

• Policy Analyzer and Optimizer
• Best Practice Recommendations
• Feature Adoption 
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Policy Analyzer & Optimizer 

Policy analysis and optimization, along with AI Assistant 

addresses issues like overlapping, hidden, or overly broad 

rules. For instance, if a customer has a rule that permits 

broad group of traffic above more specific rules that 

overlaps the same traffic, we will point out these 

malpractices and help reduce unnecessary rules. 

Optimize Policy Hygiene Detects Potential Security Gaps

Reduction in Change Management Time

Customers often don’t fully use their security tools or use it 

ineffectively, leading to weak security practices and 

misconfigurations that raise the risk of a breach. 

The solution The problem
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Surface anomalies in 

rules to guide users 

to attend to stale 

rules and other policy 

hygiene issues that 

might be oversights 

Simplify operations

BRKSEC-2151 27
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81%
Config anomalies detected in 
a real customer deployment

BRKSEC-2151 28
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Users will be notified through AI 
assistant and could kick 
off remediation workflow through 
the conversational interface.

AI Assistant for Config Analysis & Optimization

BRKSEC-2151 29
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Policy Analyzer 
& Optimizer 
Demo
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Underutilized features to nudge customers 
to maximize the ROI

Aside from offering best practice recommendations, 

helping our users to identify and understand underutilized 

features allow us to bring awareness on how our 

customers can get the most values out of their security 

spending.

Users often find themselves buried in day-to-day 

operation tasks. They have limited time to learn new 

features that can help to improve security and 

productivity. Licenses bought were also often time not 

fully utilized. Currently, this information is not surfaced. 

Users may not be aware of the untapped values. 

The solution The problem
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Feature Adoption
Summary view across the ecosystem

Feature recommendations & access to 
learn more about it

Guided workflows to remediate

BRKSEC-2151 33
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Underutilized features

Surface underutilized 

features and provide 

information  
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Feature 
Adoption Demo
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Best practice recommendations

We utilize machine learning algorithms to identify and 

rectify errors based on industry-defined and Cisco best 

practices.  For instance, should a user inadvertently 

permit access to high-risk URL categories such as 

Phishing and Hacking, our system will detect and bring 

attention to this oversight, proposing corrective actions. 

These insights are also conveniently displayed on the 

integrated dashboard for easy access

Organizations struggle with misconfigurations, evolving 

threat landscape, and resource constraints. Customers 

follow best practices to improve their security postures. 

However, today, these knowledge is not integrated into 

the product. Customers have to manually reference and 

keep track of their policy hygiene, and making sure that 

their configurations are in aligning with best practices to 

defend against threats. 

The solution The problem
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Improved clarity with AIOps

Users see their 

configurations benchmarked 

against best practice. 

Track improvements over 

time. 
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Suggestions to convert port 

based rules to application 

based rules for improved 

security postures

BRKSEC-2151 39
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Best Practice 
Recommendations 
Demo
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Traffic Insights
• Elephant Flow Detection & Remediation
• RAVPN Monitoring & capacity planning
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Elephant Flow detection and Remediation 

When a Firewall is managing a large network flow, we can 

forecast how large long lived flows may impact CPU and 

memory.  With AIOps insight, we can suggest to bypass 

low risky applications and throttle high risky apps and 

optimize the flows.

Faster Troubleshooting Reduced Mean Time to ResolutionReduced Mean Time to Resolution

Risk-based prioritization

Large long lived flows called Elephant flows can overload 

the firewall device leading to traffic drops, compromised 

security posture, and sub-optimal firewall performance 

The solution The problem
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Enhance security

Correlate and 

show performance overload 

due to specific applications that 

can lead to traffic drop and 

compromised security

Recommendation to 

inspect high risk applications 

and bypass low risky apps
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Traffic Insights: Elephant flow detection & 
Remediation

AI suggested remediations to bypass 
or throttle traffic

List of applications where elephant 
flows are observed contributing to 
traffic spike & CPU spike

Automated remediation suggestion 
workflow 

BRKSEC-2151 45



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Automated workflow to bypass or 
throttle traffic 

Based on user decision, policy 
changes are made

Shows the impacted devices & policy 
changes before user performs “save”

BRKSEC-2151 46
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Traffic Insights 
Demo for 
Elephant Flow 
Detection & 
Remediation
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VPN Monitoring and Capacity Planning

Using predictive analytics, we can identify these 

disparities and offer actionable solutions.

Faster troubleshooting Reduced mean time to resolution

Risk-based prioritization

Imbalance in VPN headend loads such as multiple users 

connect to a single VPN headend, while others remain 

underutilized or sessions that stay open for extended 

periods without actual usage can cause dropped 

connections and compromised performance.

The solution The problem
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Traffic Insights: VPN Monitoring and Capacity 
Planning

Description of the anomaly and 
impacted devices 

Probable cause & confidence level 

Root cause analysis of the problem
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Traffic Insights: VPN Monitoring and Capacity 
Planning

AI identified idle RA VPN sessions 

consuming valuable resources. It 

recommends timeout setting and allow 

users to customize it to their needs. 

Based on user decision, policy 
changes are made

Shows the impacted devices & policy 
changes before user performs “save”
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Traffic Insights 
Demo for VPN 
Monitoring & 
Capacity 
Planning
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Software Upgrade Planner

BRKSEC-2151 54
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Operational Insights
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Summary 

Unified Console

With AIOPS, the 
administrator has access 
to a unified console that 
provides a centralized 
view of firewall 
operations, performance 
and health.

Faster Troubleshooting 

Reduced Mean time to resolution 

Trend identification

AIOPS analyses network 
data and identifies 
trends, such as the 
emergence of "elephant 
flows" that are causing 
high CPU utilization.

Prescriptive Remediation

AIOPS offers 
prescriptive 
recommendations to the 
administrator, guiding 
them on the steps to 
mitigate the issue and 
restore network 
performance.
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Advantage of implementing AIOps
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Advantage of 
implementing AIOps
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Key benefits of AIOps

AIOPS for Cisco 
Firewall from 
Security Cloud 
Control

Minimize misconfigurations 

and downtime

Simplified Operations and

Improved Security posture

Enhance customer experience 

with guided remediation

Boost collaboration with integration 

to chatOps and ITSM tools

Enhance human judgements with 

AI-enriched actionable information
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Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

AIOPS for Cisco 
Firewall from 
Security Cloud 
Control

Minimize misconfigurations 
and downtime

Simplified Operations and
Improved Security posture

Enhance customer experience 
with guided remediation

Boost collaboration with integration 
to chatOps and ITSM tools

Enhance human judgements 
with AI-enriched actionable 
information
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How does our AIOps for Cisco Firewall help you? 

Augment Actionable Autonomous 
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Analyst perspective on AIOps

“By 2023, 40% of DevOps teams will 
augment application and 
infrastructure monitoring tools with artificial 
intelligence for IT operations (AIOps) platform 
capabilities.” AIOps platforms are platforms that 
“utilize big data, modern machine learning 
and other advanced analytics technologies 
to directly and indirectly enhance 
IT operations functions with proactive, 
personal and dynamic insight” - Gartner

"Operational costs are too high and 
the velocity of business is too fast to 

continue running IT in a highly or 
mostly manual manner. Automation 
and data-driven remediation is no 

longer a luxury; it is a must.40% of IT 
pros use AI for problem-solving. 75% 
of data leaders apply AI for automation 

and analytics" 
- Forrester, State of AIOPS
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Onboarding and 
Compliance
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Onboarding
Onboarding Experience for cloud and on-prem customers

On-Prem customers:
• Customers can leverage the security cloud onboarding via Integration menu 

from on-prem FMC
• Alternatively, customers can on-board the on-prem FMC into CDO and start 

leveraging the cloud assist features.
• Customers need to accept and acknowledge the data collected before
      Starting to leverage the AI & cloud features.

Cloud customers:
• Before leveraging AI features, customers accept and ack is needed. Once 

done, customers can leverage AI features
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Compliance : Handling Customer Data

Model Training

Guardrails

Data Privacy

1. We do not utilize any Customer Data to train or finetune third party or Cisco-hosted models
2. We do not store any PII information or use it for model training
3. Where needed we use synthetic data for evaluating model behavior

1. We implement and update industry leading Guardrails to protect assistants against security attacks 
(Prompt Injections/poisoning)

2. We further protect Assistant requests from leaking any private Customer data to a model 

1. We retain a Customer’s conversations and feedback to responses in our systems only to improve the 
relevancy of future responses

2. Product data required for AI Assistants is collocated/hosted with the product’s data
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AIOps Architecture: 
Sneak-peek 
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AIOps - Data Flow Overview

Data Processing LayerData Ingestion Layer Data Representation Layer 

FMC / 
cdFMC

Data Ingestion

Predictive Analytics

Dynamic Baseline

Insights

Metrics, Configuration,
Alerts

Smart Correlation 
Engine

Trend charts

Dashboards

Heat Maps

Prescriptive 
Remediations
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Get Cisco Defense Orchestrator
FREE for 1 year

Offer available to first 500 customers

Multicloud Defense  
(max: 9,000 Gateway 

Hours)

Security Analytics and 
Logging 

(Cloud logging 50Gb/day 
with 90 days retention)

Cloud-delivered 
Firewall Management 

Center

Offer across Firewall (ASA& FTD) customer base includes:
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Get Cisco Defense Orchestrator
FREE for 1 year

For select customers with the following use cases (terms and conditions apply):

​ Capabilities

Customer base

ASA Firewalls customer’s using via 
CLI/CSM/ASDM​

FTD Firewalls customer’s  
using via FDM

FTD Firewalls customer’s 
using via FMC

Multicloud Defense (max: 9,000 Gateway Hours) ● ● ●

Unified Event Viewer for easy monitoring & troubleshooting 
(50Gb/day with 90 days retention)

● ● ●

Manage firewalls of different form factors from the cloud ● ● ●

Migration path to FTD/cdFMC through CDO ● ● ●

Cisco managed upgrades, updates, and uptime ● ● ●

Share objects across hybrid and multi-cloud environments ● ● ●

Streamlines policy management across diverse security 
firewall offerings​

●

Auto-scales to any size environment ● ●

Cloud assist capabilities - AI Assistant, AI Ops, Policy 
optimizer & Analyzer (Future)

● ●

Early access to FMC features in cloud ●

Offer available to first 500 customers
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Boost efficiency, reduce 
security risk – fill out the 
form here to enroll
Cisco Defense Orchestrator
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Top notch communication
Private conference calls with product team

Attention to Feedback
Beta customer bugs and enhancements receive high visibility & priority

Customer Support
Our feature experts will be on-hand and responsive to your issues

Training
Customers receive early training and experience with new features

AIOps for Secure Firewall Beta 

Sign-Up Now: https://cs.co/aiops-beta-interest

Influence product design
Design research participants shape the look, feel, & functionality of new 
product features and offerings
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AIOps for Secure Firewall dcloud Demo 

https://dcloud-docs.cisco.com/c/r/dcloud-docs/sites/en_us/explore/ai.html#aiops-cisco-firewall/
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Complete Your Session Evaluations

78

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

79BRKSEC-2151
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