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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/
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. Catch up on current events

« What is Starlink

. Starlink Security

« Deployment Models

- Thousand Eyes and Network Performance
- Theater Based Concerns

« Quantum Updates

- Direct to Cell

- SDWAN

cisco M./ #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 5



What | do here @cisco

- Federal Security Architect

. At Cisco 25 years, supporting US Federal
Government

. 32 years primarily supporting US Defense, Civilian
and Intelligence Communities

. Deep focus on defensive cyber operations, @CyberSecOps
advanced encryption, making security work! @ThreatCowboy
- My first Networkers was in 1995... abenhase@cisco.com

- https://www.linkedin.com/in/andrewbenhase/

cisco Lz{@/
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Latest News
Updates
(since last year)
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Starship Booster Capture

Cl S co M./ #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Canberra Deep Space
Communication Complex

#CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Where we are today
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We call them “V2 Mini”. They represent a step
{ forward in Starlink capability

12:37 - 2/26/23 - 843K Views

6,931 Likes 815 Retweets 91 Quotes

@ g’ Y N &

SpaceX & @SpaceX-29m

V2 minis include key technologies—such as
more powerful phased array antennas and the

use of E-band for backhaul—which will allow

Starlink to provide ~4x more capacity per

satellite than earlier iterations

O 24 s Q 1681 || 166K &

SpaceX & @SpaceX-29m

. This means Starlink can provide more
bandwidth with increased reliability and
connect millions of more people around the

e

Tweet your reply

10} Q 8 Q 8

BRKSEC-2150




Direct to Cell
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Starlink Satellite Network

As of 9 NOV ;j'
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enabled . o
Satellites in OPTUS Australia -. 3 *a

orbit —
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= Unmaodified Cell

Talk, Text, and Data Service Partner Operator Starlink Network Phone
Network
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...tment for hurricane impact
TIK-3303763-93682-51

Before and After Hurricane

Starlink

Thank you for contacting Starlink Customer
Support. For those in areas that were
impacted by Hurricane Helene, we
understand the importance of staying
connected during this time.

We are issuing service credits to cover your
service for the rest of 2024. Please note, we
will do so for each of your active kits (up to
5 total active kits per customer). No action
is needed from you, and it will take effect
automatically on your next bill.

If you have any questions or need further
assistance, please let us know!

If you have more than one active kit you
may receive this message more than once.

Thank you for contacting Starlink Customer
Support. For those in areas that were
impacted by Hurricane Helene, we
understand the importance of staying

() This ticket is closed

If you have additional questions, please reopen this
ticket.

cisco W&- #CiscolLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



Services Changes:

Public IP
Global Roam
Unlimited Roaming

c1sco '&‘/

#CiscolLiveAPJC

BRKSEC-2150

Change service plan

Standard

Roam - Unlimited $165.00 / mo

Use Starlink at @

effort servi

Includes in-motion, international travel, and c

use. Please note: by switching to a Roam p you may
not be able to chz

service addre:

Current plan

Residential $120.00 / mo

Service for residential customers at one location.

Global Roam $400.00 / mo

Use Starlink at any location on land across the globe
with active service coverage. Pause and un-pause at
any time. Service will be deprioritized behind
Residential and Priority customers and can result in
slower speeds during times of peak usage, and use is
not permitted for use on the ocean. Metered Mobile
Priority data, with high-speed, ocean access, can be
purchased by the GB on this plan. By switching to a
mobile plan, you may not be able to change back to the

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Starlink App Updates

Statistics

01000P00-00DDOOOO—-DOE
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Power draw

Ping success > Latency

99.51% 32ms

last 15 minutes median, last 15 minutes

WM'\M

Power draw

Throughput Power draw

0 Mbps 0 Mbps 35w

download upload av g, last 15 minutes

What is power draw?

Power draw measures the average amount of power
that Starlink uses. Starlink will use more power while
heating to melt snow.

Outages

No outages >2s in the last 15 minutes

cisco W&- #HCiscoLiveAPJC ~ BRKSEC-2150
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STARLINK

You're Invited!

Enjoy an opportunity to experience the next generation Starlink!

The next generation Starlink is slimmer and more portable, with a more elegant design than its predecessor.
This Starlink Kit also includes our Gen 3 router with improved range and speeds.

The cost of the Starlink Standard kit is $599 + Tax and Shipping.

EARLY ACCESS SPECIAL OFFER:
Enjoy your first month of service on us!*

ORDER NOW

cisco W&- #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18
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Cats love Starlink

asco Lo/
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How do you
keep up?
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Messages

Starlink Internal Rooms (SL-OSINT

Starlink Federal 2

P4

+ Add people

&
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Andrew Benhase
Active

Adnan Sadiq

In a meeting

Austin McDaniel
Active

. Brandon Adkins

Out of Office until 5/23/23, 4:00 AM - P...
Brent Taylor

Brian Bessette
Active

Candice Olson
Active

Chris Ahrens

In a meeting

Chris Johnson
Do Not Disturb until 5/30/23, 10:00 AM

Craig Hill
Out of Office until Friday, 7:00 PM

Darrel Beach
Active 50 minutes ago

Darren Norris
In a meeting

David Caren
Active

David McBrayer

In a calendar meeting

David Prall

Active 1 hour ago

Don Rogers
Active 50 minutes ago

T e
Content Meetings

+ Apps

BRKSEC-2037: Securing Starlink Internet Services

Messages

People (3)

Content Meetings

+ Apps

#CiscolLiveAPJC

Today

the "BRKSEC-2037: Securing Starlink Internet Services" space, created by CL Amsterdam 2024. 1/23/24, 7:36 PM

CL Amsterdam 2024 added 2 people to this space. VvV

me good questions in this space both before, during and after the session!

You pinned a message. 12:43PM

BRKSEC-2150

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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2R ) Starlink - SpaceX Satellite Internet Constellation (&)

STARLINK

4 N\
L‘%/f Create Post
®

r/Starlink is for news, media, and
) discussions related to Starlink, the SpaceX
@ Hot SISNEN il i L = satellite internet constellation. This is a fan-
run Subreddit. For official news and to sign
up for service, visit starlink.com

U * e é € ed Dec 15, 20C

161 I imTri MOD | Beta Tester 2 ye © ‘

s . . ops . . .
N/ "* o
\ r/Starllnk Availability, Questions & General Discussion Tty 254 Top 1%

B News  Starlink now available in every active cell on earth!

PREVIEW y

LT
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What's |
happening with
Kuiper?
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First Kuiper Launch

Cl S co M./ #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



KUIPER Updated Launch Schedule

“We will continue to increase our rates of satellite production
and deployment heading into 2025, and we remain on track
to begin offering service to customers next year,” Amazon
said in a June 27 blog post.

Amazon faces an FCC deadline to have half of the 3,232-
satellite constellation launched by July 2026.

cisco M- #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29
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Whats |
happening with
OneWeb?
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OneWeb- catering towards Enterprise

- Polar Orbits

- Higher Orbit

- >600 satellites in orbit

- Broad Coverage over Australia

- Focused towards Enterprise Networking

cisco W&- #CiscolLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Compare Oneweb Canada & US Satellite Internet Plans

MONTHLY MIR DOWN | CIR DOWN OWS50SL &

PLAN ALLOWANCE [UP / UP KYMETA OWTOL & OW130L

BROADBAND 100 100720 US$575.00 US$450.00
MBPS
100/20

BROADBAND 250 250 GB MBPS UsS$975.00 US$795.00
100/20

BROADBAND 500 500 GB MBPS US$1965.00 US$1350.00
100/20

1000 GB MBPS US$2675.00 US$2175.00

25/05

UNLIMITED 10/2 MBPS MBPS US$1875.00 US$1495.00
50/10

UNLIMITED MBPS 5/1MBPS US$3750.00 US$2995.00
50/10

ENTERPRISE 2 UNLIMITED MBPS 10/2 MBPS US$7500.00 US$5990.00
100/20

ENTERPRISE 3 UNLIMITED MBPS 15/3 MBPS US$11250.00 US$8985.00

cisco M. #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Orbital Mechanics 101
What is Starlink today?

How does Cisco work with Starlink?

Securing Starlink

Things you need to know

#CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Orbits are orbits
right?
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Polar Orbit Geosynchronous Earth Orbit - GEO

Orbits are Orbits?
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Hey Andrew, this
Is Cisco Live....
Why do | need to
kKnow about
physics, orbits,
altitudes and
latency?
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Answer:
Because this is
an Engineering
discussion, not a
sales and

marketing pitch
©
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Speed of Light in a Vacuum

c=VA N

I Wavelength

Frequency

Light (Photons)

cisco W-/ #CiscoLiveAPJC ~ BRKSEC -2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



ADVANCED SPEED TEST

©, | Speed of Li

40ms
n a Vacuum Great
700ms
Speed of Ligh n At Not-Great

cisco Lz{@/
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Orbits and Networking
. LEO - 1000 kilometers and below
. Starlink 540km (345 miles)

- One way latency - ~12-25ms
. RTT - ~25-50ms

(@) remrenonzne

. MEO - 8000 kilometers (5,000 miles
- ~RTT 350ms

. GEO - 36,000 kilometers (22,000 miles) _

. ~RTT 725ms
cisco W./ #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Physics Matters

#CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



What really Is
Starlink?
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Starlink Australia

- Estimation of pathing
using currently published
ephemeris

- Broad coverage of urban
areas

- Rural areas would be
serviced by polar orbits

- Coverage in remote area
may be inconsistent

cisco M- #CiscolLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45
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Satellite v1.5

- Each satellite features four antennas in Ku band, one for uplink,
three for downlink

- Each antenna is capable of projecting eight beams in two
polarizations (RHCP/LHCP), for a total 48 downlink beams and 16
uplink beams.

- The maximum bandwidth available to Starlink in Ku band is 8x 250
MHz channels in downlink (total 2 GHz), and 8x 62.5 MHz channels
in uplink (total 500 MHz)

- Each Satellite nominally operates at 10Gbps capacity with future
expansion to 20Gbps

cisco W- #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Faced towards Ground

- ——

Credit: Starlink
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Designation

Starlink V1.5

Starlink V2 F9-1

Starlink V2 F9-2

Starlink V2 mini

Starlink V2 Starship

Status

Launched

FCC filing - may not realize

FCC filing - may not realize

Launched

FCC filing

Mass kg

306

303

800

800

2000

Gbps / sat

15

18

70

60

170

Launch

60 units per Falcon 9

60 units per Falcon 9

16 units per Falcon 9

21 units per Falcon 9

50 units per Starship

Thps /
launch

0.9

11

11

13

8.5

mS$ / launch

Sats 18 + launch 30 =
48m$

Sats 18 + launch 30 =
48m$

Sats 11 + launch 30 =
41m$

Sats 15 + launch 30 =
45m$

Sats 60 + launch 15 =
75m$

$ / Mbps

53

45

37

35

9

#CiscolLiveAPJC
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V1.5 Satellite

V2.0 Satellite

#HCiscoLiveAPJC ~ BRKSEC-2150

Starlink v2.0 Starship

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Gen 1.5 in Low Earth Orbit

CISCO W,/ HCiscoLiveAPJC

BRKSEC-2150

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Observations of the Starlink Network

- CGNAT Employed

. Array to Satellite to Ground
Station are all Flat

- Appears that Ground to NAP is
a series of Exit MPLS Networks

. Exit Routing is based on your
specific Terminal

- *Network Configuration
changes are frequent and
unannounced

cisco Lz{@/

. Exit Path is currently static

based on your Service Class

- Portabililty, Marine, RV, Aviation

means that you can be placed
in different exit VPNs, we
assume dynamically



Infrared “Space Lasers”

- 3 Beam Optical Head using
Infrared Laser

. Same Orbital Plane Operation

. Theoretically could offload to
parallel polar plane satellite

Credit: SpaceX/Starlink

cisco W&-/ #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



Ground Station

- Each gateway antenna has available a maximum of 4x
500 MHz channels (total 2 GHz) in uplink, and 5x 250
MHz channels (total 1.25 GHz) in downlink

« In this configuration - where 8 antennas are active -
would be 10Ghz total active Down and 6Ghz Up per site

« Ground stations are positioned on top of existing Fiber
Paths

« Each Parabolic Antenna can support 10Gbps x 2)

« So that’s up to 1.6Tbps theoretical bandwidth for a site
with 8 active

cisco W-/ #HCiscoLiveAPJC ~ BRKSEC-2150
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Basic Networking

Dynamic IP
address
assigned by

‘/Sarlink

W / NAT Router
Cisco &. #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 56




BLOS - Same satellite =

Dynamic IP
address assigned Dynamic IP
by Starlink address
assigned by
\ D ‘/Sarlink
NAT Router _——— ‘

W / NAT Router
cisco &. #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



Radio Gateways

Lithuania
Poland

Internet Gateways

Frankfurt ‘
London )

#HCiscoLiveAPJC  BRKSEC-2150 ©-2024 Cisco and/or its-affiliates. All rights reserved. Cisco Public 61



COMING SOON  ({

Moscow
®

Ukraine

Riyadh
®

-
Abidjan
Kinshasa
®
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Rose Hill
-

Brisbane
-
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Things we know

- Dense Orbital shells are extremely robust

- Frequency shifts can be simple software operations
- Receive only satellite arrays are critically important
- Low observability packages are important

- Low cost Software Defined Radios (SDRs) are being used for
offensive hunt operations

cisco M&./ #CiscolLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Phased Array
Antenna

cisco L{V&/



Examples of Phased Arrays

. Space Observation Radar - AN-SPY-1 Phased Array
e-ssentry - AEGIS Deployed and Ashore
\ I" 1 ¢ " \

AWACS

>
o

N

W / War
) Early Warnin
Cisco &. arly a 9 #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



How does Starlink work?

- Up / Down configuration

- Ground Terminal is a phased
array antenna in one of two
current configurations - Round
(Gen1) or Rectangle (Gen2)

. Each array has hundreds of
transceivers

- 12-18 and 26.5-49 GHz bands

cisco W&-/ #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 67


https://www.cbtnuggets.com/blog/technology/networking/when-to-use-802-11-a-b-g-b-nc-wifi-standards

Double/Triple
NAT
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Double-NAT - who cares? !

- Your VPN cares, depending on
what you’re using.... o

Internal P Address

Publicly Routed IP Address

NAT-2

. -~ D (((. J

cisco M&./ #CiscolLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserve d. Cisco Public
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Things that Fix NAT Problems

- Static NAT configuration - impossible with Starlink and CG-NAT
carriers

- GRE/IPSec+NAT-T Tunnels
- Straight NAT-T Tunnels

- IPv6**** (maybe)

- TCP VPN Tunnels

cisco W- #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



Polar Orbits and
“Space Lasers”
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Satellite Truths and Myths
. All Starlink Satellites have “Lasers” - FALSE

. All Starlink Satellites can cross communicate to each other - FALSE

- Some Starlink Satellites have laser based optics that can point
ahead of them to the next satellite - TRUE

- On-orbit Satellites can calculate multi-planar ephemeris to
dynamically communicate to satellites in different orbits - FALSE

cisco M‘/ HCiscoLiveAPJC  BRKSEC-2150
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Polar Orbit Satellites and Free Space Optics

- Generation 1 Satellites are Radio Only

- Generation 1.5 and 2.0 Satellites are capable of Inter-Satellite Links (ISL)
- ISL Links work currently in a follow-me configuration

- A polar string of satellites provide hop to hop communications in single file
- Closest Radio Gateway provides the downlink for the chain of satellites

- Only use for satellites in polar orbits and where there is a Gateway
connection

- You may not pop-out onto the Internet in a country that you expect

- YOou may not come out in a country you want

cisco W-/ #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 81



Space Lasers fix
my networking
ISSUES
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[ TIP: TO SET HOME LOCATION, RIGHT CLICK / DOUBLE TAP ON THE MAP

Polar
Satellite

Train with
ISL

Gateway

Connection to
Montes Claros

[ MOVING MARKERS DO NOT REPRESENT ACTUAL SIZE OF STARLINK SATELLITES ] D

{ BY MIKE PUCHOL W | THIS SITE IS NOT AFFILIATED WITH STARLINK OR SPACEX | © OPENSTREETMAP CONTRIBUTORS | V205 ]
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This satellite provides
the backhaul to each

SRR of the other satellites -
selection algorithm is
unknown

/ | .
{ | e
. ( MOVING MARKERS DO NOT REPRESENT ACTUAL SIZE OF STARLINK SATELLITES J

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Enterprise
Customer
Service
Assumptions
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Setting Expectations

- You like Customer Service

- You want a phone number to call

- You like an email address for your SE

- You have normal Enterprise customer networking and security

requirements

- You want security transparency over WAN operations

- You want to be able to control your path to the Internet

cisco Lz{@/
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Starlink Security
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Content Filtering

S u m Tota | Of ava i | a b I : Content Filtering allows you to block access to certain types of websites on your Starlink network. This

feature is accessed through the Settings screen in the Router tab of the Starlink App. It offers three
filtering options:

« No Filtering: All websites are accessible.

- Malware: Blocks websites that may contain malware.

« Malware and Adult Content: Blocks both malware and adult content websites.

NO FILTERIN

MALWARE How does it work?

Filter known « Under the hood, the Content Filtering feature works by setting a custom DNS server provided by

Cloudflare (Cloudflare for Families). When Content Filtering is enabled, your router uses one of
MALWARE A Cloudflare's DNS servers to help prevent access to specific categories of websites.

Filter known

Important considerations:
Learn more about cc

« Best Effort: This feature is a best effort solution to block certain types of websites. No filtering
solution is perfect, and some sites may bypass these DNS filters.

« Over-blocking: In some cases, legitimate sites may be unintentionally blocked.

« Limited Control: Starlink uses Cloudflare's DNS filtering, and as a result, we cannot control the
specific websites that are blocked.

#HCiscoLiveAPJC ~ BRKSEC-2150
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Starlink Security

BYOS - Bring Your Own Security

There is “very limited" security other
than what you bring yourself

cisco W&. #CiscoLiveAPJC  BRKSEC -2150



Starlink Router

+
+
+ +
+ +
+ +
+ + + + + + +
+ + + + Fm————— +
+ + 4+ + | |
+ o+ + [
+ + o+ | |
+ + + | |
+ + + + | I
+ + + + Fo——— +
+ o+ o+ o+ o+ o+ o+ o+ o+ f oo \

When I was a kid, I wanted to be a WiFi router more than anything in the world.
I stretched my arms out wide, and I hid in the corner. I tried to glue antennas
to my head, I had ethernet cables, I had an LED indicator. Everybody knew me
and was afraid of me. And one day, my dad said, "Bobby, you're 17. It's time to
throw childish things aside," and I said, "OK, Pop." But he didn't really say
that. He said, "Stop being a WiFi router and become a Dishy."

2022.19.0.mr13442 Router-0100000000000000001F2F12

abenhase®192.168.1.1: Permission denied (publickey, keyboard-interactive).
Labenhase@ABENHASE—M—SZéH .ssh % [l

cisco Lz{@/

#CiscolLiveAPJC

Nmap scan report for 192.168.1.1

Host is up (0.0040s latency).

Not shown: 994 filtered tcp ports (no-response)
PORT  STATE SERVICE

22/tcp open ssh

53/tcp open domain

80/tcp open http

9000/tcp open cslistener

9001/tcp open tor-orport

9002/tcp open dynamid

Nmap done: 1 IP address (1 host up) scanned in 45.68
seconds

BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Things we know about Starlink Network

. Carrier Grade NAT (CGNAT) at the Internet Gateway

. IPv4 DHCP is assigned across the network

. IPv6 Prefix Delegation works on some Gateways

. Layer 2 network from terminal to ground to exit point (MPLS)

- Native IPSec will not work (CGNAT)

. IPSec Encapsulation works - NAT-T (udp4500)

. TLS VPNs work

- There is NO local NAT configuration possible on the SL Router

cisco W&-/ #CiscolLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 99



Starlink Security Today Security Must be
. Implemented Here

Z
Pk

CGNAT Router
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Advanced Networking

Layer 2 Network

Radio Footprint of the Satellite

. Router Placed
SL Router in Bypass Mode: D Outside DHCP in Bypass Mode
WIFI Gets disabled (((. gets assigned
. . by Starlink
Router is no longer locally accessible \v
Statistics are stored in SL Cloud

Array connects to SL Cloud and delivers updates

Firewall SL Ethernet ===+,
Adapter
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Cisco Security +
Starlink
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Meraki+Firepower Deployment

- MX Series
- MR Series
. /3 Series
. Firepower 1010 Series D «
*
CISCO W&-/ Planned for FDM |slcglveZJC4 Rs?lg)ase © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 105



Meraki MX/MR/Z3 Deployment

- MX Series
- MR Series
. /3 Series
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Native IPv6 Support on MX and MR Platforms

IPv6 Support on MX Security & SD-WAN Platforms [Core Fundamentals]

Last updated: Nov 12, 2022 3

+ TABLE OF CONTENT
Note: IPv6 is an ongoing cross-product initiative for Meraki as IPv4 addresses are being exhausted and with more hosts
such as loT devices requiring addressing, IPv6 provides a new structure to accommodate a larger number of hosts.

This article describes general information on IPv6 Support on MX Security & SD-WAN Platforms. For more information on compatible devices, please see our |Pv6 Device
Compatibility documentation,

Overview

* This document describes the IPv6 functionality and configuration available on the MX Security & SD-WAN Platforms. It will include information such as: supported MX and
teleworker models, minimum firmware, and how to configure and use IPv6 on a network.

Note:

e MX cannot currently function in a native IPv6-only environment. It is recommended that dual-stack is implemented in order to leverage IPv6 functionality and management.

* High-availability (HA) and template deployments are not supported at this time.

Minimum Firmware

« MX 17.5+ firmware is required for IPv6 functionality on MX Security & SD-WAN Platforms.

Supported Models

® 73, Z3C, MX64, MX64W, MXE5, MX65W, MX67, MX67W, MX67C, MX68, MX68W, MX68CW, MX75, MX84, MX85, MX95, MX100, MX105, MX250, MX450.
e All current MX/Z models listed on our website here,

cisco W&. #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Meraki is the simplest security option

Summary IPv6 Prefixes | Location & Tools

"dses” Meraki a w An
Configurati

New in Dashboard: New SM features for macOS device deployments - account configurations, provisioning packages,

General

Cisco Florida

Account recovery action needed BLI
= You are the only administrator for this organization. If you lose access, you will need to contact support to recover acc
Add another administrator to ensure you can recover access.

MX95 Firewall

WAN1 »
Threat protection
IPv4 IPv6
Network-wide
ONFIGURED A Dynamic Auto (DHCP6)
Security & SD-WAN Advanced Malware Protection (AMP) Active active
Mode © Enabled B
Insight . . 1921681164 fd5e:9a9e:c5bd:10::dOb
Allow list URLs & There are no URLs on the Allow list.
£dd 2 URL 1o the Allow list GATEWAY 19216811 1e80:7624:9fff:feaf:2f12
Organization
Allow list files There are no files on the Allow list. N 19216811 fd5e:9a9e:c5L 624:9fff:feaf:2f12
Add a file to the Allow list
WAN2 »
Threat Grid o 1Pva 1Pv6
Mode Enabled @ ONFIGL \ Dynamic Auto (Stateless)
Rate limit Not connected Not connected
Intrusion detection and prevention s
Live data
Mode & Detection B
Uplink traffic M Total M Download ' M
Ruleset @ Balanced B P!
RNN Khier
Allow list rules @ There are no IDS rules on the Allow list.
Add an IDS rule to Allow list Historical device data for thelestday ~

Connectivityto 8.8.88 ~ @

cisco &. #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 108



Meraki is the simplest IPv6 Deployment Option

Summary | Uplink | DHCP BIZTRICHIEEN Location | Tools

. Ta keS the downstrea m Delegated Prefixes
P refi X D e | e g a ti O n 0 WAN 2 is not connected. Prefixes assigned to this uplink won't be effective until the uplink becomes active. b3

’ AUtOmatiCa | Iy de pIOyS it to -3‘0.0' , prefix or source name
the downstream networks

NAT Pool

. Clients will be assigned
IPv6 address out of your VLAN Asslgnments
assigned Prefix (S sewen o rses o v

VLAN ID VLAN n Subnet prefix Origin Delegated prefix Prefix status @
fd5e:9a9e:c5bd:19::/64 WAN 1 fd5e:9a9e:c5bd:19::/64 Active

cisco M- #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 109




Actual Working
Things
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Global Overview

Organization
Cisco Florida v

Network
MX95 Firewall v

Network-wide
Security & SD-WAN
Insight

Organization

Cisco

.&‘/

Add another administrator to ensure you can recover access.

o Starlink-MX95

MX95
Configuration
»
o General
3 WAN 1
Google Map
[i]
5840 Treasure Lane, Grant, Florida 32949
WAN 2
98.97.181.203 Active
2605:59¢8:6087:3a10::d0b Active
I
grant-florida-rckhgznmgc.dynamic- Live data

m.com

Uplink traffic
Q2XN-CRBC-3HG5S

peplink

Logout

#CiscolLiveAPJC

BRKSEC-2150

Dashboard SFC Protect Network Advanced AP System Status

WAN Connection Status [©)

Independent from Priority

Connected via Starlink € 192.168.1.21

o Connected to Verizon [RET) 100.103.182.178

all Connected to GigE-Spectrum 192.168.1.108 =
Priority 1 (Highest)
| Scanning... (No IP Address) =
Priority 2
| No Device Detected (No IP Address)
Priority 3
Disabled

(No IP Address)

| Disabled

LAN Interface

Router IP Address: 192.168.50.1

Wi-Fi AP

% @ Pepwa (United ... % @ Pepwa (United ... @ pepwa (United ... %GPepanE-WIH

SpeedFusion Connect Protect

Established
Established
Established

GPS 27.919592° N 80.549754° W

© OpenStreetMap contributors.

Device Information
Model:

Peplink MAX Transit Duo Pro
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WAN Connection Status ®

Independent from Priority
Connected via Starlink < 192.168.1.21
Connected to Verizon K3 100.103.182.178
all [ Connected to GigE-Spectrum 192.168.1.108 =7

What Is My IP?

Priority 3

S My Public IPv4: 98.97.18.37

— My Public IPv6: 2605:59c8:2103:7310:654¢:1122:4a82:620a
i My IP Location: New York City, NY US
My ISP: SpaceX Services Inc.

WAN Quality Monito

Auto [ = ]

Synergy Controller

Disabled

Enabled WAN Connection(s):
Starlink
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Deployment
Considerations
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QoS Observations

- Terminals (arrays) are statically
linked to what we believe to be

MPLS VPNs with static exits to Scavenger class QoS
the Internet

—g
E—T—

Residential QoS

cisco Lz/&/
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Observed Current QoS

Mobile (Best Effort) SS

{mmmmn Priority Data (EF) $$$

Residential (AF) S
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Deployment Considerations

- You will probably want a 150 foot cable

. 'You can make a 300+ foot cable easily by inserting Ethernet in
the middle I

- Use High Quality watertight connectors

cisco W&- #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Decisions

. “High Performance” is simply
double the array

Service for this order is only guaranteed at this location.

§110/mo for service and $599 for hardware. . They have a Single GIgE Output
RDWARE - but have doubled the

e transceivers

. They are clearly creating a

Service Class for High
Performance users and doing
traffic engineering to support it

cisco W&- #CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 118



High Performance
Terminal Considerations
HP Wires are 22AWG!

HP pin / Pot / Dish Wire Color / RJ-45 pin & Color
using 568B standard

A1+ Green 1 Orange/White
A2 + Yellow 2 Orange

A3 + Blue 3 Green/White
A4 + White 6 Green

B1 - Orange 7 Brown/White
B2 - Purple 8 Brown

B3 - Brown 5 Blue/White

B4 - Gray 4 Blue

B5 x Shield / Shell

CAT8 22AWG STP RJ45

W / *Courtesy: Lyle Tanner
cisco &. #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 119



IR1T101
Ruggedized
Router
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IR1101 - Starlink Integration

- Ruggedized Router meant for harsh conditions
- Pluggable LTE - including Multi-SIM

- New LTE P-LTEA7-NA= capable of support T-Mobile waveform for
Starlink Direct to Cell frequencies

- SDWAN Capable

- 802.1AE MACSEC on LAN
- IPSec on WAN

- Runs full IOS-XE - 17.15




alial,
cisco

1
W
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How It works

Anything that is plugged in here
will get a private IP address

cisco M- #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 123 I



How It works

Meraki MX95
Meraki MR
Peplink Duo Transit Pro

cisco M-/ #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 124 I



What can | do with an IR1101 to secure SL?

et Cisco IR1101-K9 Welcome abennase | & # B % @ C B | @

CiIsco

Configuration~ > Security - > Threat Defense > Cisco DNS Layer Security Integration

~Apply T Unconfigure DNS Layer Security

Registration Token* 7105a672f120410d9863552880ea22e2 Click here to
Organization ID NONE
Allowed Domains cisco.com

Enable DNS packets encryption

Interfaces (4) Q LAN Interfaces (4)

@ Cellular0/1/1 FastEthernet0/0/1 inside1 v
Async0/2/0 FastEthernet0/0/2 inside2 v

@ Vian1 FastEthernet0/0/3 inside3 -
Vian100 ﬁ FastEthernet0/0/4 insided -

nd Drop

nterfaces

WAN Interfaces (2)

@ Cellular0/1/0

E GigabitEthernet0/0/0

c1sco 'p/‘/
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Cellular Gateway/Starlink

- Starlink can be primary link using phased array

- LTE model can be secondary backup in the event that primary
waveform fails

- LTE failover to cellular network if primary path fails

cisco W- #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 126



Starlink
Direct to Cell
(DTC)
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Direct to Cell

Starlink Satellite Network

® & o 0 0 0 0

- @)

Talk, Text, and Data Service Partner Operator Starlink Network Phone
Network

Unmodified Cell

#CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 128



Starlink - Direct to Cell

- Contract with T-Mobile to provide capability in CY2025

- Operates at 1.6Ghz to 2.7Ghz

- No Phased Array required!!!

- ~300 satellites in orbit currently

- New satellites are being launched each week
- Starlink v2 MINI Only capability

- Starship will be a critical enabler

cisco M-/ #HCiscoLiveAPJC ~ BRKSEC-2150
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» %

5 . Q*
W
>

\

Designation

Starlink V1.5

Starlink V2 F9-1

Starlink V2 F9-2

Starlink V2 mini

Starlink V2 Starship

Status

Launched

FCC filing - may not realize

FCC filing - may not realize

Launched

FCC filing

Mass kg

306

303

800

800

2000

Gbps / sat

15

18

70

60

170

Launch

60 units per Falcon 9

60 units per Falcon 9

16 units per Falcon 9

21 units per Falcon 9

50 units per Starship

Thps /
launch

0.9

11

11

13

8.5

mS$ / launch

Sats 18 + launch 30 =
48m$

Sats 18 + launch 30 =
48m$

Sats 11 + launch 30 =
41m$

Sats 15 + launch 30 =
45m$

Sats 60 + launch 15 =
75m$

$ / Mbps

53

45

37

35

9

#HCiscoLiveAPJC ~ BRKSEC-2150
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How DTC Works
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Starlink

Starlink

#CiscolLiveAPJC

BRKSEC-2150

Starlink
Ground
Station
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Starlink

Starlink

#CiscolLiveAPJC

BRKSEC-2150

Starlink
Ground
Station
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Remote Sensor Package Details

- Low power Router+Radio combination
- Man portable
- Requires no external phased array!

- Low bandwidth use cases - sub 7mbps
- Remote Sensor packages are a huge use case

- With LIFEPO4 battery, 30w solar array and a scheduled power on,
you could collect, upload and run indefinitely
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We are rapidly approaching a time
when there will be no place on Earth
that will be without Internet access
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Austere
Deployment
Options
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Starlink

1
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Austere Deployments
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13:44 g

Power draw

Power draw
This Is super
useful!

What is power draw?

Power draw measures the average amount of power
that Starlink uses. Starlink will use more power while
heating to melt snow.

cisco Lz/&/
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PV Grid

DC
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19:13 9 il = @

< App Store

&) ac

BRKSEC-2150

AC200M2333002375261 ®

ow ow

PV Grid

36W ow £
DC AC
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Power/Solar Conclusions (from last year)

You will need You will need You will have to You will have to
more stored more solar trial 24hr account for lack
power than you power than you operation to be of full solar
think think sure it works cycles

cisco Lz/&/
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Updated Solar Guidance

« Minimum 1000Wh between solar cycles

- Gen 2 dish consumes between 43-50watts consistently

- 200watts of solar panel will reliably recharge 800Wh in 4-5 hours

of direct sun

- 24 hour remote operation is completely achievable

cisco Lz{@/
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SDWAN
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Cisco Starlink SDWAN Paper

Cisco Catalyst SD-WAN optimizations for Starlink

This knowledge article explores how Cisco Catalyst SD-WAN can dramatically improve
application performance when utilizing Starlink satellite transport. By leveraging SD-WAN's
advanced features and Starlink's high-speed, low-latency connectivity, organizations can
overcome the challenges of traditional terrestrial networks in remote locations. This powerful
combination delivers enhanced network resilience, optimized application delivery, and reduced
operational costs.

@® Aug 8, 2024 Knowledge

- Posted by: Thomas Kunath

https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/20 BRKENT-2660
24/pdf/BRKENT-2660.pdf

https://learningnetwork.cisco.com/s/article/cisco-catalyst-sd- White Paper
wan-optimizations-for-starlink
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= Cisco Catalyst SD-WAN

Devices

Devices

FILTERED BY

Reachable - Up

SUMMARY

> Health

~ Reachable
Ouw
() Down

» Control Status

> Cloud Provider

Cisco

Certificates

.&./

() select Resource Group=

Licensing

Device GroupAll v

Devices (5)

Q  search Table

Hostname

IR1833-tom

StarlinkPOC-1121X

Starlink-WASH-8300-1

C8300-RTP6&-SL-1

C8300-RTP6-SL-2

Device Model

IR1833

C1121X-8P

C8300-1N1S-4T2X

C8300-1N1S-6T

C8300-1N1S-6T

@ common.allSites

Site Name

SITE_206202

SITE_303303

SITE_303302

SITE_206250

SITE_206250

Monitor - Devices

System IP Health (O
17216201 ®
17216250200 (@
17216250199 b
1721611 a
172.16.1.2 A
#CiscolLiveAPJC

Reachability

T

vSmart Control (D)

272

2/2

272

4/4

2/4

BRKSEC-2150

BFD

6/6

6/6

5/6

6/8

3/4

TLOC

171

171

171

2/2

1/2

As of: Dec 06, 2023 01:04 PM

Up Since

Dec 04, 2023 07:08 AM

Nov 15,2023 06:43 AM

Dec 02, 2023 04:30 AM

Nov 16, 2023 08:23 AM

Nov 15,2023 04:26 AM

Ty Export &

CPU Load

- 33.93%
' 6.24%
. 11.97%
. 8.22%
v 8.25%

Y

I
~

Action

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Things we know

- CG-NAT is a reality for all Residential and Mobile Plans
- High Performance Array is allocated a public IP address

« This is NOT a static IP address!
« DHCP 5 minute renewal
- |IPv6 Prefix Delegation = 5 minutes

cisco W-/ #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 169 I



Catalyst SD-WAN Controllers
On Premise in DC or Cloud
Hosted

Manager Validator

O®
O

Starlink Reference Architecture .

Internet
SaaS/laaS

Data Center 1 Data Center2  °

Controllers / .
Private
4 7, {
(), %),
Downlink G),'
10.7GHz - = & &
12.7GHz .
Uplink 4,
25-250Mbps o7 oo™ o
GHz =
i Uplink ] ,L
14.0GHz - Downlink | I 1
14.5GHz 17.8 GHz - 19.3 @ %
2-20Mbps GHz . @ @
Starlink

Single Router Site

Single Starlink .
Lae!

Cisco

Gateway

) Dual Router Site
arth Statio

Dual Starlink

#HCiscoLiveAPJC ~ BRKSEC-2150

SD-WAN version 17.x

Hub and spoke topology with
oDT

Per-tunnel/adaptive QoS
Application Aware Routing
IPSec tunnels to SIG

DIA with FW/DNS-Sec

WAN Opt/DRE (TBD)
FEC/Packet Dup (TBD)

Broadband
LTE

L4
AN

Hybrid Transport Site

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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=""Cisco Catalyst SD-WAN

WAN Edge List (10)

Q Search Table

Upload WAN Edge List

Chassis Number

C1121X-8P-FGL2624L51Q

C8300-1N1S-4T2X-FLM272112RA

C8300-TN1S-4T2X-FLM272112R8

ISR1100-6G-FGL2347L5EX

CB8500L-8S4X-FLX26030880

C1107-4PLTEP-FGL2321113A

C1101-4PLTEPWB-FGL232613MD

IR1833-K9-FCW2711Y52G

C8300-1N1S-6T-FLM272112HR

C8300-TN1S-6T-FLM272112J0

\'j Select"Resource " Group+

Export Bootstrap Configuration

Site Name

SITE_303303

SITE_206202

SITE_303302

SITE_300

SITE_206202

SITE_206250

SITE_206250

Sync Smart Account

Hostname Tags

StarlinkPOC-1121X Add Tag v
C8300-TOM-SL Add Tag v
Starlink-WASH-8300-1 Add Tag v
- Add Tag v
Router Add Tag v
R Add Tag v
- Add Tag v
IR1833-tom Add Tag v
C8300-RTP6-SL-1 Add Tag v
C8300-RTP&-SL-2 Add Tag Vv

Configuration * Devices

Add PAYG WAN Edges

Config Locked Managed By &

No Unmanaged

Yes Template Starlink-8300-1N15-4T2X-Tom-Zs|
Yes Template Starlink-8300-1N1S-4T2X-Tom-Zs|
No Unmanaged

Yes Template 8500L-RTP6-Hub1

No Unmanaged

No Unmanaged

No Unmanaged

Yes Template Starlink-8300-1N1S-6T-TLOCEXT
Yes Template Starlink-8300-1N15-6T-TLOCEXT

Cisco

.&./

#HCiscoLiveAPJC ~ BRKSEC-2150

Running Configuration

Host: CB300-RTP6-SL-1(169.254.12.83)
Site ID: 206250
Device Model:  C8300-1N1S-6T

system
gps-location latitude 35.89
gps-location longitude -78.0

device-groups STARLINK1
system-ip 172.16.1
overlay-id 1

site-id 206250
port-offset Q

control-session-pps 300

admin-tech-on-failure

sp-organization-name "mt-vmanage-demo - 627179"
organization-name  "mt-vmanage-demo - 627179-spacex"
port-hop

track-transport

track-default-gateway

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SD WAN Configuration

interface GigabitEthernet0/0/0

description Ethernet to Starlink LEO satellite
no shutdown

arp timeout 1200

ip address dhcp client-id GigabitEthernet0/0/0
no ip redirects

ip tcp adjust-mss 1360

ip dhcp client default-router distance 1

ipmtu 1500

ip nat outside

load-interval 30

mtu 1500

negotiation auto

cisco Lz{@/

interface Tunnel100201

no shutdown

ip unnumbered GigabitEthernet0/0/0

no ip clear-dont-fragment

ip mtu 1400

tunnel source GigabitEthernet0/0/0

tunnel destination dynamic

tunnel mode ipsec ipv4

tunnel protection ipsec profile if-ipsec201-ipsec-profile
tunnel vrf multiplexing

tunnel route-via GigabitEthernet0/0/0 mandatory
exit

interface Tunnel100202

no shutdown

ip unnumbered GigabitEthernet0/0/0

no ip clear-dont-fragment

ip mtu 1400

tunnel source GigabitEthernet0/0/0

tunnel destination dynamic

tunnel mode ipsec ipv4

tunnel protection ipsec profile if-ipsec202-ipsec-profile
tunnel vrf multiplexing

tunnel route-via GigabitEthernet0/0/0 mandatory
exit
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Crypto Configuration

crypto ikev2 policy policyl-global
proposal p1-global
I

crypto ikev2 profile if-ipsec201-ikev2-profile
no config-exchange request

dpd 60 10 on-demand

dynamic

lifetime 14400

I

crypto ikev2 profile if-ipsec202-ikev2-profile
no config-exchange request

dpd 60 10 on-demand

dynamic

lifetime 14400

I

crypto ikev2 proposal p1-global

encryption aes-chc-128 aes-cbc-256
group 14 1516 1920 21

integrity shal sha256 sha384 sha512

cisco Lz{@/

crypto ipsec transform-set if-ipsec201-ikev2-transform esp-null esp-sha-
hmac

mode tunnel

|

crypto ipsec transform-set if-ipsec202-ikev2-transform esp-null esp-sha-
hmac

mode tunnel

|

crypto ipsec profile if-ipsec201-ipsec-profile

set ikev2-profile if-ipsec201-ikev2-profile

set transform-set if-ipsec201-ikev2-transform

set security-association lifetime kilobytes disable
set security-association lifetime seconds 3600
set security-association replay window-size 1024
|

crypto ipsec profile if-ipsec202-ipsec-profile

set ikev2-profile if-ipsec202-ikev2-profile

set transform-set if-ipsec202-ikev2-transform

set security-association lifetime kilobytes disable
set security-association lifetime seconds 3600
set security-association replay window-size 1024
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Design
optimizations for

LEO Satellite
ransport
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Reducing SD-WAN control plane traffic on
Satellite links

Problems

LEO satellite have low transmit speeds (2-20 Mbps up) relative to
download speeds of 25-220 Mbps down). SD-WAN control traffic can
consume a high proportion of this bandwidth in heavily meshed
topologies with default timers. This includes:

BFD probes over each IPSec tunnel (2.2 Kbps per SD-WAN
tunnel)

OMP hellos and updates to/from Catalyst controllers (up to 80
Kbps)

Statistics upload to the Catalyst Manager (up to 1.2 Mbps)

Control traffic is automatically mapped to Q0 on the WAN edge, which
can contend with user realtime traffic also in QO resulting in drops and
instability

Solutions

Dynamic OnDemand tunnel design (reduces # of BFD sessions)

BFD low bandwidth link

Last-resort-circuit in cases where Starlink is for backup

vManage connection preference 1

Administration Settings for Statistics — disable some, all or vAnalytics only?
QoS design with Adaptive QoS and 2-level policer / Split LLQ

cisco W&-/ #HCiscoLiveAPJC ~ BRKSEC-2150
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Tunnel Optimizations for low bandwidth links

Low bandwidth link: Reduces BFD
overhead by 50% per tunnel sdwan

) ) . interface GigabitEthernet 0/1/0
Last-Resort-Circuit: No tunnel or traffic unless all  pescription connected to Starlink

tunnel-interface

other transports down encapsulation ipsec weight 1
. no border
vManage connection preference 1: Prefer color
: : : : no last-resort-circuit

terrestrial (if avgllable) over Satellite for vManage - eaes
control connections to reduce overhead of hello-interval 6000

L. ) ] hello-tolerance 600
statistics publlshlng. vmanage-connection-preference 1

OMP Hello tuning: Reduce Hello-interval
to further optimize bandwidth
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Validation Lab

Cat Manager Validator Cisco lab, Building 11-183,
152.22.241.1  152.22.241. RTP, NC C8300-1N1S-
56 155 AT2X
@ @ % DC1 FLM272112R8
SitelD @ C1121X-8P
& FGL2624L51
co © O | Q
1 1 \\-:-
Controll m— ‘ SpaceX office, Redmond WA
ontrollers = |
152.22.241.155 ] Site ID 303301

| @ E===

Internet

SpaceX I
Satellite @
AT&T Backhaul . Cisco SP Lab, SJC Bldg 16
broadband AT&T

4G/LTE

Internet

* =

b ©

C8300 INIS 4t2X 1121X-8P 1121X-8P
Tom’s house, Wilmington, NC

Site ID 206202 o
Cisco loT lab, RTP Building 6
cisco Lz{{a//
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Starlink Network

Performance with Thousand
Eyes
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Thousand Eyes Testing of the Starlink Network

WHAT’S UP WITH STARLINK SPEEDS?

MIKE HICKS
PRINCIPAL SOLUTIONS ANALYST

MHICKS! @CISCO. .COM

L

PPl o) 1:22/3354

https://www.youtube.com/watch?v=bR990xQTRucé&t=82s
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Quantum Resistance and
Post Quantum Encryption
with Starlink
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Q

Serious talk about Quantum Realities

And | am not talking about Schrodinger's cat &
*Or the Multiverse 0
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‘ Starlink (and LEO) is a generational
asymmetric advantage

Leaning forward and coupling it with
quantum safe cryptography represents
an equivalent generational security
event
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Nation State Adversaries have serious concerns
about Starlink and about breaking encryption

Chinese scientists hack encryption in quantum computer
experiment: paper

Breakthrough poses a ‘real and substantial threat’ to password-protection mechanism employed
across critical sectors, team says

Reading Time: 2 minutes

@@ @ weo
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US Government has provided clear
direction for requirements on
Quantum Resistance for protection of
National Security Systems

« (ref: NCSIP and NSM-10)

Quantum Key Distribution is an open
topic and lacks standards

Cisco SKIP should be an acceptable
interim option

All aspects of encryption should drive
towards Quantum Resistance
encryption options

Site to Site VPN, VPN Client along
with TLS stack implementations for
control plane operations

cisco M‘/ HCiscoLiveAPJC  BRKSEC-2150
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NATIONAL
CYBERSECURITY
STRATEGY

IMPLEMENTATION
PLAN

JULY 2023

cisco Lz{@/
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Strategic Objective 4.3: Prepare for Our Post-Quantum
Future

Initiative Number: 4.3.1

The Predicate

Initiative Title: Implement National Security Memorandum-10

Initiative Description

The Office of Management and Budget and the National Manager for National Security Systems,
in coordination with ONCD, will continue to prioritize implementation of National Security
Memorandum-10 and transitioning vulnerable public networks and systems to quantum-resistant
cryptography-based environments, focusing first on Federal information systems and NSS.

OMB will work with NIST to develop complementary mitigation strategies to provide
cryptographic agility in the face of unknown future risks.

NCS Reference

The Federal Government will prioritize the transition of vulnerable public networks and systems
to quantum-resistant cryptography-based environments and develop complementary mitigation
strategies to provide cryptographic agility in the face of unknown future risks.

Responsible Agency: OMB
Contributing Entities: NSA, ONCD
Completion Date: 1Q FY25

First Quarter, next year!
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NATIONAL
CYBERSECURIT
STRATEGY

IMPLEMENTATION
PLAN

JULY 2023
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Initiative Number: 4.3.2

Initiative Title: Implement NSM-10 for National Security Systems (NSS)

Initiative Description
Implement the transition of NSS to quantum-resistant cryptography.
NCS Reference

The Federal Government will prioritize the transition of vulnerable public networks and s¥
to quantum-resistant cryptography (QRC)-based environments and develop complementary
mitigation strategies to provide cryptographic agility in the face of unknown future risks.

Responsible Agency: NSA

Contributing Entities: DOD, ODNI 3 d Qua rte r’ 2025

Completion Date: 3Q FY25

Initiative Number: 4.3.3

Initiative Title: Standardize, and support transition to, post-quantum cryptographic algorithms

Initiative Description

The National Institute of Standards and Technology will finalize its process to solicit, evaluate,
and standardize one or more quantum-resistant public-key cryptographic algorithms. New
public-key cryptography standards will specify one or more additional unclassified, publicly-
disclosed digital signature, public-key encryption, and key-establishment algorithms that are
available worldwide, and are capable of protecting sensitive government information well into
the foreseeable future, including after the advent of quantum computers.

NCS Reference

To balance the promotion and advancement of quantum computing against threats posted to
digital systems, National Security Memorandum (NSM) 10, "Promoting United States
Leadership in Quantum Computing While Mitigating Risks to Vulnerable Cryptographic
Systems," establishes responsibilities and oversight to enable a timely transition of the country's
cryptographic systems to interoperable quantum-resistant cryptography.

Responsible Agency: NIST

Completion Date: 1Q FY25

#CiscoLiveAPJC BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved.
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Quantum Primer
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Quantum Primer

- SSH, TLS 1.3 and IKEv2

- RFC 8784

- RFC 9242

- RFC 9370

- Future FIPS 203, 204, 205
- Future TLS1.3+PQ

- Future IKEV2+PQ

- Future SSH+PQ
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Cisco |OS-XE Based Catalyst Routers

v e

17.12

RFC8784

IOS-
XE

v/

17.12

Third Party Integration
from QuSecure or QuantumXchange
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Cisco ASA Firewalls

\

RFC8784

N4

x Third Party Integration

from QuSecure or QuantumXchange
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Firepower - FTD
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Cisco FTD Based Firewalls

X

RFC8784

X

Third Party Integration
from QuSecure or QuantumXchange
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SKIP IETF

cisco Lz/&/

draft-cisco-skip-00

Internet Engineering Task Force R. Singh, Ed.
Internet-Draft C. Hill
Intended status: Informational Cisco Systems, Inc.
Expires: 3 March 2025 5. Kawaguchi

J. Lupo

QuSecure, Inc.
3@ August 2024

Secure Key Integration Protocol (SKIP)
draft-cisco-skip-@@

Abstract

This document specifies the Secure Key Integration Protocol (SKIP), a
two-party protocol that allows a client to securely obtain a key from
an independent Key Provider. SKIP enables network and security
operators to provide guantum-resistant keys suitable for use with
guantum-resistant cryptographic algorithms such as AES-256. It can
also be used to provide an additiocnal layer of security to an already
guantum-resistant secure channel protocol for a defense-in-depth
strategy, and/or enforce key management policies.

Status of This Memo

This Internet-Draft is submitted in full conformance with the
provisions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force {(IETF). MNote that other groups may also distribute
working documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maximum of six months
and may be updated, replaced, or chsoleted by other documents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite them other than as "work in progress.”

This Internet-Draft will expire on 3 March 2@25.
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Ground/Space Security
Architectures
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Recommended Edge Architecture /
s

D No Starlink Router NAT
Admin Only

7 L"—“!i‘_ ﬁ‘ E"'I‘T\ =

ﬁilmﬁi-- .j

((( l I Avice gets its own IP from SL
(]

Not Bypassed
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Recommended Edge Architecture /
=

FPR1
o 010 Admin Only
as2 3, ",
- \ (~
[ ]

Ui.l[gﬁill[i-- [ j

D l I Catalyst 9200 Compact

e—

MX Series

Not Bypassed
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Recommended Core Architecture

Not a single class anymore (

CG NAT
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Recommended Core Architecture

Mobile (Best Effort) SS

{mmmmn Priority Data (EF) $$$

Residential (AF) S
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Recommended Architecture

cisco Lz{/&/

D (((. L |

FDM Support in 7.4.1
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g

MODEM 1 MODEM 2
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When Starlink goes down for 20 minutes

cisco W&-/ #CiscoLiveAPJC ~ BRKSEC-2150 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 205



Please Fill Out The Survey!
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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