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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO

BRKSEC-2112



- Security Challenges in Today's
Organizations

- Cisco Security Cloud Control
Overview & Demo

- cdFMC and FTD Management &
Demo

- ASA Management & Demo
- DevOps
- Key Takeaways and Resources
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84

of initial access vectors

leading to incidents could A\
have been prevented with \
security best practices' ‘
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MONITORING

CONFIGURATION

Configuration and monitoring are common culprits

Cisco M ./ #CiscoLiveAPJC  BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




COMPLEXITY

ROOT CAUSE

Complexity
haS exceeded management
human scale

"
-
-
-

APPLICATIONS

Human-scale ’

POLICY RICHNESS

c 1 Sco M~/ #CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Security Cloud Control: Simplifying management
for the Cisco Security Cloud

Breach Protection

Al

Cloud Protection

User Protection (w/ Cisco Hypershield)

A 4

Firewall

A

Identity Intelligence

cisco W&- #CiscoLiveAPJC  BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



Cisco Security Cloud Control

Empower your security teams by expanding firewall management capabilities to the cloud

/ 1%3 \

Simplity Enhance Improve
operations | security | productivity
Centralize visibility and management Leverage Al to strengthen Minimize dependance on tribal
of devices and policies protection and prevent downtime knowledge and manual work

cisco W&-/ #CiscoLiveAPJC ~ BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Simplify Operations

Streamline policy and device control

Security Cloud Control

| |

Policies Policies Policies
Multicloud 7 Secure I Secure
Defense 1O IEWE O Firewall

Objects Threat Objects ASA
S Defense S
< Unified connectivity >

cisco Lz/&/

#HCiscoLiveAPJC  BRKSEC-2112

Centralize coordination of all
ASA and FTD form factors
eliminating complexity across
diverse environments

Ensure consistent security
policies and compliance
reducing misconfigurations

Automate object updates
saving time for strategic initiatives

Retain on-premises FMC or
manage firewalls directly from

Security Cloud Control
allowing you to migrate to the
cloud at your own pace

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Simplify operations

Gain end-to-end visibility from a single screen

. ) ) ‘st Security Cloud Control O 00 %O 0| ’uk, - #
Access comprehensive insights % ouiteus

across all firewall and security
deployments e

‘ Top insights & alerts (10nawksighes

7 1% Decrypted traffic towards internet

Enable prompt issue resolution B
through a live view of network : i
traffic and security events . . | e

Gata souwces: Hypteshinis

400k 20k 320k (0] 3

T

with operational insights from
network data

ST
@}3 Empower informed decisions

cisco M./ #HCiscoLiveAPJC  BRKSEC-2112

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Simplify operations

sl
L

Secury Coud St Q Type ot + 110 search e fH - L0 A0 O R

H Top Insights & Alerts (22 newinsignts Al Insights
& Home ~” High Traffic Caused by Elephant Flow ~” RAVPN Forecast - Maximum Sessions Nearing Limit 7 Access Control Policy Anomalies
( ) . o Data sources: (FTD) [rTpm—
. . AIOps has detected high traffic caused by 3 flows, potentially leading to performance duress in Snart cares. AlOps has forecasted that the number of RAVPN sessions will reach capacity in ‘28 days. AIOps has detected B558 anomalies in Access Control policy ‘Internal_ACP"
Hypershield
Surface top insights and| ¢ -
alerts that needs e
. . . K¥ Insights & Reports
immediate attention for | _ . , A
& Eventslogs Top Actions Top Information
security and improved
Overall Inventory Top Risky Destinations Last 90 days ~
network performance. | o o e rnteem @
" Objects P Applications  URL Categories [wromes
L J fem Security Devices
A\ Pending Action App name Traffic
#° Secure Cennections © other MPEG 503G
B Administration @ oniine Aggregate Knowledge 785 GB
Owneria 74668
e Flash Videa 738 68
) View all
. . Policy Analyzer and Optimizer
Present key items with -
1 RA VPN Sessions Site-to-Site VPN
recommended actions ta 512 sy s 550 e € & s 70 18,
i licv hvaiene & s0,107 = 500 Do s (%)
Improv | L % W 5,398 Disabled Rules
p ove po (::y yg Total Rules. —— - 78 Total Sessions [ ] 1Total Tunnels a8
overall security posture 15088 11088
o 10 20 330 4 S0 8 70
Accounts and Assets View all > View All Tunnels
Data sources:  Multicloud
cisco e . , N . . .
- #CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Simplify operations

£ Securty iovd ontro Q Typecut + ' o seareh OGN a® @ L
= Top Actions Top Information
A Home P
Overall Inventory B Top Risky Destinations Last 90 days v
% Multicloud Defense 10 Total Devices Data Sources: (FTD
) Hypershield > Applications  URL Categories
© 1ssues 5 e
Monitor A\ Pending Action ) App name Traffic
&8 Insights & Reports > © Other 2 MPEG 80368
i 78568

© il R @ Oniine 3 Aggregate Knowledge

Ownerla 7.46 GB
Manage

View All Devices >

Centralized view N

Policies >

of all the changes | .. ... e

A Policy Analyzer and Optimizer

across Firewalls, M e

Data Sources:  FTD.

VP N M u Itl C Io u d P ‘ RA VPN Sessions i Site-to-Site VPN
y ?" Secure Connections i B 23,128 Healthy Rules (38%) Data sources: (FTD (ASA Datasources: FTD ASA  Multicloud
® 31,671 Unhealthy Rules (53%)
Defense. @ Admiistration v 60,197 ™ 5,398 Disabled Rules (9%)
Total Rules Shedwed et 78 Total Sessions [ i ] 1Total Tunnels [ ]
15,068 11,684
0 10 20 30 40 50 60 70
Accounts and Assets Viewall > View All Tunnels >
Data sources: | Multicloud
© 0 Service VPC/VNets without gateways
Change Log Management
© 0 Apps not protected Oata sources: FTD. ASA  Multicloud
© 0 VPCs/VNets not protected Changes by allusers My Changes
A = it Reooan Device Name Last Description Last User

FMC Read FMC device records successfully System User

cisco '&/
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Security Cloud
Control Demo
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aisco Security Cloud Controf Q. Type ‘Ctrl* + '/ to search 9 @ Ly~ & - éo @ . nyc-demo _

ankaushi@cisco.com

X
= A Sty G S 0 o m o a8 BRI - W
- = Customize
@& Home Top Insights & Alerts 22 newinsights c = All Insights
i t I == = B [—
Za Muticioud Defense _ _ Cisco Security . : : A
~7 High Traffic Caused by Elephant Flow ~7 Access Control Policy Anomalies
) Hypershield > Data sources: | FTD ClOUd COntI'O| Data sources: | FMC
AlOps has detected high traffic caused by 3 flows, potenti: AlOps has detected 8558 anomalies in Access Control policy ‘Internal_ACP".
Monitar duress in Snort cores.
£F Insights & Reports > y s .
Last 24h _‘/ = e < S 23dago Details
2  Events & Logs >
v EY - Welcome to Cisco Security Cloud Control
o Cisco Defense Orchestrator is now Security Cloud Control, our unified security management solution for Cisco
Hansgs Top Actions Firewalls, i Defense, and Hyp:
ox,
oe Policies H ) . T E N
Policy Analyzer and Optimizer Last 90 days
®s Objects
7 j .
Data Sourcas: (] Cisco Security Cloud Control FAQ B Donotshow again  Close
'Ia Security Devices '
Applications  URL Cat Allowed
B 23,001 Healthy Rules (38%) i Sl S
-9~ Secure Connections > B 31,606 Unhealthy Rules (53%)
59,965 W 5,358 Disabled Rules (9%) App name Traffic
Total Rules
@ Administration > Shadowed Redundant MPEG 8.03 GB
15,068 11,627
Aggregate Knowledge 7.85GB
Details > OwnerlQ 7.46 GB
Flash Video 7.38 GB
AIOPs Insights Summary View all
No Active Jobs
N

cisco '9/
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Enhance security

Optimize policies tailored to your environment

&)

Policy analyzer
and optimizer

cisco Lz{/&/

Minimize misconfigurations
and downtime

Speed up policy deployment
and updates

e

—
=

I T

Address issues such as overlapping,

hidden, or overly broad rules

#HCiscoLiveAPJC  BRKSEC-2112

5

Improve firewall performance

DA
e
,30%0(\

Aid collaboration with the
Al Assistant

Y,

Improve overall security
posture

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Enhance security

icy Anal i (S . . . nyc-demo _
y Policy Analyzer and Op Q Type ‘curt« /' to search C O o O &0 O g
Overall summary
A Home
Review the cumulative summary of the total policies and address thy that need and optimal
P 1
- Wutctous Deter:se NP Total 9,020 anomalies in 6,600 unhealthy rules Rule Defintians
ity rules
U Hypershield > s ‘Shadowed rules Expired rules Total overlap objects
Unnaaithy ules 4,334 -~ 48.0% 415 -~ a6% 762 -2 8.4%
Meniter 2477 (72%)
. Redundant rules Mergeable rules Partial averlap objects
£ wnsights & Reports i 2196 ~283% 1,266 ~14.0% 47 ~os%
@ Events&logs >
Manage (1@ Search by Access Conirol Poicy Name, Analyss Status, or Remediaton Status ] Dispsyng 16t 16 resuts .
o3 Policies > (] Access Control Policy Name & Devices & Total Rules & Analysis Status $ Last Modified. Last Analyzed 3 Remediation Status. Remediation Time
Objects [ RelACP_only 1 232 Completed 11/05/2024, 14:37:59 T’:f’ f‘:ﬁ‘,‘w
z () london-access-control-policy 1 3 Completed 11/05/2024,14:37:59 JoSia0Xh 08 aeA)
. . Ty Security Devices Anatsis up-to-d
S U rface a nOl I la I |eS In O ral-pvic 1 1000 Completed 09/21/2024,18:00:44 2?/?2/202:, (:3.:39-48
. *®° Secure Connections > oe/z(onéza ;:-sz>:9
ru I es to g ul d e users to O  SiT.ac.policy 1 ® Completed 09/20/2024, 23:06 v
att e n d t O St a I e ru I e S a n d B Administration > [0  shadowed_anomalies_policy 0 206 Completed 08/20/2024, 19:49:19
q q O o0 ] 5 Completed 09/20/2024, 19:49:19 ::9/20/ 202::, f‘:n o
h I h atysis up-to-di
Ot er po |Cy yg iene (0 redundant_anomalies_policy 0 124 Completed 09/20/2024, 19:49:19 SSIZ0(308A AERB1
rp—
issues that might be 6 omesisi eui o 2 Conplewd osr0/2028 a0 ovnona, 262258
overs | g h tS O tesn 0 0 Completed 09/20/2024,19:49:19 :f: 2:’ 2”::’:::&”
()  mergeable_issuel ) o Completed 09/20/2024, 19:49:19 092002024, X 1582
[ RCD_destnetwork.with_issuve O 7 Completed 09/20/2024,19:49:19
O internalACP 0 12673 8563 48% Optimizable Completed 09/20/2024, 19:49:19 4
Bt - A 1 33% Optimizable Completed 08/19/2024, 04:55:22 :9»/?9‘/20‘2'4. ZEos0e
[ UFTWF-FW-URL-FILTERING 0 95 94 (0% Optimizable’ Completed 09/19/2024, 04:55:22 W:‘wf"x" 465
() Default Access Control Policy 0 Failed 11/05/2024,14:37:59
&. #CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




Enhance security

“Hies’ Security Cloua ool Policy Analyzer and Optimizer

Home

>»

Multicloud Defense

»

) Hypershield

Config anomalies

. | £¥ Insights & Reports
detectedinareal ", ..
customer deployment

Misconfigurations
lead to breaches.

cisco Lz/&/

Q, Typecul' + ' to search

Data Source | Cloud-delivered FMC ~

Overall summary
Review the cumulative summary of the total policies and address the areas that need attention to ensure compliance and optimal performance.

o = nyc-demo _ HH
20 O oo T 5

i Rule Definitions
5,292 (36.8%) Total 9,020 anomalies in 6,500 unhealihy rules u
Healthy rues
6,600 145.9%) Shadowed rules Expired rules Total overlap objects }
[ra——— 4,334 ~anon 415 -~ a8% 762 ~8.4%
W2,477 (17.2%)
Pl e Redundant rules Mergeable rules Partial overlap objects
2196 ~24.3% 1,266 - 14.0% 47 ~05%

#HCiscoLiveAPJC  BRKSEC-2112
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Policy Analyzer and Optimizer Demo

shealis Security Cloud Control

% Multicloud Defense

) Hypershield
Monitor

@ Insights & Reports

& Events&Llogs
Manage

% Policies

'Al Objects

i"na Security Devices

~®-  Secure Connections

@ Administration

Cisco

nyc-demo
Q Type 'Ctrl' + '/' to search (4] Q W Y. 8 ¥ éo ® % ankaushl@yclsco com
Customize
Top Insights & Alerts 22 new insights All Insights
~7 High Traffic Caused by Elephant Flow ~7 RAVPN Forecast - Maximum Sessions Nearing Limit »7 Access Control Policy Anomalies
- sources: FTD Data sources: FTD Data sources: FMC
AlOps has detected high traffic caused by 3 flows, potentially leading to performance AlOps has forecasted that the number of RAVPN sessions will reach capacity in '31" AlOps has detected 8558 anomalies in Access Control policy 'Internal_ACP".
duress in Snort cores. days
Last17h BEETH Last 24h Details 23d ago Details
Top Actions Top Information
Policy Analyzer and Optimizer Top Risky Destinations Last 90 days v
Data Sources:  FTD Data Sources: « FTD
‘ Applicat i Allowed
® 23,001 Healthy Rules (38%) ‘Appications SHURL Categories @
W 31,606 Unhealthy Rules (53%)
59,965 B 5,358 Disabled Rules (9%) App name Traffic
jLotalRutes Shadowed Redundant MPEG 8.03GB
15,068 11,627
Aggregate Knowledge 7.85 GB
Details > OwnerlQ 7.46 GB
Flash Video 7.38 GB
AIOPs Insights Summary View all
N No Active
- #CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Improve Productivity

Expedite workflows using a conversational interface

@ Policy configuration

c Troubleshooting

Augment

( Policy Lifecycle Management

cisco Lz{/&/

Cisco Al Assistant

® You

Allow Lee access to Facebook but only from office source zone

11:05 am PST

(9 Al Assistant
Here is your rule recommendation, This rule will be added in policy 'Test_1' in the category, 'Geo_Controls'.

Rule Name Action Source zone Destination zone
Rule_Test1 Allow Office guest_zone
4O © 9

11:05 am

L? Al Assistant € 'Rule_Test_1'is successfully created in policy Test 1.
Congratulations, your rule named, ‘Rule_Test_1' is successfully created in policy ‘Test_1'. The rule is created in a disabled state as of now.

You can enable it from your ‘Test_1" policy detail page.
Go to policy detail page

O D g

Ask the Al Assistant a question

The Al Assistant may display inaccurate information. Make sure to verify the responses. View our FAQs to learn more.

#CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Improve Productivity

Al Asiignany + o
!- FTe—— n
Users will be notified LT T —
through Al assistant and L e .
could kick off remediation Ty Py aradytit. regaite I indial wean
workflow through the @ P B e
conversational interface.
[ Wi pasicims do | N T B W O ] yns S | e O | R Ry g PO D0 (Rl b Bt walapdiry D] 00 B fi gl

[ T T | L e

L ey ey ot gt e LK, 5 b

Criuaiy il bl veumisrwesl e sysborsioe: raie

o el gl W B ey ol B

a— (=L = 30, T NIAPM
[ e el s ]
Cuusizie o8 S0ty vhadowwd rules
N T T L L
L s e g i iSan you mieene covlem e cosabon of @ Servceblow Hol Tor P reguaT
(o] =]
& oA e T TEDY FTaRu
el TRE A1 Al @ O el h.

Irg & apppe iy SER CEDATE CETRDS UHE B E ETy U CRESHE YRS 1m0
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Improve Productivity

Al Agaigtaen (N P -
| + s comminsica. | o

Py

L i i | il i g B
(7 P s o | T B
L Homr wo i o By B
L Eal poad gghve Wi 3. msrwmary o B

cmpmdr,

L M it | il o gy B i
Otaise. o8 ity shadowed e
[T Y S T L

[ Al peary Fusy criticl inger i

el TR A A B 2

g oy gt i SRR TEUOAIN TR MEE R E Y T R YRS e e oy
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Improve Productivity

Create firewall rule in

Rule recommendation will
be analyzed against
existing rules to avoid rule
shadowing, duplicating
rules and other unintended
scenario.

cisco Lz/&/

Cisco Al Assistant

® vou

Allow Lee access to Facebook but only from office source zone

conversational language. L 2

(¥ Al Assistant

Here is your rule recommendation, This rule will be added in policy 'Test_1' in the category, 'Geo_Controls'.

Rule Name Action Source zone Destination zone
Rule_Test_1 Allow Office guest_zone
& 0

\" Al Assistant € ‘Rule_Test_1'is successfully created in policy ‘Test 1.

L] P )
11:05 am PST
11:05 am

Congratulations, your rule named, ‘Rule_Test_1" is successfully created in policy ‘Test_1'. The rule is created in a disabled state as of now.

You can enable it from your ‘Test_1’ policy detail page.
Go to policy detail page

G DI

Ask the Al Assistant a question

The Al Assistant may display inaccurate information. Make sure ta verify the responses. View our FAQs 1o learn more.

#CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Al Demo

In ; R s starks-team
s' Security Cloud Control Q Type 'Ctrl' + '/' to search e @ q Y- QQ . éo @ ¥ ankaushi@cisco.com
= Customize
7> Home
) Overall Inventory i Accounts and Assets
% Multicloud Defense
2 Data sources: Multicloud
23 Total Devices
Monit
onser @ 0 Service VPC/VNets without gateways
@ Insights & Reports > o OED £
© 0 Apps not protected
A Pending Action 1
3 Events & Logs > © 0 VPCs/VN o
© other o s/VNets not protect
Manage A
20
° Online 0 Accounts 4+ Add Account
o% Policies >
View All Devices > Multicloud Defense Controller (2!

9= Objects

fgm Security Devices

Configuration States
~®=  Secure Connections >

@ Administration 2 13 Not Synced 2 Conflict Detected 9 synced

Chanae Loa Manaaement

cisco '&/
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Improve productivity

Boost productivity with actionable intelligence

» Discover patterns in security events using
predictive analytics

» Improve security posture with Al-guided
best practices

. ) . ) Health Config
* Reduce mean time to resolution with risk- Insights Insights

based prioritization

+ Get the most out of security spending by
leveraging the feature utilization overview

cisco W- #CiscoLiveAPJC ~ BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



AlOps - Use Cases Demo

bl " " e -d
el Security Cloud Control Q. Typectri' + /' to search (4] @ = A 0 % éa @ Y. ankausm’é{?w:;‘: Y
= Customize
4 Home Top Insights & Alerts 22 newinsights All Insights
% Multicloud Defense 5 s . “ o 4 RO o :
»7 High Traffic Caused by Elephant Flow 7 RBVPN Forecast - Maximum Sessions Nearing Limit 7 Access Control Policy Anomalies
() Hypershield > Data sources: FTD Data sources: FTD Data sources: FMC
AlOps has detected high traffic caused by 3 flows, potentially leading to performance AlOps has forecasted that the number of RAVPN sessions will reach capacity in '31' AlOps has detected 8558 anomalies in Access Control policy 'Internal_ACP".
Monitor duress in Snort cores. days
@ Insights & Reports >
Last17h Details Last 24h Details 23d ago Details
@& Events&logs >
Manage Top Actions Top Information
2% Policies >
Policy Analyzer and Optimizer i Top Risky Destinations Last 90 days v
.‘l Objects
Data Sources:  FTD Data Sources: ~ FTD
Security Devices '
Appl i i
W 23,001 Healthy Rules (38%) P - Categories
~®~ Secure Connections > M 31,606 Unhealthy Rules (53%)
59,965 W 5,358 Disabled Rules (9%) App name Traffic
Total Rules
@ Administration > Shadowed Redundant MPEG 8.03GB
15,068 11,627 -
Aggregate Knowledge 7.85 GB
Details > OwnerlQ 7.46 GB
Flash Video 738 GB

AINDe Incinhte Siimmary
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Cloud Delivered
Firewall Management
Center
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Cloud Delivered FMC (cdFMC) Y | B

+ Not just a lift-and-shift VM - “Cloudified” f"*

- Monolithic backend systems evolved to cloud-native technologies
- Economy of SCALE: Manage 1000 FTDs from a single cdFMC

- No FMC maintenances to perform - Complete SaaS by Cisco

- Physical or virtual FTDs Plan

Build

- Newest features delivered every 4-6 weeks! reeaseepoy

Code

Continuous Testing

cisco W&-/ #CiscoLiveAPJC ~ BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



Cloud Delivered FMC (cdFMC

Witk security Cloud Control - Services Q Typectri’ + '/ to search @ H = LH- 4O O- nyc-demo _

ankaushi@cisco.com

> Cloud-Delivered FMC

= Administration X
Hostname nyc-demo.app. staging.cdo.clsco.com
or Serial Number @ n Version 20240808
~
@ Home q
General Settings L4 Defense
User M - Actions
% Multicloud Defense S Sy
Notification Settings Version Devices  Type Status. Last Heartbeat © Check For Changes
5
) Hypershield » Log Settings & Deployment
20240808 25 Cloud-Delivered FMC ® Active 1/06/2024, 13:02:27 ® Updates
= Workflows
Monitor
Integrations © APl Explorer
@ Insights & Reports s Secure Gonnectors 7.6.0-build 51 21 On-Prem FMC A Unreachable = 4 Unified Events
Firewall Management Center .~
e Events & Logs > Management
Multicloud Defense
Management 5 Devices
Manage
Dynamic Attributes Connector @ Policies
& Objects
on, -
PR > « NAT
. Migration 4 Site to Site VPN
a® Objects Firewall Migration Tool -5 Remote Access VPN
4@ Platform Settings

Security Devices Migrate FTD to cdFMC

System

Secure Connections >
Configuration

o
123 Administration : Smart Licenses

AMP Management

+

Device Health
Audit

o F

Cisco Cloud Events

No Active Jobs

cisco '&/
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Security Cloud
Control-cdFMC

Architecture

Traffic initiated
OUTBOUND

-«

Traffic initiated
OUTBOUND

#HCiscoLiveAPJC  BRKSEC-2112

docker
Secure Device Connector (Locally Hosted)
Secure Events Connector (Locally Hosted)
|
-
-
r
FTD
A 0000000
\4
A OO
£ -
m -
= =

Security Cloud Control

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



cdFMC Al Assistant

o

View By: [ Group
All (5) @ Error (1)

Collapse All

[]  ~ Ungrouped (5)

@ London Snort 3

N/A - Routed

o (p VFTD-36 [Shorta
N/A. - Routed

o @ vFTD-40 Snort 3
N/A. - Routed

o (@ VFTD-47 [Shortd
N/A. - Routed

O (@ VFTD-50 [Snomt3

N/A - Routed

cIsco '&/

Defense Orchestrator
FMC / Devices / Device Management

® Warning (0)

Objects Integration 3 Return Home

How can | help today?

Choose a suggestion or use the text field to ask a question. | have limitations
and won't always get it right, but your feedback will help me improve.

Deploy

Q [ ’ﬁ- @ | ankaushi@cisco.com ~  dul SECURE

Al Assistant Migrate | Deployment History
B | X
Q. Search Device Add v

Download Device List Report

icy Auto RollBack.

contral-policy o) .
« s
sranch A el ’
sranch A Pe) Fa
> ) Fa

‘ ‘ What is a compensating control?

What is the PARC policy language?

‘ ‘ What is a CVE?

[ Ask the Al Assistant a question

#HCiscoLiveAPJC  BRKSEC-2112
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Cloud Delivered FMC (cdFMC)

- API Explorer and FMC API Available via SCC Public API

- Code based on OnPrem FMC

- Cisco SaaS manages the FMC freeing you to focus on Policies
- cdFMC is included with every SCC tenant

- cdFMC is not in the flow of Analytics

- Analytics handled by SCC Cloud Events and XDR

cisco W. #CiscoLiveAPJC  BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved



Logging
Architecture

Secure Device Connector (Locally Hosted)
Secure Events Connector (Locally Hosted)

Security Services eXchange (SaaS)
Cisco Events Bus

Security Cloud Control

#CiscoLiveAPJC

BRKSEC-2112

}
a

Cisco XDR (SaaS),
CTR (SaaS), etc
Security Analytics & Logging (SaaS)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Unified Event Viewer in cdFMC

I’ 202406 ZEDT 2w2d

il t T R I tination | " Source Port / ) =
i Event Type eason Source IP Destination IP Action I Event D
Analysis Yy ICMP T vent Details

L~ 52769

@

Devices
General Information

[

Objects

b 3

Integration

Networking

©
©
©
o
e
©:
e
o :
©
©
L
©
o
<]
(]
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FTD Policy Analyzer and Optimizer

wthutlis Security Cloud Control PO“Cy Analyzer and Optimizer Q. Type'ctr' + '/ to search e @ > B2 a - éo @ > ycdemope

ankaushi@cisco.com

€ Firewall Management Center

Cloud-delivered FMC

A Home
[ Q,  Search by Access Control Policy Name, Analysis Status, or Remediation Status Displaying 16 of 16 results .
% Multicloud Defense
(C)  Access Control Policy Nar Devices Total Rules Observations & Analysis Status & Last Modified Last Analyzed & Remediation Status Remediation Time
) Hypershield >
() Access Policy Branct 1 4 Completed 11/08/2024, 14:37:56 1/10/2024, 04:41:06
Analysis up-to-date
Monitor
:38:5¢
() Default Access Conti 0O 0 Completed 11/08/2024, 14:37:56 AU A
@ Analysis up-to-date
Insights & Reports > :38:
()  london-access-contr 1 3 Completed 11/08/2024, 14:37:56 11/09/2024, 083818
Analysis up-to-date
@ Events&logs > 0 raj-p-vic 1 1000 Completed 09/21/2024, 18:00:4¢ 09/22/2024,03:39:4
Analysis up-to-date
i rqe 09/20/2024, 23:52:3
Manage () siT_ac_policy 1 19 Completed 09/20/2024, 23:06:1 Tehois pomsnte
ox - [:) shadowed_anomalies 0 206 Completed 09/20/2024, 19:49:1¢ 09/20/2078, 2120 2
oe Policies > Analysis up-to-date
0 polo 0 5 Completed 09/20/2024, 19:49:1¢  °%/ /2°/?°2" Lot
2 ot o s
() redundant_anomalies 0 124 Completed 09/20/2024, 19:49:1¢ s
AR Analysis up-to-date
fgm Security Devices 129
() overlapped_obj_issue O 2 Completed 09/20/2024, 19:49:1¢ QRIRDIZ02% SleZ o)
Analysis up-to-date
-9~ i :20:0¢
i~ SecureConnections > O testt 0 0 Completed 09/20/2024, 19:4:1¢  09/20/2024, 21:20:0
Analysis up-to-date
- 09/20/2024, 21:15:52
:49:1¢
@ Administration S O mergeable_issuel 0 0 Completed 09/20/2024, 19:49:1 e it
B e B - s Aninnnnna a0oaaae  09/20/2024, 2113:3¢

No Active Jobs

cIsco '&/

#CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Demo of cdFMC
and FTD
management
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thil security Cloud Control

A Home

% Multicloud Defense

() Hypershield
Monitor

@ Insights & Reports

& Events&Llogs
Manage

°%  Policies

9= Objects

g Security Devices

@ Administration

%= Change Request 4 None &

Cisco

Secure Connections

demo-red see
Q el o sy e @ qo s a M éﬂo ® v ankaushi@cisco.com M B
Customize
Top Insights & Alerts 1new insights All Insights
7 Access Control Policy Anomalies
Data sources: FMC
AlOps has detected 1anomalies in Access Control policy ‘FP1010Policy".
Last 8h Details

Top Actions

Policy Analyzer and Optimizer

Data Sources: FTD

<0

21

Total Rules

B 19 Healthy Rules (90%)
M 1 Unhealthy Rules (5%)
M 1 Disabled Rules (5%)

Shadowed  Redundant
0~ 0Y 1 100%

Top Information

Overall Inventory

25 Total Devices
o Issues 8
A\ Pending Action 1
° Other 3
° Online 13
Details >
N
#CiscolLiveAPJC  BRKSEC-2112

Accounts and Assets
Data sources: Multicloud

@ O service VPC/VNets without gateways

© 68 Apps not protected

@ 60 VPCs/VNets not protected

1 Accounts

4+ Add Account

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40
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ASA Management

Objects and Policy Management

alistlie i o nyc-demo
dilk’ Security Cloud Control Objects Q0 Type ‘curl' + '/ to search @ H - H- B0 O- e G
= [ Q  Search for objects by name, IP, or port number ] Displaying 50 of 18017 objects n > 1110
= @
A Home e Name Devices Type Issues O a2
% Multicloud Defense a 02-100 toms-asa & Network Objact i Actions
“ Hypershield > (]} 1-128.01.0_24 toms-asa € Network Object g :;we
) O 1-26.01.0_24 toms-asa @ Network Object
Meniter Details .
@ Insights & Reports > 1110 ® & Network Object R
2 Events&Logs 3 ] 111.2/32 Edd Template @ Network Group - e
Relationships v
" (m} 10000 toms-asa € Network Object
sl £ Cloud-delivered FMC ®E
ed FMC
% Policies » (] 10.0.0.0-8 toms-asa @ Netwark Object
@ chander-test-net
%= Objects O 10.0.0.0M8 ® @ Network Object
Label Groups and Labels ~
iim Security Devices ] 10.0.0.0_8 [ ] & Network Object
Add Labels @
~9-  Secure Connections » @] 10.0.103.100 [ ] & Network Object [ Add label groups and labels
N (] 10.0.103.49 o @ Netwark Object
@ Administration >
(@] 10.0.103.65 ® & Network Object
] 10.0.103.81 a @ Network Obiect

cisco '&/
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ASA Management

Policy Based and VTI/Route-Based VPN Wizards

il security Cloud Control

4 Home

Multicloud Defense

.\

) Hypershield
Monitor
@ Insights & Reports
e Events & Logs
Manage
2% Policies
®u Objects
Security Devices

~®° Secure Connections

cisco '&/

Create Site-to-Site VPN

>

Q. Type 'Ctrl’ + '/" to search

Follow the steps below

1) Peer Devi Configuration Name *

-d
@A b L HO O ek

[ Enter a name for the Site-to-Site VPN Configuration

@ Route Based (O Policy Based @

Peer1
Device *

Select Device -

VPN Access Interface *

None

2 IKE Settings

4 Finish

Peer2
Device *

Select Device

c. Extranet @

VPN Access Interface *

None

#HCiscoLiveAPJC  BRKSEC-2112

No Active Jobs

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ASA Management

ASA Bulk CLI and Macros

i Security Cloud Control £ Bulk CLI

@ @ Dl - & - é}@ @_ demo-red _

Q Type 'Ctrl' + '[" to search ankaushi@cisco.com

@ Home

% Multicloud Defense

*
©

Macros

AsA ASA_Golden_Te. £y

New ASA Configuration

AsA Get Serial Numb... (& &

AsA Cat File to Console [ @

(=) (&)

» interface outside
shut

My List @

Clarksville
1010.6.42:8443

Dayton
10.10.6.44:8443

) Hypershield > Richmond
. 1010.6.47:443
ASA Add Static Route [
Manitor Add a simple static route to u73c01p05-ftd-1010-2
10.84.31163:443
asA Dail £ i
¥ Insignts & Reports > LY T
Aseries o nds that we
fun daily on our devicves
& CEvents&logs >
show version full [+
tput of the show
Manage ommand
:'\. Policies > ASA Clear all connecti...[# &
= Objects
AsA show version 4|
'r*m Security Devices
ASA Z
454 GoogleDNS - Press Cmd+Enter to send command Clear
. Set DNS to peint to Google
®-  Secure Connections > L !
AsA Device Cert Check [
o ertificate check for
@ Administration > PN
AsA License Review
RAVPN Pre-Req
i Change Request 4  None No Active Jabs

casco Lo/

BRKSEC-2112

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ASA Management

Scheduled ASA Upgrades

securty Coud Conel Device Upgrade / ASA: Boston RAVPN Headend QU Type ‘Ctri' + '/' to search @ H - H- L0 O- e DS

ankaushi@cisco.com

€ Return to Security Devices

Boston RAVPN Headend

@ Home ASAV (VO1) 7.98 GB
Location vpn-mgmt.shared.labs.cdo.cisco.com:443 Disk Usage 256.27 MB
% Multicloud Defense Failover Mode  Not Cenfigured ]
Devices 1
) Hypershield »
[0 schedule Upgrade Select date and time
Monitor
£ Insights & Reports > 1) ASA Software Im: ASA Software Image  9.20{2.10) @ Select the ASA software image you want to upgrade to.
. Only compatible versions of ASA and ASDM are shown
2 Events&Llogs > O skip Upgrade
Image Source Software Image DNS must be properly configured on the device before

@® Use SCC Image Repository _ attempting the Upgrade. Please referance Contigure
Manage SR S - DNS on ASA for details

(@] Specify Image URL
. 9.20(3.7) 154.46 MB
o5 Policies > If you check “Skip Upgrade,” the ASA software image on

your device will not be changed. You may still upgrade

..l Objects ASDM.
K Security Devices 2 719010 >
Secure Connections >
3) Perform Upgrade
£ Administration >

No Active Jobs

cIsco '&/
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ASA Management

Detailed Changelogs and Diff Views Available

4 securhy cioudcewst  Change Log

Home

»

Multicloud Defense

.\

) Hypershield

Monitor
@ Insights & Reports

2 Events&logs

Manage

o0
»

« Policies

.‘l Objects

fam Security Devices

Secure Connections

£33 Administration

i Change Request 4 Nonp ~

cisco '&/

(@ sesren for events, e

QU TypeCtt + ' to search Q@ A - O &40 O- bt

ankaushi@cisco.com

LastUpdated & Device Name Last Description LastUser
N 4
(o] (w 5 202 Clarksville Conlflict Detected System User Diff
n Nov 6, 2024 a
9 118:14 PM Conflict Detected System User
Nov 6, 2024
w, o Clarksville Changes written successfully System User Diff
L] Nov 6, 2024 a
o 117:06 PM Changes written successfully System User [::]
L Nov 5, 2024 a
o RTath Conflict Detected System User
Nov 6, 2024
= Cloud-delivered FMC Read FMC device records successfully System User Diff
L] Nov 8, 2024 a8
o 112:27 PM Read FMC device records successfully System User

#CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ASA Management

Troubleshooting Tools From SCC - No CLI required

"thithr Security Cloud Control

@A Home

% Multicloud Def

% Multicloud Defense
) Hypershield

Monitor

@ Insights & Reports

Events & Logs

Manage
o .
o% Policies
. ]
a® Objects

ﬁg Security Devices

Secure Connections

@ Administration

Cisco

&./

¢ ASA: Boston RAVPN Headend |/ Troubleshoot

Clear

View Real-Time Log

Interface

Packet Type
® TCP O upe
O 1cmp Owr
O scTP

Source

IP Address

Enter Source

b}

ort

Enter Source Port -

Destination

IP Address

Enter Destination

II

o

ort
Enter Destination Port -

SGT Number (0-65535)

J

e fH - 4L

Q Typecul’ + /' to search

PACKET TRACER OUTPUT

Ta run the Packet Tracer tool fill out th 3 click the "Run Packet Tracer” button in the left panel

filter messages by and click the “View Real-Time Log" button in the left

REAL-TIME LOG OUTPUT

#HCiscoLiveAPJC  BRKSEC-2112

80

@~

nyc-demo

ankaushi@cisco.com
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Cisco

ASA Object and Policy Management

‘i’ Security Cloud Control

A& Home

“a Multicloud Defense

() Hypershield
Monitor

@ Insights & Reports

e Events & Logs
Manage

2% Policies

.Al Objects

Security Devices

. Secure Connections

€ ASA Access Policies / inside_access_in / Access Control Entries

.
T [ Q  search for access rules by components or objects used

QU Type 'Ctrl' + '/ to search

] Displaying 18 rules

@O = O
ious | [next> ] 1>

=0 @-

ankaushi@cisco.com

inside_access_in
55 Access Control Entries (1 Shadowed)

@ Shadowed

nyc-demo _

[rje:m Policy

% Troubleshoot

Line Action Protocol Source Port Destination Port ::i:y]
1 @ Deny ip ELT ELY EmergencyBlock any
2 © Permit udp EL EL Umbrella UmbrellaUDP
’ 3 | Permit tep any any Umbrella UmbrellaPorts [
4 * Permit ip any. any 0365 any
> 5 Permit ip any any ActiveDirectoryServers any
6 * Permit ip AlarmSystemPanel any AlarmCompany any
? 7 | Permit ip any any Duluth-Remote-Newark ~ any
8 Permit tcp web-proxy-servers any ELY wWww
N 9 | Permit tep PrinterAndScanner SuperWoopieApplication  any any
| aw'mhﬂmdw! ip Backend-Servers any any any
I Py Gl Lok T S s ip MySpecialServer any any any
Policy, Click to identify shadowing
T:ls Feinn wcp web-proxy-servers any any https
N 13 E T w©ep EL any any https
14 | Permit ip 10.56.56.123 any any any
> 15 @ Deny ip 10.56.56.0/24 any EL EL
16 /| Permit ip newobjectest any any any
7 Permit iemp any = any -
#CiscoLiveAPJC BRKSEC-2112

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Network Policy

Access Control Entries
1

Logging
Default

Time Range

Select Time Range =

Remarks

Add a remark

Devices

Btoms-asa

Hits

Mo Active Jabs
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ASA Object and Policy Management

Parent Policy:

Home
DNS
% Multicloud Defense A
HTTP Actions
() Hypershieid > Apply Setting Policy to Device
NTP Not Configured
Monitor Policies
SH
Insights & Reports
[ Q | search for policy ] 2 results
yslog
& Events & Logs > Name Type
i Gold-Standard
Manage
| 02676b64-87fe-4076-9556-b4d7d76b0f31_SETTINGS_POLICY_SHARED
® Policies
Clear Selection

. Objects

- Actions

. Secure Connections

@ Administration
i Change Request 4 None « No Active Jo

cisco M. #CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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ASA Management

Lots more functionality including:

M t v . . . ey ege

anagemen - Configuration visibility

Il Configuration « NAT policy

P Restore

< NAT » Backups

= VPN Tunnels List « File management

® Objects

Policy » Certificate management

) File Management

& Settings * Qut of band change management
0O Interfaces « Interface configuration

Trustpoints

% Routing » Routing configuration

B Notes . .
@& Changelog « Shared Platform Settings Policy

cisco W&- #CiscoLiveAPJC ~ BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Change control and visibility

ASA configuration changes

Comparing Files

No differences found

Original Configuration

1

2y :

3 : Serial Number: 9AHFWLUAEQS

4 : Hardware: ASAv, 2048 MB RAM, CPU Xeon ES series 2388 MHz
§ : Written by lockhart
BN |
7
8

ASA Version 9.16(3)19
!

9  hostname Clarksville

18 enable password $shas1 RmJiCK:
11  service-module 8 keepalive-timeout 4
12  service-module @ keepalive-counter 6
13  xlate per-session deny tcp anyd anyd
14 xlate per-session deny tcp anyd any6
15 xlate per-session deny tcp any6 anyd
16 xlate per-session deny tcp any any6
17 xlate per-session deny udp any4 any4 eq domain

18 xlate per-session deny udp any4 any6 eq domain

19 xlate per-session deny udp anyé any4 eq domain

28 xlate per-session deny udp anyé anyé eq domain

21 1

22 license smart

23 feature tier standard

24 throughput level 18

25 no names

26 no mac-address aute

27 ip local pool vpn-pool 172.16.2.18@-172.16.2.199 mask 255.255.255.8
28 ipv6 local pool vpn-ipvé-pool fofe:2222::64/64 128

pa WfttmenXopefuzig== pbkdf2

3l !

31 interface GigabitEthernet@/e

32 nameif inside

33 security-level 188

34 ip address 192.168.228.1 255.255.255.8

iz Change Request 4  None ~

cisco '&/

X

Modified Configuration

[ R

#HCiscoLiveAPJC  BRKSEC-2112

Serial Number: 9AHFWLUAEQS
: Hardware: ASAv, 284B MB RAM, CPU Xeon ES series 2388 MHz
: Written by lockhart
:

ASA Version 9.16(3)19
!

hostname Clarksville

enable passward $s5ha512$5000SbELRNJiCKINefcHavSvepg
service-module @ keepalive-timeout 4
service-module @ keepalive-counter 6

xlate per-session deny top any4 anyd

xlate per-session deny tep any4 anyb

xlate per-session deny tcp any6 anyd

xlate per-session deny tcp anyb anyb

xlate per-session deny udp any4 anyéd eq domain
xlate per-session deny udp any4 anyb eg domain
xlate per-session deny udp any6 any4 eg domain
xlate per-session deny udp anyé anyé eq domain
'

AWVMUHVfttmenXpefuZ1g

license smart

feature tier standard

throughput level 16

no names

no mac-address auto

ip local pool vpn-pool 172.16.2.188-172.16.2.199 mask 255.255.255.8
ipv6 local pocl vpn-ipv6-pool fofe:2222::64/64 128

'
interface GigabitEthernet@/8

nameif inside

security-level 168

ip address 192.168.228.1 255.255.255.8

pbkdf2

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



entralized Cloud

‘s security Cloud Contral

&

Home

Y
Multicloud
Defense

Hypershiald

Manitor

&

Insights &
Reports

e

Events & Logs

Manage

o8
o

Policies
-
$=
Objects

4 Change Request 4

Cisco

Event Logging

Events

((Historicat [ Live | [ search by event fieids and vaiues

Q. Type'ctrt' + ' to search

@6 - o-

@0 r
n@wo [vreTime

nyc-demo _
ankaushifcisco.com

&0 O-

Al times shown in Local

(GMT+11)
Clear | TimaFange After12/00/2023 23:0113 &
Views  Wiewl x  View2 x View3d x  Viewd x

Date/Tima Davica Type Evant Type O Sansor D | Hestname Initlatos IP Respandar I Responder Part  Protocol Action (1 Palicy £

Aug &, 2024, 11:42:44 ASA 302015 192.188.255.2086 192.168.129.87 1821681221 &7 udp Built
Action Built EventType 02005 Protocol ydp
ConnectioniD 23963 Ingressinterface entity ResponderiP 19216829
ConnectoriD DB034396-36,8-40a8-905¢-4d InitiatoriP 19218802987 ResponderPort 67

Z4ebgtsti3 InitiaterPort 68 SenserlD 192.168,255.206

DaviceType ARA MappedinitiatorlP 192.168.129.67 Severity Infarmational
Direction outkesing MappedinitiatorPort 68 SyslogTimestamp
Egressinterface Ingide MappedResponderlP v
EventGroup sessian MappedResponderPort &7 timestamp Aug B, 2024, M:42:44
EventGroupDefinition User Session
EventName Built MDP
Message ASA-G-302015" Buill outbound UDP connection 23963 for inside:192.168.129,1/67 (192.168.129./67) to identity:192.168,122.87/68 [192.168.129.87/68)

Aug 8, 2024, 11:42:44
Aug 8 2024, 1:42:44

Aug 8, 2024, 11:42:44

Nane «

&./

ASA J02015
ASA 217078
ASH 302015

192.168.255.206 192.166.255.206 192.168.255.1

192.168.255.206

192.168.255.206 192.168.128,198 192.168.128.1
#CiscoLiveAPJC

BRKSEC-2112

67 udp Built

67 udp Built

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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suilis Security Cloud Control

74> Home

% Multicloud Defense
) Hypershield
Monitor

£B  Insights & Reports

c Events & Logs

Manage

o%  Policies

9= Objects
Security Devices

~®+  Secure Connections

@ Administration

%= Change Request 4 None »

Cisco

Top Insights & Alerts 1newinsights

Q Type 'Ctrl' +'/' to search (,9

Data sources: FMC

Last 8h

Top Actions

Data Sources:  FTD

<0

21

Total Rules

»7 Access Control Policy Anomalies

AlOps has detected 1anomalies in Access Control policy ‘FP1010Policy".

Policy Analyzer and Optimizer

M 19 Healthy Rules (90%)
M 1 Unhealthy Rules (5%)
B 1 Disabled Rules (5%)

Shadowed  Redundant
0 ~ 0¥ 1 -7 100%

Details >

#CiscoLiveAPJC

Top Information

Overall Inventory

25 Total Devices

A\ Pending Action

6 Other

° Online

BRKSEC-2112

- - € - demo-red _ see
@ W 0 Eo @ ankaushi@cisco.com B
Customize
All Insights
Details
Site-to-Site VPN
Datasources: FTD ASA  Multicloud
8 2 Total Tunnels (i ]
1
< 0% Active (] 100% Idle Y
13
No Active Jobs

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54
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Security Cloud Control Simplifies Advanced
Tooling

Migrate FTD from On-Prem FMC to cdFMC

et Security Cloud Control Migrate FTD to cdFMC Q. Type 'Ctrl' + /' to search @ 6H - H- L0 O- catdemol™

ankaushi@cisco.com

Migrate FTD to cdFMC
Migrate FTD from On-Prem FMC to cloud

@ Home @ oo
% Muilticloud Defense B select On-Prem FMC @ Ensure that you have onboarded your On-Prem FMC to SCC using the Auto discover from Cisco Security Cloud method or the Use Credentials
method. See Onboarding On-Prem FMCs.
" Hypershield >
. After your On-Prem FMC has been onboarded, select it from the list.
Monitar Available On-Prem FMCs (7.2+ only)
@ Insights & Reports > [ h ]
2 Events&logs »
Manage 3 ct ice
°%  Policies »

a ,
®s Objects

i, Security Devices

9+ Secure Connections >

Q Administration 3

c1sco '&/

#CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Wk Security clous comral  Firewall Migration Tool Qm About Firewall Migration Tool e
_ o S — The Cisco Secare Firewsl Migeation Tool enabies yau
= x EIED e o e v na ey
= : Secure Firenal Thieat Defense. The tool can convert
e s onasapas 3 o — = confiqurations from any CIsco AdBRLYe Securtty

Genesal Settings Applanca (ASA] or Firewall Davice Marager (FOM), a5

H well 85 from third-party firewalls Check Point, Palo
Security Cloud Control - e i i B S

Natification Sattings
. . . 1 Hypershiela > [
T ——
o s HiH T — g
Integeations. < When th too i reacy, seect the migeaion and launch the migtation ool
£ isightskRepors > Secure Comnectors

Firewall Management Canter
2 Events & Logs B Dismiss
- & Malficinasd Pefanca.

il seculty CovdConrsl  SETVICES Q, Type ctrr' + /' to search @ H - H- 40 O- nye-deme -

ankaushigeisco.com

> Cloud-Delivered FMC

[Ir— yc-demo app staging.cel.cisco. com
. . . Q. Search by Device Name, IP Address, or Serial Number ] n Version 20240808
Firewall Migration Tool (FMT & e
FMC  SecureConnectors  Multicloud Defense
— Actions
% Multicloud Defense
2 neme Varsion Daviess  Type Status Last Heartbeat © Check For Changes
() Hypershield > &
+ ASA - cdFMC/FTD -
C Cloud-Dellverad FMC 20240808 as Cloud-Delivared FMC © hctive 11/06/2024, 15:03:31 @ Updates
Monitor B Workflows
© APIExplorer
€0 insights & Repors s firepower 101018139 76.0-build 51 1 On-Prem FMC A Unreachable - 0 Unified Events
*  FDM - cdFMC/FTD
~ . = nyc-damo
c N7 Events il Firewall Migration Tool Q 0 - L & @ o RERs
] Initialize Migration X

% poi To initalize the migration process, name this migration and click OK. SCC will
[ C oe Folicies @ ome name 9 St nofify you when the migration 1ol is ready for usa. When ready, select this: isinring Date Actions

named migration and faunch th tool.
®s  Objects

«  Fortinet > cdFMC/FTD =

¥ Secure(  wonio

(oorwrsonrs )

Security () rypersieic > 1 This i an auta-generated name. You can change i 1 you wish.

1 Adminis

51 Administration »

cisco '&/
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Security Cloud Control Simplifies
Advanced Tooling

Cisco Secure Dynamic Attributes Connector (CSDAC)

Generic Text (1)

@ Active
O gitAI-Clttil:)e(ﬂ > auto
|; I\oﬂzlcttiiﬁleoud Defense (1) » auto
[ Office385 () —» auto

S
@ Active : :

cisco W&- #CiscoLiveAPJC ~ BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



Security Cloud Control Simplifies Fleet
Management

itk Securiy Clous conel Seecurity Devices Q Type ‘curt* + 'F* 1o search @ 6 o H- A0 O- nyc-demo

ankaushigatisen com

= Tomplatas | ((Q | Sesrch by Device Name, 1P Aderess, or Serisl Number ) spsyng 100 10 esuts (2] - Boston RAVPN Headend i«
- ASA n-mgmt shared labs. s m4dl @
o Al ASA FTD  Meraki Device Detalls .
2 tame ¢ Gonfiguration Status & Connectivity - Location vpn-
% Multicloud Defense mgmt shared labs. cdo ciszo.cam: 443
Wogel Az (o)
m] ‘.m_‘s o= A Conflict Detected ® Online Sexial SANAHBISMER
" VR > Chassis Serial GANAHBISMEF
London Sofware Version 2200210
. . . F— Monitor o @ Not Synced ® Online ASOM Version 71911
« Code version visibilit g
£¥ Insights & Reponts ’ Baston RAVPN Headend FirawallMode  Routod
nfigur
- 2 Evemsalogs 5 Fallovar Mads Mot Configured
« Hardware/Serial e
Manags © Synced
Vour device's configuration is up-to-sate.
VFTD-40
n | I m be r Vi Si bi | ity 2% Policies > o 2 © Not Synced ® Offine Check for Changes
. - "
%= Objects o v © Not Synced ® Offine Device Actions -
. . g
() fam Security Devices @ Upgrade
VFTD-47 ~
o @ Mot Synced ® Offline »_ Command Line Interface
~®  Secure Connections > S Reconnect
& Update Credentials
-ftd
o o A Unreachable @ Troubleshoot
8 Adminsrason ) O
i © Remove
@ R O Synced =
Management -

~ firenower 101018139 101018140

c1sco '&‘/
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Security Cloud Control Simplifies

Management

Notifications via email or webhooks

bl Security Cloud Control Preferences
A Home
% Multicloud Defense
) Hypershield >
Monitor
@ Insights & Reports >
2 Events&logs >
Manage
2% Policies >
"l Objects
Pem Security Devices
~®*  Secure Connections >
@ Administration >

None =

&./

%= Change Request 4

Cisco

Q Type ‘Ctrl* + '/ to search

Notification Preferences

Notifications are deleted after 30 days.

General Preferences

Notification
Preferences

e Workflows
[ Deployments

O Failed D Started
Backups

Failed (@ Started
Upgrades

@ Failed @ Started
) Migrate FTD to cdFMC
(0 Failed (J Started

{J) commit pending

Subscribe to receive email alerts

D Succeeded

Succeeded

Succeeded

[ succeeded

Use SCC notification settings above

#CiscoLiveAPJC

BRKSEC-2112

Fleet

@ . demo-red

e Q 2 a 2 ée ankaushi@cisco.com

Device Events
© Al device events
I D Went offline
() Back online
(0 Conflict detected
I HA state changed
I Site-to-Site session disconnected

() Certificate expiring

Background arch
() All background log search events
{0 search started

() search completed

() search failed

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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|OS Bulk CLI Access & C

sl security Cloud Control

A Home

% Multicloud Defense
) Hypershield
Monitor

@ Insights & Reports

& CEvents&Llogs

Manage
o%  Policies
9= Objects
Fam Security Devices

~®*  Secure Connections

121 Administration

3= Change Request 4 None a

Cisco

< Bulk CLI

>

&./

*
©

Macros

105 Show Routes

Shows the IP routing table

105 Create VLAN |
Creata a VLAN on the device

105 Check For VLAN @
See AN is Defined

105 Commit Change =
y running config to startup
nfig

105 Find a MAC

105 Find an IP
Finc

5 an IP adc

n Command sent on 11

Q Type 'Ctrl' + '[' to search

/2024, 4:57:50 PM

(]

> sh ip] route

Pre:

55 Cmd+Enter to send command Clear

Showing response for 1 Devices

onfig Visibility

demo-red
ankaushi@cisco.com

e H - LH- O O-

My List @ Execution @ z 2
s By Response By Device
‘Worcester
1 Devices 5
Fitchburg Worcester =
1Devices 3
Fitchburg —

# terminal length @

# sh ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, H - NHRP, 1 - LISP
a - application route
+ - replicated route, % - next hop override
Gateway of last resort is 10.10.6.33 to network 8.8.8.0

5% ©.8.8.8/8 [1/0] via 10.18.6.33, GigabitEthernetl
18.8.8.8/8 is variably subnetted, 2 subnets, 2 masks

© 18.18.6.0/26 is directly connected, GigabitEthernetl
L 18.18.6.51/32 is directly connected, GigabitEthernetl
#HCiscoLiveAPJC  BRKSEC-2112
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ASA and FTD RAVPN Monitoring

Security Cloud Cantrol Remote Access Monitoring Q. Type Ctrl' + '/ to search @ H 2O0- LH- HO O- nyc-demo _

ankaushi@cisco.com

\' Historical - RAVPN | MFA | [ Q  Search by Username, Device Name, IP, Group Policy, or Connection Profile ] Displaying 50 of 78 results @ » aaron.ramsdale
g Connected for 1h:12m:9s
& Home Clear  Devices All Devices & User Details -
Location &l Ashburn, Virginia,
%a Multicloud Defense Username = Device Name 3 Assigned IP (v4) ¢ AssignedIP(v6) ¢ PubliclP 3 Login Time & Duration 2 DataTX 2 DataRX $ Location = . _— :mlvd States i
P P
I aaron.ramsdale  Boston RAVPNH  172.16.012 34.228.89.40 18:00:09 11/06/21  1h:12m:9s & 1.64 KB = == Ashburn, Group Palicy (] CUSOm-TRVp-group-
) Hypershield > policy
aaron.ramsdale  Boston RAVPN H  17216.0.212 34.228.89.40 18:20:08 11/06/2( Oh:52m:10s 1.20.92KB - =8 Ashburn, Assigned IP (v4) 7218012
Assigned IP [v6)
Monitor aaron.ramsdale  Boston RAVPNH  17216.0.218 34.228.89.40 19:00:09 11/06/21  0h:12m:9s 1979KB - =8 Ashburn, Public IP 34.228.89.40
Data Transmitted 21164KB
: arsene.wenger  Boston RAVPN H  17216.0.220 34.228.89.40 18:00119 11/06/2C  1h:Tm:59s L 165KB - =5 Ashburn, Idle Timeout Left 60 Minutes
@ Insights & Reports >
arsene.wenger  Boston RAVPNH  172.16.0.246 34.228.89.40 19:00:20 11/06/2(  Oh:1Im:58s L1793KB - &= Ashburn, Device Details =
T Events&logs b arsene.wenger  Boston RAVPN H  17216.0.214 34.228.89.40 18:20119 11/0B/2C  Oh:5Tm:59s 120.92KB - =& Ashburn, Device Name Boston RAVPN Headend
Device Type EASA
ben.white Boston RAVPNH  172.16.0.225 34.228.89.40 19:00:111/06/20  Oh:1Zm:7s £9.79KB - =B Ashburn, Security Group Tag nane
Manage
ben.white Boston RAVPN H  172.16.0.85 34.228.89.40 1B:00:11 11/08/20  Th:12m:7s L MBAKB - =5 Ashburn,
2% Policies > ) . Actians
o ben.white Boston RAVPN H  172.16.0108 34.228.89.40 18:20:10 11/06/2C  Oh:52m:8s 1.2092KB - =5 Ashburn,
®u Objects bukayo.saka  BostonRAVPNH 172160199 3422889.40  18:00:16 11/06/2C Th12m:2s L1165 KB - == Ashburn, G W LEDCT
A @ Terminate all sessions on this device
bukayo.saka Boston RAVPNH  172.16.0.239 34.228.89.40 19:00:17 11/06/2C  Oh:12m:ls 19.79KB - == Ashburn,
Security Devices
bukayo.saka Boston RAVPN H  172.16.0.207 34.228.89.40 18:20:16 11/06/2C  Oh:52m:2s 4.20.92KB - =B Ashburn,
~9~  Sacure Connections > cedric Boston RAVPNH  172.16.0M12 34.228.89.40 18:20:12 1/06/2C  Oh:52m:6s 12082 KB - =5 Ashburn,
cedric Boston RAVPN H  172.16.0.150 34.228.89.40 18:00:12 11/06/2C  Th:12m:6s 11165 KB - =B Ashburn,
@ Adm E cedric Boston RAVPN H  172.16.0.229 34.228.89.40 19:00112 11/06/2C  Oh:12m:6s 19.79KB - =5 Ashburn,
david.raya Boston RAVPN H  172.16.0.55 34.228.89.40 18:00:09 11/06/21  Th:12m:9s L 1164KB - == Ashburn,
david.rava Boston RAVPN H  172.16.0.56 34.228.89.40 18:20:08 11/06/2 _Oh:52m:9s 1209 KB - =8 Ashburn

cisco '&/

#CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



Devops

cisco L{V&/



Security Cloud Control API

Grant U%er Access to»CDO_cylsco_ctJhcckne B . PublIC REST APl
« Simple Bearer token authorization

« Single endpoint for both Security Cloud
Control and cdFMC API calls

@ No API Token

12/1/2022
5:44:08 AM

@ No API Token

https://developer.cisco.com/docs/cisco-security-cloud-control/
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Security Cloud Control Postman Collection

2, My Workspace New  Import A GET Get Devlces

Get Devices

Onboard FTD device,

Iv1finventory/devices?limit=50&cffset=0
Register FTD device to FMC fuiinventenyfgericessim o send

Delete cdFMC managed .. Hesdars (¢ scripts T o5 Cookies

Onboard Duo Admin Panel

User-Agent PostmanRuntime/7.41.2
Onboard ASA device

Reconnect ASA device Accent

Read ASA device configur.. Accept-Encoding azip, deflate, br
Degploy ASA device changes Connection keep-alive

Execute CLI Command

<IN M<]

Accept application/json
Execute CLI Macro Comm...

GET Get Template Device
bEL Delete Template Device
PaTcH Modify Template Device
GET Get Cloud Service
ceL Delete Cloud Service
PaTcH Modify Cloud Service
GET Get Device Manager
oeL Delete Device Manager

eaTcH Modify Device Manager ,
184ed35-5317-
5.47:443

ceL Delste Device . A X6"

GET Gat Device

eaTcH Modify Device

GET Get Template Devices ] d iv t UNREACHABLE

N",
GET Get Cloud Services . D . .

INFLICTS",

GET Get Device Managers
GET Get health metrics on devi...

GET Get Devices

#CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Security Cloud Control SDK (Python

cdo-sdk-python 1.2.97 v | esresn |

pip install cdo-sdk-python @ Released: about 7 hours ago

CDO API

Navigation Project description

Cisco Defense Orchestrator (CDO) Python SDK

D Release history

The CDO Python SDK facilitates automated interaction with the Cisco Defense Orchestrator (CDO) API, enabling
& Download files developers to integrate Cisco's cloud-based security policy and device management into Python applications.

For more information and detailed documentation, visit the CDO Python SDK documentation.
Verified details (whatis this?) Read more about C
These details have been verified b

A Installation
Maintainers

cdo.ops Install the CDO Python SDK package with the following command:

talhazill4
pip install cdo-sdk-python

cisco M&- #CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 66
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Security Cloud Control Terraform Provider
(UETH— | L TT———

Providers CiscoDevNet cdo Version 1.4.6 v

cdo = e mentation [ NVSALTLI 30

CDO Provider E oNTHI

Schema

Use the Cisco Defense Orchestrator (CDO) provider to onboard and manage devices and

2
other resources supported by CDO. Report an issue (4

cdo provider
> Resources

> Data Sources Schema

Required

e base_url (String) The base CDO URL. This is the URL you enter when logging into
your CDO account.

Optional

* api_token (String, Sensitive) The API token used to authenticate with CDO. <
to learn how to generate an API token.

cisco M&- #CiscoLiveAPJC BRKSEC-2112 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs

Security Cloud Control Ansible Collection (Under
development)

= @Qonrnxy

Ansible Galaxy
cisco.cdo
Search .
Version 11.1updated a year ago (latest)
Collections v
Install Documentation Contents Import log Dependencies
Collections
Namespaces
Install
Roles > A collection for automating Cisco Defense Orchestrator
X cdo  defense  cdfme ' fmc  security  orchestrator ios  cisco  firepower  ftd @ asa
Documentation z
Installation ansible-galaxy collection install cisco.cdo |H
Terms of Use & Note: Installing collections with ansible-galaxy is only supported in ansible-core>=2.13.9

Download

& Download tarball

Requires Ansible >=2.9.10
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Security Cloud Control Devnet Learning Labs

BZ:Net ‘ Learning Labs Center

‘=  Editor

= Automating Cisco Defense Orchestrator using Terraform @ 120mins 8 B ™ cache

This section explains how you can set up the Terraform environment by adding the required input
variables to the terraform.tfvars file.

Add your AWS credentials to the environment

This Lab creates resources in your AWS environment. We use the Terraform AWS Provid i bashrc
expects AWS credentials. There are multiple ways in which we can provide credentials to "
orofile
configure the provider (see the provide in this section, we describe how to set the !
credentials in environment variables.
As a first step, you must c e an IAM account in your AWS account.
Set the following two environment variables:
= AWS_ACCESS_KEY_ID : Specifies an AWS access key that is associated with an IAM account.
* AWS_SECRET_ACCESS_KEY : Specifies the secret key that is associated with the access key. This Terminal W
is essentially the " password" for the access key. developer:src > |

Run the following commands on the in-browser terminal:

export AWS_ACCESS_KEY_ID=<your-aws-access-key>
export AWS_SECRET_ACCESS_KEY=<your-aws-secret-access-key>

Optional: Using temporary AWS credentials for extra

A

A
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Key Takeaways

« Centralized, Cloud-Managed Security Solution

« Better Operational Efficiency and Scalability using Al Assistant
« Enhanced Security Posture with Simplified Management

« Data-Driven Insights and Continuous Improvement leveraging AlOps

« Automated Updates and Rapid Feature Deployment
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Cisco Secure Firewall YouTube Channel
Cisco Secure Firewall YouTube Channel

Security Cloud Control Playlist on Cisco Secure Firewall YouTube Channel
(O 8 httpsi/fwwwyoutube.com/@C %) @ L 0B & =
Search Q 8 ﬁp a

I
CISCO

SECURE
FIREWALL
Cisco Secure Firewall
a | ]
E==_: @CiscoNetSec £\ subscribed v
4.78K subscribers
PLAYLISTS COMMUNITY CHANNELS ABOUT Q

HOME VIDEOS LIVE

3] Cisco Secure Firewall - 7.3 Release Overview

Cisco Secure Firewall + 647 views * 5 days ago
= In this video, Alan will walk you through Cisco Secure Firewalls latest release, 7.3, and review some of the
ighli T 1:01 - QUIC Fis (EVE ) 2:23-...

FIREWALL -
7.3 OVERVIEW

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public CiscofBonfidential
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https://www.youtube.com/@CiscoNetSec
https://www.youtube.com/watch?v=7_lRa8Doi-E&list=PL_VvDNvGnyZ0n-9JtQxE9KEJQM0dng3RV
https://www.youtube.com/@CiscoNetSec

|
[ FULL CONFERENCE ]I IT LEADERSHIP ” FULL CONFERENCE PLUS l
Cisco Hypershield: a New Era of Al-Native Security for Data Centers and Cloud
[BRKSEC-1501]
[ Schedule ] Wednesday, Nov 13 | 4:15 PM - 5:45 PM AEDT | Room 207
Aamer Akhter, Sr. Director, Product Management, Cisco

v
-!

[ FULL CONFERENCE “ IT LEADERSHIP ][ FULL CONFERENCE PLUS ]

Intelligent Security for the Hybrid Cloud and Multi-cloud [BRKSEC-2581]

m Wednesday, Nov 13 | 1:00 PM - 2:30 PM AEDT | Room 212

Eric Kostlan, Technical Marketing Engineer, Cisco
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: Insert preferred comms method
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Thank you
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