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Your Speaker
Anshul Kaushik

• ankaushi@cisco.com 

• CCIE Security #23790

• 21 Years in Industry, 19 with Cisco

• TAC – Presales - Channels

• Drive end to end Security Enablement

• Lives in Melbourne and like outdoors

mailto:ankaushi@cisco.com
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Cisco Webex App 

5BRKSEC-2112

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.

1
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2112
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• Security Challenges in Today's 
Organizations

• Cisco Security Cloud Control 
Overview & Demo

• cdFMC and FTD Management & 
Demo

• ASA Management & Demo

• DevOps

• Key Takeaways and Resources
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84%

of initial access vectors 
leading to incidents could 
have been prevented with 

security best practices
1
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Overloaded 
sensor
dropping packets at peak

Poor visibility into 
past events
preventing threat investigation

Fragmented device 
tracking
slowing response to outages

Misordered 
firewall rule
lost in 10s of thousands

Disabled 
security feature
discovered in retrospect

Steep learning 
curves for IT teams
when transitioning to cloud
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Configuration and monitoring are common culprits
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Complexity 
has exceeded 
human scale

C O M P L E X I T Y

R O O T  C A U S E
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P O L I C Y  R I C H N E S S

Human-scale 
management

T O D A Y
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Breach Protection  

Firewall

Cloud Protection  
(w/ Cisco Hypershield)

User Protection

A
I

Id
en

ti
ty

 In
te

lli
ge

n
ce

Security Cloud Control: Simplifying management 
for the Cisco Security Cloud
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Cisco Security Cloud Control
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Simplify 
operations

Centralize visibility and management 
of devices and policies

Improve 
productivity

Minimize dependance on tribal 
knowledge and manual work 

Enhance  
security

Leverage AI to strengthen 
protection and prevent downtime 

Empower your security teams by expanding firewall management capabilities to the cloud 
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Simplify Operations

Streamline policy and device control

Security Cloud Control

Secure 
Firewall 
Threat 
Defense

Secure 
Firewall 
ASA

Multicloud 
Defense

Objects

PoliciesPoliciesPolicies

Objects

Unified connectivity

Centralize coordination of all 
ASA and FTD form factors
eliminating complexity across 
diverse environments

Ensure consistent security 
policies and compliance
reducing misconfigurations

Automate object updates
saving time for strategic initiatives

Retain on-premises FMC or 
manage firewalls directly from 
Security Cloud Control
allowing you to migrate to the 
cloud at your own pace
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Simplify operations

Gain end-to-end visibility from a single screen

Access comprehensive insights
across all firewall and security 
deployments

Enable prompt issue resolution    
through a live view of network
traffic and security events

Empower informed decisions 
with operational insights from
network data
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Surface top insights and 
alerts that needs 
immediate attention for 
security and improved 
network performance. 

Present key items with 
recommended actions to 
improve policy hygiene & 
overall security posture

Simplify operations
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Centralized view 
of all the changes 
across Firewalls, 
VPN, Multicloud 
Defense.

Simplify operations
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Security Cloud 
Control Demo



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 17BRKSEC-2112



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 18BRKSEC-2112

Enhance security

Optimize policies tailored to your environment

Policy analyzer 
and optimizer

Minimize misconfigurations

and downtime

Speed up policy deployment 

and updates

Improve firewall performance

Aid collaboration with the 

AI Assistant

Address issues such as overlapping, 

hidden, or overly broad rules 

Improve overall security 

posture
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Surface anomalies in 
rules to guide users to 
attend to stale rules and 
other policy hygiene 
issues that might be 
oversights 

Enhance security
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Config anomalies 
detected in a real 
customer deployment

Misconfigurations 
lead to breaches.

81%

Enhance security
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Policy Analyzer and Optimizer Demo

21BRKSEC-2112
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Improve Productivity

Expedite workflows using a conversational interface

Assist Policy configuration

Augment Troubleshooting

Automate Policy Lifecycle Management

22BRKSEC-2112
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Users will be notified 
through AI assistant and 
could kick off remediation 
workflow through the 
conversational interface.

Improve Productivity



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 24BRKSEC-2112

Improve Productivity
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Create firewall rule in 
conversational language.

Rule recommendation will 
be analyzed against 
existing rules to avoid rule 
shadowing, duplicating 
rules and other unintended 
scenario.

Improve Productivity
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AI Demo

26BRKSEC-2112
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• Discover patterns in security events using 
predictive analytics

• Improve security posture with AI-guided 
best practices

• Reduce mean time to resolution with risk-
based prioritization

• Get the most out of security spending by 
leveraging the feature utilization overview

Improve productivity

Boost productivity with actionable intelligence

Health
Insights

Ops
Insights

Traffic
Insights

Config
Insights

Security
Insights
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AIOps - Use Cases Demo

28BRKSEC-2112
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Cloud Delivered 
Firewall Management 
Center



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cloud Delivered FMC (cdFMC)

BRKSEC-2112

• Not just a lift-and-shift VM - “Cloudified”

• Monolithic backend systems evolved to cloud-native technologies

• Economy of SCALE: Manage 1000 FTDs from a single cdFMC

• No FMC maintenances to perform – Complete SaaS by Cisco

• Physical or virtual FTDs

• Newest features delivered every 4-6 weeks!

30
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Cloud Delivered FMC (cdFMC)

New Magnetic UI coming to cdFMC 

31BRKSEC-2112
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Security Cloud 
Control-cdFMC 
Architecture
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cdFMC AI Assistant

33BRKSEC-2112
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Cloud Delivered FMC (cdFMC)

BRKSEC-2112 35

• API Explorer and FMC API Available via SCC Public API

• Code based on OnPrem FMC

• Cisco SaaS manages the FMC freeing you to focus on Policies

• cdFMC is included with every SCC tenant

• cdFMC is not in the flow of Analytics

• Analytics handled by SCC Cloud Events and XDR 
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Logging 
Architecture

36BRKSEC-2112
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New Magnetic UI coming to 
cdFMC in October!

37

Unified Event Viewer in cdFMC
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FTD Policy Analyzer and Optimizer
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Demo of cdFMC 
and FTD 
management
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ASA Management
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ASA Management
Objects and Policy Management
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ASA Management
Policy Based and VTI/Route-Based VPN Wizards
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ASA Management
ASA Bulk CLI and Macros
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ASA Management
Scheduled ASA Upgrades
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ASA Management
Detailed Changelogs and Diff Views Available
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New UI coming to 
cdFMC in October!

47

ASA Management
Troubleshooting Tools From SCC – No CLI required
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ASA Object and Policy Management
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ASA Object and Policy Management

49BRKSEC-2112
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ASA Management Lots more functionality including:

• Configuration visibility

• NAT policy

• Backups

• File management

• Certificate management

• Out of band change management

• Interface configuration

• Routing configuration

• Shared Platform Settings Policy
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Change control and visibility

ASA configuration changes
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Centralized Cloud ASA Events

❖ Centralized Logging and Analytics for ASA and FTD



Cisco Confidential

Live demo of common ASA tasks

Demo of 
common ASA 
tasks
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Advanced Tooling 
& Features
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Security Cloud Control Simplifies Advanced 
Tooling
Migrate FTD from On-Prem FMC to cdFMC



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Security Cloud Control 
Simplifies Advanced Tooling

Firewall Migration Tool (FMT)

• ASA → cdFMC/FTD

• FDM → cdFMC/FTD

• PAN → cdFMC/FTD

• Fortinet → cdFMC/FTD

57BRKSEC-2112
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Cisco Secure Dynamic Attributes Connector (CSDAC)

Security Cloud Control Simplifies 
Advanced Tooling

58BRKSEC-2112
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Security Cloud Control Simplifies Fleet 
Management

• Code version visibility
• Hardware/Serial 

number visibility
• High Availability
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Security Cloud Control Simplifies Fleet 
Management
Notifications via email or webhooks
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IOS Bulk CLI Access & Config Visibility
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ASA and FTD RAVPN Monitoring
❖ Remote Access VPN (Live and Historical)
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Devops
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Security Cloud Control API

• Public REST API
• Simple Bearer token authorization
• Single endpoint for both Security Cloud 

Control and cdFMC API calls

https://developer.cisco.com/docs/cisco-security-cloud-control/
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Security Cloud Control Postman Collection

https://developer.cisco.com/docs/cisco-security-cloud-control/postman-collection/

https://developer.cisco.com/docs/cisco-security-cloud-control/postman-collection/
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Security Cloud Control SDK (Python)

https://pypi.org/project/cdo-sdk-python/

https://pypi.org/project/cdo-sdk-python/
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Security Cloud Control Terraform Provider

https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs

https://registry.terraform.io/providers/CiscoDevNet/cdo/latest/docs
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Security Cloud Control Ansible Collection (Under 
development)

https://galaxy-dev.ansible.com/ui/repo/published/cisco/cdo/

https://galaxy-dev.ansible.com/ui/repo/published/cisco/cdo/
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Security Cloud Control Devnet Learning Labs
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Wrap-Up
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Key Takeaways

• Centralized, Cloud-Managed Security Solution 

• Better Operational Efficiency and Scalability using AI Assistant

• Enhanced Security Posture with Simplified Management

• Data-Driven Insights and Continuous Improvement leveraging AIOps

• Automated Updates and Rapid Feature Deployment

BRKSEC-2112 72
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Cisco Secure Firewall YouTube Channel
Cisco Secure Firewall YouTube Channel

Security Cloud Control Playlist on Cisco Secure Firewall YouTube Channel
Graphical user interface, text, application

Description automatically generated

BRKSEC-2112 73

https://www.youtube.com/@CiscoNetSec
https://www.youtube.com/watch?v=7_lRa8Doi-E&list=PL_VvDNvGnyZ0n-9JtQxE9KEJQM0dng3RV
https://www.youtube.com/@CiscoNetSec
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Complete Your Session Evaluations

75

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKSEC-2112
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: Insert preferred comms method

76BRKSEC-2112

http://www.ciscolive.com/on-demand
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