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• Direct Internet Access (DIA)

• PBR with Path Monitoring

• Simplified Branch to Hub 
Communication using DVTI

• SASE / Security Service Edge 
integration

• Monitoring & Troubleshooting
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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.

1

2

3

4

https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-2018
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About me

Jeff Fanelli

• jefanell@cisco.com

• Distinguished Solutions Engineer

• 19 years @ Cisco

• 40+ Cisco Live & Cisco Connect 
Presenter

• Husband + father

• Instrument-rated pilot

• Sausage dog servant
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Introduction
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Traditional WAN Architecture

Traditional WAN topology backhauls all internet traffic to the 
enterprise Data center, resulting in poor application experience, 
Packet Latency, drops and Jitter.

Internet

Corporate 
Firewall

Branch 
Firewall

Branch 
Firewall

Bottleneck

VTI Tunnel

ISP
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Simplifying Branch Deployments

• Route Based VPN VTI 
tunnels between 
branches (Spokes) to 
headquarters (Hubs)

• EIGRP and OSPF 
over VTI

• DVTI support DHCP

Secure Elastic 
Connectivity

• Dual ISP 
configuration

• Active-Standby 
Backup VTI tunnel 
configuration with 
SLA monitoring

• Optimal Path 
Selection based on 
interface Monitoring

WAN Optimisation

• Increased support for 
load-balancing 
across multiple ISPs

• ECMP Support for 
VTI

• Application based 
load balancing using 
Policy Based Routing 
(PBR)

Increased Usable 
Bandwidth

• SaaS Application 
detection (Fist Packet 
using AVC)

• DNS Snooping using 
trusted DNS Servers

• PBR using 
Application as 
matching criteria

Direct Internet Access 
for Public cloud

• Data Interface 
Management

• SASE: Umbrella 
Auto-Tunnel 
deployment

• DVTI Hub and Spoke 
topology 
simplification

Simplified 
Management
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Direct Internet Access (DIA)

Routing traffic directly out to the internet rather than backhaul to 
central site

Corporate 
Firewall

Branch 
Firewall

Cloud 
Applications

Internal-LAN

ISP1

Corporate 
Network

Deployment Scenarios:
• For SaaS applications
• For specific users or networks

VTI Tunnel

ISP2
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DIA 
Configuration 
Walkthrough
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Configure Interfaces

• Define and configure interfaces to be used as ingress and egress

• To ensure that all traffic forwarded to the Central site is encrypted, 
configure Static VTIs

• These will be used as egress interfaces

Direct Internet 
Access

Cloud 
Applications

Corporate 
Firewall

Branch 
Firewall

Internal-LAN

ISP1

ISP2

VTI Tunnels

ISP
VTI1

VTI2

ISP1

ISP2
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Configure Extended Access-list

• Configure Extended Access List for Applications

• The selected applications (NSOs) in each of the Access Control entries 
form a NSG

• This NSG is used in DIA to classify traffic based on the match criteria

BRKSEC-2018 18
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Configure Policy-Based Routing 

• PBR can be used to classify the network traffic based on 
applications

• PBR policy enables to securely breakout traffic for specific applications

Define Ingress interface

BRKSEC-2018 19
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Configure Policy-Based Routing 

• Traffic will be forwarded through the Egress interfaces based on 
the Interface Ordering parameters:

• Static parameters: By Order, By Priority

• Dynamic parameters: Round Trip Time(RTT), Jitter, Mean Opinion Score 
(MOS) or Packet Loss

Match Traffic Criteria and Egress Interfaces

BRKSEC-2018 20
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Interface Priority

• Traffic is routed to the interface with the least priority first

• If the priority value is the same for a group of interfaces, then traffic is 
load balanced among them

• There are 2 ways to configure interface priority:

2

1
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Configure Policy-Based Routing 

• Multiple PBR Rules configured on different set of ingress interfaces

Match Traffic Criteria and Egress Interface

Interface Ordering 
By Priority

Interface Ordering 
By Order

Interface 
Priority

BRKSEC-2018 22
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DIA End to End Flow

ISP1 

ISP2 

SaaS 

www.Webex.com 

Trusted DNS 
Server

1

1

1. User initiates DNS Request for a particular application

2. Firewall snoops the DNS response and stores the domain 
information along with the IP address

2

2

Branch 
Firewall

Internal-LAN
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DIA End to End Flow

ISP1 

ISP2 

SaaS 

www.Webex.com 

Trusted DNS 
Server

3. Application traffic will be sent among the egress interfaces based 
on the Interface Ordering configuration in the PBR policy

Branch 
Firewall

3

Internal-LAN
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PBR with Path 
Monitoring

(From FTD 7.2+)
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PBR with Path Monitoring

• PBR with Path Monitoring steers traffic based on dynamically 
monitored interface statistics such as RTT, Jitter, MOS and packet 
loss 

• These metrics are collected dynamically using ICMP/HTTP Probe 
messages

ISP1 - RTT=1.6 msec

ISP2 - RTT=1.5 msec

Branch 
Firewall Monitored host

ISP1 

ISP2 

Internal-LAN
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ICMP Path 
Monitoring
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ICMP Path Monitoring
Components

Path Monitoring 
Module

(PMM)

Responsible for 
collecting the Link 
metrics using ICMP 
probes

Policy-Based 
Routing

(PBR)

Responsible for routing 
the traffic using egress 
interface as per the best 
metric reported by the 
PMM

BRKSEC-2018 29
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ICMP Path Monitoring
Architecture Overview
1. PMM sends ICMP probes to 

Monitored destinations

2. PMM computes and stores 
interface metrics

3. PMM pushes the list of 
interfaces that have updates 
to PBR

4. PBR fetches the latest 
available metrics from PMM 
internal DB

5. PBR pushes the routing 
updates

PMM PBR

Metric DB for each 
monitored interface

Update 
Data Path

ping

ping

Monitored 
Destinations

1

2

3

5
4

Interface: ISP1
RTT average: 1474 microsecond(s)
Jitter: 261 microsecond(s)
Packet loss: 0%
MOS: 4.40
Last updated: 10 second(s) ago

Interface: ISP2
RTT average: 883 microsecond(s)
Jitter: 158 microsecond(s)
Packet loss: 0%
MOS: 4.40
Last updated: 10 second(s) ago
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ICMP Path 
Monitoring 
Configuration 
Walkthrough
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ICMP Path Monitoring Configuration

• Enable Path Monitoring at the interface level

• Link metrics determined using ICMP to either Next Hop (auto, auto4, 
auto6) or to the explicit IP

BRKSEC-2018 32
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PBR Policy Configuration

• PBR Interface Ordering enhanced to adaptively steers traffic based 
on the dynamically monitored metrics per egress interfaces

BRKSEC-2018 33



HTTP Path 
Monitoring

(From FTD 7.4+)
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HTTP Path Monitoring

HTTP probes are sent to measure path metrics for selected 
applications across all egress interfaces configured for path 
monitoring.

SaaS 

www.Webex.com 

Branch 
Firewall

ISP1 

ISP2 

ISP1 - RTT=1.6 msec

ISP2 - RTT=1.5 msec
Internal-LAN
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HTTP Path Monitoring
Components

HTTP Client

Sends HTTP Ping to 
the monitored 
domains and 
forwards the 
response back to 
PMM.

Path 
Monitoring 

Module

(PMM)

Responsible for 
computing and 
storing the Link 
metrics through 
ICMP or HTTP 
probes.

Policy-Based 
Routing

(PBR)

Responsible for 
routing the traffic 
using egress 
interface as per the 
best metric reported 
by the PMM.
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HTTP Path Monitoring
Architecture Overview

1. PMM will start application monitoring when a DNS entry is snooped for a domain
2. PMM computes and stores interface metrics
3. PMM pushes the metric values per domain and egress interfaces to PBR every 30 

seconds
4. PBR pushes the routing updates

1

PMM PBR

Metric DB for 
application

Update Data 
Path

HTTP Ping

Monitored 
applications

HTTP Client 
Module

HTTP Ping

2

3

4

Interface: ISP1 (GigabitEthernet0/0)
Network Service: Webex
Domain Name: Webex.com
RTT average: 1674 microsecond(s)
Jitter: 261 microsecond(s)
Packet loss: 0%
MOS: 4.40
Last updated: 10 second(s) ago
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HTTP Path Monitoring
End to End Flow

1. User initiates DNS Request for a particular domain

2. Firewall snoops the DNS response and stores the domain 
information along with the IP address

Trusted DNS 
Server

ISP1 

ISP2 

SaaS 

www.Webex.com 

1

12
2

Branch 
Firewall

Internal-LAN

DMZ
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HTTP Path Monitoring
End to End Flow

3. HTTP Client sends HTTP probes to the IP addresses for the 
monitored domains on the egress interfaces with Path Monitoring 
enabled

ISP1 

ISP2 

SaaS 

www.Webex.com 

Trusted DNS 
Server

Branch 
Firewall

3
Internal-LAN

DMZ
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HTTP Path Monitoring
End to End Flow

4. PMM computes and stores the metrics (Jitter, Packet Loss, RTT 
and MOS) which are then shared with the PBR module

ISP1 

ISP2 

SaaS 

www.Webex.com 

Trusted DNS 
Server

Branch 
Firewall

4

ISP RTT(msec)

1 1.6

2 1.8

DMZ

Internal-LAN
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HTTP Path Monitoring
End to End Flow

5. Application traffic is sent through the selected interface based on 
whichever interface is better for the metric type configured

ISP1 

ISP2 

SaaS 

www.Webex.com 

Trusted DNS 
Server

Branch 
Firewall

5

ISP RTT(msec)

1 1.6

2 1.8

Internal-LAN

DMZ
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HTTP Path 
Monitoring

Configuration 
Walkthrough
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HTTP Path Monitoring Configuration

• Enable HTTP Path Monitoring at the interface level

Read Only
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Identity and SGT 
Support

(From FTD 7.4+)
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PBR with User Identity and SGT

Additional attributes  can be leveraged in the PBR policy:
• User Identity
• AD Group Membership
• Security group Tag (SGTs)

Cloud 
Applications

ISP1
Guest Users

Employess

Guest Users

IoT Devices

Umbrella

By default, all traffic is routed 
to Headquarters

VTI Tunnels

Internal servers

Storage
Corporate 
FirewallBranch 

Firewall

ISP2
Employees

ISP
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PBR with User Identity and SGT

• How it works

Active Directory

Remote 
Branch 
Firewall

Remote
Network

ISE

FMC User Login events
SGT Info

Users and Group associations

Login events with:
• User/IP Mappings
• SGT/IP Mappings
• AD Group Memberships

ISP2

ISP1

Interface selected based on PBR
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Configure Extended Access-list

• Configure Extended Access List with User Identities and Security 
Group Tag (SGT)
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Branch to Hub 
Communication

using DVTI
(From FTD 7.3+)
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Tunnel Interface

• Tunnel Interface interconnects underlay and overlay network.

• Supports only native IPSec IPv4/IPv6 on ASA/FTD (no GRE)

• Main building block for ASA / FTD SDWAN VPNs.

TUNNEL 
INTERFACE

Overlay Underlay

BRKSEC-2018 50
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IPSec Virtual Tunnel Interface

• Provides a virtual routable interface for terminating IPsec tunnels

• Simplifies the configuration of IPsec for protection of remote links

• The VTI tunnel is always up (does not need “interesting traffic”)

• No multicast support on ASA / FTD over VTI

IPSec VTI

BRKSEC-2018 51
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IPSec Tunnel Interface Types
Static Virtual Tunnel Interface (SVTI)

Hub 
Firewall

Spoke 
Firewall 

Tu0 Tu0

Interface tunnel1

nameif tunnel-to-dc

 ip unnumbered loopback1

 tunnel source GigabitEthernet1

 tunnel destination 10.0.0.2

 tunnel mode ipsec ipv4

 tunnel protection ipsec profile default

• Static Virtual Tunnel Interfaces (VTI) are introduced in FTD 6.7

• Static VTI is supported in HA and Multi-Instance

• VTI are not supported in clustering
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IPSec Tunnel Interface Types
Dynamic Virtual Tunnel Interface (DVTI)

Hub 
Firewall

Spoke 
Firewall 

Tu0 VA1

interface Virtual-Template101 type tunnel

 nameif dVTI101

 ip unnumbered Lo10

 tunnel source interface Corp-ISP1

 tunnel mode ipsec ipv4

 tunnel protection ipsec profile FMC_IPSEC_PROFILE_2

VT1

> show interface Virtual-Access 1

Interface Virtual-Access1 "dVTI101_va3", is up, line protocol is up

  Hardware is Virtual Access MAC address N/A, MTU 1445

 IP address 169.254.255.1, subnet mask 255.255.255.255

  Vaccess Interface Information:

 Source IP address: 198.18.9.20

 Destination IP address: 198.18.7.10

 Vaccess cloned from template 101

 Mode: ipsec ipv4 IPsec profile: FMC_IPSEC_PROFILE_2 

 IPsec MTU Overhead : 55 

• Dynamic Virtual Tunnel Interfaces 
are introduced in FTD 7.3

• DVTI uses a virtual template for 
dynamic instantiation and 
management

• VPN Sessions using DVTIs only support IKEv2
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Branch to Hub Communication

• High-scale, route-based VPN 
deployments

• No additional Hub configuration while 
adding new spokes

• No configuration change on Hub when 
the spoke’s DHCP IP address changes

Why Dynamic Virtual Tunnel Interface (DVTI) ?

Hub1

Spoke1 
Firewall 

Spoke2 
Firewall 

Hub – Spoke 
Topology1
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Hub and Spoke design using DVTIs

Hub1

Spoke1 
Firewall 

Spoke2 
Firewall 

Hub – Spoke 
Topology1

Single Hub Topology
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Single Hub Topology

• DVTI is configured in the Hub

• Virtual Template interface must “borrow” loopback address

• Virtual Template interface is used to create ephemeral VTI interfaces as 
spokes connect

Hub Interface Configuration
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Single Hub Topology

• SVTI is configured in the Spoke

• VTI can borrow the IP address from another interface, Loopback 
recommended (requires 7.3)

Spoke Interface Configuration
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Single Hub Topology

Hub FTD Configuration: Spoke FTD Configuration:

It allows the device to 
send the VTI IP address to 

the peers.
Check this option, if BGP 

or static route is 
implemented

VPN Topology
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Single Hub Topology

• Assign your tunnel interfaces to a zone 

• Use the same zone for tunnels to allow for asymmetric flows

• Use this zone in your Access Control Policy like you any other 
interface zone for traffic control and inspection

Firewall Policy Configuration

• Assign a zone to the tunnel interfaces

• Use the same zone for tunnels to allow for asymmetric flows

• Use this zone in the Access Control Policy like any other interface 
zone for traffic control and inspection

BRKSEC-2018 59



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Single Hub Topology
Routing Policy Configuration

Add the networks to be 
advertised over the tunnel

Add the networks to be 
advertised over the tunnel

• During the IKE exchange, the 
SVTI and VA interfaces IP 
addresses are advertised through 
the tunnel

• Routing protocol required on 
member devices to share routes

• For static routing, Protected 
networks must be configured and 
RRI must be enabled
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Single Hub Topology

Hub

Spoke1 
Firewall 

Hub – Spoke Topology1

Spoke with Dual WAN
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Dual Hub Topology

Spoke1:
Lo1 and VTI1: 172.16.10.1
Lo2 and VTI2: 172.16.20.1

Spoke2:
Lo1 and VTI1: 172.16.10.2
Lo2 and VTI2: 172.16.20.2

Hub – Spoke Topology1 Hub – Spoke Topology2

DVTI Primary Hub:
Loopback and VTI: 172.16.10.254

DVTI Secondary Hub:
Loopback and VTI: 172.16.20.254

• VPN Topology can have multiple 
hubs for a set of spokes

• With one hub as the Backup Hub

• Use a separate VPN topology 
configuration for each Hub

• Spokes require two loopback and 
two SVTI

• Each spoke will have 2 VPN tunnels, 
one per Hub

• Dynamic Routing Protocol required
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Site to Site VPN Dashboard
Overview
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SDWAN Updates
in 7.6 release
• SDWAN Topology Wizard

• New capabilities for reference:

• Policy Templates

• Bulk Branch Onboarding Templates

• Bulk Pre-Provisioning Templates for LTP

• Tunnel/Route Setup Wizard
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Secure Firewall 7.6 SD-WAN Topology Wizard

Full automated VPN deployment!
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Pre-7.6 VPN deployment 
requirements:

• Manual & unique BGP 
configuration per spoke

• Manual assignment of spoke 
VTI interface IP address (and 
you have to keep track of 
these!)

• Easy but several steps for each 
spoke = time consuming

Why did we create this new SDWAN wizard?

Starting with 7.6 SDWAN 
Topology automatically 
configures:

• VTI interface pool to auto-
assign VTI interfaces of all 
spokes

• BGP configuration for all 
spokes using same BGP AS 
(iBGP)

• Fast and easy!
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Why iBGP?  How does it work? Route Reflection..

AS65000

(example)

Internal 

BGP

AS_PATH " "

10.10.1.0/24

Hub and learned spoke 

networks

10.10.1.0/24
Hub

Route Reflector

Spoke

RR Client

Spoke

RR Client
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Secure Firewall 7.6 SD-WAN Topology Wizard

Wizard configuration can be edited anytime 
to add more sites, make changes etc.
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Secure Firewall 7.6 SD-WAN Topology Wizard

• Automated iBGP configuration
• Auto-distribution of connected routes
• Community TAG support to tag routes
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Security Service 
Edge deployments

Featuring Cisco Secure Access
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Secure Access (“Security Service Edge”)

Breakout (unmonitored internet and trusted SaaS)

Clientless 
Access

Resource 
connector or 
Backhaul VPN

DC/Colo/
Branch

Cisco Secure Access

Secure Access PoPs

Internet/SaaS

Public/Private 
Cloud

Private 
Applications

On Premise,
Users, Devices 

& Things

Managed 
Endpoint

Unmanaged

AppsUsers

L3/4/7 
Firewall 
w/ IPS

MFA
Support

Device 
Posture

and Health

NAT

Services Router

Optional

Auth

DNS SWG DLP CASB

Client based 
Access

IPsec

How

Internet Traffic

Private Traffic

Secure Tunnel

Firewall Deployment Use Cases
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L3/4/7 
FW & 
IPS

MFA
Support

Device 
Posture

and Health

NAT

Services 
Router

Optional

Auth

DNS SWG DLP CASB

Traffic Acquisition

ZTA
Proxy

Network
Tunnel

ZTA
Clientless

Remote
VPN

Cloud Security Services Internet Traffic

Private Traffic

Secure Tunnel

Cisco Secure Access

Secure Access PoPs

To Internet

To cloud /
on-prem data 

centers

Traffic ingress
from branches
& remote users
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Internet Security capabilities:

• Umbrella DNS protection

• DLP & CASB controls

• Web Application controls

• Microsoft & Google Tenant 
Controls

• Cloud malware protection, 
sandboxing, decryption.

Why connect your branches to Secure Access?

Private application access:

• Connectivity to private apps 
protected by Secure Access

• Connectivity for private 
applications behind branch 
firewall

• Connectivity to cloud 
delivered RAVPN as a 
service subnets

DNS

SWG

DLP

CASB
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Secure Access Branch Tunnels

• Use Hub & Spoke VTI Tunnel topology for simplicity (not required)

• Dual topologies allow for redundant tunnels to backup DC

• eBGP or static routing to Secure Access data centers

• Can assign “branch networks” to tunnel on Cloud Side if using static 
routing.
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Branch Configuration for Secure Access tunnels

Tunnel addressing best practices:

• No need for loopback interfaces

• Use these IP tunnel addresses

• 169.254.0.6/30 for Primary

• 169.254.0.10/30 for Secondary

IPSec best practices:

• Use “Email ID” for tunnel identity

• Default IKEv2 and IPSec settings

• If using Hub & Spoke topology, all 
branches use same pre-shared key
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Branch Configuration for Secure Access tunnels

BGP Peering to Secure Access:

• Remote AS 64512

• Unique AS for each branch

• Use BGP Route Maps to restrict 
inbound / outbound route 
advertisements

• FTD static default route should use 
metric of 254 if BGP default from 
Secure Access is desired

• Backup tunnel from Secure Access 
will use AS prepend to ensure 
primary tunnel preference

> show bgp 0.0.0.0

BGP routing table entry for 0.0.0.0/0, version 530

Paths: (2 available, best #2, table default)

  Advertised to update-groups:

  64512 64512 

    169.254.0.9 from 169.254.0.9 (169.254.0.9)

      Origin IGP, localpref 100, valid, external

  64512 

    169.254.0.5 from 169.254.0.5 (169.254.0.5)

      Origin IGP, localpref 100, valid, external, best
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FTD-Spoke# show route

B* 0.0.0.0 0.0.0.0 [20/0] via 169.254.0.5

B  100.73.x.0 255.255.240.0 [20/0] via 169.254.0.5

S  35.171.x.188 255.255.255.255 [1/0] via 64.x.14.254, outside

S  217.195.x.188 255.255.255.255 [1/0] via 64.x.14.254, outside

V  1.0.1.1 255.255.255.255 connected by VPN (advertised), outside_static_vti_1

V  1.0.2.1 255.255.255.255 connected by VPN (advertised), outside_static_vti_2

Branch

FTD Branch with Secure Access

Branch

Internet SPSecure Access SDWAN Hubs

FTD Branch

VTI Tunnel

Backup Tunnel

Internet Link

Routes from Secure Access:

• Default Route* (Optional)

• RAVPN Subnets, Zero Trust enabled applications, 
Proxy Infrastructure

Static routes to ISP:

• Secure Access DC VPN Endpoint IPs (prevent flapping)

Routes from SDWAN Hubs:

• SDWAN HQ, branches, and data centers
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S2S VPN – Monitoring & Troubleshooting Insights 
Monitor VPN Tunnel Status 

Identify Suspicious activity 

Unified Event Viewer to analyse VPN 
Traffic flow 

Optimise Bandwidth allocation 

Packet Tracer for troubleshooting

Site to Site 
VPN 
Monitoring
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Site to Site Monitoring (7.4+)
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Site to Site Monitoring (7.4+)
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S2S VPN Monitoring Dashboard – Unified Viewer

Complete 
connection log 
available
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WAN Summary Dashboard (7.4)

1) Application bandwidth 
consumption data

2) WAN interfaces status

3) VPN interfaces status

4) WAN interfaces 
throughput

5) Inventory of Devices 
part of WAN topology

6) Overall SDWAN Health

Detailed View in Health 
Monitoring

BRKSEC-2018 88



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Enable SD-WAN Application Monitoring from 
Health Policy

1. User can enable/disable SD-WAN Monitoring feature from Settings -> Health -> Edit FTD 
Policy page

2. By default, SD-WAN Monitoring is enabled
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SD-WAN Application Prerequisites

• DNS Server should be 
added as part of trusted 
sources in FMC.

• DNS Inspection must be 
enabled from FMC so 
FTD can do DNS 
Snooping.

• All egress paths should 
be in the same ECMP 
group for the PBR policy 
to get applied.

Trusted DNS Servers are 
configured from Devices > 
Platform Settings
• A per-device setting
• Click the Edit button to 

Specify DNS Servers
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SD-WAN Application Monitoring – Path Monitoring

By default, HTTP-
based monitoring is 
enabled and data for 
the same is seen in 
the Monitoring 
Dashboard if PBR is 
enabled with 
applications
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SD-WAN Summary Dashboard

Overview Summary has following widgets for WAN 
Devices (Devices with Site-to-site VPN or PBR):
- Top Applications 
- WAN Connectivity (WAN Link status)
- Interface Throughput on WAN Links
- VPN Topology (VPN Tunnel status)
- WAN Device Inventory and Device Health

Uplink Decisions 
- Launches the VPN 
Troubleshooting Logs page 
in a new tab filtered by PBR 
syslog ID FTD-6-880001.

PBR Syslog FTD-6-880001 
shows uplink or egress 
interface decision changes 
by PBR due change in 
monitored metrics of the 
link/interface.
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Enhanced WAN Application Monitoring

• Easily monitor all 
interfaces where 
Policy-Based Routing 
is enabled

• Detailed application 
performance metrics 
for Jitter, Round Trip 
Time, MOS and 
Packet Loss
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VPN Packet Tracer (7.3+)

• Policy and data plane tests for traffic 
across VTI tunnels

• Not supported from loopback or VTI 
interfaces (run from data interfaces only)

• Support for decrypted flows 
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CLI configuration to onboard FTDv
Allows management on outside interface for cdFMC connectivity

• Physical firewalls offer “Low Touch Provisioning” based on serial # to cdFMC

• Virtual firewalls offer CLI provisioning.

• “configure network management-data-interface” to manage firewall on outside interface
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Get Security Cloud 
Control free for 1 year

Offer includes:

Multicloud Defense  
(max: 9,000 Gateway Hours)

Security Analytics and Logging 
(Cloud logging 50Gb/day 
with 90 days retention)

Cloud-delivered 
Firewall Management Center

Offer available to first 500 customers
http://cs.co/free_SCC
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Get Security Cloud Control free for 1 year
For select customers with the following use cases 
(terms and conditions apply):

Offer available to first 500 customers

Capabilities
ASA Firewalls using 

CLI/CSM/ASDM
FTD Firewalls 

using FDM
FTD Firewalls 

using FMC

Multicloud Defense (max: 9,000 Gateway Hours) ● ● ●

Unified Event Viewer for easy monitoring & troubleshooting 
(50Gb/day with 90 days retention)

● ● ●

Manage firewalls of different form factors from the cloud ● ● ●

Migration path to FTD/cdFMC through Security Cloud Control ● ● ●

Cisco managed upgrades, updates, and uptime ● ● ●

Share objects across hybrid and multi-cloud environments ● ● ●

Streamlines policy management across diverse security firewall offerings​ ●

Auto-scales to any size environment ● ●

Cloud assist capabilities - AI Assistant, AI Ops, Policy optimser & Analyser (Future) ● ●

Early access to FMC features in cloud ●

http://cs.co/free_SCC
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Secure Firewall Threat Defense

• Policy Based Routing on FTD to 
prioritise Internet links or tunnels 
to optimise security and end user 
experience!

• Use Virtual Tunnel Interface for all 
VPN tunnels including SASE 
deployments!

• Must use routing protocol for 
DVTI hub spoke topologies

Scalable hub and spoke VPNs for up to 1,000 sites (per topology!)

Secure Firewall

Branch Branch
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Complete Your Session Evaluations

100

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand
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