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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-1587
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Is my network asset 
inventory 60% 

complete and updated 
in the last 30 days?

BRKSEC-1587
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1 SC Magazine, Attack Surface Management: A critical pillar of cybersecurity asset management, Nov 2022
2 CSO Online, Look for attack surface management to go mainstream in 2022, Jon Oltsik, Feb 2022
3 The True Cost of Non-Compliance, Savivynt, May 2022

Incomplete and 
Inaccurate Asset Data

52% manage 10,000+ assets1

SecOps struggle to understand their asset 
landscape
Rapidly evolving assets, users, devices, applications, and regulatory pressures 
continue to grow in scale and complexity.
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Incomplete and 
Inaccurate Asset Data

52% manage 10,000+ assets1

SecOps struggle to understand their asset 
landscape
Rapidly evolving assets, users, devices, applications, and regulatory pressures continue to 
grow in scale and complexity.

Lengthy Security Investigation 

69% experienced an attack targeting 
unknown, or poorly managed assets2
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2 CSO Online, Look for attack surface management to go mainstream in 2022, Jon Oltsik, Feb 2022
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Incomplete and 
Inaccurate Asset Data

52% manage 10,000+ assets1

SecOps struggle to understand their asset 
landscape
Rapidly evolving assets, users, devices, applications, and regulatory pressures 
continue to grow in scale and complexity.

Lengthy Security Investigation 

69% experienced an attack targeting 
unknown, or poorly managed assets2

Gaps in compliance 

$4M average revenue 
loss due to compliance 

failures3



Cisco Confidential#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKSEC-1587 9

Discover

Ongoing discovery 
of assets

CMDB

Manage

Manage asset 
categorisation

Identify

Identify asset to user 
identity relationship

Secure

Aggregate and 
prioritise alerts 
and incidents

Track

Track vulnerabilities 
and compliance 

posture maintenance

ITOM CAASM CSPM

Many tools to attempt to address this problem
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Traditional asset management tools are falling 
short

Fragmented visibility and insights

Incomplete, inaccurate, outdated data

Disconnected tools and data sources

What you get…

69%
of organisations have 

experienced an attack 

targeting unknown or 

unmanaged assets1

TO 1 Security Hygiene and Posture Management Survey by ESG, Oct 2021, p.12
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What is needed?

Comprehensive asset visibility

Continuous updates to asset inventory to ensure 

it’s never stale

An accurate, single source of truth

43%
of organisations 

spend 80+ hours on 

asset discovery2

1 Security Hygiene and Posture Management Survey by ESG, Oct 2021, p.13
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How do you 
close this divide?

You need a

new approach.

BRKSEC-1587 12
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Introducing 
Splunk® Asset and 
Risk Intelligence
Proactive risk mitigation through 

continuous asset discovery and 

compliance monitoring.

Continuously discovers networked assets 

(including devices, users, and applications) 

leveraging the rich data in Splunk. 

Asset and Risk Intelligence identifies 

compliance violations and gaps in 

security controls using OOTB and custom 

frameworks, to accelerate investigations and 

reduce risk exposure.

SOFTWARE

VULNERABILITIES

COMPLIANCE 

IP ADDRESSES

RELATIONSHIPS

ENRICHMENT ACTIVITY

ASSETS

MAC ADDRESSES

ASSET DISCOVERY RISK INTELLIGENCE

INVESTIGATION

USERS

#CiscoLiveAPJC
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Empowering SecOps with Splunk Asset 
and Risk Intelligence

Accelerate security investigation 
with accurate asset context

Identify compliance gaps in 
security controls

Gain comprehensive asset visibility 
to reduce risk exposure

Seamless integration and deployment 
with Splunk® Enterprise Security

Bridge the IT and Security gap with 
seamless ServiceNow® CMDB integration

#CiscoLiveAPJC
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• Comprehensive 
asset inventory

• Attribution of assets 
to security events

• Enrich and add 
asset context 

• One asset view

Gain 
comprehensive 
asset visibility 

BRKSEC-1587 15
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Accelerate 
security 
investigations

• Perform instant asset 
investigations 

• Gain holistic asset and 
identity insights

• Dynamic asset risk scoring to 
power investigations

• Streamline investigative 
processes

BRKSEC-1587 16
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Ensures accurate attribution of assets and events 
during investigations

Provide comprehensive asset context for ES 
notable event enrichment

Automatically populate ES Assets & Identities 
Framework with discovered asset information

Complementing benefits for ES customers

Continuous asset discovery  

Complete and accurate asset records

Track asset changes over time

Investigate asset relationships 

Comprehensive asset and compliance reporting

Software & vulnerability inventory and discovery

Augment the power of Splunk enterprise security 
with asset and risk intelligence
• Gain a thorough understanding of your assets and boost your security posture.
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Update ServiceNow asset 
records

Identify unmanaged 
and unknown 

Ensure CMDB data is not 
stale 

Automated endpoint 
compliance ticketing 

integration 

Bridging the gap: enhancing asset visibility across 
IT and SecOps. 
• With seamless ServiceNow CMDB bi-directional integration.

BRKSEC-1587 19
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Walk Through

BRKSEC-1587 20
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Demo time:

ASSET DISCOVERY
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CONTINUOUS  DISCOVERY 
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ASSET RECORD POSTURE CHECK

ASSET RELATIONSHIP MAPPING
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INACTIVE VS ACTIVE CLOUD ASSETS
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DISCOVERED SOFTWARE
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IDENTITY DISCOVERY 
AND ACTIVITY 

DETECTION
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DYNAMIC ASSET RISK SCORING
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ATTACK SURFACE 
EXPLORATION
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COMPLIANCE POSTURE  
DISCOVERY
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VULNERABILITY GAP 
IDENTIFICATION
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METRICS POSTURE
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METRICS POSTURE

CYBERSECURITY FRAMEWORK 
MAPPING
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Next steps

Come find me and have a 
chat!

Stop by the Splunk 
stations to learn more  

Reach out to your sales 
team to learn how to get 
an evaluation 

Got a question?Demo Evaluate

BRKSEC-1587 33
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Complete Your Session Evaluations

35BRKSEC-1587

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

36Session ID

http://www.ciscolive.com/on-demand
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Thank you

#CiscoLiveAPJC
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