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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO

BRKSEC-1587



Is my network asset
iInventory 60%
complete and updated

IN the last 30 days?
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SecOps struggle to understand their asset
landscape

Rapidly evolving assets, users, devices, applications, and regulatory pressures
continue to grow in scale and complexity.

Incomplete and
Inaccurate Asset Data

52% manage 10,000+ assets'

1 SC Magazine, Attack Surface Management: A critical pillar of cybersecurity asset management, Nov 2022
2 CSO Online, Look for attack surface management to go mainstream in 2022, Jon Oltsik, Feb 2022
3 The True Cost of Non-Compliance, Savivynt, May 2022
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SecOps struggle to understand their asset
landscape

Rapidly evolving assets, users, devices, applications, and regulatory pressures continue to
grow in scale and complexity.

Incomplete and Lengthy Security Investigation

Inaccurate Asset Data . .
69% experienced an attack targeting
52% manage 10,000+ assets' unknown, or poorly managed assets?

1 SC Magazine, Attack Surface Management: A critical pillar of cybersecurity asset management, Nov 2022
2 CSO Online, Look for attack surface management to go mainstream in 2022, Jon Oltsik, Feb 2022
3 The True Cost of Non-Compliance, Savivynt, May 2022
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SecOps struggle to understand their asset

landscape

Rapidly evolving assets, users, devices, applications, and regulatory pressures
continue to grow in scale and complexity.

Incomplete and
Inaccurate Asset Data

52% manage 10,000+ assets!

cisco Lz{/&/

Lengthy Security Investigation Gaps in compliance

S$4M average revenue
loss due to compliance
failures®

69% experienced an attack targeting
unknown, or poorly managed assets?

1 SC Magazine, Attack Surface Management: A critical pillar of cybersecurity asset management, Nov 2022
2 CSO Online, Look for attack surface management to go mainstream in 2022, Jon Oltsik, Feb 2022
3 The True Cost of Non-Compliance, Savivynt, May 2022

#CiscoliveAPJC ~ BRKSEC-1587 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Cisco @onfidential



Many tools to attempt to address this problem

Discover

Ongoing discovery
of assets

CMDB

cisco Lz{/&/

Manage

Manage asset
categorisation

&

|dentify

Identify asset to user
identity relationship

ITOM CAASM

HCiscoLiveAPJC ~ BRKSEC-1587

A

Secure

Aggregate and
prioritise alerts
and incidents

&

Track

Track vulnerabilities
and compliance
posture maintenance

CSPM
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Traditional asset management tools are falling
short

What you get...

<@ >  Fragmented visibility and insights
69%

0010 _ of organisations have

01010 Incomplete, inaccurate, outdated data experienced an attack
0101 ; targeting unknown or
" unmanaged assets'

\
~ .
~ /> Disconnected tools and data sources

oS
A

TO 1 Security Hygiene and Posture Management Survey by ESG, Oct 2021, p.12
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What is needed?

Comprehensive asset visibility

Continuous updates to asset inventory to ensure
it’s never stale

An accurate, single source of truth

cisco M./ #CiscoLiveAPJC ~ BRKSEC-1587

43%

of organisations

spend 80+ hours on
asset discovery?

1 Security Hygiene and Posture Management Survey by ESG, Oct 2021, p.13
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How do you ‘
close this divide? A
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Introducing =
Splunk® Asset and g~
Risk Intelligence

Proactive risk mitigation through
continuous asset discovery and
compliance monitoring.

Continuously discovers networked assets
(including devices, users, and applications)
leveraging the rich data in Splunk.

Asset and Risk Intelligence identifies
compliance violations and gaps in

security controls using OOTB and custom
frameworks, to accelerate investigations and
reduce risk exposure.

Lae!
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Empowering SecOps with Splunk#/Asset N\
and Risk Intelligence

7 Gain comprehensive asset visibility
to reduce risk exposure

1 Accelerate security investigation —

with accurate asset context MPPEN || MR T E

oot Weriatntion Comphanc

Iillll!l.ll il ||! ||l||

Q Identify compliance gaps in
security controls

bty g Server Comotans

@ Seamless integration and deployment l l IIIII“IIII“I
with Splunk® Enterprise Security [0 Il IIIIIII IIIIIII“IIIIII“

-/ Bridge the IT and Security gap with
seamless ServiceNow® CMDB integration

HCiscoLiveAPJC Atial



Gain

comprehensive

asset visibility

Comprehensive
asset inventory

Attribution of assets
to security events

®  Enrich and add
asset context

One asset view

cisco Lz{/&/

sphnkoenterprise  Apps v
Home Discovery > Investigation ¥ Actiity Risk: Admin’
Network asset discovery
~No'Selected Fiter -
3,681
Discovered network assets
Top discovered asset types New assets discovered in past week Discovered asset locations

§
i

H Pr
&

it Mo Wiaes Bsee Momomas Myvoe Mu—
Host lsting
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Accelerate
security
Investigations

®  Perform instant asset
investigations

®  Gain holistic asset and
identity insights

® Dynamic asset risk scoring to

. power investigations

Streamline investigative
processes

cisco Lz{/&/

splunk> enterprise Apps + Acministrator v ® Messoges ~ Settngs v Activity » Melp » Q Find

Home  Discovery ~  Investigation > Activity

Network asset investigation

Health check Data sources Asset Location
iy Doto 5 Vancouver, CA
°
stat
~ Sour
Source
1 Cor
s pied Lo
B
1 Co e
§ BgFix  BigFix
(1 BigF Car
1 Next
1 Next
Associated detection profile
Hlustrates the detection activity for ass:
" n
1P Address
— —— ——

JHO  e————— —

Software discovery Vulnerability discovery
Software products disc Vulnerabilities discovered on th
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Augment the power of Splunk enterprise security
with asset and risk intelligence

Gain a thorough understanding of your assets and boost your security posture.

. » Complementing benefits for ES customers
Automatically populate ES Assets & ldentities _ _
Framework with discovered asset information e Continuous asset discovery

e Complete and accurate asset records

Provide comprehensive asset context for ES e Track asset changes over time
notable event enrichment

e [|nvestigate asset relationships

Ensures accurate attribution of assets and events e Comprehensive asset and compliance reporting
during investigations
e Software & vulnerability inventory and discovery

cisco W&./ #CiscoLiveAPJC  BRKSEC-1587 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Bridging the gap: enhancing asset visibility across
IT and SecOps.

« With seamless ServiceNow CMDB bi-directional integration.

®
O + ,"

Automated endpoint
compliance ticketing
integration

Update ServiceNow asset Identify unmanaged Ensure CMDB data is not
records and unknown stale

cisco M- #CiscoLiveAPJC ~ BRKSEC-1587 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscoi@onfidential



Walk Through
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splunk>enterprise  Apps = © ARlAdminv @ Messages »  Settings v Actvityr  Helpr @ Find
Home  Dscoverys  Investgetons  Acthitys Rk Adminv .
Home @
loT Mobile Network Server voip Workstation

38 217 141 216 953

of all assets of all assets of all assets of all assets \uflllm‘l of all assets

3 A Y & L 3

Mewly discovered assets by type ‘Assets and Identities discovered In the last 24 hours Discovered Inventory activity
counts of newly dis ovor the past 30 days. Compars the count of sssets 1o the count of identities discovered in the past 24 hours. P activity over time.
2000 4000 Inventory & Inactive = Active (30d) # Active (24h) = % CountTrend #
1P addresses (] 12081 3492 12081 A
2000
MAC addresses 0 3883 2860 s _
. A
woo Mobie 2000 Notwodk assets L] 3859 3146 3859 {
VoP Software products L] 44 30 “
‘Workstation
1000 User identities [3 2429 1946 2429 A
T ® B W B & W % 9 8 7 8 5 4 3 F 170 Vidnerabilties [3 4974 2118 4974 A
dapiags.
B Server 2 8
£ we o 5o 1500 00
iw oo g L 0o E\W
| ‘ ‘ I III
=B L = E = 500 II
Mon Jan B Mos Jan 22 Mon Jan 39 Mon Jen B Man Jen 15 Mon Jan 23 Mon Jan 29 Mon Jan § Man s 15 Mot Jan 212 Mon Jan 79
1 2034 2004
Vulnerabllity Scanning Server Compliance ] Full Disk Encryption (FDE) Compliance 2
= o 900 2o

gm
]
-

L

r R ASSET DISCOVERY

% soumcwas

5ot dan W Jan 0 Sun Jun 14 Tho dan 3 e o 23 B Joe 76 Tue o 30 SenFeb 3 Mo Jo & Mo Jas 15, Mo Jan 32 Mo Jan 79
2006 2034



lunksenterprise  Apps © ARIAdminv () Messages > Settings v Actvity  Helpv  Q Find
ome Discovery Investigation v Actvity Risk> Adminv

Network asset discovery

SET— ... CONTINUOUS DISCOVERY

3,207

Discovered network assets
.
<Imago
Total discovered assets by type Newly discovered assets by type Discovered asset locatioas
Compare the total number of discovered assets for sach asset type. Compare the dally counts of newly discovered assets over the past 7 days. S assets locations.
ot o
Whotie
Network °
e
s a
°
Uncetegorted
Workataton
s 7 g i s 4 3 ¥ 2 1 °
dayrago
Wt B Network W Server W Uncategorizes I VOP I Workstation
Asset details [ S
The following list includes all discovered assets. Select a row to further investigate a specific asset.
asset_type * o83 nt_host 3 ps mac 3 asset_class ¢ s state country ¢ user_id ¢ firstdetect < lastdetect age * s s Y+
& uncategorized [z] spplewatchcigiclbwegd 10.2061.161 0088652d98¢b Vancouver 8C CA 2024-01-17 150040 20240513 175729 117 confidentisl high high
0 Workstation . ancadwabovawkal 10201213 000142180111 Laptop Vancouver Bc CA ebartell 20240116 1922:55 2024-05-13175736 118 internal high high
01 Workstation 3 wicadwabcvidmtr 10501189 4c3275667790 Laptop Neow York NY us mikolaus 2024-01-16222433 2024-05-13175733 118 internal high modium
8 server | ] aristvwdotykdyyb 101020222 00065b42d09d Toronto OoN CA 2024-04-01 10.44.04 2024-06-13 178729 42 internal low low
0O Workstation 'Y aricadwabcbgzaw2 104011241 4c3276060900 Laptop Singapore sa bratke-grimes 2024-04-27 092452 2024-05-1317:5728 16 Internal high meodium
0O Workstation u a3 fiozey 2024-01-16 151317 2024-0513175727 118 internal critical critical

aricadwabonuy 1yr 103012114 00012501109 Laptop London



lunk s enterprise Apps v © ARIAdminy () Messages > Setsngs v Actvityy  Helpvy Q Find

ASSET RECORD POSTURE CHECK

A snapshot of overall asset health Notox 0 Metric exceptions: @ The following data sources have been used by ARI to discover this asset Vencouver, CA
Indicator ¢ Status 2 value ¢ source ¢ source ¢ last_detected ¢ doysago ¢ n
Active in last 2 weeks 1 Compliant nt_host aricadwabovzwial Applied Logic MS_DHCP 2024-05-13 175736 o e
Endpolnt Security 1 Complant dns AriTaAssot 2024-05-13 04:4829 1 ®
Vuinerability Scanned | Complant o 10.20.1213 MS_DHCP CrowdstrikeDevice 2024-05-13 03:36:56 1 .
Endpoint Encryption 1 Compkant Ip_zone default MS_DHCP WinSecurity 20240513 013953 1
Ip_transiated 68.185.109.201 CrowdetrikaDevice TenablelOWuins 2024-05-1221:1050 1
mac 000144180111 MS_DHCP TenablelOAssats 2024-05-08 065523 s
b et iz AriTaSoftware 20240507 16:0333 6
serl o et QualysGuard 2024-05-0404:1919 10
sset Workstati CrowdstrikeDevice
SE e - Bluecoat 2024-01-28 002024 107
class
assot_ Laptop Appliediogio JunipervPN 2024-01-26 133310 108
1 2 3 Nexts
Last 7 days -
Detection activity
Select Association
s . ASSET RELATIONSHIP MAPPING
Select users, I or MAC 0 see their activity over time.
May O7 May 00 May 11 May 13
102012140 e
102011216 co— ‘— — c—
102012165 ——e— — e

102012.13 == 1 —_——=—



lunksenterprise  Apps v © ARIAdmine  (§) Messages > Settings v Activity v Help v

ome Discovery v Investigation v Actvity v Risk v Admine

Cloud asset insights

Displays insights into the active cloud provisioned assets that have been discovered by ari.

4,532 3,199 1,333 5

Total cloud assets Active cloud assets (past month) Inactive cloud assets Cloud providers

Top cloud providers Active cloud assets by Cloud assets by locatioa

4000 (4]

Googe
s 2000 a .

2000

1000
Top cloud subnets [ ] Cloud asset detection activity - past month

Hiustrates the number of Cloud assets actively discovered by ARI on sach day over the past month.
suboet ¢ Ip_zone ¢ assets ¢
%0
1040110 defoult 161 - .
10.50.10.0 detoult 159 00
10.10.11.0 detault 158
1030.11.0 default 154 % e
1020.11.0 153
1040120 182 SMANT  MenAX TS WedAxrT7 FiANS  SumAse ! TueAr2) ThuANIS SetAseZ) MonAce29 WedMay! FriMeyd  SunMayS  TesMay7  ThuMayS  SetMay 't
2004

1050120 default 152 _me
1010120 default 150

1030120 default 15

Q Find



Select w of MAC 10 soe their ion activity over time.
May 07 May 00 May 11 May 13
102012140 o
102011216 — =t e S
102012165 —Emses—— — ]
10201213 e Er = C— — SIS L]
Discovered software 8 Discovered vuinerabilities o0
The products this asset The following have been this asset
vendor ¢ product ¢ version ¢ First Detected ¢ Last Detected 2 signature 2 port s First Detected ¢ Last Detected 2
apple itunes 122324 2024-02-16 020327 2024-05-07 160333 apple ios and macos memory corruption vuinerabiity 22 20240203 041919 2024-05-1221:1050
It Intellr) pro/wireless deiver 16.06.20000671 2024-02-16 020328 20240507 160332 tfice butfer averflow 80  2024-02-03 041911 2024-05-12 210819
microsoft Intornet expiorer 11.09600.17031 2024-02-16 020827 2024-05-07 160332
microsoft microsoft siverfight 51302140 2024-02-16 020232 20240507 160332
sony valo care 84014286 2024-02-16 020331 2024-05-07 160332
oracie Jova 7 update 13 (64-bit) 10130 2024-02-16 020329 20240507 160331
microsoft office 15 click-to-run licensing component 15.04605.1003 2024-02-16 020330 2024-05-07 160331
google cheome 3401847116 2024-02-16 020228 2024-05-07 160330
microsoft microsoft office shared 64-bit mul (english) 2013 16.04569.1506 2024-02-16 020329 2024-05-07 160330
oft | -x64 90307296161 2030729.6161 2024-02-16 020227 2024-05-07 160329
1 2 3 Next »
Assoclated MAC addresses % O Associated user iDs % O Associated IP addresses % O
Select 8 MAC address to open its investigation. Seloct a user 1D to open its investigation. Select an IP address to open its investigation.
mac ¢ mac_vendor ¢ ¢ First s Last s user_jd 3 detections ¢ First assoclated ¢ Last assoclated 3 L detections ¢ First assoclsted 2 Last assoclated 3
000142180111 Sony Corporation 100% 202401162033 202405131757 obartolt 100%  2024-01-1619:22 2024-05-13 0954 10201213 41%  2024-06-11 1109 2024-05-13 1757
1020.12.165 33% 2024-05-091935 20240511 0509

102011216

102012140

19%  2024-05-07 2136

T% 2024-05-042100

2024-05-09 0235

2024-05-07 08:43



olunk>enterprise  Apps ~ © ARAdmin+ () Messages > Settings »  Activity v Help v
ome  Discovery=  Imwestigation®  Activity=  Risk=  Admin=

User Identity investigation

Search by user ID

= Ca—]

Record A ] Data sources 8 0 ‘Geographic location
Known information about the user ID. Notes: 0 Metric Exceptions: @ The following data sources have been used by ARl to discover this user ID. Vencouver, CA
fleld = value 2 source ¢ source = last_detected & daysago & n
user_id ebartell Applied Logic Bl winsecurity 2024-05-13 09:54:41 o -]
user_first Eleazar Appiied Logic J Juniperven 2024-05-13 03:39.08 1 [©)]
usar_jast Bartall Applied Logic S Bluecont 2024-05-12 16:21:24 1 . .
user_category Empioyee Applied Logic > ArTaAsset 20240511 041532 3
user_smail ebartelisplunktshifcompany.com Applied Logic
user_business Splunk T-Shirt Company Applied Logic
user_bunit West Applied Logic

. S T IDENTITY DISCOVERY
— P AND ACTIVITY
Botestion assteny DETECTION

Select association

IP address A4

the detection activity for network assets, IP and MAC addresses over time.

May O7 May 09 May 11 May 13

102011181 -

1020109 L — e —— —

102012140 —

10202094 — —
102011216 —— —— —— — ——
102021214 ——

102021168 —

102012165 — . e—




Risk scoring insights

Risks detected Search by NT host Asset type
e 0 | [ DYNAMIC ASSET RISK SCORING
Assets with risks Risk rules Total risks Critical risks High risks Avg risk score (CRS)
1,234 1 1,234 (0 o) 10
Composite risk score (CRS) trend Total composite risk score (CRS) Assets by risk level
300 3,000,000
200 2,000,000
— median 2 critical
— — high
100 s 1,000,000 - 2 LD
Sat Mar 16 Sun Mar 24 Mon Apr 1 Tue Apr 9 Sat Mar 16 Sun Mar 24 Mon Apr1 Tue Apr 9 Sat Mar 16 Sun Mar 24 Mon Apr 1 Tue Apr9
2024 2024 2024
Risk levels Risk rules Show only assets with a CRS CRS greater than
Al All x Yes e ‘ | o
Asset count by risk scoring rules LL
Risk ID = Risk rule = Risk level = Filter type(s) + Last detected = Assets <
0001 Rule33 1 medium Asset record 2024-04-15 19:21:00 1230
Asset detall by risk scoring rules o O
nt_host * asset_type ¢ crs = Rule33 =
dicadwabcylez7g Workstation 10 1 medium (2024-04-15)
dicadwabcg9c9or workstation 10 1 medium (2024-04-15)
dicadwabcb8zhx| Workstation 10 1 medium (2024-04-15)
dicadwabc9mdetb Workstation 10 1 medium (2024-04-15)




splunkoenterprise  Asps v

Home  Discoverys  Investgaion®  Actvyv  Riske  Adminv

Attack surface explorer

ansets, Py, tme
Time range Source Source value
Last 30 doys e - |x sonss
Asset relationship diagram

Zones Target Exchude target values Restorshp degrees
cotat . - - IX Nore 20egree
) 105011.120
105012220
I FB50.11.249
1050.10.32 1050.11.148
10501056
4c76258dac72
1050.10.60

10.50.10.111
1050.10.192

0 1050.11.110

1050.11.21

10.50.12.250

12324
1050.11.153

[

ATTACK SURFACE

EXPLORATION

@ Mossages v Semngse  Aaveyv  Hepv

Q Find



splunk enterprise Aops v
Home  Dmcoverys  Investgaons  Acviys  Rekv  Admne
Metrics posture

= No Selected Piter V| Show Filters

Crowdstrike Server Compliance
AR servers must have the company EPP solution depioyed and runnng
Lot Upedotot 20263618 6101

; '!_IIIIIIIIIIIIIIIIIIIIIIIIIIIII_IJ'

Full Disk Encryption (FDE) Compliance
AL work st ations must heve the company FDE s0ation depioyed and rurming.
Lt Uttt 20042613 6161

§ || [ TR F R

.
AR workatations must be scanned by the company vinerabity scaner 60 o repdsr basis.
Lant Upeiatest 30343645 0101

| ®©
vors !
®
s
.- Lo
maeoers .o

o~

© midosks @ Messagesv  Setingav  Aamtyr  Hepv

ndnanng
Lont Ut 202408130197

| fe
vess
{ i
o | .
fflE= QI =E ELEE K
.
pres v e =

=His

e & reguder basin
Lot Untatad 202408140101

rate Y

m 1

Cmt '_,! b g
% ISR ENannuBEERRE . '
N T[T mmEE Em

COMPLIANCE POSTURE

DISCOVERY
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VULNERABILITY GAP
IDENTIFICATION

Home  Ducoverys  Invesigaion=  Acthvity  Rske  Admine

Vulnerability Scanning Workstation Compliance
0 1,832 63

Matric description Compliance vs non-compliance

Oppartunities:
Al workstations discevered on the network in the past 15 days.

Defects:
Ehat hawve reear bow h 30dwn
et scamnas i e 24t 30 oy
Timeline
»
i-,n
5
-
Mo Ao 15 Tum hoe ¥ Wedd dgx T T Ao P Sat dgx 20 Sun A 1 Mo Apr 32 Ton Ase 2 W w24 Thu e 28 Friden 28 Sat B 3T S e 28 Man Aer 29 T o 33 Wiest My 1 The May 2 Pl My 3 St Moy 4 S My & Mo My & Tow May T Wt M T My & L St My 11 S ey Mo May T3 Tom My W W My
2024
Defects L0
Seacen
| Exceptions = | | -
mt_host & detect_resson & LA p_zone & laatdetect lastdetect_source & et _type & assat_class & location_id & raglon & ity & country & umer_id &
1 O detucted 10203236 et 2024-05-15 162137 Workstation Lagtep Vancowesr Office Vancouver BC cA
2 D 19210 Windews T 103012142 dadwuilt 2024-05-15 105826 ‘Workstation landen Londos Ga hbemun.
3 ([0 srlcadwabetucan Noscan ever detected Mac OSX 10 163811118 defmt 20240818 1381:28 Workstation Laptop tandon Landan 8 eprice
4 O scadwabczesns Nt scaneved in the past 30 days Mac DX 10 1630.10.60 dataut 2024-05-15 153758 2024-04-10 164508 Workstation Laptop fondon London a8 tsausr-wsimann
5 [0 icadwabcdionukm Not scanced in the past 30 days Windows T 1020.10.128 et 2024-05-15 055059 2024041507105 Workstatsen res— Vancouver BC cA becurms
e 0O 30 days Windows XP 10301211 defwuit Lapten Tonden London 1] phessler
T D aricadwabcaiskrd Not scanned in the past 30 days Windows T 108010178 detault 2024-08-15 142183 2024-04-14 153800 ‘Workstation e New York NY us schuope
8 O edcadwabchvmidm Not scaned in the past 30 days Windows T 1810.11.43 datwut 2024-05-15 162420 Laptop torontn Tororto on A akeeling
° D Windews 8 1030.11.187 dadwult 2024-05-15 061 829 Workstation Lagten lenden Landos ca mwisork
10 D aricadwabcouczgd Not scanmed in the past 30 days Windows XP 102011281 dedwult 0818 24 Lapten VIrCOUYer ‘Vanoouver BC cA Fhesriston



m- <> ®% R"® 0 & ari-demo-amer.splunk show (1) @h + B

splunk>enterprise  Apps = @ ARlAdmin+ @ Messages »  Settings*  Actviyr  Helpr  Q Find
dome  Discoverye  lestigatons  Acthilys  Riske  Admine .
Home @
loT Mobile Network Server voip Workstation

38 217 141 216 468 1953

of all assets of all assets of all assets of all assets \uflllns‘l of all assets

. * *

MNewly discovered assets by type Assets and ldentitles discovered In the last 24 hours Discovered Inventory activity
counts of newly di cvar tho past 30 days. Compass the count of assets to the count of identities discovered in the past 24 hours. o activity over time.
2000 4000 Inventory * Inactive Active (30d) # Active (24h) = ¢  CountTrend ¢
1P addresses 0 12081 3492 12081 A
1000
MAC addrosses 0 3853 2060 s )
= A
g Moile 2000 Motwork assets L] 3859 3146 3859 {
VO Software products 0 44 30 44 N
Worksation
w00 User identities o 2429 1946 2429 A
20 W B 0 ® % W O © n ® 9 8§ 7 6 &8 & 3 2 1 0 Vunerabilities 0 4974 2116 4974 A
deysego
8 Server 8 8
50 s B0 "0 1500 00
im o g w0 %o gwcm
s k) ®
ol L = a0 0 # = 500
. I II— . _Hm

Moo e § o Jon 7% Mo Jan 22 Mon Jan 29 Mon Jan B Man e 15 Mo Jan 33 Mon Jan 39 Mon Jan 8
20 2004 a4

28
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s 04 200 o

¥ of Defects
L]
4
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8
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8
g
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Add framework

Cybersecurity frameworks

. Name filt
.Inactwe X i

‘ D3 Name

Cisve CIS Critical
Security
Controls

HIPAA HIPAA

M [ CIS Critical Security Controls
D © [ Cisv8
Description

The CIS Controls are a prescriptive, prioritized and simplified set of best

practices that can be used to strengthen cybersecurity posture and mitigate the

most prevalent cyberattacks against systems and networks.

1S027001_2022  ISOfIEC
27001: 2022

NIST_CSFv2 NIST CSF v2

NIST CSF v2 posture
|| ~No selected Fitter - v| Hide Fitters
Filter name
My saved filter | . Make public
Categories Controls
Detect - Continuous Monftoring | All

Identify - Asset Management 3
Protect - Data Security x
Metrics

Al %

Save as new filter Reset filter

HIPAA posture

- No Selected Fiter - o] show Fiter
Asset Management - Server

a1 v

mpany assat managment solution (D).

Data Loss Prevention - Server
e B UAACTESRTRGID) IAAZIEATRERINN)

vt Updated 2024.04240101

i -
5

Log Collection - Workstations.
| oo SRR

Lot Ut 2024.0426 0101

Dot
5

=
]
=
—
— |
— ]
—
 j—
=
=

T

CYBERSECURITY FRAMEWORK

MAPPING

Description ¢ Categories *

The CIS Controls are a prioritized l of best practices that can be Inventory and Control of Enterprise Assets

usedto Po: igal most prevalent gainst

systems and networks.

The Health y Actof y Standards for

the lion of Electronic y h a national Physical

set of security health that ks held or

electronic form.

The ISO/IEC 27001 standard provides companies of any size and from all sectors of activity with (Organizational controls

Bui f ining and continually improving an information People controls

security management system. Physical controls
Technological Controls

The NIST Cybersecurity Framework (CSF) is based on existing standards, guidelines, and
practices for i ity risks. It is widely used by
f the world.

Data Loss Prevention - Workstation
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Detect - Adverse Event Analysis
Detect - Continuous Monitoring
Identify - Asset Management

P

. ™
§ e
B o

Malware Protection - Servers
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Next steps

Demo Evaluate Got a question?
. 1 [ T NN | o I——

Stop by the Splunk Reach out to your sales ~ Come find me and have a
stations to learn more team to learn how to get chat!
an evaluation
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am
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Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue \

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Session ID © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public Ciscodonfidential


http://www.ciscolive.com/on-demand
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