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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

w0

webex

by CISCO

BRKSEC-1584



- The Security Problem

- A Modern Security Operation
- The Data Problem

- Using Data for Operations

- Automation

- Conclusion
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Persistent

Expanding Attack Surface SeC U rlty s Tcilc\Jllg;kaE?Nrr;s, P
Operations
Challenges

Source: ESG SOC Trends Report 2023

Compliance Mandates and

Growing-Attack Volumes Requirements

Talent and Skills Shortage
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https://www.splunk.com/en_us/pdfs/gated/analyst-report/esg-soc-market-trends-report.pdf

Frequency
of
Preventable
Incidents

2/3

of security leaders
experienced an
incident that could
have been prevented
if security operations
were improved.

Source: ESG SOC Trends Report 2023
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4%

of organisations claim
improving efficacy and
efficiency of SecOps is a top
5 priority.

Source: ESG SOC Trends Report 2023
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Secops is simple, right?
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Key technology shifts in the SOC

Past

Limited visibility across disconnected data sources and
relying on ingest only approach hampers ability to identify
high-risk threats amidst the digital noise.

Reactive threat detection based on signatures or predefined
rules with limited threat intelligence enrichment leading
longer attacker dwell times.

Reliance on manual efforts with limited automation for

select routine tasks keeping your security team stuck in a
reactive mode moving from tool to tool.

Lack of Al to help guide SOC workflows providing no relief
for an already overworked and overwhelmed security team.

Disjointed threat detection, investigation, and response
limiting MTTD and MTTR.

cisco Lz{/&/

o Comprehensive visibility across all data, no matter where

located with context for full attack-surface coverage with no
“weak” signals missed.

Proactive threat detection using Al/ML, risk based approach,
and comprehensive threat intelligence stopping advanced
attacks and slashing dwell times.

Pervasive automation across threat analysis, containment,
response and recovery actions increasing security team’s
productivity and efficiency.

Al guided SOC workflows to help increase efficiency and
effectiveness of the security team

Unified threat detection, investigation, and response
dramatically improving MTTD and MTTR.
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The SOC of the Future

Unified Threat Detection,
Investigation and Response
at the Core.

cisco Lz{/&/

Compliance

Security Monitoring
& Visibility

Threat
Detection
with Context

Detection
& Automation
Engineering

Al-Guided

Unified Threat Detection,
Investigation, & Response

security Metricg
HUswageue NSt

Threat
Investigation
& Hunting

Orchestrated
& Automated
Response

Threat
Intelligence

Governance
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The Data-Centric Modern SOC

Threat Detection, Investigation and Response

Discover/Prepare

Predict/Prevent i Detect/Correlate

Automation and Orchestration Unpa ralleled
. Ecosystem
Analytics
* Apps

Data Platform « Technical architectures

« Connections
* Partners
« Community

Intelligence Management

Threat Research

Analyze/Investigate

Report/Comply
Triage/Respond
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Splunk Security for Threat Detection, Investigation

and Response
The tools you need to build a modern, data-centric SOC

Dlscover/Prepare
Predict/Prevent @ Detect/Correlate

08 e, £C:

Splunk SOAR

Splunk Enterprise Security

Splunkbase
+ 2,800+ integrations

Splunk Mission Control

Splunk Threat Research / SURGe

Report/Comply Analyze/Investigate

W / Triage/Respond
cisco &. #CiscoLiveAPJC  BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Splunk Security Focus Areas

2024-25: Key pillars of “SOC of the future”

Unified
TDIR with
automated
workflows

cisco Lz{/&/

World class
detection

Insider Federation Al-guided
threat, workflows
risk and
compliance
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Solving the Data Problem
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Growing data volume makes it
harder to be resilient

90%

Yearly cost of system Average cost Of all data created in
downtime of a last 2 years, Al
data breach demand for data
accelerating
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Data value varies by use case

Real and Near-Real Time
@® AdHoc
‘ Archive

Incident Review, Investigations, Threat Hunting

» Age of Data

<1 sec <10 sec <1 min 1 hour 1 day 1 week 1 month 1year 10 year
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Enabling Enterprise Resilience
The Unified Security and Observability Platform

11413 Obsery

Detect | Investigate | Respond
Powered by Splunk Al

ApPls | Integrations | Models | Visualizationg

Custom &
Third Party

e l ﬁ"f‘iﬁ!ate Apps/Services

Party Tools

Events | Logs | Metrics |Traces

Public Clouds Devices
On-Prem Private Clouds
Data Centers

VAN =1 AVa

Access the Right Apply the Right i Accelerate the Right

#CiscoLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved.
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Data Management and Federation optimize value

Enable a broader range of use cases and better customer RO
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Data Management

Unified data configuration, processing, and management
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Federation

Break down silos with federated access

Federation

Additional
Data Lakes

Amazon
Security

Lake
cisco W&-/ #CiscoLiveAPJC ~ BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22




Enhance Splunk productivity with Al and ML

Catalyze resilience with easier data management, administration, search and reporting

Embedded Al in your workflows

6‘ Optimized data design for admins
and data engineers

o)
/:Q Faster learning curve in Search and
R~ Reporting for analysts

Advanced Al
2
. Find the signal from the noise in vast amounts of data
6"") Customizable and embedded Al models for &
N improved Security and IT operations

outcomes
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Security use case optimization

With Data Management and Federation

Search Tier: Search & Search Tier: Federated Search Tier: Federated
Analytics for highest Analytics for performance Search for less performant
performance with on data <30 days, subject scanning of archived & long
configurable data retention to data lake latency term data
Data Management Data Management Data Management
Capabilities: Enrich, mask Capabilities: Ingest Capabilities: Filter & Route
and transform Processor Metricization, with Edge Processor
Lookups

2% 0 5 008 £88%, ' 88 e

Data
<1 sec <10 sec <1 min 1 hour 1 day 1 week 1 month 1 year 10 year
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Optimized data design across use cases

, Firewall
\ —_— - — Q Security Monitoring
« 0\\ Server ) _ &lIncident Resolution
g . -+> Server o i Spllll'lk> h (Highest
g _ Cloudtrail Index performance)
e — : I
-g 6o Firewall
g E ...... > AWS ,‘ )
—_— Cloudtrail L 5 2
co Historical & audit
" | Data Lakes via Federated

Search
AWS VPC Flow (Optimized)
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Tackle enterprise complexity at scale

Deploy Splunk platform flexibly to meet the needs of your environment

Air Gapped Hybrid SaaS

Splunk Flexible Deployment Model

Metrics |

I -amazon

Surmnnn
T
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Using Data for Security Operations
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Splunk Enterprise Security is an industry-
defining SIEM and security analytics solution
. Its powerful

capabilities enable you to

, and

splunk>

a CISCO company L L
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Realize Comprehensive Visibility

Make sense of data noise and enable fast action
£ 50SAdmin > @ Support & Se

. cident ligenc gure v Enterprise Se
Ingest, normalize and analyze any data from ——

Incident Review
all enterprise sources using the power of the ‘
Splunk Platform, with Al-powered capabilities
to find any event anytime at scale

Urgency Status Domain

Select. v Select

- Gain visibility with Splunk's custom alert
actions feature

e | ATTRCK Tactic Threshold Exceeded For Object Over Previous 7Days X

28 Notables

- Achieve cost-effective data optimization and
storage flexibility by choosing to ingest only
your key data critical to security use cases

cisco M- #CiscolLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29



Empower AccurateDetection with Context

Streamline investigations and increase productivity

- Drastically reduce alert volumes by up
to 90% with risk-based alerting (RBA)

O

- Tapinto 1,700+ out-of-the-box
detections, and leverage detection
engineering resources, from Splunk
Threat Research to find and remediate
threats faster

- Enhance your security program with
customizable dashboards,
visualizations, and reports

cisco W&- #CiscolLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30


https://www.splunk.com/en_us/form/the-essential-guide-to-risk-based-alerting.html

Fuel Operational Efficiency

Unify threat detection, investigation and response workflows

- Centralize your workflows across
detection, investigation and response, and  [—
align to response templates and industry-  |[r——s
standard frameworks like MITRE ATT&CK el il
using the Mission Control feature : .

- Increase SOC efficiency by collaborating
with the Splunk Answers community, and
access Splunk's partner network of 2,200+
partners

- Collect, search, monitor and analyze data
using a centralized solution to help meet
increasingly complex
- compliance requirements

Keyoows sorcuts | Map data 52022 Gaople
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Splunk® Enterprise Security 8.0
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Available in Private Preview

Splunk Enterprise Security 8.0
The SIEM Powering the SOC of the Future

As the market-leader in SIEM, Splunk
Enterprise Security 8.0 revolutionizes
the SOC workflow experience,
enabling security analysts to
seamlessly detect what matters,
investigate holistically, and respond

rapidly.
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Available in Private Preview

Splunk Enterprise Security 8.0

Market-Leading SIEM for the SOC of the Future

@

Complete TDIR within
Splunk Enterprise
Security

cisco Lz/&/

= [ | .

Modern Aggregation Enhanced Detections Simplified
and Triage Terminology for
Capabilities Security Analytics
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Available in Private Preview

Complete TDIR within Splunk Enterprise Security

A seamless, completely
integrated workflow
experience

With Splunk SOAR* natively
integrated in Splunk
Enterprise Security, it offers
a unified work surface with
direct integration of
playbooks and actions to
dramatically improve the
mean time to detect and
respond to incidents.

cisco Lz{@/

Mission Control Analytics ~ Security content Configure

*Feature integration still requires a paid Splunk SOAR subscrip
© 2Lscadmnv @ Support

& | Enterprise Security

Analyst queue Last24hours v Saved - @© Charts Al Timeline +

24hours

Findings and investigations a opm | Q|| Auto-refresh on Next > | Show20 ~

Urgency
Excessive failed logins

Multiple findings from the same entity
[bstoli@splunktshirtcompany.com]

ATT&CK tactic threshold exceeded over previous 7
~ days for entity [bstoli@splunktshirtcompany.com]

werShell process - encoded command
stoll@splunktshirtcompany.com]

coded command

24 hour risk threshold exceed for entity [172.16.0.149]

Unusual volume of network activity detected on

— 5423014759

Multiple findings from th
[hayleyjensen@splunktshirtcompany.cor

(] Excessive failed logins.

24 hour risk threshold exceed for entity
[macbook-44591]

Unusual volume of network activity detected on

#CiscolLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Available in Private Preview

Modern Aggregation and Triage Capabil

splunk App: @ Messags Settings v Activity ¥ © Lscadminv @ Support & Services v

Mission Control Analytics ~ Security content ~ Configure ~ £ Enterprise Security

Automatha”y aggregate Analyst queue
fi n d i n g S With j u St O n e C | i C k 2Aboors Multiple findings from the san?e éntity [bstolIes?lunvktshirtcompany.com]

Auto-refresh on h c com

Findings and investigations esh at 5:30 PM

using predetermined rules —— S
that harness common > O -

failed logins

security grouping e L '

' [bstoli@splunktshirtcompany.com]

techni ques an d calculations. =
t unk sour, Access - Geographically Improbable Access Detected Demo - Rule

days for entity [bstoll@splunktshirtcompany.com)
BA - System Process Running from Unexpected Location - Rule

24 hour risk threshold exceeded for entity b .
5 Annotat rk  mitre_attack

[bstoli@splunktshirtcompany.com]
bstoll@splunktshirtcompany.com

— Malicious PowerShell process - encoded command
— on entity [bstoll@splunktshirtcompany.com]

workstation

windows

Malicious PowerShell process - encoded command A
3 ty San Francisco
on entity [bstoll@splunktshirtcompany.com] 3

us
bstoll
false
24 hour risk threshold d for entity [172.16.0.149) 10014
bstollsplunktshirtcompany.com
(— Unusual volume of network activity detected on
5423014759
t r ben stoll
Excessive failed logins untrust
false
— Unusual volume of network activity detected on
~ 52216133181
— Unusual volume of network activity detected on
52218.196.122
Multiple findings from the same entity
' [mickeyperre@splunktshirtcompany.com)
586EF56FAD8963DD546163AC31C865D7
Multiple findings me enti g
Multiple findings from the same entity powershellexe
[hayleyjensen@splunktshirtcompany.com]

Excessive failed logins technical

c Is c o &. #CiscoLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Available in Private Preview

Enhanced Detections

Enhanced detection
capabilities empower
ana |yStS to com p rehend Select the detection type that you want to create
and employ a risk-based
alerting strategy, offering Event-based detection

the flexibility to create high- Edg
confidence aggregated roduces: Findings

alerts for thorough

™ Finding-based detection

I nVeStI g atlo n S . ’vv' 5 inding groups based on entity, threat object, risk threshold, tactics, and techniques
ate s

Existing findings
ces: Finding groups

Learn more

Cancel

cisco M&- #CiscolLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Available in Private Preview

Simplified Terminology for Security Analytics

Streamlined terminology e T e

Mission Control Analytics ~ Security content Configure ~ Search y & Enterprise Security

across detection, findings, T — e
and investigations .

Findings and investigations t Auto-refresh on 30 Next > Show20 v

workflows significantly L —
improves the analyst's N

experience by aligning to

the Open Cybersecurity ) Sttty i

Schema Framework
(OCSF)- V 52‘211(;133151 = Y

Unusual volume of network activity detected on
8.196.122

[bstoll@splunktshirtcompany.com]

Multiple findings from the same entity
[mickey perre@splunktshirtcompany.com]

findings from the same entity
@splunktshirtcompany.com]

Excessive failed logins

24 hour risk threshold exceed for entity
[macbook-44591]

Unusual volume of network activity detected on
3421524225

24 hour risk threshold exceed for entity [win:
hp-85570]

Unusual volume of network activity detected on
172160127

Excessive failed logins

Excessive failed logins

c1sco '&‘/
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Splunk Enterprise Security Use Cases

@ "=

Security Incident
Monitoring Management

make decisions and fast and flexible search
reduce risk and reporting

2

Compliance

pass audits with
minimal effort

cisco W- #CiscoLiveAPJC ~ BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Splunk Recognized as a Lec

2024 Gartner® Magic Quadrant™ for
Security Information and
Event Management

Vil

* Splunk named a Leader for the 10th
consecutive time

* Recognized consistently in the SIEM report
based on its Completeness of Vision and Ability
to Execute

GARTNER is a registered trademark and service mark of Gartner and Magic Quadrant is a registered
trademark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used herein with
permission. All rights reserved.

Gartner does not endorse any vendor, product or service depicted in its research publications, and does
not advise technology users to select only those vendors with the highest ratings or other designation.
Gartner research publications consist of the opinions of Gartner’s research organization and should not
be construed as statements of fact. Gartner disclaims all warranties, expressed or implied, with respect
to this research, including any warranties of merchantability or fitness for a particular purpose

This graphic was published by Gartner, Inc. as part of a larger research document and should be

evaluated in the context of the entire document. The Gartner document is available upon request from
Splunk.

cisco Lz{/&/
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Figure 1: Magic Quadrant for Security Information and Event Management

ABILITY TO EXECUTE

BRKSEC-1584

Splunk
.‘ Microsoft
BM @
@ Securonix
Sumo Logic
e @ Exabeam
@ Rapid?
Fortinet @ P
LogRhythm @ @ Gucul
@ Google
@ Devo
@ Logpoint @ Ehstic
ManageEngine Huawei @
@ Venustech @ OpenText
@ NetWitness
@ Odyssey
Logzio @ aAxX [ ]
COMPLETENESS OF VISION > As of January 2024 © Gartner, Inc

Gartner
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Automation
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Splunk SOAR provides security
orchestration, automation and response
capabilities that allow security analysts to
work smarter by automating repetitive
tasks; respond to security incidents faster
with automated alert triage, investigation,
and response; and strengthen defenses
by connecting and coordinating complex

workflows across their team and tools.

cisco M&-/ #CiscolLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Automate So You Can Innovate
with Splunk SOAR

2 M=
Iy —®
Force Multiply Your

Bring Order to a Team Respond with Speed
Chaotic SOC and Accuracy
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Bring Order to a Chaotic SOC

Q $0S_Demo version 5.2.1.7

® Last7Days v Showing | allsources v for | allusers

Streamline investigations and |
incr r Vi
crease productivity 19 10,19, 1, 3u 0.2 10, 40, $494

Resalved events Mean dwell time Mean time to resolve FTE Gained Time saved Dollars saved

e Get more out of your security stack
with the ability to integrate across
300+ third-party tools with support o sevenry 1 cast
for 2,800+ automated actions . - B -

Workload Events by Status Top Playbooks and Actions

e Develop apps easily to tackle the use
cases that matter most to your
organization A HEE S e e
e Visualize and validate SOC efficiency
with highly customizable dashboards
providing the top of mind information 217 1KY

you and your Security C-Suite need e
to know

Data Sources Events Executed Playbooks And Actions

@ Demo_configuration @ Risk_notable
@ Gieanup_event Events
@ Zcatman Actions. Playbooks

® Demo_configuration @ Risk_nolable @ Cleanup_event @ Events @ Zcaiman

cisco W&- #CiscolLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Force Multiply Your Team

splunk_intelligence_m

SR utility
e Make a team of 10 feel Like 20 with
the power of orchestration and - Fm
automation to help you execute tasks , o
. .. B oecision D T
quickly and more efficiently

: B rormat

e Take prioritized action as threats are
sorted by overall priority and
sensitivity scores

e Actionize your data by automating Y
investigation and response actions,
enhanced by the valuable telemetry
from your other security tools e

D

-

Python Playbook Editor

Playbook Debi

cisco W&- #CiscoLiveAPJC BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Respond with Speed and
Accuracy

Automate security workflows in
R Workbook Cuidance i [Auto-Generated] Notable Event Summary
seconds to reduce MTTR

- Task: Preprocess

Owner

Threat - RIR - 7 Day ATT&CK Tactic Threshold Exceeded Demo - Rule: fyodor@froth.ly

~ Investigate 0/3
Splunk Enterprise Security has detected that user " * generated 4328.0 points of risk.

Full statistics and timeline on this user's risk behavior can be found

e Automate with ease and conquer

complex workflows with a variety of
prebuilt and customizable playbooks

Respond with threat context based
on key input parameters and
automate a series of actions to
respond to common threats

Foster collaborative investigations
with case management and
workbook functions to help keep your
team informed at all times

TASKS (3)

Preprocess

ed 0 no one

@ risk_notable_preprocess
@ risk_notable_import_data

© start_investigation

@ risk_notable_enrich

© risi_notable_merge_events

Render Verdict
ed 0 o one

© risk_notable_verdict

2022-03-14T15:42:53.000400:00
2022-03-15T16:10:05.000+00:00
2022-03-15T16:54:02.000400:00
2022-03-15T16:54:02.000400:00
2022-03-15T17:02:10.000400:00
2022-03-15T17:04:54.000400:00
2022-03-15T17:05:59.000+00:00

2022-03-15T17:05:59.000+00:00

MITRE

Initial Access

Windows Px secutio ' Directory on fyodoréfroth.ly
Threat -

ell Process powershell.exe - Enceded Command On FYODOR-L.froth.ly
Malicious PowerShell Process powershell.exe - Encoded Command C OR-L.£roth.ly
An unusual volume of network activ
User fyodor@froth.ly has been sent email from similar domain frothly.com
Login attempts for fyodorfroth.ly from geographically distance locations Source Location

Login attempts for fyodorffroth.ly from geographically distance locations Source Location:

- Spearphishing Link: T1566.002

User fyodor@froth.ly has been sent email from similar domain frothly.com

Execution

« PowerShell: T1059.001

Malicious Powe

Lateral Movement

Shell Process powershell.exe - Encoded Command On FYODOR-L.E£roth.ly

, Canada Dest Lo

, Canada Dest Lo

ed. 10.0.1.4 has generated 34 MB of network traffic in the past day, which is

tion: Manteca, United St

ion: London, United Kin

- Remote Services: T1021

Login attempts yodor@froth.ly from geographically distance Source Location: , Canada Dest Location: Man United States.

Login attempts for ore ly from geographically distance anada Dest London, United Kingdom.

Exfiltration
- Data Transfer Size Limits: T1030

An unusual volume of network activity was detected. 10.0.1.4 has generated 34 MB of network traffic in the day, which is anomalous

c1sco 'p/‘/
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Splunk® SOAR 6.3.x
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Splunk SOAR Has Evolved

Splunk SOAR 6.3.0 and 6.3.1 provide integrated automation for unified threat detection, investigation
and response to drive superior outcomes for the SOC.

SIEM and Collaborative Guided Easy Ul
SOAR SecOps Automation Navigation
Unify security Prompt-driven Overlays real incident  \navfinder feature
workflows with automation data atop logical offeyrsI streamlirl:ed
Spunk Enterprise streamlines sequencing for easier  giscovery and
Security response workflows playbook building navigation
experience

Splunk SOAR i aso FecRAMP Nioderate Certiiea I

cisco M- #CiscoLiveAPJC ~ BRKSEC-1584 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



Available Now in Splunk SOAR 6.3

SIEM and SOAR: a Match Made in Heaven

Splunk SOAR features now come fully
integrated* with Splunk Enterprise
Security 8.0.

® Pair Splunk SOAR and Splunk Enterprise
Security within seconds without worrying
about data formats

® Playbooks and actions are now directly
integrated within the Splunk Enterprise
Security analyst queue

® Run playbooks and see the results without
leaving the Splunk Enterprise Security
interface

® Automation Rules feature in Splunk
Enterprise Security ensures that playbooks
run automatically when your selected
detections produce findings

*Feature integration still requires a paid
Splunk SOAR subscription and paid Splunk
Enterprise Security subscription.

cisco Lz{/a/

splunk>cloud ~ Apps~  Messages~  Settings  Activity* | Find Q 2 TDIRAdmin~ @ Support & Ser

Mission Control Analytics v Security content » Configure>  Search (G [ = EnterpriseSe

Analyst queue Q. Risk Last24 hours ~ ew = @ Charts sl Hide Timeline

Time Range: Last24hours  search: Risk X  Clear All Save

Zoom Out

4 selected Edit Assign to Me Run Playbook Add to Investigation

Disposition ~

Undetermined
O win-host-mha o M Undetermined
Q win-dc-mhaag Undetermined
Undetermined

0 win-dc-mhaag..

dc-mhaag. o M Undetermined

Undetermined
Undetermined
Undetermined

Undetermined
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Available Now in Splunk SOAR 6.3

Collaborative SecOps

splunks| SOAR Autobahn - VPE2 Phis Repo: SOAR_Autobahn | Discard Changes
Prompt-driven automation lets you i S
send real-time, secure prompts to cotmre o st
teams outside the SOC to streamline .
response workflows and resolve ST
security incidents faster. e

PROMPT
| prompt_analyst

® Effective communication with teams like IT, [ Reauire SAML authentication (G I
Network Security, HR, Legal, and end-users ‘ | il

is crucial for informed security decisions. S Distribution method

SAML Groups (i

® However, much of this communication
occurs out-of-band, reducing SOC
responsiveness.

A
-

® Prompt-driven automation streamlines
these interactions for a more agile and
inclusive security strategy.

SOAR users are notified within Splunk SOAR and

ia emai

® Deliver prompts through any ITOps, . P
ChatOps or Ticketing applications

=+ Distribution method

- -
“ UTILITY UTILITY

Required response time (mins) set_status_open set_status_closed
-

-
Python Playbook Editor
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Guided Automation

Playbook building is now easier than

ever.

Guided automation unlocks a whole
new visual experience overlaying real

incident data atop the logical

sequencing in a playbook. Analysts
can drastically reduce the time to build
automation and improve accuracy.

® | everage intuitive at-a-glance data
visualizations that show data in the context

of specific security investigations

® Build faster with suggested actions to
quickly add the right action blocks, filters,

and prompts with a single click

® Build accurately by visualizing results rooted

in real data from individual blocks

cisco Lz{/a/

BRKSEC-1584

Coming Soon in Splunk SOAR 6.3.1

£33 Settings

Data preview

ID-2: ID-2: User Scenario Rule Title gtbob... X ) Save and run

Block results Debugger Python editor

& @ dispatch_account_disable

by soar_local_admin, September 26th 2024,
8:48:40 am

Playbookrun v Q

Data

Results

dispatch_account_disable:
playbook_output:
v custom_function_result:
0:
id: 7
name:
status: succ
message
name: dispat
playbook: community/

playbook_run_id: 15

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

51



Easy Ul Navigation

Wayfinder is a powerful new feature
that offers a streamlined discovery
and navigation experience within the
Splunk SOAR interface.

With keyboard shortcuts, you can

now instantly access key incidents, '
playbooks, and critical information
for a smoother and efficient

experience. & Vo e e e

® Keyboard-driven navigation: Skip the
menus and jump directly to what you
need with the "." key

® Dynamic content discovery: Easily search
for tasks, playbooks, or pages, with
Wayfinder surfacing relevant results as
you type

® Metadata-rich guidance: Results are
accompanied with helpful metadata,
ensuring you quickly reach the right
destination

cisco M&-/ #HCiscoLiveAPJC ~ BRKSEC-1584
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Splunk SOAR Use Cases

1®

Coﬁtjat%r%aetﬁt & Orchestrate
Response Response
> Workflows
Actions

to reduce op_erational
friction and increase
efficiency

to improve investigation
and response times
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Splunk Recognized as a Leader

MARKET
In the 2023 KuppingerCole
Leadership Compass for SOAR
VIl il ‘:D: :Tsi -
* Splunk SOAR was recognized as an o

Overall Leader, Product Leader and

Market Leader RAPID7 — O_,“ L] ®— D3 SECURITY

MAN}\GEENGI\IE—’/.”” suMoLosic @~ swimLaNe
Other Awards and Recognition - oot
ey SECURAA—-“

- 2023 TrustRadius Award for Best 7

Software for Enterprise (SIEM and

SOAR)
¢ 2023 TrustRadius Award for Mid-

Market Businesses (SIEM and

SOAR)
+ Fast Mover in the 2023 GigaOm

Radar for SOAR

PRODUCT
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CISCO

Let’s show It In Action!
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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