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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-1583
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So, what is a Splunk?
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Splunk Enterprise
Splunk Enterprise Security

Splunk SOAR

Build-anything 
platform

Prescriptive 
offerings

Splunk Attack Analyzer
User Behavior Analytics

Splunk Security Essentials
Risk Based Analytics

SOAR Playbook Packs

Re-usable data

Enterprise Logging
IT Operations
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Powerful machine data 
aggregation, search, 
reporting and alerting

• Expansive data access

• Flexible data onboarding

• Full-fidelity investigation

• Real-time alerting

• Build custom apps

• SaaS or self-managed
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Filter Normalize

Mask Enrich

Logs Metricization Aggregate

Data Lake

Splunk
Cloud

Splunk 
Enterprise

End to End Monitoring

Metrics

Logs 

Routing

Traces

Events

Splunk O11y
Cloud

Amazon
S3

Data configuration, processing and management

User Data

Application Data 

Middleware Data

Network Data

Operating System Data 

Virtual Infrastructure Data

Physical Infrastructure Data

Database Data

Business Service Transactions

Performance Data

Human Resources

Social Media Feeds

Threat Lists

Vulnerability Lists

Site Analytics

Common set of events, traces, metrics and logs for comprehensive visibility
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Demo
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Some notable apps & add-ons
Built for Splunk platform users

▪ Splunk Security Essentials (SSE) allows you to browse, bookmark and deploy ESCU analytic stories from the Security Content 
Library with just a few clicks to enhance searches in your Splunk environment. Also provides automatic mapping of data and security 
detections to the MITRE ATT&CK® and Cyber Kill Chain® frameworks.

▪ Compliance Essentials for Splunk streamlines continuous monitoring efforts, improves cybersecurity posture, and addresses the 
requirements of different National Institute of Standards and Technology (NIST)-based control frameworks, including the following: 
Risk Management Framework (RMF), Cybersecurity Maturity Model Certification (CMMC), Defense Federal Acquisition Regulation 
Supplement (DFARS) and the Office of Management (OMB) M-21-31 MEMORANDUM.

▪ InfoSec App for Splunk relies on accelerated data models and the Common Information Model (CIM) to provide a consistent and 
normalized view into the event data that you’ll bring into Splunk. This app can help you address basic security use cases, including 
monitoring and security investigations.  

▪ The Splunk AI Assistant* makes SPL more accessible, enabling users to create SPL queries from plain English, and view plain 
English explanations of any well-formed SPL searches. *The Splunk AI Assistant is available as a preview and is not officially 
supported.

▪ Splunk Mobile App allows users to access your Splunk data anywhere at any time. Get notified with actionable alerts and make 
decisions faster with dashboards and reports at your fingertips. 

▪ Splunk Machine Learning Toolkit helps you apply a variety of machine-learning techniques and methods, such as classification 
(predicting a yay or nay), regression, anomaly detection, and outlier detection against your data. In v5.4 or higher you can upload 
pre-trained ONNX models for inferencing in MLTK.
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https://splunkbase.splunk.com/app/3435
https://research.splunk.com/
https://research.splunk.com/
https://splunkbase.splunk.com/app/6696
https://splunkbase.splunk.com/app/4240
https://splunkbase.splunk.com/app/6410
https://www.splunk.com/en_us/solutions/mobile.html
https://docs.splunk.com/Documentation/MLApp
https://docs.splunk.com/Documentation/MLApp/5.4.0/User/ONNXmodels
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To provide visibility and insights across an enterprise’s entire digital footprint, 

powering actions that improve security, reliability, and innovation velocity

Access the 
right data

Apply the 
right analytics

Accelerate the 
right actions

BRKSEC-1583
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Built by Splunk and Cisco

Cisco technology add-ons / apps / SOAR 
connectors

Technology Add-ons

• Cisco ACI Add-on for Splunk Enterprise
• Cisco Catalyst SD-WAN Add-on for Splunk
• Cisco Secure eStreamer Client Add-On for Splunk
• Cisco SecureX threat response - Custom Search Command
• Splunk Add-on for AppDynamics
• Splunk Add-on for Cisco ASA
• Splunk Add-on for Cisco ESA
• Splunk Add-on for Cisco Identity Services
• Splunk Add-on for Cisco Meraki
• Splunk Add-on for Cisco UCS
• Splunk Add-on for Cisco WSA

Apps

• Cisco ACI App for Splunk Enterprise
• Cisco Catalyst SD-WAN App for Splunk
• Cisco Secure Endpoint (formerly AMP for endpoints)
• Cisco Secure Firewall App for Splunk
• Cisco Secure Malware Analytics
• Cisco Secure Network Analytics (Stealthwatch) App for 

Splunk Enterprise)
• Cisco Security Cloud
• Duo Splunk Connector

SOAR Connectors

• Cisco ESA
• Cisco Firepower
• Cisco ISE
• Cisco Secure Malware Analytics (ThreatGrid)
• Cisco Umbrella
• Cisco Umbrella Investigate
• Cisco Webex
• FireAMP

… And more built by 3rd party 
communities & individuals 
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Splunk Enterprise 
Security
Detect what matters, investigate holistically, 
and respond rapidly



Splunk Enterprise Security is 
an industry-defining SIEM 
and security analytics 
solution trusted by SOCs 
around the globe. Its 
powerful capabilities enable 
you to realise 
comprehensive visibility, 
empower accurate detection 
with context, and fuel 
operational efficiency. 
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A full featured SIEM

Purpose-built security 
capabilities built on top of 
Splunk

• Operational Workbench

• Robust Content Library

• Detections built on SPL

• Massive scale and 
enterprise capability

BRKSEC-1583 20
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Traditional SIEM alerting

Traditionally, the events below might be considered too noisy and would be abandoned

Potential 
spear 
phishing 
observed

Suspicious 
command 
disabling controls

Suspicious Powershell 
observed

AWS ACLs 
opened up all 
access

AWS user 
provisioning 
observed

AWS buckets 
created

AWS permanent 
creation 
observed

6:55AM 6:58AM 7:03AM 1:55PM 2:03PM 2:07PM 2:15PM
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Risk-based alerting

With risk-based alerting, these events become context that informs high-fidelity alerts

Risk Incident Rule: 
Generate alert for any user or system that 
exceeds a risk score of 100 in a 24 hour 

period

Aggregated user risk score >100 ALERT

With one click, view all 
of the risk events that 
contribute to the alert

Potential 
spear 
phishing 
observed
10 pts

Suspicious 
command 
disabling controls
15 pts

Suspicious Powershell 
observed
20 pts

AWS ACLs 
opened up all 
access
10 pts

AWS user 
provisioning 
observed
15 pts

AWS buckets 
created
15 pts

AWS permanent 
creation 
observed
20 pts

6:55AM 6:58AM 7:03AM 1:55PM 2:03PM 2:07PM 2:15PM
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Analytics/
Correlations

Risk 
Index

Risk Grouping

Alert

Risk 
Score

Mitre 
ATT&CK 
Tactic

BU 
Outliers

Observation

Asset 
Priority

Vuln
Count

Log 
Source
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Analytics/
Correlations

Risk 
Index

Alerting

Investigation

Threat HuntingAdv Sim
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Case management made to support your team

• Automation when and where 
you want it

• A collaborative case 
management system that works 
with your team rather than as a 
chore

• Let your junior analysts work like 
your experienced ones

Where automation and analysts 

meet

BRKSEC-1583 25
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Use case keywords

Security 
Monitoring & 
Analysis

Advanced & 
Insider Threat 
Detection

Incident 
Investigation & 
Forensics

Incident 
Response

Compliance
Threat 
Hunting
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Splunk SOAR
Work smarter

Respond faster 

Empower your SecOps



Splunk SOAR provides security 

orchestration, automation and 

response capabilities that allow 

security analysts to work smarter by 

automating repetitive tasks; respond to 

security incidents faster with 

automated alert triage, investigation, 

and response; and strengthen 

defenses by connecting and 

coordinating complex workflows 

across their team and tools.
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SOAR for security operations
Faster execution through the OODA loop yields better security

Decision Making Acting

SIEM

THREAT INTEL PLATFORM

HADOOP

GRC

AUTOMATED

FIREWALL

IDS / IPS

ENDPOINT

WAF

ADVANCED MALWARE

FORENSICS

MALWARE DETONATION

FIREWALL

IDS / IPS

ENDPOINT

WAF

ADVANCED MALWARE

FORENSICS

MALWARE DETONATION

TIER 1

TIER 2

TIER 3

Observe
Point Products

Orient
Analytics

WITHOUT SOAR, A MANUAL PROCESS
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SOAR for security operations
Faster execution through the OODA loop yields better security

SPLUNK SOAR

Decision Making Acting

SIEM

THREAT INTEL PLATFORM

HADOOP

GRC

AUTOMATED

FIREWALL

IDS / IPS

ENDPOINT

WAF

ADVANCED MALWARE

FORENSICS

MALWARE DETONATION

FIREWALL

IDS / IPS

ENDPOINT

WAF

ADVANCED MALWARE

FORENSICS

MALWARE DETONATION

TIER 1

TIER 2

TIER 3

Observe
Point Products

Orient
Analytics

ACTION RESULTS / 

FEEDBACK LOOP

AUTOMATED WITH SPLUNK SOAR
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Build out automation playbooks

• Build playbooks using our low code / 
no code Visual Playbook Editor

• Combines the business logic of your 
processes with the automated use of 
the tools and services your team relies 
on

• Run process immediately, 24/7, 
consistently, just like your most 
experience team members… all 
without spending your team’s time

Leverage automation so your 

team can do more with less
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Use case keywords

Orchestration 
and 
automation

Case / 
workflow 
management

Enrichment

Alert volume, 
capacity

Rapid 
response

Skill gap / 
hiring issues
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Splunk Attack Analyzer
Automated Threat Analysis of Malware and 
Credential Phishing Threats



Splunk Attack Analyzer automates 

analysis of suspected malware and 

credential phishing threats. Unlike 

other analysis tools that require 

manual workflows, the solution 

automatically follows and analyses 

each step in complex attack chains to 

identify and extract forensics and 

render a verdict to help analysts 

understand active threats and 

accelerate investigations.
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Take the manual work out of threat analysis 

• Attack Chain Following 
means that Splunk Attack 
Analyzer is going to jump 
through the hoops for you, 
think anti-anti-analysis.

• Attacks are not just binaries 
and exploits so your 
analysis platform shouldn’t 
be, either.

Not just a sandbox

BRKSEC-1583 39
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Use case keywords

Phishing Enrichment Sandboxing, 
Malware

Brand 
Reputation

Automation

BRKSEC-1583 40



Demo



Splunk User Behavior 
Analytics (UBA)
Detect unknown threats and anomalous 
behaviour using machine learning



Splunk User Behavior Analytics 

(UBA) detects advanced threats 

using machine learning, enhances 

security visibility and generates 

rich contextual insights to help 

security teams assess risk and 

take rapid action, streamlines 

incident investigations, and 

increases SOC efficiency.
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ML driven insights
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Use case keywords

Compromised user account

Lateral movement

Account misuse 

Compromised and infected 
machine (malware)

Suspicious behaviour and 
unknown threat 

Data exfiltration 

Contextual intelligence

External attack
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In Summary
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QUESTIONS?
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Complete Your Session Evaluations

50

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKSEC-1583
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: sobrien@splunk.com

51BRKSEC-1583
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