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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex
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S0, what is a Splunk?
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Build-anything
platform

57

Splunk Enterprise
Splunk Enterprise Security
Splunk SOAR
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Prescriptive
offerings

Splunk Attack Analyzer
User Behavior Analytics
Splunk Security Essentials
Risk Based Analytics
SOAR Playbook Packs

#CiscoLiveAPJC ~ BRKSEC-1583

Re-usable data

BE

Enterprise Logging
IT Operations
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Splunk Enterprise

Powerful machine data
aggregatlon, SearCh, Executive Operations View e
reporting and alerting e a) =

~ Helpv Fi

[ Operational Intelligenc|

Edit Export v

APPLICATIONS AUTHENTICATION NOTABLE EVENTS NETWORK

« Expansive data access _
- Flexible data onboarding e e e T il

« Full-fidelity investigation
Application Delivery Business Analytics Internet of Things
° —1i i 80 32."0 qr‘ ) N ( \
Real-time alerting £ 2 K 8

DEVELOPMENT OPS PERFORMANCE SENTIMENT SUPPORT REVENUE POWER HVAC #1 HVAC #2

« Build custom apps

4,000

- SaaS or self-managed
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Data configuration, processing and management

Common set of events, traces, metrics and logs for comprehensive visibility

User Data

Application Data

Middleware Data

On Premises

Network Data

Metrics
Operating System Data Filter Normalize
Virtual Infrastructure Data

Traces

Physical Infrastructure Data
Mask Enrich
Database Data
Events
Business Service Transactions
Logs Metricization Aggregate

Social Media Feeds Data Lake
Threat Lists End to End Monitoring

Routing Splunk
Enterprise
Amazon
S3

E
=}
o
o
@
IS
2
=
o

Performance Data

Human Resources

Splunk O11y

Cloud

Vulnerability Lists

Public Cloud

Site Analytics
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Demo
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splunkbase

Collections

Apps

Discover Apps

PLATFORM

(7] SPLUNK
> PRODUCT

> VERSION

[T] SPLUNK SOAR
> PRODUCT

> VERSION

CATEGORY

(0] Business Analytics
DevOps
Directory Service
Email
Endpoint
Firewall
Generic
Identity Management
Information
Investigative

loT & Industrial Data

Showing 1-18 of 63 Results for

Cisco Networks Add-on for
Splunk Enterprise

unk ¢

L8 8 8 8+

74 wor supponTeD

&7 TAforCisco CDR Reporting

% ondAnaiytics

§ DEVELOPER SUPPORTED ADDON

CCX Add-on for Cisco

Secure Network Analytics...

#CiscolLiveAPJC

Cisco Networks App for
Splunk Enterprise

L8 & & 8+

73 Nor suppoRTED

Cisco Bug Search and
Analytics

* %k k& ok

& 3 DEVELOPER SUPPORTED APP

= Splunk Add-on for Cisco
AddOn+  Meraki

BRKSEC-1583

Submit an App

Sort By Best Match

Cisco Endpoint Security
Analytics (CESA)

% ok k&

§ 3 DEVELOPER SUPPORTED APP

P )  ccxAdd-onfor Cisco
“ Secure Endpoint (AMP)

§ § DEVELOPER SUPPORTED ADDON

Cisco Web Security
a Appliance (WSA) Insight
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Some notable apps & add-ons

Built for Splunk platform users

Splunk Security Essentials (SSE) allows you to browse, bookmark and deploy ESCU analytic stories from the Security Content
Library with just a few clicks to enhance searches in your Splunk environment. Also provides automatic mapping of data and security
detections to the MITRE ATT&CK® and Cyber Kill Chain® frameworks.

Compliance Essentials for Splunk streamlines continuous monitoring efforts, improves cybersecurity posture, and addresses the
requirements of different National Institute of Standards and Technology (NIST)-based control frameworks, including the following:
Risk Management Framework (RMF), Cybersecurity Maturity Model Certification (CMMC), Defense Federal Acquisition Regulation
Supplement (DFARS) and the Office of Management (OMB) M-21-31 MEMORANDUM.

InfoSec App for Splunk relies on accelerated data models and the Common Information Model (CIM) to provide a consistent and
normalized view into the event data that you’ll bring into Splunk. This app can help you address basic security use cases, including
monitoring and security investigations.

The Splunk Al Assistant* makes SPL more accessible, enabling users to create SPL queries from plain English, and view plain
English explanations of any well-formed SPL searches. *The Splunk Al Assistant is available as a preview and is not officially
supported.

Splunk Mobile App allows users to access your Splunk data anywhere at any time. Get notified with actionable alerts and make
decisions faster with dashboards and reports at your fingertips.

Splunk Machine Learning Toolkit helps you apply a variety of machine-learning techniques and methods, such as classification
(predicting a yay or nay), regression, anomaly detection, and outlier detection against your data. In v5.4 or higher you can upload
pre-trained ONNX models for inferencing in MLTK.

cisco W- #CiscoLiveAPJC  BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



https://splunkbase.splunk.com/app/3435
https://research.splunk.com/
https://research.splunk.com/
https://splunkbase.splunk.com/app/6696
https://splunkbase.splunk.com/app/4240
https://splunkbase.splunk.com/app/6410
https://www.splunk.com/en_us/solutions/mobile.html
https://docs.splunk.com/Documentation/MLApp
https://docs.splunk.com/Documentation/MLApp/5.4.0/User/ONNXmodels

Our product vision

To provide visibility and insights across an enterprise’s entire digital footprint,
powering actions that improve security, reliability, and innovation velocity

ool ]l
cllsclo + splunk>

a C1SCO company

[z ] %
Access the Apply the Accelerate the
right data right analytics right actions

cisco M&-/ #CiscolLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserve d. Cisco Public 16



Cisco technology add-ons / apps / SOAR

connectors

Built by Splunk and Cisco
Technology Add-ons

® (Cisco ACI Add-on for Splunk Enterprise

® Cisco Catalyst SD-WAN Add-on for Splunk

® Cisco Secure eStreamer Client Add-On for Splunk
® (Cisco SecureX threat response - Custom Search Command
* Splunk Add-on for AppDynamics

® Splunk Add-on for Cisco ASA

® Splunk Add-on for Cisco ESA

* Splunk Add-on for Cisco Identity Services

® Splunk Add-on for Cisco Meraki

® Splunk Add-on for Cisco UCS

® Splunk Add-on for Cisco WSA

SOAR Connectors

Cisco ESA

Cisco Firepower

Cisco ISE

Cisco Secure Malware Analytics (ThreatGrid)
Cisco Umbrella

Cisco Umbrella Investigate

Cisco Webex

FireAMP

cisco Lz{/&/

Apps

#CiscolLiveAPJC

Cisco ACI App for Splunk Enterprise

Cisco Catalyst SD-WAN App for Splunk

Cisco Secure Endpoint (formerly AMP for endpoints)
Cisco Secure Firewall App for Splunk

Cisco Secure Malware Analytics

Cisco Secure Network Analytics (Stealthwatch) App for
Splunk Enterprise)

Cisco Security Cloud

Duo Splunk Connector

... And more built by 3rd party
communities & individuals

BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Splunk Enterprise
Security

Detect what matters, investigate holistically,
and respond rapidly
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Splunk Enterprise Security is
an industry-defining SIEM
and security analytics
solution trusted by SOCs
around the globe. Its
powerful capabilities enable
you to realise
comprehensive visibility,
empower accurate detection
with context, and fuel
operational efficiency.
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A full featured SIEM

Purpose-built security
capabilities built on top of
Splunk

Incident Review

Urgency

« Operational Workbench
« Robust Content Library
« Detections built on SPL

« Massive scale and
enterprise capability

cisco W&- #HCiscoLiveAPJC ~ BRKSEC-1583

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Traditional SIEM alerting

Traditionally, the events below might be considered too noisy and would be abandoned
6:55am 6:58am  7:03am 1:B55pm 2:03pm 2:07pm 2:15pPMm

—— 8 & & & e

Potential Suspicious Suspicious Powershell AWS ACLs AWS user AWS buckets AWS permanent
spear command observed opened up all provisioning created creation
phishing disabling controls access observed observed
observed

cisco M- #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Risk-based alerting

With risk-based alerting, these events become context that informs high-fidelity alerts

6:55am 6:58am  7:03am

1:55pm  2:03pPm

Potential Suspicious Suspicious Powershell AWS ACLs AWS user
spear command observed opened up all provisioning
phishing disabling controls 20 pts access observed
observed 15 pts 10 pts 15 pts
10 pts

With one click, view all < Risk Incident Rule:

of the risk events that
contribute to the alert

cisco Lz/&/

ALERT

Generate alert for any user or system that
exceeds a risk score of 100 in a 24 hour
period

2:07pm| 2:15pMm

AWS buckets AWS permanent
created creation
15 pts observed

20 pts

P
<

Aggregated user risk score >100

#CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Alert

Mitre
ATT&CK
Tactic

Risk Grouping

BU
Outliers

Asset
Priority

cisco W&-/ #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Investigation

Alerting

Risk o)
Index

Adv Sim hreat Hunting

#CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24
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Case management made to support your team

Mission Control ~ Analyticsv  Securitycontent~  Configure>  Search

V\/ h e re a U to m a t | O n a n d a n a |yStS & Queue IE\ ATT&CK tactic threshold exceeded over previous 7 days for system=splunktshrtcompany-1
meet ' | |

‘ simon geetarfunk ‘ InProgress

Response + Response |

Findings Response ~ Review I0Cs | informational = | | Unassigned

33% completed In progress

- Automation when and where
yOu Wa nt |t Initial Triage

PHASE v Description D
Addtional Context (0/1)

‘ Undetermined

thered in Intelligence tab.

intel from our Threat Intel feeds, Use Attack Analyzer for further enrichment. Type
Review I0Cs

« A collaborative case 3 e

m a n a g e m e nt Syste m t h at Wo rkS + Task ) ) Reference ID bdeBZe;Q-GThz;-AQTZ-ah‘G-71 6c0684f874

Investigation default

With your team rath e r th a n a S a PR::Zir Verdiat detonate url - Splunk Attack Analyzer Connector for Splunk SOAR D

v Completed Nov 06, 6:32 AM

chore R s
‘ :::i‘“: - {7 Notes
+ Let your junior analysts work like e 8 N v
your experienced ones rErEEEReEE. @ TomAdmn Novos 631 aM

Enter note Need to investigate
http://42.230.211.75:56323/i
@ ToRAdmIn Nov06,6:28 AM
Findings itial Triage) w Detections
Review Detections - Task Note - 1
This might be a cosmic sting attack. Further investigation
required...

TDIR Admin Nov 06, 6:25 AM
| am looking into this one

cisco W&- #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



Use case keywords

Security Advanced & Incident
Monitoring & Insider Threat Investigation &
Analysis Detection Forensics

Incident . Threat
Compliance .
Response Hunting
cisco W-/ #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Splunk SOAR

Work smarter
Respond faster

Empower your SecOps
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Splunk SOAR provides security
orchestration, automation and
response capabilities that allow
security analysts to work smarter by
automating repetitive tasks; respond to
security incidents faster with
automated alert triage, investigation,
and response; and strengthen
defenses by connecting and
coordinating complex workflows
across their team and tools.

cisco Lz{/&/




SOAR for security operations

Faster execution through the OODA loop vields better security

—  Orient

Analytics

Observe

Point Products

E THREAT INTEL PLATFORM

Y war o

. SIEM &

E HADOOP o

=] ~ovancep MaLwaRE

ﬂGRC-

8 FORENSICS

ﬂ MALWARE DETONATION

———— Decision Making

ey

TIER 1

— Acting

1 E FIREWALL

S ‘ E IDS / IPS
/
- . [ evoron

—« B war

AUTOMATED

cisco Lz{@/

#CiscolLiveAPJC

TIER 2
« [EE] ApvANcED MALWARE
E S~ . KB FORENSICS
TIER 3 \4- ﬂ MALWARE DETONATION
WITHOUT SOAR, A MANUAL PROCESS ——J
BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SOAR for security operations

Faster execution through the OODA loop yields better security

Observe

Point Products

— Orient

Analytics

splunk>enterprise

B Splunk Enterprise
Security”

—

Decision Making —> Acting

______________________________

ACTION RESULTS/
FEEDBACK LOOP

SIEM *®

E=] ~ovancep vaLware

B -

FORENSICS

ﬂ MALWARE DETONATION

AUTOMATED

cisco Lz{/&/

[ E B E FIREWALL
TIER 1 ‘ ﬂ IDS/ IPS
. E ENDPOINT
E THREAT INTEL PLATFORM B
LB
E HADOOP TIER 2
. E] ADVANCED MALWARE
E - . FORENSICS
TIER 3 S ﬂ MALWARE DETONATION
SPLUNK SOAR
l L AUTOMATED WITH SPLUNK SOAR ——J
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splunkbase  colections  Apps

Discover Apps

PLATFORM

SPLUNK Filtered by:

> PRODUCT Splunk SOAR X

> VERSION

Cisco ISE
¥ SPLUNK SOAR

> PRODUCT

> VERSION

CATEGORY . Kok ok ok ok

[ Business Analytics
D DevOps
() pirectory Service Cisco Webex
O email
[ Endpoint

Firewall

Generic

Identity Management

& 3 SPLUNK SUPPORTED CONNECTOR

_J Information
_] Investigative

loT & Industrial Data

Showing 1-7 of 7 Results for

& ) SPLUNK SUPPORTED CONNECTOR SPLUNK SUPPORTED CONNECTOR

£ ) SPLUNK SUPPORTED CONNECTOR

BRKSEC-1583

Submit an App

ort by

Sort By Best Match

Cisco ESA Cisco Umbrella Investigate

SPLUNK SUPPORTED CONNECTOR

Cisco Umbrella

£ § SPLUNK SUPPORTED CONNECTOR

Login ¥
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Splunkbase' Collections Apps Q. Find an app Submit an App Logih ¥

e CiSCOISE

This app implements inve: and containment actions on a Ci

Built by S

aa & Login to Download

Latest Version 3.0.2 Compatibility @ Rating Support EL

December 22, 2023 SOAR On-Prem, SOAR Cloud Bakhhk(2) & 3 Splunk Supported #7 inNetwork Access
s Connector
Platform Version: 6.2, 6.1, 6.0, Lo In 50 racs thia app Control

55,5.4,53,5.2,5.1 H# 4 1n Network Security

Summary Details Installation Troubleshooting Contact Version History

This app implements investigative and containment actions on a Cisco ISE device
Categories
Supported Actions
Network Access Control, Network Security
test connectivity: Validate the asset configuration for connectivity. This action logs into the device using a
REST API call to check the connection and credentials
list endpoints: List the endpoints configured on the system Splunk Inc
get device info: Get information about a specific endpoint
update device info: Update information or attributes for a specific endpoint

Created By

Source Code

list sessions: List the sessions currently available on the Monitoring node

terminate session: Terminate sessions

list resources: Lists all the resources configured on the system of a particular resource Type

get resources: Get the information about resource if resource_id is provided. Fetch the list of resources match connector
with the key-value filter

delete resource: Delete a resource Downloads
create resource: Create a resource 22,239
update resource: Update a resource

apply policy: Apply policy on selected Ip address or MAC address Licensing

#CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Build out automation playbooks

Leverage automation so your il > (Spuncavometed & AN
team can do more with less = <

B Action
+ Build playbooks using our low code / Bl Playbook
no code Visual Playbook Editor oo
& utility
- Combines the business logic of your E—
processes with the automated use of
the tools and services your team relies B oecion
on —

who interacted with
s

H T
B rrompt

« Run process immediately, 24/7,
consistently, just like your most
experience team members... all
without spending your team’s time

BEzoREEER

Action

Python Playbook Editor | " Playbook Debugger |

cisco W&- #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Use case keywords

Orchestration
@ and S~

.@ automation

Alert volume, —_— e
capacity —

Case /
workflow
management

Rapid
response

#HCiscoLiveAPJC ~ BRKSEC-1583

® @ - Enrichment

Skill gap /
hiring issues

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Splunk Attack Analyzer

Automated Threat Analysis of Malware and
Credential Phishing Threats

cisco L{V&/



Splunk Attack Analyzer automates
analysis of suspected malware and
credential phishing threats. Unlike
other analysis tools that require
manual workflows, the solution
automatically follows and analyses
each step in complex attack chains to
identify and extract forensics and
render a verdict to help analysts
understand active threats and

accelerate investigations.

cisco L{V&/




Take the manual work out of threat analysis

MobileActivation.eml

Not just a sandbox

- Attack Chain Following
means that Splunk Attack
Analyzer is going to jump
through the hoops for you,
think anti-anti-analysis.

- Attacks are not just binaries
and exploits so your
analysis platform shouldn’t
be, either.

(um)
Eos]
(Lo}
[ o ]
(23]
@
Lo}
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Use case keywords

Clo

Enrichment Sandboxing,
Malware

Phishing

Lo — )

Brand @ _
Reputation c 1 Automation

<A

cisco W&-/ #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Demo
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Splunk User Behavior
Analytics (UBA)

Detect unknown threats and anomalous
behaviour using machine learning

cisco Lz{/&/



Splunk User Behavior Analytics
(UBA) detects advanced threats
using machine learning, enhances
security visibility and generates
rich contextual insights to help
security teams assess risk and
take rapid action, streamlines
incident investigations, and

increases SOC efficiency.

cisco L{V&/




How Does Splunk UBA Work?

Network logs Suspicious Data Lateral Movement
Movement

Identity logs Unusual Machine / Suspicious Behavior
\ Access
. / . : Comprom|sed
Endpoint logs — —> \ Flight Risk User Account
/ Machine Machine
Server logs Learning Unusual_l\_letwork Learning Data Exfiltration
Activity

Application Machine Generated Malware Activity
logs Beacon

45+ ANOMALY 20+ THREAT
CLASSIFICATIONS CLASSIFICATIONS

cisco W&-/ #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



ML driven insights

[ E seunk-usa x|+
€ C O hiws

k. show/# 1 2F 2 G XMy seVZpZXc'eybrRpdHIUZCIBIONODKIMTgnNz.. A & 15 @ 7= @ @

10 Billion
Raw Events

splunk

Ancemalies Table | Acvenaly Detals

R ——
e o 10 Million
Event Start Time Event End Time Apr 5, 2020 1200 AM Anomalles

. 1000

X users (1) L Devices (2) 55 Apps (1) A Threats (2)

P o = P — ° Sequences/Patterns
acme-T0442216 [:] L
o e
162.125.248.24 [-]

Anomaly Relations

2 Fod Simers
-
J acme-70442216 Excessive Data Transmission I =l 16212524824

critical and immediately
actionable hidden threats

cisco M- #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Use case keywords

Account misuse Data exfiltration

Suspicious behaviour and

Compromised user account unknown threat

Compromised and infected

: Contextual intelligence
machine (malware)

| ateral movement External attack

#CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46




Unified threat detection,
.......................... investigation, and response

In Summary

Splunk Platform

Unified data platform

. . Recognized Supported by . .
Leggﬂgsf::élty industry leadership thousands of V|brar;tftc')sr;1rr:umty
e in security Splunk base apps and partners
operations and integrations

cisco W-/ #CiscoLiveAPJC BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



QUESTIONS?
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

cisco W-/ #CiscoLiveAPJC  BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: sobrien@splunk.com

BRKSEC-1583 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51
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Thank you
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