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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKSEC-1501
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Cybersecurity basics 
are tough
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Change is risky, 
expensive
• Firmware updates delayed

• Policy changes are behind

• Delayed security posture

Patching 
is hard
• High vulnerability rate

• Mitigation is too slow

• Ensure app is available

Segmentation 
is challenging
• Explosive workload growth

• Inconsistent enforcement

• Environments keep changing

Cybersecurity fundamentals remain elusive in 
today’s complex enterprise IT environment  
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Telemetry

Platform
AI-native security | Kernel-level enforcement (built on Isovalent) | Self-qualifying updates

Future services
Distributed Exploit 

Protection
Autonomous 
Segmentation

Cloud management (Cisco Security Cloud Control)

Cisco Hypershield

Public Cloud        Private Cloud

Workload and network enforcement points

Virtual machines Kubernetes Bare metal
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Private CloudPublic Cloud

S W I T C H  /  
S E R V E R

C L O U D  N A T I V E  
S E R V I C E S

VMAWS  |  Azure  |  Google

Cisco Hypershield puts security where you need 
it

8BRKSEC-1501#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

End system enforcer

(Tesseract Security Agent)

• Linux workload VM (virtual machine)

• Kubernetes node

• Windows Server

Manage globally, enforce locally

Natural Language 
Interface

Cisco Security Cloud 
Control

+

Multi-domain

Includes

Unified management

Single global policy

Intelligent placement of shields

Integrations with 
cloud/app/infra metadata

Environments

Kubernetes

Cloud – Private/Public

On-prem

Public Cloud Private Cloud

Network-based enforcer

• VM (virtual machine) appliance

• Network switch port

• Server DPU NIC

Library of enforcement points
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Cisco Security 
Cloud Control

Simplify operations
Centralize control of 
devices and policies

Enhance  security
Leverage AI to strengthen 
protection and prevent 
downtime

Increase efficiency
Reduce time spent on 
manual tasks up to 90%
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Tesseract Security Agent

eBPF eBPFeBPF

System Calls

Namespaces

VFS

P R O C E S S  I D
B E H A V I O R S

TCP/IP

Storage

Network

Tesseract Security Agent

eBPF

Host

Deep visibility and enforcement in the workload 
built on Isovalent Tetragon
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Single policy covering  network and workload

Principals Actions Resources ConditionsEffect

block

allow

+

capture

alert

log

can access

READ / WRITE

traverse 

…

SW Version

authentication

vulnerable

…

Hypershield Policy Construct

• AWS Cedar inspired/adapted

• Intent based

• Order independent

• Auto-compiled to rule

IP address/ports

tag

DNS name

user name/groups

URI

process name

files

directory

privilege 

…
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Putting policy into practice with AI

Effect Forbid & Alert

Principals File path / executable

Actions Execute Permit

Resources * (act on any resource)

Conditions Minimum version & namespace

AI generated rule blocking a 
vulnerable container process
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Putting policy into practice with AI

Recommendation summary

Recommendation test result & 
other details

Intent-based policy framework

Explanation of AI decision rule

Confidence & Trust
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Improve security posture with self-qualifying 
firmware and policy upgrades

Note: Images are not an exact product UI representation

Review
AI system evaluates change. 

Admin controls promotion

Test
Firmware and policy changes 
validated against customer 

environment

Deploy
Hitless deployment with single 
click, enabling teams to move 

fast with confidence

The application affected by these changes is the Finance app.
The app owner’s approval is needed due to the high risk of the affected application.

Drew has been identified as the app owner of Finance app.

1) Technical design AI-approved

2) Security review AI-approved

3) Change request AI-approved

4) Business approval 
Approval 
needed

Hypershield

Applicatio
n behavior

Policy 
update/ 
firmware 
upgrade test
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Changes can be validated on your live, 
production environment

Network-based enforcer’s dual data plane: Earning your trust

Primary Data 
Plane

VERSION 2.0

Shadow Data Plane

VERSION 2.1

Primary Data 
Plane

DEPLOYED POLICY

Shadow Data Plane

POLICY GROUP A

Self qualifying software updates Policy verification, exploit protection test
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Data Center

App Server Database

Administrator

Security Cloud Control

Hypershield 
Network-based enforcer

Cisco Hypershield
Dual Data Plane
Demo Topology
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Cisco Hypershield use cases

• Deep understanding 

of app behavior

• Comprehensive inputs

 for policy creation

• Constantly adapting to 

changing apps

• Mitigate known and 

unknown vulnerabilities

• Surgical mitigating controls

• Protection within minutes, while 

app keeps running

Autonomous
Segmentation

Distributed Exploit 
Protection

21BRKSEC-1501
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Complete understanding of 

changing app behavior from network 

to workload to pre-prod

Web app

database frontend

analytics

Policies updated to stricter 

rules in response to 

suspicious events

frontend

Web app

database

Approve Create Ticket

Segmentation that is effective and
keeps up with changing applications

Flexible segmentation 

rules that help avoid 

app fragility

Workload 
behavior

Network 
flow

File 
changes

U S E  C A S E  –  A U T O N O M O U S  S E G M E N T A T I O N

Permit web app frontend can access analytics

Permit web app analytics can access database

Default observe and permit web app policy group…

Recommendations

Permit web app frontend can access database

Note: Images are not an exact product UI representation
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A policy lifecycle that earns your trust

Stage 1

Observe and 
generate

Stage 2

Live testing
Stage 3

Enforce

Event Event

App behaviors 
and dependencies

Auto-generate policy 

Stage policy

Test policy

Review results

Analyze behavior

AI
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Autonomous 
segmentation 
policies 
generated and 
tested with live 
traffic

Confidence Score – AI system 
auto-evaluates how changes 
impact the environment

U S E  C A S E  –  A U T O N O M O U S  S E G M E N T A T I O N
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dockerd

containerd Containerd-
shim runc-v2

runc host_ns:/
Distributed 

Exploit Shield 
recommended

 to deploy

95%
Passed

Confidence Score

100%
Passed

Effectiveness Score

65% | 2,123 Assets

6,234 vulnerable assets

High risk assets Severe risk assets Medium risk assets

Close the exploit gap against growing 
vulnerabilities with automated workflows

Complete view of the 

vulnerabilities, prioritized by severity 

and critical business flows

Tested against live production 

traffic to earn trust and 

increase confidence 

Surgical mitigating control in 

the path of the process that 

keeps application running

runc. 1.1.11 vulnerability

High Priority

1,234 vulnerable assets

U S E  C A S E  –  D I S T R I B U T E D  E X P L O I T  P R O T E C T I O N

Note: Images are not an exact product UI representation
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Vulnerability detection
Identify known software vulnerabilities 

(CVEs)

Mitigation shields
Protect applications by automatically 

implementing precise mitigating security 

controls

U S E  C A S E  –  D I S T R I B U T E D  E X P L O I T  P R O T E C T I O N
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Reduced
outage
downtime

Accelerated
security
protection

Higher 
security
efficacy

Lower
barrier to
expertise

Hypershield helps deliver business outcomes
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Let’s get started

Cisco Hypershield resources:

• Engage with your 
Cisco team today!

• Learn more at 
https://cisco.com/go/hypershield 

• Read the Solution Overview

• To keep up-to-date on product news, 
demos and more, sign up here

Cisco Hypershield

28BRKSEC-1501
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Complete Your Session Evaluations

29

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

30BRKSEC-1501
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