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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO

BRKOPS-2402



~Wireless

Guest SSID

Policy Tag RF Tag 802.1x
AP Join Profile ="V ‘ Enterprise SSID
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mu-mivo \WILAN Profile ik e _— p——

Site Tag Fl '
ex Profile
Eka hau Clean Air RF Profile Radio Resource Management
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Plug and Play
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Cisco Catalyst Center
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- Define Network Intent for Wireless

- Onboarding of Infrastructure

- Deployment Modes

- Software Image Management (SWIM)

- Day-N Operations

cisco Lz{/&/
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Network Intent
for Wireless
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Wireless Deployment Workflow

Build Site Hierarchy
AP Positions

Network Settings
Network Profile
Golden Image

Network Health
Client Issues

Catalyst 9800 WLC
Access Points
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Wireless Deployment Workflow

Common settings
for Sites

cisco Lz/&/

/Network Services\
assigned to Sites

o

S
‘e
o~ )

/Profile assigned to\
Sites

*))

.

%/

Site/Building

\_
4 ﬁ )

AP assigned to Site

O
NG J

#CiscolLiveAPJC

BRKOPS-2402

SSIDs, RF Parameters and
Templates that represent

wireless network

Sites

&

/WLC assigned to\

)

APs inherits the

associated to site

properties of the Profile

WLC will inherit the
associated Settings
and Profiles
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Hierarchy creation: Sites and Maps

- Area - (Area) ... - Building - Floor
- Buildings need an address or Lat/Lon coordinates

» Use the mapbox integration to auto-complete addresses

- Migration Options:
- Manual Import ,

- Sites
« Export Network Device Groups from P| (APIC-EM Format) Sl
* Fix missing Lat / Lon and addresses in CSV

- Floorplans
* Export Wireless Maps from Pl
* Use Map Import in Catalyst Center

- Pl Migration with Catalyst Center coexistence tool in Pl
- Ekahau Import

cisco M&./ #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



ISE Integration
- Don’t configure ISE as AAA server type!

- Automatically learn all nodes in ISE Cluster

- All PSN nodes are automatically populated in to AAA Network &
Client Endpoint drop down lists.

- Ability to configure VIP for PSN’s behind load balancers

System [/ Settings

Settings / External Services

Authentication and Policy Servers

Use this form to specify the servers that authenticate Catalyst Center users. Cisco Identity
Services Engine (ISE) servers can also supply policy and user information.

® Add T Export

IP Address Protocol + Type Status
192.168.10.252 RADIUS AAA ACTIVE
10.66.78.198 RADIUS_TACACS ISE ACTIVE

cisco W&- #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Network Settings
- Network:
- AAA, DHCP, DNS, NTP and Time zone

- Device Credentials
- CLI, SNMP, HTTP(S)
- Netconf - Mandatory

cisco W&./ #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Network Settings - Time Zone

- Scheduling
- Upgrades & provisioning based on site time
- Maintenance windows

- AI-RRM Busy Hours

v Time Zone @

Select the time zone that corresponds to the site's physical location. The site time zone is used when scheduling device
provisioning and updates

GMT ~ .
v Time Zone

Select the time zone that corresponds to the site's physical location. The site time zone is used when scheduling device
provisioning and updates.

Australia/Sydney V

cisco W&-/ #HCiscoLiveAPJC ~ BRKOPS-2402
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Network Settings: Wireless
- SSIDs

- RF Profiles
- Interfaces &VLAN Groups
- AP Profiles

- FlexConnect Settings

$sI0s RF Profiles (5)

- Anchor Groups

- Security Settings

FlexConnect Settings

- Power Profile
. Antenna Radio Profiles | .. yom || coumeon R
- Cisco Spaces/CMX

Cisco Spaces/CMX Servers  ~ Remote Teleworker

- Remote Teleworker

cisco W&- #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Feature Templates (aka Model Config)

AAA Radius Attributes
Advances SSID
CleanAir

802.11ax (Wi-Fi 6)
Event Driven RRM
Flex

Global IPv6

Multicast

RRM FRA

RRM General

Rogue General

cisco Lz{@/

Add CleanAir Configuration

This capability is used for configuring CleanAir parameters on Device

Design Nan
CleanAir 2.4 GHz

i Lock all @
& 24GHz v
a [ cowremmne @
-ECIEAD Reporting Enabl
& [ rersistent vevice propanation @
m v Enable Inerferers Fez

(JBLE Beacon

() Bluetooth Paging Inquiry

(D Bluet, 5CO ACL

B Conti

@ Gene

@ Gene

& Jamm

8 Microwave Oven

@ Motorola Canopy
[ BES
@ Spectrum 802.11 FH

@ Spectrum 802.11 Non STD Channel

#HCiscoLiveAPJC ~ BRKOPS-2402

Add Advanced SSID Configuration

This capability is used for configuring the advanced SSID parameters on the device

& Lock all @

General  Client Data Rates  SSID Data Rates  802.11ax Configuration  More
- DISABLE G v

- Passive Client Enable (%)

DHCP Required

Cancel Save

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



SSID creation

- Enterprise or Guest
- Settings following Best Practice

- Advanced Settings:

- Fast Transition (802.11r) |
- 11v BSS Transition
- MFP

- Neighbor List (802.11k)
- Set the Session Timeout to 86400s

cisco W&. #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



SSID creation

Catalyst Center

Basic Settings

Fill the information like name, wireless options, state anc

(i) Except

Cisco_Ent_profile

8 5GHz B 5GHz

@ () 6 GHz Client Steering

Quality of Service(QoS) ©

VolP (Platinum) @ v VolP (Platinum) Up av@

SSID STATE

) seminstews [l eroadcast ssip

cisco Lz{@/

. AAA Configuration, MAC Filtering, NAS-ID and Clisnt Rate Limit, all of

Custom WLAN
Profile Names

#CiscolLiveAPJC

BRKOPS-2402
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SSID creation

Fill the inform;

Configure AAA Server for Cisco_Ent

) G2y 3300 Contolors versians los than 17.9 support anly upto 8 Accounting Method lis configuraton. Gonfiguring more than that wl resut in
provisioning failure.
Configure Authentication and Authorization Servers

10.0.0.12

Quality

Copy same Servers for Accounting

Eare
VolP (Pia Configure Accounting Server

Sarver

10.0.0.12 L

€] Exit

c1sco '&/
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SSID crea

Catalyst Center

Basic S

Fill the infarm

Ll
cisco

Quality

VolP (Plal

SSID ST

0

] Exie

Advanced Settings

tion

Catalyst Cen

Configure the advanced fields to complete SSID setup.

SSID Name: Cisco_Ent (Enterprise)

Fast Transition (802.11r) @

© Adaptive () Enable () Disable

WPA3 Encryption

© AES(CCMP128)

Auth Key Management @

@ 802.1x (802.1X-SHA1)
18 802.1x-SHA256 (802.1X-SHA2)

11k

8 Neighbor List

@ Session Timeout @

86400

MFP Client Protection (O

© Optional () Required

() Disabled

1@ Client Exclusion

admin v

Protected Management Frame (802.11w)

© Required

180

c1sco '&‘/
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SSID creation

Basic S

Fill the inform

admin

Catalyst Center

Advanc e

admin

Configure the
Radio P H T
o SSID Nal Associate Model Config to SSID
02 46+ Fast Tra sign instance from the table or add new design instance to associate the Mode! Config to SSID.
© Adapt
) over o Design Instances # Refresh L Import @ ~dd
Quality Y Filter Edit
Eare A
WPA3 lgn Name =
VolP (Pla Dasign Name
© AES(C| .
O Default Advanced SSID Design
SSID ST ©  Enterprise
Auth Key
&) 8 w02
@ s02.1
& Exit
11k
@ Neigh
@ ses:
& Exit

c1sco 'p/‘/
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Wireless Network Profile
- Combine SSID with Site Specific Settings

-« AP Zones

- Model Configs B
- Feature Templates corewenc e

- CLI Templates E——

- Advances Settings
« Provision Group
- Custom Site and Policy Tags
- Additional Interfaces

cisco W&./ #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Wireless Network Profile

Wireless

55 Point provision

der CLI Templat

Edit Network Profile

ovisioning. Changes in Custom T

er Model C
har ] Zones, Model Config, Template sections r Contraller p
o
. 16 sites
SSIDs AP Templat Advanced Settings
Cisco_Ent v
Cisco_Ent_profile
es @ No
TRAFFIC SWITCHING
O Interface VLAN Gr et
Clients ~

24

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Wireless Network Profile

admin

sl
c:

ireless

Catalyst Center Design

Edit Network P

wing tasks must be comg Natwork Profilas | Wireless

o Edit Network Profile

2. Define Templates under CLI Templs
Define Model Configs under Model Config Editor (

Network Profile.
Network Settings > Wireless

Following tasks

} Mate: Changes in

ofile Name: Offica

Interface

7 (Optianal)

? (Optiona
nges in SSIDs, AP Zones, Model Config, Template sections require Controlier provisioning. Changes in Custom Tags/Groups require Access Point provisioning

@ Note
SSIDs AP Profile
Site: 16
SSIDs AP Zanes Model Configs Templates Advanced Settings
Cisco_Ent
AP Zone will allow you to apply different SSID and RF Profile for set of APs on the same site. Device Tags can be used to Identify APs where you want to apply AP
Zone. These configurations will be applied to APs only during AP provisioning
Cisco_Ent_profile If custom AP Zone is not configured during AP provisioning, then " defauli-zone* will be used to configure all SSID(s) assigned to the network profile and user will need
— to select an RF Profile, AP zones will not be applicable to AP in Plug and Play workflow

TRAFFIC SWITCHINC
O Interface (O VI

RF Prafile ssip

TYPICAL ~ Corparate (Nan Flex)

25

c IS co &. #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Wireless Network Profile

= ‘Usce Catalyst Center

£ admin

Wireless

Edit Network | ‘dséh Catalyst Center

4 15t w
Wirsless

Edit Network Profile

$SIDs AP Zones  Model Configs  Templates  Advanced Settings

Gisco_Ent

Cisco_Ent_profile . Conf
— Attach Model Configs

o Add Model Config

Togs
s @ No
Advanced SSID CleanAir Configuration
TRAFFIC SWITCHI] Configuration Al 2.4 GHz
© Intertace Enterpris

$Si0s

cisco 'p//
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Wireless Network Profile

= ‘dul Catalyst Center

Wireless

Edit Network P s

tisco Catalyst Center
" 55t be

Wireless

Network Profile:

admin v
AP Zones sdel Configs emplates  Advanced Settings
Name: Office
Th ps and F o oplic ire0S contralle e 35 (appl clier), in or 2y
Site: 16 sites
SSIDs AP Zon lease nate that F i sectio id be ave " etwor 35 one or mare flex ssids associated
s and AP Profiles
Gisco_Ent ~ Site Tags and AP Profiles(1)
uit AP Prafile (default-ap-prafile) will be applied 1o all Catalyst Center generated Site Tag
Cisco_Ent_profile
Custom Site Tags (1)
= QN sarch Table -
0 Selected Import T, Export
TRAFFIC SWITCHING §
( Site Tags = AP Profile Flex Profile Name
© Interface vij
[ Bedfont Lakes default-ap-profile

Custom Site Tag Custom AP Profile

cisco Lq@/
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Wireless Profiles
vs. Tags

cisco L{V&/



Cisco Catalyst 9800 Config Model =

for reference

R - B Access Points ol =SS
3 ~

’ ™.
/’ —— 3
(e ~ S

R ™ \\ R ™ s
I/ f AN \‘ Policy Tag \ - II'/ RF \ // N
1 1 . 1
i\ profile ! \ ;i Profile ;',’I RF N
[N I,l/,_--~~~ ‘l ‘ ;% 24GHz II=‘ Profile :‘l
! \\\ ,”,;/ \\ : l| \\\\ ’// \\\ 5 GHz /I’:
S . o SN \UIlsmeooly 0y Tl Saama B
[} e 1} . \ 1 d |
\ { Policy 4 g \ s e
\ y  Profile 7 [t - \ { RF 5 /
AN AN A/ .1 Profile ] /
AN DNt S, % 6GHz / R4
\\\ ’/’ \s\\\ /' ,/’
SeaaeT ¥t
Defines the broadcast domain (list of Deﬂner? the I?fh
WLANS to be broadcasted) with the prct>pe Iles orthe
properties of the respective SSIDs networ
l/ \‘ Site Tag
! AP Join !
. Profile
\ 1',/"—---~‘~
\\\\ _____ ,/:I/ \\\‘
H Flex !
\ Profile
7 . .
N . Defines the properties of the
Qg central and the remote site APs
cisco Lz/&/
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Components of Policy Tag =

for reference

e ——
7 s

N
—

/.- =~ S

I,// \\\ . \\
v/ . Policy Tag %
/

:" WLAN Components of WLAN Profile Components of Policy Profile

\
\
I : !
! Profile | N R e -
I == TEsS ” - ~
TN 4 . H ,/ AN ’ S,
1 ~ R 1 4
\ ; ]
\ 1
/

Status
WLAN ID

""" VLAN - Mgmt. VLAN
Session timeout — 1800

\ \ i SSID Idle time out - 300
~ M et Broadcast SSID AVC profile - null
‘~~ R ,/ L2 Security Client QoS(input/and output) — default
S ag L3 Security BSSID QoS(input/and output) — default

AAA Servers ACL — None
Coverage Hole detection Local switching — disabled (all other
Aironet |IE related parameters are disabled)
Diagnostic Channel Central switching — enabled
P2P blocking Central DHCP - disabled

cisco Lz/&/

Max Client connections
11v BSS transition Support
Off channel Scan defer
Load Balance

Band Select

#HCiscoLiveAPJC ~ BRKOPS-2402

e e e e e e e e - - - —

Central Assoc — disabled

Central Authentication — enabled

Local profiling — disabled
Policy map - none
Authentication - Central

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Components of Site Tag

7
/’ LED state — Enable

! Heartbeat timer— 30 secs
Primary discovery timer — 120 sec

i ™ Site Tag Primed join timeout — O seconds
! \
! APJoin ! Discovery timeout - 10 secs
'\‘ Profile /' e Fast heartbeat timer — 1 sec
\ o -~~~ .
. e “ Fast heartbeat — disabled
e A TCPIMSS - enabled (set to 1250)
1
\ Profile ! Retransmit count — 5 secs
’
\\ ' Retransmit interval — 15 secs

Dotlx authentication — disabled

UDP lite — disabled
Username/password — “current default”
Preferred mode — IPV4

11u venue group — unspecified

11u venue type — unspecified

Client QinQ — disabled

DHCP QinQ — disabled

Reset - Disable

Static nameserver/domain name — “current
default”

Backup primary/secondary — “current default”
Core dump - “current default”

e e R E e e e e G m Gm em Gm Em em e Em e R R e E—

AP Join Profile - defaults

. Syslog - “current default”

e o e e e e e e e e e e e e e e e e e e e e e e e e e e -

Components of Flex Profile

for reference

Native VLAN ID

HTTP Proxy Port

HTTP Proxy IP Address
Fallback Radio Shut
ARP Caching

Efficient Image Upgrade
Local Authentication
Local Auth Users

Policy ACL

VLAN Name and ID

W / *_ Hyperlocation — disable
N ~ -
cisco &. #CiscoLiveAPJC ~ BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Components of RF Tag

e m——
i \\\
= S

P ~ RF Tag N

4 N e,

/ E .

/ R V4 N

d Profile | RF W

v 24GHz /

\ / RF \
Profile ! /
(N \ 6 GHz Il

cisco Lz/&/

~

e e e o — — — ————

for reference

Components of RF Profile

Data Rates

MCS Settings

Maximum and Minimum Power Level Assignment

Power Threshold v1/v2

DCA Channel Width

DCA Foreign AP Interference Avoid Enable

DCA Channel list

Coverage Hole Detection Parameters (Data/Voice RSSI, Coverage Exception, Coverage Level)
Profile Threshold for Traps (Interference/Clients/Noise/Utilization)
Maximum Clients

Multicast Data Rates

Rx Sop Threshold

Load Balancing (window & denial)

Band Select Parameters (Applicable only for 802.11bg)

#CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32

N e e e — — — — — — ————————————



How Catalyst Center simplifies the Config Model

—— _
e "“~\\ Access Points - S
7z N

P N for reference
/.- ~ N
Vo AN \

,7==""-.__ RFTag \\
/s AN —_——
l/ S, . AY ¢/ \ -~ ~ M
AT ey, am o TN
1 . ’
U profil h \ i Profile |}/ RF b
RN LS S \ L 24GHz /) Profile n
\ ol N 1 \ S 1A
AN e | o %\ BGHz /i
~ ~ PraaRn
|‘ S ' \ ,l Sm—ess l\ 7 ,'
\ ! Policy vy 7 Yeeeee”
\ i ) 1 ;
. \  Profile [ ‘ - RFE
\\ AN ;s
N

-
- ~a

- —
- =~

\ \ 7
AN .’I s ; /
. A . i Profile ,: /
\\ e ’ ,/ \\ \\ 6 GHz / //
\\ ,’ ~ \ / -
N P \\ ~, e /’
~ - - - -
Seamm=—" e et
P 1 38 [ - ~
s - -~ -~
,” \\\§\ ,”— \\\\ ,,¢f N\\
,f’ ™" ’/ N 7’ \\
N\ /s S ’
I// W Ve ‘\\ \\ 4
W ’
11/ Catalyst Center W !/

\
. . / ) /- \
/7 Site Ta atalys
1 _/ |\ / 9 *

/ \ / Center \
11 " [0 APJoin % \ 1 _/ Y
[ i I Profle | \ ! \
- /7 —_———==o 1 . .
i Network Profile ‘ AN N | Basic RF Profile
[\ 1/ - v \ I
\N W \ { Flex 1\ ;] \ or Y
N ’7 \ \ Profile ! \ : /
A 44 \ \ J / \ Al RF Profile J
N 27 \ AN S \
poid N ™ 4

\, 4
\\\*\ 52 ~ \.____/’// . S
\-..__.--"‘" ~ ’ N PR
~ - S -
. / L T o
CIsco e

~~—__——’
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Planning and
Deployment
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Workflow

- Create Hierarchy in Catalyst Center

- Export Maps to Ekahau Project

- Plan in Ekahau, final names for APs (naming convention)

- Import back into Catalyst Center
- Add APs via PnP or other method

cisco Lz{@/
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Create Floors in Catalyst Center and export

= il Gatalyst Ce
= ‘'Gsco Catalyst Center

° Addsite ( Import T Export Q. Search for a building u =

Soarch Holp

Haarlem

# Bodfont Lakes
& Bidg 9

Edit Building
& Bldg 10

Delete Building
armany

Add Floor
& Netherlands
Import Exahau Project

Import Exahau

Export Floor Maps

e DS T

Export Floor Maps

Settings &

DNAC_Map_Archive_192.168.199.10

Export Format @ Ekahau Project (O Prime

xport? Click

Export (0 matically

downloaded of

Ooneet

c1sco '&‘/
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Ekahau Al Pro

o i

* | 4Ar011 14 &

) Bedfont_Lakes.esx - Ekahau Al Pro

Design

|

3 |5 AP-006 8

#HCiscoLiveAPJC ~ BRKOPS-2402
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atalyst Center

Import Ekahau Project into Catalyst Center

= i Catalyst Center Design / Network Hierarchy

b2

Qm site  JImport |71 Export Search for a bu n

@
+ e

cisco M‘/ HCiscoLiveAPJC  BRKOPS-2402
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= v Catalyst Center

cisco Lz{@/

Aol
cisco

Catalyst Center

Bl - [

&3 Bedfont Lakes / Bldg 9 / Floor 1

Design /

Add/Edit

Network Hierarchy

Design

Data/Filters  View Options

| Network Hierarchy

More v

Import Ekahau Project into Catalyst Center

£ admin

v

Search

o

—

o s e

#CiscolLiveAPJC

BRKOPS-2402
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Catalyst Center

bl
cisco

Al
= asco

Catalyst Center

Catalyst Center

Provision

Davice §
Devict > Network Plug and Play Overview
Device §
a
L
Devicg
Device Status - 1 Unclaimed (0) @ Error (0) @ Provisioned (8)
0 Seled
] Devices (2) Focus: All v
. Q. cwele2l-E
= 0 Selected Actions Add Devices
(@] H Device Name = () Serlal Number Praduct 1D Last Cantact
a & ap-o001 FGL2649L5HB CW9162I-E Jan 24, 2024 6:00:30 PM
[ AP-0002 FGL2649L5MY  CW9162I-E Jan 24, 2024 6:00:28 PM
2 Recor
od
2 Recorc

Cisco

| Network Devices /

£ admin v

Plug and Play b

Plug and Play w

AP-0001 (10.0.10.4)

Serlal Number: FGL2649L5HG Site: Global/GB/Bedfont Lakes/B...or 1 As of: a few seconds ago @

s Executing Workflow: Onboarding is in progress.

®

4 Refresh

Details History Configuration
State|
> Template
Onb
Onb o
v Radio Frequency Profile
Radio Frequency Profile TYPICAL
~ Day-0 Configuration preview
Generated Jan 24, 2024 5:53:19 PM
RFTagName “TYPICAL"
policyTagName " PT_Bedfo_Bldg9_Floor1_fge71"
primaryWicIP "10.0.0.6"
primaryWicName "C9800-CL"
siteTagName *Bedfont Lakes"
#CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Planned APs replaced automatically

il Catalyst Center

Access Points  Sensors

Wireless Contrallers

All Routers  Switches

csco. Catalyst Center Design / Network Hierarchy

DEVIGE WORK ITEY
; = 3D 6 GHz Add/Edit  Data/Filters  View Options  More
[ Unreachable rch Hierarchy m 2 ‘ P

™ arch b ) = -
) Unassigned ; £ Bedfont Lakes / Bidg 9 / Floor 1 Updated ndsago 3 Q. Search )

() Failed Prov

o e

() Nen Complian| o
[0 Outdatec
olden Im ; ol & ~— 1 > S To 810 w6 oo *[®
Fioor 1 p o] ol @
() Failed Image | o =
B & (D
() Under M: s AP-001 l % s I Ap-00s k| 7

curity Advig % Netherlands ("}
<
() Marked for Ref = 3 w003 )| 5 i
.
2 0.
Ha a e e R

c IS c o &. #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Create PDF for installers T

enve £ 'v O

Page 2 of
Ban 2o Inspector  Zoom  Share  Highlight Rotate Markup Form Filling Search

View

Bedfont Lakes..,

Recompute

Expart

Edit Floor

Export

Export to
@PoF  [Josv
Export layers.

@ Access Points (@ Planned Access Points

@ switch @ Sensors Planned Access Points
AP91301
.:] MR M PDE Name MAC Address Moo X(m) Y(m) Z(m) Commems
AP-co01 3 o3 24 a0
AP.c03 B s w2 308
APc0 ) nes s a0
Cancel AP-0005 3 8873 1268 305
AP.c08 s wes  zm a0
APcco? 2 wy s 30
APccos s s ma 30
APccon B s dess 308
Apcot0 s 0B me 30
e 2 i am a0
Apcorz s a1 om0
AP4800
Nome MAC Address Radios  X(m) Y(m) Zim Comments
AP.coc2 3 w3 1238 305

- Map with AP Names
- List with AP Names, X, Y, Height

#CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42
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Catalyst 9800
Onboarding
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Catalyst 9800 PnP

Devics Status Al (8] " ® Frovisionea
Devices (2)  Focus: Default - Auto-refresh: + 30 5
Q) Search PaP devices
1 Selected Actions Add Devices Refresh
o ow Device Name = () Serial Number Product ID Last Gontact Stste (1) Onboarding Progress (1) b Adaress MAC Address () Sowce (1) Ste Created
m] 1 - WLE 9JZLRANULN3 C9B00-CL-KI Jan 23, 2024 6:06:06 PM Unelaimed 10.0 Network - Jan 23, 2024 6:05:06 PM
] 2z A& we 96WNHBX3931  C9800-CL-K9 Jan 23,2024 6:06:12PM  Unclaimed & Initializing 10.0.0.105 Netwark Jan 23, 2024 6:05:27 PM

c IS co &. #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Catalyst 9800 PnP

admin

admin

Davica Status

Devices (2)

Device Status ( oF !
Selected Ad
Devices (2)  Focus Defaul Avto-refresh: - 305 v &
0w
g P o
o
2 Selected Actions Add Devices £ Refrash
] 2
| o ame = [ Serial Number Product ID Last Contact State  (3) Onboarding Progress (1) 1P Address MAC Adaress (3} Source site Created
aim
] GJZLRANULNZ  C9800-CL-KS Jan 23, 2024 6:06:06 PM Device is ready to be claimed.  10.0.0.106 - Network - Jan 23, 2024 6:05:06 PM
[ 9BWNHEXB931  C9800-CL-KI Jan 23, 2024 6:06:27 PM Unclaimed § Device is ready o be claimed 10.0.0.105 Network 2024 6:05:27 PM
Delete

c IS c o &. #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Catalyst 9800 PnP

admin

‘b Catalyst Center

Davica Status

Devices (2) Provision / Network Dev / Plug and Play

Device Status

Devices (2) . .

0 o« Assign Site

S Devices (2)
8 ! v
® Bevics e sia (commndid)

Bldg 9

©9800-1-HA

c IS c o &. #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Catalyst 9800 PnP

‘b Catalyst Center

rk Plug and
n [ Network Di
Davica Status

Devices (2) ¥ = il Catalyst Center Provision / Network Devices / Plug and Play

Device Status

O o« iees Assign S

Assign = B .
© B : ! Configuratian 2 T C. e
S Devices (2)
1 5 2 Selacted Acf . . .
T Assign Configuration
u
‘ E) There are total of 2 devices missing required configuration. Show
3 ca800-1
Devices (2) Clear Configuration

Serial Numbar Product ID Assigned Site Configuration Actions

Image: €
plate: A

c9800- 9JZLRANULNI €9800-CL-K8 Global/GB

ant Lakes/

Image: C9800-CL-universalkd....bin
i— C9800-1-HA 9EWNHBXB93 C9800-CL-KD Global/GB/Be

Lakes/Bldg 9

#CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47
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Catalyst 9800 PnP cont.

3 Summary
nfiguration - 4
Assign Configuration
‘ There are total of 2 devices missing required configuration. Show devices
Devices (2)

co800- 9JZLRANULNZ ©9800-CL-KS

C9800-1-HA 9EWNHBXBO3 1 €9800-CL-KS

c1sco 'p/‘/

Configuration for device name: C9800-1

erial Numb 9UZLRANULNZ
P Address 10.0.0.106

Global/GB/Bedfont Lakes/B.

©9800-1

Product ID C9800-CL-K9
Device Family  Wireless Controller

Cisca Catalyst 9800 Wireless Controllers for
Cloud

Device Ty Cisca Catalyst 9800-CL Wireless Controller
for Cloud

< Catalyst Wir AN Controller Settings

10.0.0.6

255,255.255.0

quab\!E‘themeQ v
1
#CiscolLiveAPJC

Cancel

BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst 9800 PnP cont.

Configuration for device name: C9800-1

SUZLRANULNG uct ID C9800-CL-K9

Assign Configuration

Devica Na
Devices (2)
C9800
) Search T
9800

7
Device Name Serial Number Product 1D Assigned Site

Configuration

Actions

€9800-1 9JZLRANULNS COBO0-CL-K9 G

GB/Bedfant Lakes/Bldg 9

i Wireless Management IP: 10.0.0.6

SEWNHBXE331 C9800-CL-K9

CL-universalk....bin

JGB/Bedlont Lakes/Bldg 9 N

>: Wireless Management IP: 10.0.0.7

Cancel

)

c1sco 'p/‘/
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Catalyst 9800 PnP cont.

= e Catalyst Center

3 romplates 4 summary Configuration for device name: C9800-1

erial Numb 9UZLRANULNZ

= aluh. o o -
DR =  csco Catalyst Center

Devices (2)

Assign (
Devices (2)
C9800
C9800 Device Nar|
Ca800:

cisco Lz{@/

i Catalyst Center

Provision 4 .
Templates

Provision Templates

uct ID C9800-CL-K9

! Plug and Play

0 admin

Q. admin v

] No action required on this step because no devices have been configured with a template. Click Next to proceed

#CiscolLiveAPJC

BRKOPS-2402

Cance! Back

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst 9800 PnP cont.

= e Catalyst Center

Configuration for device name: C9800-1

erial Numb SUZLRANULNG Product ID C9800-CL-K9

Q admin v

aseo.  Catalyst Center

Assign ( _

£ Assior AN Provision

il = ‘luth Catalyst Center
Devices (2)
eo8e0] Provision (&) wwse (L) -
Q. Search Tab)
ce800 Device Nar Summa ry
o800

Devices (2)

Q) Search Table

7
Device Name Serial Number Praduct ID ned Site Dey
GHBUU-UL-Uriversalky....bin
‘emplate: No template has been selected.
Wireless Man: 1P:10.0.0.6
SUZLRANULNI Subnet M © Prev nfiguration

Image: C9B00-CL-universalkg....bin

ate: No template has been selected.
ess Management IP: 10,0.0.7

€9800-1-HA BWNHEXB931 €9800-CL-K9

Global

Bedfont Lakes/Bldg 9

Back cla im

c1sco 'p/‘/
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Catalyst 9800 PnP cont.

> Network Pl d Play O

Dewice Status Al (8)

Default

Devices (2)  Focus:

Add Devices

] # Dovica Name = (1} Serlal Number
) 9JZLRANULNI
O 2 9EWNHEX3931

Cisco

.&‘/

Product 1D

C9800-CL-K9

©9800-

-K9

Last Contact

Jan 21, 2024 4

Jan 21, 2024 4

M

16:20 PM

C9800-1 (10.0.0.202)

rigl Number: SJZLRANULNG Site: Global/Netherlands/Amster.. MS-5

of: 8 few seconds ago @

ered soon.

JDI Mot Supporte

Stat Claimed Device

Details  [History] Sonfiguration
History
Status Time =
L] Jan 21, 2024 4:16:54 PM
L] Jan 21, 2024 3:43:31 PM
° Jan 21, 2024 3:43:09 PM
° Jan 21, 2024 3:43:09 PM
° Jan 21, 2024 3:42:54 PM
° Jan 21, 2024 3:42:36 PM
° Jan 21, 2024 3:42:36 PM

Denails

Claimed D

Claim

Task: System Task Completed

xecuting Syste

xecuting Task: S

Secured Device
Securing Device

Network Device Created

#CiscolLiveAPJC

Norkflow to In

m Task

BRKOPS-2402

Wark item Datails

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst 9800 PnP cont.

Catalyst Center d n | Network D g v . Y O admin v

C9800-1 (10.0.0.202)

Lunbec 9171 BANLLNG

Device Status A - \
C9800-1 (10.0.0.106)
* Network Plug and Play Overvi Serial Number: JZLRANULN3 Site: Global/GB/Bedfont Lakes/Bldg 9 As of: a few seconds ago @
Devices (2)
oevice sas (NI @ Ervor (¢ © Provisioned (6 @ executing Warkflow: Onbaarding is in progress b
) e . 4 Refresh
Devices (2) Focus: Default £ Refre
] uDl o
] C9800-CL-KS Stalus  Executing User Warkflow
Image File Transfer emm—
) Selected  Actions v Add Devices ¢
2 Estimated tima ramaining: 02:54 (min)
] Dovice Nama = (1) Serial Number Product 1D Last Contact s
. Details History Configuration
| C9800-1 9JZLRANULNS ©9800-CL-KS Jan 23, 2024 6:22:15 PM s |
_ Product ID C9800-CL-KS
] 2z <k COB00-1-HA NHEXB931  C9800-CL-KS  Jan 23, 2024 6:22:36 PM
Device Type Catalyst WLC
Image File bootflash: packages.conf
Image Version 17.12.2
Source Netwaork
State Onboarding
boarding Progress Executing Workflow
Last Contact Jan 23, 2024 6:22:15 PM
Last Updated Jan 23, 2024 6:22:15 PM
First Contact Jan 23, 2024 6:05:06 PM
Created Jan 23, 2024 6:05:06 PM

c1sco 'p/‘/
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Catalyst 9800 PnP cont.

nete Catalyst Center

taly:

Dewice Status Al

Devices (2)

e

Device sas [
E Actiony

Devices (2)  Fc
] #

Q) C9800-CL-K
] -
_ ) Selected  Actiong
] 2

I

(m]

] 2

Cisco

.&‘/

> Network Plug an

nd Play

C9800-1 (10.0.0.202)
eioipies gz ci

work Devices /

/' Plug and PI

C9800-1 (10.0.0.106)

o171 RANULNG

vevice swwws ([ EHEIN \claimed (0]

( °
Devices (2) i5: Default
€9800-CL-K9
) Action Add Devices
s ] Device Name = Serlal Number Product 10 Last Contact State
O 1 4 c9800-1 9JZLRANULN3 Ko ar 1PM  Onboarding
2 €9800-1-HA 96WNHBX893 C9800-CL-K9  Jan 23,20

#CiscolLiveAPJC

Global/Natbedanda/Amster _WS_5

o feuw aeconds aoo @

lay

Onboarding Progress 1P Address

Executing Workflow

BRKOPS-2402

admin v

Q admin  ~

Auto-refresh: - 30

3 Refresh
MAC Address Source site Created
Network g an 024

Network

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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admin v

L, admin

o feuw aeconds aoo @
admin v

2 admin

Global/Natbedanda/Amster _WS_5

/" Plug and Play

C9800-1 (10.0.0.202)
eioipies gz o

work Devices
Badfont | akesiBlda o

Global/GE]

Catalyst 9800 PnP cont.

C9800-1 (10.0.0.106)
Dper QUZLRANULNG S

‘il Catalyst Center
| Plug

rk Dev

taly:
Auto-refresh

Catalyst Center

cisco
4 Refresh

Dewice Status Al
> Network Plug a

Created

Catalyst Center

Devices (2) F
Device Status m
= alul.
S
—

Play Overview
Site
ant Lakes/Bldg 9

Source
ed
2024 6:0

Actiond
Devices (2) rc
[m
C9800-CL-K
vevice swrus [
) Selected  Actionsy
O 2 Devices (2)
#
C9800-CL-H
pevice s [ inclaimed (0] @ Ervor (0] @ Provisi
a 2 Devices (2) cus: Default
s ]
Q, ce800-CL-K9
0 Selected £ Add Devices
0 " Device Name = Serial Number Praduct ID Last Cantact State (0 Onboarding Progress IP Address MAC Address
O - ©9800-1 9JZLRANULN C9800-CL-K9 Jan 23, 2024 @ Provisioned 0.0.0.6 Network
C9BO0D-1-HA SEWNHEX893 CO800-CL-K9  Jan 23, 2024 6:34:24 PM || Provisio 0.0.0.7 Network /Bedfont Lakes/Bldg @ Jan 23
Show Records: 25 v 2 o

55
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Prepare Catalyst 9800 for discovery without PnP

- Basic Config required (Day-0)
- Hostname
- Admin user / enable secret
- SNMP / SSH /Inetconf-yang
- Interface config
- Wireless management interface (Trustpoint for C9800-CL)
- Wireless country code
- Reload device

Using the Day-0 flow on C9800 optionally creates SSID and
AAA config, which should be removed before discovery

cisco M&./ #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 56



Discovery Workflow

cs Catalyst Center

Discover Devices
Begin by naming this discovery job. Then select your preferred type of discovery. The discovered devices can be assigned to a site later in this workflow. Access
Points associated with discovered wireless controllers will be automatically added to Inventory

Discovery Job Name*

Discover 9800

DISCOVERY TYPE

(O CDP @ IP Address Range () LLDP (O CIDR
This workflow is used to discover Cisco Network Devices. Third party devices can be manually added in the inventory page

IP ADDRESS RANGE

Starting IP Address* Ending IP Address*

PREFERRED MANAGEMENT IP ADDRESS @

© None O Use Loopback (If Applicable)

€] Exit

c1sco 'p/‘/
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Discovery Workflow

= dul Catalyst Center Discover Devices

il e : “~ O
ety Catalyst Center Discover Devices ¢ Q

Provide Credentials

E o) Global credentials are provided only for ease of use when entering credentials. At the device level, only the device-specific credentials are saved. The device-to-global-credentials association isn't
-/ saved.
DIs ;
Next, confirm the credentials that Catalyst Center uses for the devices it discovers. At least one CLI credential and one SNMP credential are required. You can have a maximum of
@] five global credentials and one task-specific credential for each type. Optionally, you can update SNMP properties and protocols used for CLI
Th
I CLI (0)
Py Select from existing credentials or add new ones. You can add either a job-specific credential or a global credential
SNMP ~
SNMPv2c Read (1) EXISTING GLOBAL CLI CREDENTIALS
SNMPv2c Write (1) O cisco Ocisco
SNMPV3 (0)
@ Add CLI Credentials
NETCONF (0)
PR Advanced Settings v
[+] HTTP(S) Read (0)
HTTP(S) Write (0)
Protocol Order
SNMP Polling Properties

€] Exit

€ Exit Review

c1sco 'p/‘/
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Ui Catalyst Center

Inventory

il Catalyst Center | Invents g a Q admin

&hae n Routers  Switches  Wireless Controllers  Access Points  Sensors a0
DEVICE WORK ITEMS Devices (2)  Focus: Select v Take  tour \
() Unreachable Q  Click here jed filters
C ) Se Tag () Add Device Actions A n 23, 2024 M
() Failed Provision - ) PN ' ~
| Device Name 1P Address Vendor Marageability c ) site Image Version Last Updated Serial Nu
0 No npliant
2 minutes age
[ Outdated Sofoware Image ©9800-1.cllab.local 10.0.0.6 Cisco © Reachable © Managed © Compliant /Badfont Lakes/Bldg 9 17.10.1 JZLR4
] Outdated Software Image e A
) _ § ) 2 minutes ago
( o o €9800-1-HA cllab.loca 10.0.0.7 Cisco © Reachable © Managed @ Non-Compliant /Bedfont Lakes/Bldg @ 17.10.1 . IEWNH:
Latest Sync Details

) Security Advisories

() Warked for Replacement

Show Records: 2

c1sco 'p/‘/
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Catalyst 9800
High Availability

cisco L{V&/



Prerequisites

- Active and Standby Controllers added to inventory

- Both Controllers of the same type and version

- Wireless Management Interface configured on Standby

- Best way: use PnP to onboard Standby

cisco Lz{@/

#HCiscoLiveAPJC ~ BRKOPS-2402

RP port

’\ Enterprise Network J

WLC active

L2 port channel

HRSP / VSS

—

000000

WLC standby

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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el

igh Availability with AP SSO

il Catalyst Center

&a

LN Routers  Switches  Wireless Controllers  Access Points  Sensors

DEVICE WORK ITEMS Devices (2)  Focus: Select ~ Take a tour
[ unreachable Q  Click here to or ad d filters or view rec
(O Unassigned 1 Selected Tag () Add Device Actions ~ @ As of: Jan 23, 2024 7:50 PM
() Failed Provisio N -~ .
! e Device Name nventary > dor ® ® Site Image Version Last Updated Serial Nu
npliant
£ elm
3 . a few seconds ago
- | O €9800-1.cllab.local - “ Managed © Compliant .../Bedfont Lakes/Bldg 9 17.10.1 9JZLR4
. Latest Sync Details
Provision >
OnNea ge .
_ § ‘elemetry > a minute ago
. & €9800-1-HA.cllab.| Provision Device Managed @ Compliant /Bedfont Lakes/Bldg 9 17.10.1 96WNH
() Failed Image Pre . L Sync Datails
Device Replacement >
() Under Maintenance Configure WLC HA
-urity Advisories < : Configure WLC Mability
() Marked for Replacement Manage LED Flash Status
Show Records: 25 0

c1sco 'p/‘/
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High Availability with AP SS

il Catalyst Center

il Catalyst Center Provision / Inventory ( Q admin

pevice word @i GB High Availability
(O unreacha

~ DEVICE WORK ITEMS DeV'CeS (2) Fe
() Unassign{
chable Q Click ply basic ¢ ed ~ Please make sure the Redundancy Management IP and Peer Redundancy Management IP are not assigned to any other network entities. If used, kindly change
() Failed Py ) L/ the IP accordingly and configure
(] Una 1 1 Selected Tag (¥ Add Device AcH]
() Failed Provision f a1y Interfac Redundancy ment IF
-] Device Name GigabitEthernet3 v 10.0.0.26
) N plian
") Outdated Software Image e % €9800-1.cllab.local € t n 1 1t A Redunc cy Mi P
() Failed Im4 ; y
: et €9800-1-HA.cllab.local v GigabitEthernet3 10.0.0.27
() Under Mz =k - -
= €9800-1-HA cliab.loca)
() Failed Image Prechecks
¥ Net
() Marked f () Under Maintenan /24 (255,255.255.0) P
Marked f

S RP for C9800-CL :

Cancel Configure HA

c1sco 'p/‘/
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High Availability with AP SSO

Catalyst Center

¢ ® O Q admin v

ory b

aluil
cisco

alualn
cisco

Catalyst Center Provision | Q admin v

&heB = lulv Catalyst Center Provisior

v ) DA Q admin v

DEVICE WORK |

Unreachabl,

(O Failed Provy
(O Non Compl
(0 Outdated ¢
(O No Golden

(O Failed Imag| u

(O Under Main|

Warning

(O security Ad}

#CiscolLiveAPJC

BRKOPS-2402
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aluli
cisco

&a

DEVICE WORK
() Unreacha
(J Unassigng

() Failed P

() Failed Im4

() Under Ms

() Marked fd

Cisco

igh Availability

Catalyst Center
bl Catalyst Center
&hGB

DEVICE WORK ITEMS

[0 outdated Software Image

Ow n Image

([ Failed Image Prechecks

(0 Under Mainten,

O

urity Advisories

[0 Marked for Replacement

.&‘/

Devices (2) Focus: Select

Q  Click here to a

0 Selected Tag (¥) Add Device

0 Device Name
0 < €9800-1.cliab.local
O P C9800-1-HA.cllab.local

Actions ~

All

ply basic or advanced filters or view recently aj

0]

1P Address

10.0.0.6

Routers.

Vendor

Cisco

Cisco

with AP SSO

Switches  Wireless Controllers  Access Points  Sensors
@ Comp site

A Managed

© Unreachable N anaje' @ Compliant .IBedfont Lakes/Bldg 9
& Managed )

Unreachable nag . @ Non-Compliant /Bedfont Lakes/Bldg 9
evic hable

#CiscolLiveAPJC BRKOPS-2402

9 admin

Take a tour

Image Version

Show Records: 25 v

el

Last Updated

4 minutes ago

Latest Sync Detalls

4 minutes ago
La

Serial Nu

9JZLR4

9EWNH

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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High Availability with AP SSO

aluli
cisco

DEVICE WORK|

0 unre
(J Unassigng

() Failed P

() Failed Im4

() Under Mz

() Marked fd

Cisco

Catalyst Center

() Unassigned
(] Failed

[0 outdated Sf

On

n i
[ Failed Imag

(0 Under Main

=]

urity Ad|

Marked for

.&‘/

Catalyst Center

DEVICE WORK ITEMS

Unreachable

Compliant

Jutdated Software Imag

Provision /

All Routers Switches
Devices (1) Focus: Select
Q Cliick here tc r advanced filters or view recently applied filter
elected Tag (¥ Add Device Actions ®©
Device Name IP Address Vendor

Inventory

Wireless Controllers

9 admin

Access Points Sensors 0=

Take a tour Ty Export

Ce D Site

€9800-1.cllab.local @

Redunda

cy Summary

Primary WLC
Secondary WLC
Unit MAC
Redundancy State
Mobility MAC:
Sync Status:

Primary Chassis Serial No

Secondary Ch.
Active RMI IP:
Standby RMI IP

Gateway Monitoring

Recovery mode

#CiscolLiveAPJC

BRKOPS-2402

Image Version Last Updated

. 3 minutes ago
@ Compliant /Bedfont Lakes/B 17.10.1

Latest Sync Details

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Serial Number

9JZLRANULI
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C9800 - High Availability with AP SS

Monitoring = > General - > System

for reference

Memory Utilization CPU Utilization Wireless Interface Management Summary Redundancy
General Activ Standby Statistics
My State ACTIVE Redundancy State sso
Peer State STANDBY HOT Manual Swact enabled
Unit Primary Communications Up
Unit ID 1 Standby Failures ]
Redundant Mode (Operational) S50 Switchovers System Experienced o
Redundancy Mode(Configured) 550
Chassis Details
Chassis Y Role Y MAC Address Y Priority Y H/W Version Y Current State Y P Address Y RMIIP Address Y Mobility MAC Address Y Image Version Y Device Uptime T
— - - = Active 000c.29e6.e8f8 2 voz Ready 169.254.0.26 10.0.0.26 001e.49e4.acff 17.10.1 6 minutes
2 Standby 000¢.29ad.9f65 1 voz Ready 169.254.0.27 10.0.0.27 0000.0000.0000 17.101 4 minutes
1 10 -
Switchover Details
Index Y Previous Active Y Current Active Y Switch Over Time Y Switch Over Reason T
0 0 v

cisco &. #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Ui Catalyst Center

High Availability Failure

il Catalyst Center Provision / Inventory

&h Netherlands Al Routers  Switches ((EUBRULSITXSSMNINNY  Access Points  Sensors
DEVICE WORK ITEMS Devices (1) Focus: Software Images Take a tour Ty Export
() Unreachable Q  Click here to apply basic or advanced filters or view recently applied filters
[ Unassigned Selected Tag (©) Add Device Image Update Image Update Status Actions @ {: Jan 29, 2024 4:51 PM
F 1 F v N -~
J Fal een O Device Name ~ 1P Address Device Family Reachability (i Software Image 0S Update Status Site Provisioning Status (i Managea
() Non Compliant
Success
7 €9800-CL-1 €9800-CL-universalk9.17.12.02 Device Uptodate /Amsterdam/AMS-5 = © Man
utdated Software Image = See Details
Redundancy Summary

Primary WLC &

Secondary WLC C9800-CL-1

Unit MAC 00:0¢:29:bc:a8: 2t

Redundancy S

Mobility MAC 00:1e:f6:1 a:ff

Sync Status mplex
HA SSO Analysis

Primary Chassis Serial No: 9uA4lL

Active RMI IP 10.0.0.26
Standby RMI IP 0.0.0.2

Gateway Monitoring Enabled

Recovery mode Not Applit

Show Records: 25 v 1-1 [1]

cisco 'g‘/

#CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



= ilulbe Catalyst Center

all Netherlz

DEVICE WORK] &h Netherlands

() Unreacha

DEVICE WORK ITEMS

) Unassigng
ailed F
) Unassigned
) Failed Provis
utdated
- ) Non Complian
= ) Outdated Software !
Failed Ir
iden Imag
der M
) Failed Image Precheck
( urity
di Maintenar
| Marked fc
) € vis

() Marked for Replacement

c1sco 'p/‘/

High Availability Failure

‘il Catalyst Center

Provision / Inventory

Provision / Inventory

HA SSO Analysis

Root Cause Anal

Reasoning Activity Conclusions (5)

v Vv

Check Controlier Evaluate Cisco DNA
Manageability Center platform,

Check Primary device
and Secondary device
status in HA Pair

Check HA is configured
in Controller,

Show RP and RMI
Status.

#HCiscoLiveAPJC ~ BRKOPS-2402

el

Relevant Activity Details
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DEVICE WORK]

Cisco

Catalyst Center

High Availability Failure

‘il Catalyst Center

&h Netherland

DEVICE WORK IT]

.&‘/

asco. Catalyst Center

) Netherlands

DEVICE WORK ITEMS

Provision / Inventory

Provision / Inventory

HA SSO Analysis

Root Cause Analysis

Reasoning Activity Conclusions (5)

Standby Controller is in HA Removed stage

Suggested Action:

Please verify the Standby Controller p

2r source ,RP link connectivity and network connectivity

Relevant Activity Details

A& RP link is Down

Suggested Action:
Ple

se verify RP link Status between the active and the standby controller

Relevant Activity Details

& RMI link is Down

Suggested Action:

Please verify the connectivity of the RMI link between active and standby controllers. Ple:

Relevant Activity Details

#CiscolLiveAPJC

BRKOPS-2402

se verify gateway reachability from each controller

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Provision C9800
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el

Catalyst Center

Monitor Provisioning Task

il Catalyst Center Provision
fhae m Routers  Switches  Wireless Controllers  Access Points  Sensors 82 E %
Devices (1) || Focus: Provision Take a tour T Export {6

Q, Click here to apply basic or advanced filt y applied filters

0 Selected Tag (¥) Add Device Actions v (@ As of: Jan 24, 2024 9:17 AM
. Device Name IP Address Device Family Site Reachability (1) Provisioning Status (1) Credential Status Last Provisioned Device Role MAC Address Associated WLC IP
O y, €8800-1.cliablocal @  10.0.0.6 Wireless Controller /Bedfont Lakes/Bldg 8 @ Reachable Success Not Applied a minute ago ACCESS # 00:1e:d9iediact  NA
See Details See Details
Focus: Provision ~
b apply ba red
Inventory
) ®Ad  Default
Device Na Software Images bss
Provision
C9800-1 ) .6
Security
Recordls] Templates Show Records: 25 v 1 o

1.3
Device Replacement

c1sco 'p/‘/
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Provision Device

- Assign Site

. Site needs to have a wireless
profile assigned

- Managed AP Locations
. Interfaces

- Model Config

- Advanced Config

cisco Lz{@/

#HCiscoLiveAPJC ~ BRKOPS-2402

~ O©
! Reachability (1) Manageal bility (D)
Software Im age >
- o - ‘fanaged
Provision >
Device to Site
Telemetry >
Provision Device
Device Repl >
Configure WLC H
Complianc >
figure WLC M
Mol >
Manage LED Flast t

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Provision

Catalyst Center

Q admin

Catalyst Center

DEVICE W Network Devices / Provision Devices
(O unrea

(O Unass @ Assign Site o

[ Failed

I C€9800-1.cllab.local Devices v R Managed AP locat

O Nend © Active Main WLG (D & Managing 2 Primary location(s)

Q) Anchor & Managing 3 Secondary location(s)

] Failed Assign Interface

N+1 Redundancy
- Catalyst Center will provision
: primary and secondary WLC
on APs

Interface Name Interface Group Name VLAN ID IP Address Gateway IP Address Subnet Mask(in bits)

Record(s Show Records: 25 v

Rolling AP Upgrade
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Provision C9800

Catalyst Center

Catalyst Center

DEVICE W Catalyst Center

(O unrea

@ WO 1] s [ Provision Devices
. Assign Sif

() Unass

@ Configuration o Madel Configuration Advanced Configuration 5 ) summary

0 Failed - -
() Non d Devi
evices . =

O outd Advanced SSID Configuration - Model Configs &
O outds

Select o fi onfig parameters
[ Mo Gq Filter

(), Search
(O Failed Design Mame = WLAN Profile Name WLAN ID SsID Description
. C9800-1.cllab.local (2) .
O unde
Cle Cisco_Ent_profile 17 Cisco_Ent Edit View
l Advanced SSID Configuration
howir

cancel “
L

c1sco 'p/‘/
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Provision C9800

il Catalyst Center Provision |/ Network Devices / Provision Devices ¥ Q @ @ O Q admin
N Prov D
D e @ e @ v @ e @
Devices
Select devices to fill out provisioning parameters

Q Search

Show Al Succes 55 Failed

No Devices Selected

ect a device o

panel. Shift +
click to select mult
click

plate, or single

CLI Templates:
Network Profile needs to be assigned to the site of the C9800

cisco W&- #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 76



Provision C9800

Catalyst Center

el Catalyst Center

Provision Devices

) I £9800-1.cllab.local (i) Default AP Profile (Default_AP_Profile_Aireos/default-ap-profile) will be applied to all Catalyst Center generated AP Groups/Site Tags
Q) Searq
Show - A Catalyst Center will clean up unused custom Site Tags/ Policy Tags, which does not have any Catalyst Center provisioned Access Points. Any
post this provision.

D Name C9800-1.cllab.local

Platform Id C9800-CL-K9, C9800-CL-K9
10.0.0.6

Global/GB/Bedfont Lakes/Bldg 9
Active Main WLC

None

10.0.0.1

10.0.0.12 (RADIUS)

etwork Prir

AMA Client Server AAA clientfendpoint settings are pushed as per the conliguration added for sach Managed AP location per W

L " fevic : :
¢ being ’ u
5 Domain Name cliab.local
Primar 10.0.0.1
slog Serve Cisco DNA Center, 192.168.255.10

Cisco TrustSec (CT

zdentials No

c1sco 'p/‘/

#HCiscoLiveAPJC ~ BRKOPS-2402

el

Q  admin

X
out of band configurations using these tags will be impacted
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 77



el

Cataly

Provision C9800

Catalyst Center

Provision Device As of: 9:13:02 AM

Step 1 of 3: Performing Initial Checks
C

) Catalyst Genter is now performing early validations to ensure a seaml

provisioning operation

~ @ Pending Operations

Success. No pending operations conflicting with the ¢ 1t operation found

lations found for the devices inv

the current operation

n the configuration ¢ rtain items like EoX - E

ife, Startup vs Running Configuration,

& part of

in this check t impact the current on. When

then last k ¢ [ the list of the

4 Exi Rechack Back [ v ]

c1sco 'p/‘/
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Provision

Catalyst Center

Catalyst Center

Provision Device Asof 91531 AM 3 Refresh

Step 2 of 3: Preparing Devices and Configuration Models

d new conf Click Exit and Preview Later to defer the review. The deferred review can

e found in the Tasks menu Status: @ In Pr

uration models are now being calcu

C9800-1.cl

£ Exit

(@ Generation Status Legend Exit and Preview Later ®

c1sco 'p/‘/
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Provision C9800

= b Catalyst Center

‘il Catalyst Center

sonfigura

Review the devi nfiguration provided below by clicking on each device. Wi

C9800-1

I ©9800-1.cllab.local [ Configuration to be Deployed

Jevice IP: 10.0.0.6 Site: Global/GB/Bedfont Lakes/

View by Configuration Source « All

YANG - All
629 Line(s)

<] Exit 25+
@ General

(© Generation Status Legend

c1sco 'p/‘/

rk Devices / Provision Devices

Q. Search configuration

Exit and Pre:

Discard ‘ Deploy

#CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 80



il Catalyst Center

Catalyst Center

DEVICE WORK ITEMS

[ Unreachable Q

C9800-1

[ Unassig

I C€9800-1

[ Failed Provision _

Compliant

() Failed Im

[ under

sintena

Marked for Replaceme

£ Exit

© Genera

(D Genera

k.

.&‘/

Cisco

Provision C9800

Devices (1)

Click here to apply basic or ad)

Tag (&

Provision D

Provision / Network Devices

Provision

nced filters or view recently applied filters

Add Device Actions ~ (@
Device Name IP Address Device Family
€9800-1.cllab.local @ 0.0.0.6 Wireless Controller
#CiscolLiveAPJC

/ Provision Devices

@ Routers Switches  Wireless Controllers

Site

BRKOPS-2402

/Bedfont Lakes/Bldg 9

Q admin v

admin v

Access Points

S 5 E

Take a tour

Reachability () Provisioning Status () Credential Status Last Provisioned

Not Applied
See Details

Configuring

@ Reachable 13 hours ago

See Details

Show Records: 25 v 1 -

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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dulv Catalys

Monitor Provisioning Task

= Ui Catalyst Center Provision
&hGB
= el Catalyst Center ! Inventory A ! D admin ~
Devices { )
&hGs
Q  CickH C9800-1.cllab.local
Devices (1)  Focus: Provision » Management IP 10.0.0.5
Device Type talyst 9800-CL Wirelss Contraller for Claud )
Q 10 sk b fitars Device Role &7 Refresh
0 Tag () Add Device Actions ~
- O Device Name
Controllability and Telemetry uccess @
O I €9800-1.cllab.local . )
Description Prov
Model Config Provisioning Success @
> oa 2024 ¢
Jan 24, 2024 9:16 AM
ame HA Provisioning u ss @
Configured At Jan 23, 2024 7:57 PM
ice C bility and Telemetry iccess @
fecor d AL Jan 23, 2024 6:40 PM
1 Record
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Monitor Provisioning Task

il Catalyst Center Provision /

= ‘Liseo. Catalyst Center jision | : - : Q admin ~

Devices { )
&hGB il R O )
Q ClickH csco  Catalyst Center v / ¢ Q admin
Devices| -
0 Selected &hce
Q  Ciick C9800-1.cllab.local
- Devices (1) Focus: Provision Management IP 1(
t Device Type 1800-CL W ntre Clou
~ ® Q  Click here to apply basic or advanced fiters{ ~ Device Role £ Refresh
O 0
0 Selected Tag (3 Add Device Actions
~ A < Back
: (W] Device Name
O Q C9800-1.cllab.local @
[
SUCCESS
e
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

w Details

SUCCESS

SUCCESS

Click on vi etails for the d

#CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



What gets configured on Catalyst 9800

- AAA 5

150

Cisco Catalyst 9800-CL W s Controller

Configuration~ > Security~ > AAA [prawiie ow (@)

- Policy Profiles
- WLANS

Servers / Groups

Servers
TACACS® —
Hama Y cdress
H o sl dnac-rads_10.0.0.12 0o
- Site Tags —
For Radus Faftiack o work, please make sure the and

cisco W&-/ #HCiscoLiveAPJC ~ BRKOPS-2402

# B ABSMROC

T AuthPort

configurstion exists an the device

T AcctPon

1813

for reference

S 2
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What gets configured on Catalyst 9800

AAA

- Policy Profiles
- WLANS

Site Tags

cisco Lz{@/

alali  Ciseo Catalyst € I
n csco  Cisco Catalyst ss Controlle

Configuration = > Security= > AAA| showde How ()

Servers / Groups

i
cisco

Cisco Cataly

> Policy

Admin Y Associated @ YT

Status__ Policy Tags Policy Profie Nama
o e *_protle
u @ default-pokcy-profils
1 10 -
#CiscolLiveAPJC

# © AB S MO

come admin | # © A @

Y Description
Cisco_Ent_profiie

defaul policy profle

-

-]

@

for reference

« =

& Feedback | (b
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What gets configured on Catalyst 9800

- AAA

- Policy Profiles
- WLANS

Cisco

.&‘/

ally iess Catalvst 9800-CL \
n dutl Cisco Catalyst 9800-C

Configuration - >

Security~ >

AAA| showmenow (5

+ AbA Wizard

Servers / Groups A

CL Wireless Controller

Configuration - > Tags & Profiles - > Policy

Admin Y Associated @ YT

Status  Policy Tags Policy Profie Nama
o e Cisco_Em_profie
[m] @ defauit-policy-profile

i

Vireless Controller

Selected WLANs : 0
O  suws Y Name
O ]

Cisco_Ent_profile

1 0.

#CiscolLiveAPJC

Tags & Profiles~ > WLANs

for reference

# © ABD & TmBOC Q = Foedt <l
ve # € AB ST Q M Feechack) (= [®
T Description T
Cisco_Ent_profia
defaut policy profie
jelcomesgmin | & ® A B & W @ T Q W Foedback ) ~ @
T D T sso T 2,405 GHz Securty Y 6GHz Security v
. Caace_Ene [WPASIFT + 802 IxJ[AES [PMF 802.1XLIFT + 802, 1x][AES]IPMF B02.1XLIFT

Enabied]
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Flex Connect with
Cisco Catalyst
Center

cisco Lz’/&/



How to deploy Flex Connect with Catalyst Center
Flex Connect has site specific settings

- Network Design
- Native VLAN for APs
- VLAN mapping for AAA override

Local Switching

- Network Profile

- Enable FlexConnect local switching
- Default VLAN for WLAN

=
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Site specific Flex Connect VLANSs

Al
cisco

Catalyst Center

Wireless

SSIDs AP Zones Model Configs Templates Advanced Settings
A All changes made to the local VLAN Ids must be followed by a controller Re-provision to avoid configuration X
inconsistency.
~ -
55 \w)
Cisco_Ent v

WLAN Prafile Name Pol Sfile Name

Cisco_Ent_profile

Fabri

D ves @ No

VLAN “clients” will be
L @ local to VLAN 31

you need Anchar for this SS

C O No
@ Flex Connect Local Switching I

All APs of the assigned sites will be set
‘ to FlexConnect mode

cisco W&. #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



Site specific Flex Connect VLANSs

Catalyst Center

Al [ FlexGonnect Settings

*  FlexConnect Settings

FlexConnect settings are inherited by all children sites. Overrides done at the child level do not affect the parent. If

% Col Bl custom Site tags and Flex profiles are used in Wireless netwark profile, Please configure unique custom Site Tag
b GB name and Flex profile name for site(s) where Native VLAN/AAA VLAN is overridden
FlexConnect VLAN  Delete © nherit O
BrEg
T Configure the VLAN for all FlexConnect access points managed in the site. FlexConnect VLAN ID change requires
Controller provision before Access Point provision.
> i Bldg 10

Germany

R Native VLAN for
AP management

Flex deployments support a maximum of 16 VLANs. For Catalyst 9800 Series Wireless Controllers, this includes the
WLAN's VLAN and VLANs pushed by AAA. AAA Override VLAN change requires Controller provision or Access
Point provision

AAA Override VLAN  Delete © Inherit C

LAN ID VLAN Name . VLAN ID VLAN N
31 flex-client (@) 32 flex-guest

Inly 31 characters ara allowed VLAN ID range is 1..4094 Only 31 characters are allowe

AAA Override VLAN Mapping

Cance

c1sco 'p/‘/
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C9800 Flex Profile

SsID
Cisco_Ent R4

Cisco_Ent_profile

TRAFFIC SWITCHING

cisco

il Cisco Catalyst 9800-CL Wireless Controller Qe GUAERE T ctems - @

Oves @ No

@ Flex Connect Local Switching

Configuration~ > Tags & Profiles~ > Flex Edit Flex Profile

General Local Authentication

VLAN “clients” will be

Flex Profile Name

Monitoring O  default-flex-profile VIANNzme Y D Y Ipgfess ACL |OCa| tO VLAN 31
0O FP_Munic_cgaue_5b4f2_NV1 O clients 31 i
1 10 O flex-guest 32
D flex-clients 31
1 10 v

cisco W- #CiscoLiveAPJC ~ BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 91




C9800 Flex Profile

il Gisco Catalyst 9800-CL Wireless Controller
17.6.4

Configuration~ > Tags & Profiles~ > Flex

Flex Profile Name
O default-flex-profile
O FP_Munic_cgaue_5baf2_NV1

1 10 «

Administra

Welcome adm)

Edit Flex Profile

Policy ACL VLAN

General Local Authentication

VLANName Y D Y IngressACL Y Egress ACL
O clients 31
O flex-guest 32

flex-clients 31

1 10 «

AAA Override VLAN Mapping

Flex deployments support a maxim

WLAN's VLAN and VLANs pushed by AAATAAA Override VLAN change requires Controller provision or Access
Point provision

#CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

VLAN ID VLAN Mame — VLAN 1D VLAN Name .
a1 flex-client (@) 32 flex-guest ( /\
WLAN |D range Is 1..4094 Only 31 characters are allowec - VLAM ID range Is 1..4094 Only 31 characters are allowed -
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Access Points

cisco L{V&/



PnP discovery

- Use DNS
for PnP via Catalyst Center pnpserver.localdomain

Do not use cisco-capwap-controller.localdomain

- or DHCP Option 43 for PnP
S5A1IN;B2;K4,;1198.18.129.100,J80

Do not use Hex string pointing to WLC \

- Claim APs via Catalyst Center Plug and Play Catalyst Center

Enterprise IP
- joined APs: address

. automatically show up in inventory (skipping PnP)
- Require manual site assignment and provisioning

cisco W&. #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 94



AP Plug and Play: Bulk Add

Catalyst Center

Add Devices

> MNetwork Plug and Play Overview
Select one of these methods:
T Bl @ Provsioned 2

Devices (0) Focus: Al

Single Add Bulk Add Smart Account Add

(), Search PP de

0 Selected Actions Add Devices

Last Contact State (i) Onbo:

O " Device Name = (7) Serial Number Product ID

95

c IS co &. #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP Plug and Play: Bulk Add

el Catalyst Center

= bl
— cisco

Provision / Network Devices [/ Plug and Play # Q da

Catalyst Center

> Netw

Add Devices in Bulk

> Network Plug and Play Overview

Device 5
Devicq -
Device Status All (8) % Unclaimed (0} @ Error (0) © Provisioned (B)
Devices (0) Focus: All v
0 Selec Choose a file or drag and drop to upload.
), Search PnP devices .
§ Valid file types: .csv
.
0 Selected Actions v Add Devices
AP_PNP.csv
O H Device Name = (1) Serial Number Product ID Last Contact state (D Onbo: 2788 of 2766 -

Import Devices L Download File Template

Serial Numbersx, Device Name, Profilex,ManagementIPx,SubnetMasks, Gateways,
FGL2649L5H6, AP-0001, TYPICAL,,,,
FGL2649L5MY, AP-0002, TYPICAL,,,,

cisco W&. #CiscolLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 96



= abal.
— cisco

Device 5

Device

0 Selec

e

bl
cisco

Device S

Device

Cisco

Catalyst Center

Catalyst Center

Network Plug and Play Overview

Device Status | Al (3) OcEcr(0) @ Fr (8)
Devices (0) Focus: All »
Q) Search PnP dey
0 Selected  Actions v/ Add Devices
(m] [ Device Name = (1) Serial Number Product ID Last Contact State

.&‘/

AP Plug and Play: Bulk Add

Catalyst Center

o
o
o

Add Devices in Bulk

2 admin

Q.  admin

AP_PNP.csv (-]

2768 of 2768 100%

4 Download File Template

Onbo
) If you are adding a device and want to claim it immediately, click Add + Claim X
“L/ 1f you are adding a device and will claim it later, click Add Device. You will need to reenter claim parameters.
Imported devices (2)
earch Table v
Import Device Name Serial Number Product ID Site
Validation
L] AP-0001 FGL2649L5HE CW91621-E Global/GB/Bedfont Lakes/B...or 1
] AP-0002 FGL2649LSMY  CW9162I-E Global/GB/Bedfont Lakes/B...or 1
2 Recordls) o,
Back Add + Claim J Add Devices
#CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



AP Plug and Play: Bulk Add

Plug and Play

Catalyst Center
0 Assign Site 2 f‘, o

Assign Site

Devices (2)
Search Table
Device Name
AP-0001

AP-0002

c1sco 'p/‘/

Serial Number

FGL2649L5H6

FGL2649L5MY

Product ID

CW9162I-E

CW9162I-E

Provision

/

N

Device Type

AP

AP

Site (Recommended) Actions

Global/GB/Bedfont Lakes/B...or 1

Global/GB/Bedfont Lakes/B...or 1

Tence “

#CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Plug and Play: Bulk Add

Catalyst Center

el Catalyst Center Provision / Netwol
. Assign ~  Provisiar Summary
o e Configuration 3 Templates 4 summary

Assign Configuration

'd Play Q admin

> Netw|

Device §

Device

vision during the claim process. To change this setting, go to System -> Settings -> PnP AP Location. (7 After the setting is updated, click Refresh &

° AP Location will be configured as the assigned site as part of the pr

Devices (2) Clear Configuration
@)
@) Qe v
l_‘, Device Name Serial Number Product ID Assigned Site Configuration Actions
AP-0001 FGL2649LSHE  CW9162I-E Global/GB/Bedfont Lakes/B...or 1 RF Profile: TYPICAL -
B ap-o002 FGL264SLSMY  CW9162I-E Global/GB/Bedfont Lakes/B...or 1 RF Profile: TYPICAL

c IS co &. #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 99



AP Plug and Play: Bulk Add

Catalyst Center

s | Plug and Play admin

= aluln
= 'deeo Catalyst Center Pro

Device §

Device

@+ Summary

Device
O Devices (2)
) Q 5 Q| Search Table 7
l—: Device Name Serial Number Product 1D Assigned Site Canfiguration Device Configuration
B ap-oo01 FGL2649L5HE CW91621-E Global/GB/Bedfont Lakes/8...or 1 RF Profile: TYPICAL © Preview Configuration
= E AP-0002 FGL2649L5MY Global/GB/Bedfont Lakes/B...or 1 RF Profile: TYPICAL @ Preview Configuration

c IS c o & #CiscoLiveAPJC BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 100



AP Plug and Play

= i Catalyst Center | Network Devices | g and Play

Q admin v

> Network Plug and Play Overview

Device Status. All (10) & Unclaimed (2) @ Error (0)

Devices (2) Focus: All « Auto-refresh: + 30 s

Q. Search PP devices Y
Actions Add Devices As of: Jan 24, 2024 5:56 PM 3 Refresh
O H Device Name = (1) Serial Number Product ID Last Cantact State (1) Onboarding Progress (1) IP Address MAC Address (1) Source (1) Image Version (1) Site Smart Accour
8] 1 AP-0001 FGL2649L5H6 CW91621-E Not Contacted Planned Device Claimed User Global/GB/Bedfont Lakes/B...or 1
2 E  Ap-0002 FGL2649L5MY CW91621-E Not Contacted Planned Device Claimed. - - User - Global/GB/Bedfont Lakes/B...or 1 -
Show Records: 25 v 1 -2 9

c1sco 'p/‘/
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and Play

| Netwc

alialn

asco.  Catalyst Center

Network Plug and Play Overvie

Device §
Devict
Device Status Uncla (0] o ¢ P
A
L
Devices (2) Al
0 Seleg
Q  cwaie2l-E
0
0 d Actions Add Devices
]
& " Device Name = (1) Serial Number Product ID Last Contact
" 1 & AP-0001 FGL2649L5H6 CW9162I-E Jan 24, 2024 6:00:30 PM
O 2 AP-0002 FGL2649L5MY  CW9162I-E Jan 24, 2024 6:00:28 PM

Cisco

Provision

| Network Devices /

State

Onboarding

Onboarding

d Play

Onboarding Progress (i

#CiscolLiveAPJC

Executing Workflow

Executing Workflow

Plug and PI

IP Address

10.0.10.4

10.0.10.5

BRKOPS-2402

£ admin v

a Q  admin

+30s

Auto-refresh:

As of: Jan 24, 2024 6:00 PM

£ Refresh

MAC Address Source (i)  Image Version (7 Site
CC:9C:3E:F0:27:80 User 17.12.2.35 Global/GB/Bedfont Lake or 1
CC:9C:3E:F0:29:C0 User 17.12.2.35 Global/GB/Bedfont Lakes/B...or 1

Show Records: 25 v 1 -2 [ 1]

102
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AP Plug and Pl

Catalyst Center ovis ! Ne k De s | Plug and Play ¢ Q admin v

= di Catalyst Center Provision / Network Devices / Plug and Play P

= b Catalyst Center

Plug and Play w

Davice §
AP-0001 (10.0.10.4)
Devict & | > Network Plug and Play Overview Serlal Number: FGL2649L5H6 Site: Global/GB/Bedfont Lakes/B...or 1 As of: a few seconds ago @
evice
A
L
Devicg
Device Status Unclsimed (0) @ Error (0) @ Provisioned (8) @ cEecuting Workflow: Onboarding is in progress x
0 Seleg
¢ . (4 Refresh
O Devices (2) Focus: All v #J Refresh
. Q. cwele2l-E
= 0 Selected Actions o Add Devices
—~ Details History Configuration
(@] " Device Name + (7) Serial Number Product ID Last Contact State
. — > Template
)] 1 E  ap-0001 FGL2649L5HB CW9162I-E Jan 24, 2024 6:00:30 PM Onb
[ AP-0002 FGL2649L5MY ~ CW91621-E  Jan 24, 2024 6:00:28 PM Onb o
v Radio Frequency Profile
Radio Frequency Profile TYPICAL
~ Day-0 Configuration preview
Generated Jan 24, 2024 5:53:19 PM
2 Recor
RFTagName “TYPICAL"
policyTagName *PT_Bedfo_Bldg9_Floor1_fgc71"
ord primaryWicIP "10.0.0.6"
primaryWlcName "C9800-CL"
2 Recordl siteTagName *Bedfont Lakes"

cisco 'p//
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AP Plug and Play

‘e Catalyst Center

&fhGe an

Inventory

Routers  Switches  Wireless Controllers  Access Points  Sensors
DEVICE WORK ITEMS Devices (1) Focus: Select v
() Unreachable Q  Click here to a ic or advanced
(J Unassigned 0 Selected Tag (¥) Add Device Actions v @
F O Device Name IP Address Vendor (6] © Site
(O Non Compliant
) § i & Managed L
(O Outdated Software Image O ¥ CL.cllab.local @ 10.0.0.6 Cisco © Reachable @ Compliant ../Bedfont Lakes/Bldg 9
O n e
O i Image Preche
Maintenar
(O security Advisaries <
(O Marked for Replz
1
&. #CiscolLiveAPJC BRKOPS-2402

admin

Take a tour

Image Version Last Updated Serial Numb:

11 minutes ago

17.12.2 9ZGOBGW
Latest Sync Detalls

Show Records: 25 v

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP Plug and Play

‘e Catalyst Center Inventory admin v
&has
-‘l's-élo" Catalyst Center Provision / Network Devices / Plug and Play < { L admin

v

DEVICE WO

() Unreacy

vork Plug and Play Overview

Device Status [EEENIRST Unclaimed (0, @ Error (0) @ Provisioned (10

([ Non Co

O Outdatd Devices (2) Focus: Al

Auto-refresh: » 30 s v

O No Golg

CW91621-E A Y
) Selected Actions Add Devi "
L & # Device Name = (i Serial Number Product ID Last Contact State ! Onboarding Progress (| IP Address MAC Address Source 0 Image Version (7 Site
) Securit
O Marked ) 1 = Ap-0001 FGL2649L5H6 CW9162I-E Jan 24, 2024 6:03:53 PM Provisioned @ Provisioned 10.0.10.4 3E:F0:27:80 17.12.2.35 Global/GB/Bedfont Lakes/B...or 1
O 2 = AP-0002 FGL2649LSMY CW9162I1-E Jan 24, 2024 6:03:49 PM Provisioned @ Provisioned 10.0.10.5 E:F0:29:CO User 17.12.2.35 Global/GB/Bedfont Lakes/B...or 1

asco Lo/
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alialn
cisco
&fhGe

DEVICE WOl
() Unreacy

([ Non Co

O Outdatg

No Golg

O securit

O Marked

Catalyst Center

alialn
cisco

Device §

Devicg

Cisco

Catalyst Center

cisco
&hee

DEVIGE WORK ITEMS

[ unreacha

() Unassigned

([0 Failed Provisior

] Nen Compliant

() Under Maintenance

.&‘/

I Catalyst Center

AP Plug and Play

Devices (3)

Provision

5: Select

asic or ach

©) Add Device Actions

Device Name

C9800-CL.cllab.local

AP-0002

AP-0001

&

”

Inventory

/ Network Devices / Plug and Play

IP Address

10.0.0.6

10.0

10.5

Routers Switches Wireless Controllers Access Points

Iy applie

Vendor Reachability Manageability
Cisco @ Reachable @ Managed
NA @ Reachable @ Managed
NA @ Reachable @ Managed

#HCiscoLiveAPJC ~ BRKOPS-2402

admin

Sensors
Take a tour
Jan 24, 202 "
Compliance Site Image Version Last Updated Serial Numb:
. . a minute ago
© Compliant .../Bedfont Lakes/Bldg 9 17.12.2 . N 9ZGO6G
atest Sync Details
NA /Bldg 9/Floor 1 17.12.2.35 a minute ago FGL2649LE
NA /Bidg 9/Floor 1 17.12.2.35 a minute ago FGL2649LE
Show Records: 25 v 1-3 [1]
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What gets configured on Access Points?
- AP Name and Location

for reference

- AP Mode (Fabric, Local, Flex _ —

General Interfaces High Availability P
. General Tags
- Country code based on geographic
AP Name* AP-0001 Policy PT_Bedfo_Bldg9_... v @
| t' Location® Global/GB/Bedfont Lakes Sha Bedioot:| akes vja
ocation " %

c1sco '&‘/

#CiscolLiveAPJC

Base Radio MAC

3891.6716.10e0

Write Tag Config to AP

Ethernet MAC cc9c.3ef0.2780
Admin Status | enaLED Version
Local

AR:Mode “ S Primary Software Version 17.122.35
Operation Status Registered TR NiA
Fabric;Status Disablad Predownloaded Version N/A
CleanAir NSI Key Next Retry Time N/A
LED Settings

Boot Version 11.24
LED State ENABLED

= I0S Version 17.12.2.35

Brightness Level 8 v

Mini I0S Version 0.0.0.0

Flash Settings

Flash State [ ] IP Config

CAPWAP Preferred Mode 1Pva

DHCP IPva Address 10.0.10.4
Time Statistics ST T n

°

el

Update & Apply to Device

BRKOPS-2402
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What gets configured on Access Points?

« AP Name and Location

- AP Mode (Fabric, Local, Flex)

- Country code based on geographic

location

- Tags
- Policy Tag
- Site Profiles and Tags
- RF Profiles and Tags

- best practice settings

cisco Lz{/&/

for reference

=

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Edit AP =y
General
General g
me 1 PT_Bedfo_Bldg9, ]
8/Bedfont Badiont| skes a
b716.10e0 e
a8 fo
cc9c.3ef0.2780 ®
EEEEEEE (] Version
171
““““““““““““““““““““““““““““““““ N/A
AP-01
1
WLANSs and Po Site propert RF properties
PT_Bedfo, MySitaTag HIGH
Local
AN = ISCO, Global ult-ap-pr
: o bt [}
© : Cisco_Ente_Global
[+]
ANID: 1
v WPA2
DHCP I Ad 10.0.
Time Statistics A
O Cancel
#CiscolLiveAPJC BRKOPS-2402
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Wireless Maps
- Select Floor in Hierarchy

- Add/Edit 2

Cisco

Access Points = Position

()
H(<)

*View Options = Global Map Properties 2 Units > Feet/Meter

cisco M‘/ HCiscoLiveAPJC  BRKOPS-2402
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Software Image
Management
(SWIM)

cisco Lz{/&/



Inventory

= QGlcbal

Al

Routers

Provision [ Inventory

Switches

Wireless Controllers  Access Points Sensors

DEVICE WORK ITEMS ° CL;L; DE LAB

([ unreachable

([0 Unassigned

(O Failed Provision NORK ITEMS

Os

ty Advisories

[ Non Compliant |-
[ Outdated Software | [ Marked for Replacement
(O No Golden Image O No Golden Image
() Under Maintenance O unreachable

0

(O Unassigne:

rity Advisories
(O Marked for Replacer Show

(0 System Beacon Ena

Devices (2)

Focus: Inventory v

Q  Filter devices

0 Selected

@ Add Device

Device Name

S4-AP-1 @

All CUTCTE R TSSO . VWireless Contrallers Sensors
Actions v (@
IP Address Device Family Reachabllity (1) EoX Status (1)
10.4.255.2 Unified AP @ Reachable Not Scanned

>-9800-1.csslab.loc ©

Provision / Inventory

192.168.199.34 Wireless Controller @ Reachable 1 alert

Check EoX Status

Preview New Page

WLC-9800-1.csslab.loc

192.168.199.34

Produ nily Wireless Controller

Jan 10, 2 3:00 AM

@ Hardware Software @ Module

End of Sale

Apr 1, 2023

Last Ship

Apr 1, 2023

@ End of Vulnerability / Security Suppart

Sep 30, 2024

@ Last Date of Support

Mar 31, 2026

Image Upgra

Cisco

.&‘/

#HCiscoLiveAPJC ~ BRKOPS-2402
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el

Catalys

View Device Detalls

ol
aseo’  Catalyst Center adm
All Devices | WLG-9800-1.csslab.loc
() WLC-9800-1.csslab.loc # Run Commands [ view 360 Last Upd 3 minutes age (0 4]
@ Reachable @ Managed IP Address: 192.168.199.34 e Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS Uptime: 18 days 1 hr 12 mins Site: Global/Belgium/CSS_DE_LAB/SDA_SITE4
DETAILS Hardware
Interfaces > Device Type Wireless Controller Series Cisco Catalyst 9800 Wireless Controllers for Cloud
, Platform C9800-CL-K9 Serial Number 9GOWZCYUDAS
System ~
MAC Address 00:16:49:06:54:ff Vendor Cisco
Hardware & Software
User Defined Fields _
Software
ErD (S e > Image C9800-CL[17.06.04.0.4912] Version 17.6.4
Wireless Info
Maobility Operational Summary
Uptime 18 days 1 hr 12 mins Provision Status Success b
SECURITY
ECLURE Last Pr 2024 1:5¢ Resync Interval 1 haur
Advisories

4 minutes ago

ELD NOTICES
Field Notices

Potential Field Notices

COMPLIANCE

c1sco 'p/‘/
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View Device Detalls

Catalyst Center

All Device WLC-9800-1.csslab.loc

[ WLCH

© Reachabld

All Devices | WLC-9800-1.csslab.loc

[+ WLC-9800-1.csslab.loc 4 Run Commands (£ View 360 Last Updated: 3 minutes ago © &7
DETAILS .
Interfaces sle | @ Managec dress: 192.168.199.34 Jevice Modsl: Cisco Catalyst 9800-CL Wireless Controller for Cloud | Device Role: ACCESS Ug 18days 1 hr 12 mins | Site: Global/Belgium/CSS_DE_LAB/SDA_SITE4
System

I Hardware §  DETAILS
User Defined  Interfaces 5 Compliance Summary View Preference for Acknowledged Violations
Browse Conf| System ~ def o trigger compliance Run Compliance Check
Wireless Infd Hardware &
Mobility User Defined Fields p E
0] End of Life 0) @

Browse Configurations > P ’
e Complionce last ron o Jan 9500, 2026 080509

Wireless Info ftware : &
Advisories Jardwar

Mobility 0

Module - @ i
ELD NOTIS

Field Noticeq

Advisories
Potential Fiel o) D)

LD NOTICES 024, 08:20:28 Compi \ 28 13:05 P11

Field Notices

Running Version: 17.6.4 1
Potential Field Notices

Summary

c1sco 'p/‘/
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View Device Detalls

bl Catalyst Center

}% S

All Device WLC-9800-1.csslab.loc

[ WLCH

il Catalyst Center

o

rachablg

All Davices | WLC-8800-1.csslab loc
. [+ WLC-9800-1.csslab.loc 4 Run Commands 4 View 360 Last Updated: 3 minutes ago (0
il .
\ntarfaces P tisco. Catalyst Center
System
All Devices | WLG-8800-1.csslab.loc
Hardware §  DETAILS — . .
I [+ WLC-9800-1.csslab.loc » Run Commands 5 view 360 ast Imintes ago () L3
User Defined  Interf
b © Managed 192.168.199.34 . Model: Cisco Catalyst 9800-CL Wireless Controller for Cloud Device Role: ACCESS | Uptime: 18 days 1 hr 12 mins Site: Global/Belgium/CSS_DE_LAB/SDA_SITE4
Browse Conf| System
Wireless Infd e g
DETAILS .
Mobility User Defined Advisories (7) 7 Manage All &
Interf
Browse Confl nterfaces &
SECURIT i System v (), Search Table AT
Wireless Infol
Advisories Hardware &
Mobility : red
User Defined Fields _
ELD NOT [ Advisory 1D Advisory Title cvss Score Impact Fixed Versions cvE - Custom Match Pattern Known Since Last Updated
« Browse Configurations >
Field Noticeq
vis Sisc S wa Web oVE-
ERIIETIT T - i A Gisco 10 XE Software Web CVE -
Bt B (0 [ cisco-sa-webui-cmdij-FzZAeXAy Ul Command Injection 8.8 & Higt 17.6.6 2023 Add match pattern oa Sep 27, 2023
Mobility Vulnerability 20231 -
FIELD NO
OMPLIAN( .
Field Notices T CVE-
Multiple Vulnerabilities in - jiziﬁ
Potential Fiel Advisories [ cisco-sa-iosxe-webui-privesc-j225aAdz Cisco 105 XE Software W 10 @ Critical e g Add match pattern Oct 16, 2023 Nov 1, 2023
Ul Feature 7bba
2023
COMPLIANG FIELD NOTICES 20273
Summar —
4 Fleld Notices Cisco 10S XE Software for
1000 Series
Potential Field Notices ASR L‘Jl e CVE- em 27
) [ cisco-sa-mire-H93FswRz R:?r’:r% ul;\, u?l 8.6 & High 17.6.6 Add match pattern 2;2’3 Sep 27, 2023

. 20187
Denial of Service
v

c1sco 'p/‘/
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Security Advisories

= e Catalyst Center Tools /

urity Advisories / Overview % Q a Q admin v

Critical ~ High Software Version ~ Custom  Advanced
Devices Advisories

Devices (32)

SUMMARY
> Scan Criteria Q ere ic or advanced filters or view recently applied filters
> Scan Status 0 Se y ‘Tag f: J 24 2:00 PM
> Device Family (5 =
Device Name IP Address Advisories ~ Platform Image Version Last Scanned Scan Status Scan Criteria ) Site
> Sites (32
- S1-IN1.csslab.loc °
3 1 9300-7 17.6.3 11 minutes ag »ftware Versior /SDA_SITE1/FI
NDG:Location#All Locat 172.16.1.36 14 C9300-24T 7.6.3 minutes ago Success Software Version /SDA_SITE1/
O csr1000v-lab1.csslab.loc 192.168.201.101 8 CSR1000V 17.3.6 11 minutes ago ® suc Software \ S_DE_LAB,
WCL-9800-nplus1.csslab.loc 192.168.199.138 7 C9800-CL-K9 17.6.4 11 minutes ago ® success Software Version /CSS_DE_LAB;
O WLC-9800-1 192.168.199.34 7 C9800-CL-K9 17.6.4 11 minute: © success Software Version /CSS_DE_LAB/
O $1-BN2.csslab.loc 172.16.1.112 7 C9500-48Y4C 17.6.4 10 minutes ago @ Success re Version /SDA_SITE1/FI
[ WLC-9800-2.c 192.168.199.35 5 C9800-CL-K9, C9800-CL-K9 17.10.1 11 minutes ago © success Software Version .../CSS_DE_LAB|
S4-FEO1.csslab.loc
e 172.16.4.111 4 C9300-24P 17.6.5 m ago © success vare Version /CSS_DE_LAB]
CSS-DE-NAT.csslab.loc .
main_config 192.168.255.33 3 C8300-1N1S-6T 17.9.3a © Success Software Version /CSS_DE_LAB/
A )

cisco &. #CiscoLiveAPJC ~ BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 115



Security Advisories

Catalyst Center | Overview

Calod itaar el Catalyst Center s ori rview

SCAN CRITE " .
Devices  Advisories ) WLC-9800-1.csslab.loc (192.168.199.34)
1 - 20 0 0 Reachable Uptime: 18 days 1 hr 22 mins ~ Device Role: ACCESS
SUMMARY Critical ~ High Software Version — Custom  Advanced
> Scan Criteria 1 Run Commands 4 View 360 Last upd 12 minutes ago (7 * Refresh
Devices Advisories
*: Been Slanss Details  Advisories
> Device Family (5 Devices (32) o N
SUMMARY Advisories (7) Suppressed &
> Sites (32 > Scan Criteria Q  Click here to apply
Q le 7
> Scan Status Tag
> Device Family [
m] Device Name
> Sites (] Advisory I Advisory Title ©Vss Score Impact Fixed Versions OVE ~ Gustom Match Pattern Know
. S1-IN1.csslab.loc
O NDG:Location#All Locat Cisco 10S XE
Software
’ Web UI Sep
] ¢) csr1000u-labl csslab.loc () [ cisco-sa-webui-cmdij-FzZAeXAy Command 8.8 & High 17.8.6 Add match pattern 2003
njectior
- . Vulnerabilit
0 O WCL-9800-nplus.csslab.loc uinerability
. § Multiple
) &) WLC-9800-1.csslab.loc Vulnerabilities
. . ) - n 17.6.5
d [ cisco-sa-iosxe-webui-privesc-j225aAdz . 10 @ Critical 7 27 Add match pattern QOct 1
O < S1-BN2.csslab.loc o 7.b.6a
- Web Ul
Feature
) [
Cisco 10S XE
L S4-FE01.csslab.loc Software for
8] main_config ASR 1000
Series
CSS-DE-NAT
O main_config
.

c1sco 'p/‘/
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SWIM - Software Image Management

- Import Images from Cisco CCO Repository
- CCO Credentials & Accept EULA

- Mark Version as Golden Image

seo. Catalyst Center

- Golden Image will be offered drinq P

f,- Global All Routers Switchi Sensors Virtual Di

JIMMARY TOTAL IMAGES ADVISORIES
2 6 0 5 18 2 3 12
Device Families  Devices  Device Families Running  Imporied  Golden Critical High

Without Gelden Image ©On Running Images  On Running Images
Image Families Take a Tour Cisco.com ID  asazhin (Not me?)  Sync Updates @
() Filter Image Families 7
(D Update Devices L, Import Image = Show Tasks As of: Jan 28, 2024 2:05 PM {3
Advisories L]

Family Name = Devices Imag Critical High Images Marked Golden

Imported Images @ 18

Cisco Catalyst 9800-40 Wireless Controller 1 1 1 2 1

Cisco Gatalyst 9800-CL Wireless Controller for Cloud 4 2 ¢

cisco Lz%o//
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Image Repository

= vt Catalyst Center ign / ¢ y \ ; O admin

v Global

= el Catalyst Center

SUMMARY

2

Device Famil]

Q Global

= duli Catalyst Center

< Image Repos|

= Cisca

Global

Image F4
< Image Rep

A Fie [+ Cisco Catalyst 9800-40 Wireless Controller

> Roles & Tags

> Major Versions

SUMMARY -
> Golden Image| Images (7) = Show Tasks CiscocomID  cgauer (Nat ma?)
> Roles & Tags
> Recommendaf Q1 Filter Image: v
. am) Q ages -
Family Nam > Major Versions
\mported 1 > Golden Images As of: Jan Moo
> Recommendation Aduisories
Cisco Cat{
Image Name Versian Devices ~ Image Status @ Critical High Device Roles & Tags @
Cisco Cat{
C€9800-40-universalkd 7.13.01.5PA.bin I0SXE-17.13.1
> - 0 A+ 1 4 L]
Latest Add On
€9800-40-universalkd 7.06.06a.SPA.bin aluru-17.6.6a
° ! 0 + 0 0 L]
Latest NiA)
€9800-40-universalkd 7.09.04a.SPA.bin 17.09.04a.0.6 2 @
0 Q o]
) Verified  Suggested Add On (1)
€9800-40-universalkd 7.03.08a,5PA.bin ; P
Amsterdem-17.3.82 o . [ o o
Latest Add On (N/A)
€9800-40-universalkd_wic.17.09.03.5PA bin 17.09.03.0.4111 N S 2
Verified Add On (N/A) é
oG Show Records: 25 v 1 [1]

asco Lo/
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el

Image Upgrade Steps

hills - Catalyst Center

&b Germany [PPYD) routers  Swiches  Wireless Controllers  Access Points  Sensors ag E = @

Devices (2) Software Images v Take a tour o Expert 5

Q  Click here to apply basic vanced filters or view recently applied filters

0 Selected Tag Add Device Image Update Image Update Status Actions v (1) As of: Jan 29, 2024 4:02 PM
O Device Name = IP Address Device Family Reachability () Software Image 0S Update Status Site Provisicning Status Manageability () Device Series
— Success
()] (&) APO1-1EED 10.0.10.8 Unified AP @ Reachable NA NA /Home/Floor 3 See Deta @ Managed Cisco Catalyst 9120AXI Series |

e Details
C9800-CL[17.09.04a.0.6 Success
o ¢ C9800-CL-2.homelab.local 10.0.0.7 Wireless Controller @ Reachable © Needs Unda 8l Distribution Pending [Munich/Home @ Managed Cisco Catalyst 9800 Wireless C
eds Update

See Details

c1sco 'p/‘/
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el

Image Upgrade Steps

Catalyst Center

T Ge .
@b Germany ) }
! Wyl Catalyst Center Provision / Invantory

Devices (2 -
il Germany P E adi cc
R4 Image Update Readiness Check
Q  Click he
Devices (2) Focus: Software Images
0 Selected
Q  Click here to apply basic or advanced filters or view ntly applied filters DEVICE DETAILS
o oy €9800-CL-2.homelab local (10.0.0.7)
0Selected Tag (P Add Device Image Update Image Update Status  Actions
g Image €9800-CL[17.09.045.0.6)
) e
U A 0O Device Name = IP Address Device Family Golden Image: C9800-CL-universalkd.17.12.02.5PA.bin
Reboot Requi Yes
0O ¢ ¢ O ¢ APOI-1EE0 10.0.10.8 Unified AP
Readiness Checks Results C Re-Execute Checks Ty Export {3 As of: Jan 29, 2024 4:05 PM
0 C9800-CL-2.homelab.local 10.0.0.7 Wireless Controller Check Type Description Status Last Checked
2
ag ion Support oldan image is applicable to the device L] Jan 29, 2024 1:48
> Flash check: SUGCESS
ash check ) [ ] an 29, 2024 12:18 PM
Expected: 1223 £ e 5pi 9 MB
ice Entitlement C Could not validate license service contra a Jan 29, 2024 12:18 PM
Startup config check r this d [} Jan 29, 2024 12:18 PM
Config-ragister verified ssfull
S Expected: 0x2102,0x102 P . —
Actual: 0x2102
Action
HTTPS i
Expected
or (192.168.199
5 Action: Rein:
Ie Transfer Gh a Jan 29, 2024 12:18 PM
(192.168.1
2 Racor
L y

cisco &. #CiscoLiveAPJC ~ BRKOPS-2402 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 120



Image Upgrade Steps

hills - Catalyst Center

Actions ~

C9800-CL-2.homelab.local

Inventary

Software Image

Provision

placement

> Catalyst 9120AXI Series |

Cisco Catalyst 9800 Wireless C.

#CiscolLiveAPJC
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Image Upgrade Steps

Catalyst Center

Software Distribution Checks

You can enable prechecks and postchecks for your software distribution and
determine the check order. If you don't see a check, you can add a custom check.

2 PRE AND POST CHECKS

i weak Crypto Check @ SYSTEM  PRE

i Flash cneck @ SYSTEM PRE

€] Exit Al cha

!

c1sco 'p/‘/
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el

Cataly

Image Upgrade Steps

= bl
= ‘asco

Catalyst Center Image Update

Catalyst Center Image Update

o

Softw
You can er . .
determine Software Activation Checks
You can enable prechecks and postchecks for your software activation and
2 PRE £ determine the check order. If you don’t see a check, you can add a custom check.
| Weak Cr

! Flash ch Skip Activation C'

3 PRE AND POST CHECKS

i Weak Crypto Check @ SYSTEM PRE -
: Config register check @ SYSTEM PRE -
i Startp config check @ SYSTEM  PRE  POST -

JExit  anc

€ Exit Al

!

cisco 'p//
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Image Upgrade Steps

= 'c‘,'sé'c" Catalyst Center

Image Update

alualn
= asco

Catalyst Center

Catalyst Center

Image Update

Image Update

el

Softwi
You can en
determine | Soft
You can
ZPREA determi
| Weak Cry
! Flash che Skip Act
3 PF
i Weak
i Confl
i start
€] Exit Al chan,
EExit  anc

Schedule Task and Clean Up

You can schedule software distribution, activation, and cleanup of device
memory.

(i) The time zone of the site to which the device belongs will be used as the default site time zone

Software Distribution

O Now  © Later
Start Date/Time

Aug 28, 2024 []

321 PM v
Time Zone
Australia/Sydney v

INITIATE FLASH CLEANUP AFTER ACTIVATION
Elash.clean un will store only the running image and remove all previous images saved on the device

(O Initiate Flash Cleanup After Activation

#CiscolLiveAPJC

Software Activation

After Distribution  C_J
O Later
Start Date/Time

Aug 29, 2024 [7]

1:21 AM v

Time Zone

Australia/Sydney

BRKOPS-2402

!
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Day-N
Operations
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Workflows

Library cf

Configure Cisco
UDN

¥ | Configure Access
Paints

Conf AP and Radio

Parameters

Create Allowed
Vendor List

Umbrella
Deployment

enforce security/content

olicie:

Configure RLAN

AN Pe

Create a Rogue Rule

This workflow

for creating

custom rogue rule

Create Sensor Test

Build ¢ :mplat

itoring real-w lien
Configure Al-
Enhanced RRM
Deploy Al-Enhanced RRM with
ning your

and

Create Rogue Rule
Profile

ki
Rul

2 Dependent Wo

Replace Device

Repla jevice in @ few

lick easy steps

Learn Device
Configuration (BETA)

Create an aWIPS
Profile

arkflow is for se

#HCiscoLiveAPJC ~ BRKOPS-2402

Access Point
Refresh

Replace

with New ones

Provision Template

templ;

Wired N

Assign an aWIPS
Profile

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

Enable loT Services

: Zighee,

Create Allowed AP
List

Create IP & URL-
Based Access
Control Policy

o

dior URL

126



Configure Access Points

Catalyst Center

How do you want to configure APs?

Choose how you want to configure the AP and Radio parameters

Configure AP And Radio o Schedule Recurring Events @] Configure AP Parameters
Parameters

For AP And Radio Parameters Using Existing Templates.

to configure
cted APs

(O Select All Steps
Select the steps you want to configure

@ Modify AP Name
® Configure AP Parameters

® Configure 5 GHz Radio Parameters

@ Configure 2.4 GHz Radio Parameters

@ Configure 6 GHz Radio Parameters

® Configure Dual-Band (XOR) Radio Parameters
® Configure Tri-Radio Parameters

Create and Save a Reusable Template for Selected Configuration(s)

(O create Template

Review

£ Exit

127
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Configure Access Points

= 'c‘,'sé'c" Catalyst Center

Configure Access Points

= ‘lulv Catalyst Center

Q. admin v

Configure AP Parameters

Select parameters to configure. These parameters will be applied to all the
selected APs

(O Admin Status @ AP LED Status

(O LED Brightness Level

O AP Mode

() AP Location

() AP Failover Priority

Enter Location

(O High Availability ©

CleanAlr Pro [ CleanAir [ Spectrum Intelligence &

(O 2.4 GHz Radio Band

5 GHz Radio Band

& Exit Hz Radio Band

Primary Controller IP Address

€] Exit Al

Review

!

c1sco 'p/‘/
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Configure Access Points

= il Catalyst Center Configure Access Points

uhali Catalyst Center

= ful Catalyst Center

Configure Dual-Band (XOR) Radio Parameters

You can configure Dual-Band (XOR) radio on Access Points with series 2800, 3800,
4800, 9120, 9166, IW9167EH, IW9165E and IW9165DH from selected AP list.

Applicable APs: 1 View Devices

@ Admin Status (O Antenna Gain

Enable
Select Antenna

(©Radio Role Assignment

Antenna Gain (in dBi) (for Antenna-Other)

(O Antenna Cable

Select Antenna Cable

Cable Loss (in dBi} (for Cable-Other)

£ Exit

€] Exit Al

] Exit Review

-
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Wrapping things up

() E = —
uLn s — & v —
Scale and Onboard Manage Day N Shall we mention I
standardise your Wireless operations & SDA? API’'s?
wireless Controllers, AP’s compliance to I
deployments effortlessly with ensure reliability

PnP
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Meet the Expert

Wednesday 9:30 - 11:30 in World of Solutions

cisco Lz{/&/



cIsco W&/

Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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