
#CiscoLiveAPJC



#CiscoLiveAPJC

Hector Morales
Senior Solutions Engineer
BRKOPS-2321

Automation and Management with Catalyst Center APIs

Transform Your Network



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKOPS-2321
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• Customer challenges and opportunities

• Catalyst center headless deployments

• Catalyst center APIs

• Implementation guidelines

• Best practices

• Conclusion
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Customer 
Challenges and 
Opportunities
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Top 5 issues for IT

$45B
Annual OpEx spent 
on changes
and troubleshooting

Network administrators must 
balance the need for a high-
performing network with the cost 
of implementing and maintaining 
it. 5%

of large enterprises 
have an automated 
operation to 
decrease human 
errors

As networks grow in complexity, 
network administrators must find 
ways to automate network 
management tasks to reduce the 
risk of human error and improve 
efficiency.

Security

Network 
visibility

Network 
complexity

Network 
performance

Cost
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Source: Own research with public data from top 100 customers and service providers, 2024
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Customer’s desired outcomes

Users Things

Applications

Switching Routing Wireless SDA

Infrastructure

Security

Cloud/DC

Monitor
events

Manage
risk

Operate 
services

Deliver 
business 
outcomes
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Practical realities of digital transformation
It can be hard and expensive
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$60B 
Annually spent on 
Network operations, 
Labour and tools1

1 Cisco McKinsey Study 

75%
of opex spent on changes

and troubleshooting

95%
Network changes 

performed manually

70%
of policy violations are 

due to human error



Catalyst Center 
Headless 
Deployments
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The complexity to operate large networks

Switching Routing Wireless SDA

IOS XE CLI
IOS XE Ansible 

Collection
Cisco Catalyst Center 

APIs
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The complexity to operate large networks
Pros and Cons

12BRKOPS-2321

IOS XE CLI IOS XE Ansible 
Collection

Cisco Catalyst Center 
APIs

Day 0

Day 1

Day 2

Complexity 1

            

           

          

Very complex Mid complexity Low complexity

Fine configuration
Prone to human errors

IaC, CI/CD pipelines
Requires more expertise

API Platform
Single tenant

Data rich
Requires additional infra

Leverage community
Prone to errors

Extensive integration
Requires more coding

Information rich
Complex to troubleshoot

Leverage community
Not ready for Day 2

Event management
Requires more coding

IDEAL Team size 2 10-15 engineers 5-7 engineers 3-5 engineers

Source: Own research with public data from top 100 customers and service providers, 2024
1 - Network size: 20,000 devices in a single campus
2 – Necessary team to support single campus

REALITY CHECK: We operate with 
reduced teams
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Physical and virtual infrastructure

Catalyst Center simplifies network operations
Enabling IT admin to deliver business outcomes, smarter and faster at scale
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Cisco Catalyst Center

Improved Service Delivery
• Mature APIs, SDKs, and closed-loop integrations to simplify 

and streamline ecosystem integration

• Faster service delivery using API-based automation workflows

• Early issue detection and integration with 3rd party platforms through 
enhanced notification channels

Increase Scale
• Providing customers with business resiliency, continuity, and quick time to value

• Enabling customers to achieve Compliance of network with config policies

• Automation to simplify the creation and maintenance of customers networks

Improved Security
• AI-driven security to classify endpoints and enforce security policies for a 

complete zero trust workplace solution

• Automate end point visibility, classification, and grouping 

Improved Performance Insights
• Reduced proactive problem resolution through faster Root Cause Analysis

• AI-driven visibility, observability, insights, and troubleshooting to ensure the health 
your customers applications, infrastructure and user experience

Programmability

DevOps

NetOps

SecOps

AIOps

Visibility Automation

Zero Trust

Insights

Observability

Small teams’ productivity increase through automation
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Catalyst Center as a platform
Powered for headless integration
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Northbound REST APIsEvent Notifications

IT Ecosystem Integrations Developer Resources

• Assurance Issues

• AI/ML Insights

• System Health 

• Integration Connectivity

• License Management

• Webhooks

• PagerDuty

• Email

• Syslog

• SNMP

• Network Inventory

• Network Topology

• Network Design

• Provisioning

• SWIM, PnP

• Path Trace

• Assurance

• SDA

• Templates

• RMA

• Config Archive

• Sensors

• Sample Code, Videos

• Python SDK, Ansible, Terraform

• Cisco DevNet

• Sandboxes, Learning Labs

• Developer Guides

• Sample Code

• IT Service Management

• IP Address Management

• Reporting

• Wireless Planning

• Alerting 

• SIEM 
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Tools

ServiceNow

Splunk
PagerDuty

Webex 

Cisco Catalyst Center enterprise architecture
Align to ITIL framework
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Cisco Catalyst 
Center

Intent API
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Enterprise
Network

Enterprise Event 
Management and 
Notifications

Enterprise IT
Service Management

Enterprise Application-
specific tools for reporting, 
incidents and trouble tickets
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Cisco Catalyst 
Center

Cisco Catalyst 
Center

Cisco Catalyst 
Center

Operations Dashboard

ServiceNow

Splunk
PagerDuty

Webex 

Cisco Catalyst Center architecture
Headless operations: operate Catalyst Center at scale
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Intent API
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Enterprise Event 
Management and 

Notifications

Enterprise IT
Service Management

• OSS/BSS stack – 
home-grown or 
vendor-based

• Dashboard and 
Tools

• Incident 
management and 
trouble shooting

…
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A high-level view
Catalyst Center headless deployment example
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ServiceNow

Cisco Catalyst 
Center 

Switching Routing Wireless SDA

Intent API

Integration API
Events and 

notifications API

Splunk
Webex

Webhook

Insights

Monitor AIOps

OSS/BSS stack

Reduced 
staff



Catalyst Center 
APIs
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What a headless scenario looks like

BRKOPS-2321

Cisco Catalyst 
Center 

A Cisco Catalyst 
Center 

B

Network Operations
People, Processes, Run books and System integration 

API

Operations
Segmentation

Layer

OSS/BSS

Regional operations dashboard

Cisco Catalyst 
Center 

C
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Cisco Catalyst Center API platform

BRKOPS-2321

Intent API
Event and Notifications 

API
Integration API

The Intent API is a REST API that 

exposes specific capabilities of the 

Cisco Catalyst Center platform.

Provides policy-based abstraction of 

business intent, allowing focus on an 

outcome rather than struggling with 

individual mechanisms steps.

The RESTful Cisco Catalyst Center 

Intent API uses HTTPS verbs (GET, 

POST, PUT, and DELETE) with JSON 

structures to discover and control the 

network. 

Provides a notification handler when 

specific events are triggered, such as 

Network Assurance and Automation 

(SWIM) events.

Enables external systems to take 

actions in response to an event: 

execute a software upgrade action in 

response to an out of compliance 

notification of network devices

Notifications may also be triggered by 

internal Catalyst Center events. For 

example, Assurance events can be 

customised for IT Service 

Management incidents.

Provides mechanisms for integrating 

Network Assurance end-to-end 

workflows and data with third-party 

IT Service Management (ITSM) 

solutions.

ITSM integration minimises handoffs, 

reduces duplication of issues, and 

optimizes processes such as 

approval- and pre-approval chains, 

Cisco Catalyst Center also Integrates 

with Reporting and Analytics 

capabilities for capacity planning, 

asset management, compliance 

control, and auditing.
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Cisco Catalyst Center
Platform overview
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Implementation 
Guidelines
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Headless operations
Using Catalyst Center APIs

ServiceNow
Cisco Catalyst Center 

Switching Routing Wireless SDA

Intent API

Integration API
Events and 

Notifications API

Splunk
Webex

Your own

Webhook

Insights

Monitor

Push notifications

<REST API>

BRKOPS-2321 23
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Catalyst Center notifications framework

BRKOPS-2321

Webex Notifications

SNMP, Email, Syslog Notifications method

Switching Routing Wireless SDA

Managed 
Services

NOC Mobile App ITSM

Webhooks
ServiceNow

Splunk

SubscriptionEvent Catalog Dashboard

AssuranceAutomation DNAC Platform

Event management System

Event source

Network Infrastructure

Headless operations

24
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Better using event notifications
Event subscription

BRKOPS-2321

Cisco Catalyst Center 

Switching Routing Wireless SDA

Insights

Monitor

Issue created

Subscribe to event

25
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Better using event notifications
Event subscription

BRKOPS-2321

Cisco Catalyst Center 

Switching Routing Wireless SDA

Events and 
Notifications API

Splunk
PagerDuty

Webex
Your own

Webhook

Insights

Monitor

Push notifications

Event notification

Issue created

Once an issue is 
triggered by the 
assurance engine and if 
the event is subscribed, 
an event is sent out to 
the remote webhook 
location

26
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Event notifications flow

Cisco Catalyst Center 

Switching Routing Wireless SDA

Events and 
Notifications API

Splunk
PagerDuty

Webex
Your own

Webhook

Insights

Monitor

Push notifications

Event notification

Issue created

Event subscription

1. Setup a new 
webhook destination

2. Subscribe event
3. Test notification

BRKOPS-2321 27
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Catalyst Center event notifications
Creating a new event
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Setting up a destination
Webhook

BRKOPS-2321 29
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Webhook provisioning

BRKOPS-2321

Trust Certificate: YES
Method: POST
Authentication: Basic
Headers:
 ’Authorization’: ’Basic Encoded64(Username+Password)’

30
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Subscribe to events

BRKOPS-2321 31
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Catalyst Center webhooks notifications workflow

BRKOPS-2321

Cisco Catalyst Center 

Switching Routing Wireless SDA

Webhook server

Push notifications

Event notification

Issue created

Subscribed event

32
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Managing your campus at scale
Event notification

BRKOPS-2321

Cisco Catalyst Center 

Switching Routing Wireless SDA

Events and 
Notifications API

PagerDuty
Webex

Your own

Webhook

Insights

Monitor

Push notifications

Event notification

33



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Headless operations
Using Catalyst Center APIs

ServiceNow
Cisco Catalyst Center 

Switching Routing Wireless SDA

Intent API

Integration API
Events and 

Notifications API

Splunk
Webex

Your own

Webhook

Insights

Monitor

Push notifications

<REST API>
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Cisco Catalyst Center
Intent APIs usage and documentation
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Cisco Catalyst Center
Intent APIs usage and documentation

36BRKOPS-2321

REST action and server end point

Options for coding
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Cisco Catalyst Center
Supported coding languages

37BRKOPS-2321

• Shell
• Node
• Python
• Ruby
• Javascript
• jQuery
• PHP
• Go
• Ansible



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Authentication
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<Your DNAC DNS/IP>

<Your DNAC username>

<Your DNAC password>
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General instructions to call a CatC API
Python example
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Monitoring your network
Health and Performance

40BRKOPS-2321
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Managing your campus at scale
Get issue using Intent API

BRKOPS-2321

Cisco Catalyst Center 

Switching Routing Wireless SDA

Intent API

Monitor

<REST API>

Network issue

Issue 

41
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Managing your campus at scale
Issue enrichment using Intent API

BRKOPS-2321

Cisco Catalyst Center 

Switching Routing Wireless SDA

Intent API

Monitor

<REST API>

Network issue

42
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Better using event notifications…
… and enrich with intent API

43BRKOPS-2321

Cisco Catalyst Center 

Switching Routing Wireless SDA

Events and 
Notifications API

Webhook

Monitor

Push notifications

Event notification

Issue created

Event subscription

Intent API

Issue enrichment API

1

2 3
4

1. Network issue
2. Triggered event
3. Event parsing
4. Get more information
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Simple flask app running locally

BRKOPS-2321 44
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Headless operations
Using Catalyst Center APIs

ServiceNow
Cisco Catalyst Center 

Switching Routing Wireless SDA

Intent API

Integration API
Events and 

Notifications API

Splunk
Webex

Your own

Webhook

Insights

Monitor

Push notifications

<REST API>

BRKOPS-2321 45
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Bundles
ServiceNow

46BRKOPS-2321
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Closed-loop ServiceNow integration

47BRKOPS-2321

https://developer.cisco.com/dnacenter/integrationapis/ 

NetOps update the software for
the devices using Cisco Cat Center 5

Cisco Cat Center closes 
the ticket in ServiceNow 6

ServiceNow ticket is updated 
with the planned date and time 4

Maintenance window is 
selected in Cisco Cat Center 

for the image upgrade
3

Cisco Cat Center creates
a service ticket in ServiceNow2

Cisco Cat Center detects devices
with non-compliant images 1

https://developer.cisco.com/dnacenter/integrationapis/


#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Catalyst Center headless operations
Recap

48BRKOPS-2321

<Site API>

<Topology API>

<Device API>

<Client API>

<Health and 
Performance API>

ServiceNow
Cisco Catalyst Center 

Switching Routing Wireless SDA

Intent API

Integration API
Events and 

Notifications API

Splunk
Webex

Webhook

Insights

Monitor

<Authentication API>

AIOps

OSSBSS stack



Best Practices
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Webex Bot as webhook destination

More information on salesconnect (access for partners) 

BRKOPS-2321 50

https://salesconnect.cisco.com/sc/s/simple-media?vtui__mediaId=a1m8c00000qPgfUAAS
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Automated bulk upgrade of network devices
Vulnerability assessment for devices managed by multiple Catalyst-Center

51BRKOPS-2321

The objective of this use case is to streamline and provision the process of upgrading network devices 
managed by multiple Catalyst Centers driven by vulnerability assessments to ensure that all network devices 
are up-to-date with the recommended security patches and firmware versions as suggested by Catalyst 
Center. 

Perform Security Advisory Retrieval1

Perform Software Image Management on the
devices on network2
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Pushing customised template
Devices spread across multiple sites (topology, inventory, template)

52BRKOPS-2321

To automate the deployment of customised configuration templates to network devices distributed across 
multiple sites by leveraging APIs to manage topology, inventory, and template application, thereby ensuring 
consistent and efficient configuration management, and reducing manual intervention.

Network Devices Network Templates
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Conclusions and recommendations

• Your campus network can be managed using Catalyst Center 
events and notifications.

• Enrich events and get to know your campus network with Intent 
APIs.

• Integrate with ITSM API to get closed-loop automation

• Your campus network can be completely automated and managed 
using Catalyst Center

53BRKOPS-2321
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Complete Your Session Evaluations

54

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKOPS-2321
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

55BRKOPS-2321

http://www.ciscolive.com/on-demand


Thank you
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