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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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- Customer challenges and opportunities

- Catalyst center headless deployments
- Catalyst center APlIs

- Implementation guidelines

- Best practices

- Conclusion
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Customer
Challenges and
Opportunities
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Top 5 issues for IT

As networks grow in complexity,
network administrators must find
ways to automate network
management tasks to reduce the
risk of human error and improve
efficiency.

Network administrators must
balance the need for a high-
performing network with the cost
of implementing and maintaining
it.

Source: Own research with public data from top 100 customers and service providers, 2024
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Customer’s desired outcomes

Applications [ \

( Y4 Y4 )
Monitor Manage Operate
events risk services
Deliver
business
\_ I\ I\ Y, outcomes
{Switching Routing Wireless SDA }
.qu\. Ogn

Users Things \ )
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Practical realities of digital transformation

It can be hard and expensive

$60B

Annually spent on
Network operations,
Labour and tools’

1 Cisco McKinsey Study

cisco Lz{/&/

95%

Network changes
performed manually

75%

of opex spent on changes
and troubleshooting

70%

of policy violations are
due to human error

#CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Catalyst Center
Headless
Deployments
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The complexity to operate large networks

SDA

Switching Routing Wireless

Router# show running-config
Building configuration...

Current configuration : 5980 bytes

! Last configuration change at 13:56:4B PST Fri Nov 3 2017 by admin
!

version 16.5
service timestamps debug datetime msec

service timestamps log datetime msec

service call-home

platform qfp utilization monitor load BB

no platform punt-keepalive disable-kernel-core
platform shell

'

hostname Router
boot-start-marker

boot system tftp /fauto/tftp-sjc-users5/c1100-universalkd_ias.16.06.92.5PA.bin 223.255.254.254
boot-end-marker

'

'

vrf definition VRF-example
description VRF-example

no logging consale

'

aaa new-model

a3a login success-track-conf-time 1
'

aaa session-id common

- name: Check the running-config against master config
cisco.ios.ios_config:
diff_against: intended
intended_config: "{{ lookup('file', 'master.cfg') }}"

- name: Check the startup-config against the running-cenfig
cisco.ios.ios_config:
diff_against: startup
diff_ignore_lines:
- ntp clock .*

- name: Save running to startup when modified
cisco.ios.ios_config:
save_when: modified

|IOS XE CLI

Cisco

.&‘/

|OS XE Ansible
Collection

#CiscolLiveAPJC BRKOPS-2321

Get network devices

Authenticate >
G /netvwork-device

EZ3 /auth/token

v

Send commands
vork-devics-p cL3/read

v

Get file contents < Get task results
K=l /cile/ (file id) [ e 128

© 2024

Cisco Catalyst Center
APls
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The complexity to operate large networks

Pros and Cons

Vv vvy VVvv vy Vv vvy

Fine configuration laC, CI/CD pipelines API Platform
Prone to human errors Requires more expertise Single tenant

Vv v Vv vV v v Vv vvy

Data rich Leverage community Extensive integration
Requires additional infra Prone to errors Requires more coding

Vv v Yy v v vVvVvv vy

Information rich Leverage community Event management

Complex to troubleshoot Not ready for Day 2 Requires more coding
|

Complexity ' Very complex Mid complexity Low complexity

IDEAL Team size 2 10-15 engineers 5-7 engineers 3-5 engineers
REALITY CHECK: We operate with

reduced teams Source: Own regearch with pL_jbIlc_data from top 100 customers and service providers, 2024
1 - Network size: 20,000 devices in a single campus
2 - Necessary team to support single campus

#CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Catalyst Center simplifies network operations

Enabling IT admin to deliver business outcomes, smarter and faster at scale

Small teams’ productivity increase through automation

Visibility . E— Automation
X Increase Scale
Observability _— @ Zero Trust

Insights s @ Programmability

Improved Security

Improved Performance Insights

Improved Service Delivery
= 2 = ‘

Cl S co M./ #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13



Catalyst Center as a platform

Powered for headless integration

( N
Event Notifications Northbound REST APIs
- Assurance Issues - Webhooks - Network Inventory - Assurance
- Al/ML Insights - PagerDuty - Network Topology - SDA
- System Health « Email - Network Design - Templates
- Integration Connectivity - Syslog « Provisioning - RMA
. License Management - SNMP « SWIM, PnP - Config Archive
/ - Path Trace - Sensors
\. J
, | X1
IT Ecosystem Integrations
- IT Service Management - Sample Code, Videos
- IP Address Management - Python SDK, Ansible, Terraform
- Reporting - Cisco DevNet
+ Wireless Planning - Sandboxes, Learning Labs
. Alerting - Developer Guides
- SIEM - Sample Code
\_

cisco W&- #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Cisco Catalyst Center enterprise architecture
Align to ITIL framework

Enterprise Application-
specific tools for reporting,
incidents and trouble tickets

e 2
- | -
16 :
Enterprise IT Enterprise Event
Service Management [ﬁ Splunk mg;sg;gigt and
Cisco Catalyst PagerDuty
ServiceNow Center Webex

Enterprise
Network

cisco M./ #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Catalyst Center architecture

Headless operations: operate Catalyst Center at scale

Operations Dashboard

&
7

ServiceNow

Cisco Catalyst
Center

Enterprise IT
Service Management

cisco W./ #HCiscoLiveAPJC ~ BRKOPS-2321

« (OSS/BSS stack -

home-grown or
vendor-based

e Dashboard and

Tools

* Incident

management and
trouble shooting

Cisco Catalyst
Center

==
=]l=)

Splunk
PagerDuty
Webex

~

Enterprise Event
Management and
Notifications

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



A high-level view

Catalyst Center headless deployment example

splunk> 0SS/BSS stack R —
a C1SCO company

C[/_[_\D O - -

D Monitor @ AlOps —

Reduced
staff

q; Webhook

Splunk Center ServiceNow
Webex
I —_ o@
ol e | —
Switching Routing Wireless SDA
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Catalyst Center
JAVRIS
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What a headless scenario looks like

People. Processes. Run books and System integration

-
"y
i W

oy —
0 &\
. | =1
0OSS/BSS
Operations
Segmentation

Layer
Regional operations dashboard

cisco W. #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Cisco Catalyst Center API platform

Provides a notification handler when
specific events are triggered, such as
Network Assurance and Automation
(SWIM) events.

Enables external systems to take
actions in response to an event:
execute a software upgrade action in
response to an out of compliance
notification of network devices

Notifications may also be triggered by
internal Catalyst Center events. For
example, Assurance events can be
customised for IT Service
Management incidents.

cisco Lz{/&/

The Intent APl is a REST API that
exposes specific capabilities of the
Cisco Catalyst Center platform.

Provides policy-based abstraction of
business intent, allowing focus on an
outcome rather than struggling with
individual mechanisms steps.

The RESTful Cisco Catalyst Center
Intent APl uses HTTPS verbs (GET,
POST, PUT, and DELETE) with JSON
structures to discover and control the
network.

#CiscolLiveAPJC BRKOPS-2321

[ Integration API 1

Provides mechanisms for integrating
Network Assurance end-to-end
workflows and data with third-party
IT Service Management (ITSM)
solutions.

ITSM integration minimises handoffs,
reduces duplication of issues, and
optimizes processes such as
approval- and pre-approval chains,

Cisco Catalyst Center also Integrates
with Reporting and Analytics
capabilities for capacity planning,
asset management, compliance
control, and auditing.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Cisco Catalyst Center

Platform overview

= Cisco DNA Center

Welcome to the Cisco DNA Genter Platform. Programmatically access your network through Intent APIs, integrate with your preferred IT systems to create end-to-end solutions and

add support for multi-vendor devices.

Bundles

Bundles are easy to use feature sets for consuming Intent APIs, integrations, events and
notifications. View all the available bundles, enable relevant bundles and customize the
configuration preferences to consume events as per your application(s) or IT system(s) needs.

Runtime Dashboard

Get insights into API usage, view events published to IT systems such as number of AP calls,
response time(s), events published, bundles activated etc.

Platform . Overview

Developer Toolkit

Discover APIs to manage your network, configure integration flows and access network data to
analyze, export and visualize complex reports.

Configurations

View and set global or bundle specific settings to manage your integration configurations and
maodify event specific settings.

Notifications

=Q. Find

BUNDLE UPDATE
The Cisco DNA Center REST API bundle is enabled.

Sep 20 2022, 08:47 am

View Details Dismiss

BUNDLE UPDATE
Disabled the Cisco DNA Center REST API bundle.

Sep 20 2022, 08:47 am

View Detalls Dismiss

BUNDLE UPDATE
The Cisco DNA Center REST APl bundle is enabled.

Aug 19 2022, 07:37 pm

View Details Dismiss

Cisco

.&‘/
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Implementation
Guidelines
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Headless operations
Using Catalyst Center APIs O Monitor A
I

=2 &

Insights

<REST API>

© — - R
Cisco Catalyst Center —

ServiceNow

Splunk
Webex
W Your own

| |!! ..... ] C:\ o@

Switching Routing Wireless SDA } Push notifications

cisco W./ #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Catalyst Center notifications framework

Headless operations

Managed
Services

> S

EX

J

N

NOC Mobile App

ITSM

©

Webex Notifications
SNMP, Email, Syslog

C Notifications method )

cisco Lz/&/

@ 4( Network Infrastructure )

Event Catalog Subscription Dashboard
N
Automation Assurance DNAC Platform
N ) |
e N
[—] [ ] —
Switching Routing Wireless SDA
#CiscoLiveAPJC BRKOPS-2321
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Better using event notifications
Event subscription O Vonitor s

(&) (=

NETWORK-NON- L Not
FABRIC_WIRELESS-1-150 WLC Unreachable Device is unreachable NETWORK ALERT 1 Subscribed

Subscribe to event

X

Cisco Catalyst Center

A
Issue created
I
I_I I.III I 8 @
Switching Routing Wireless SDA

cisco W&- #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25




Better using event notifications
Event subscription O _— s

(&) (=

Once an issue is
trlggered by the Push notifications Insights
assurance englne and |f ———————» Event notification ——»  Webhook

the event is subscribed,

an event is sent out to I/I(I ©
the remOte WebhOOk Cisco Catalyst Center Q
location 5 Splunk
Issue created PagerDuty
Webex
— I!!” - g @ Your own
Switching Routing Wireless SDA

cisco W&-/ #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26



Event notifications flow

1. Setup a new
webhook destination
Subscribe event
Test notification

w N

Monitor

O

@)

Push notifications

e

g

Insights
————————» Event notification ——»  Webhook
Event subscription

Splunk
Cisco Catalyst Center PagerDuty

Webex
4 Your own

Issue created
I
l _I I = I g o@
Switching Routing Wireless SDA
#CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27
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Catalyst Center event notifications

Creating a new event

vl Catalyst Center

Overy

Manage

Runtime Dashboard

Reports

Catalyst Center

APls Integration Flows Event Notifications

MNotifications Event Catalog

CLICK + TO CREATE A
NEW NOTIFICATION

Create New

_|_

#CiscolLiveAPJC BRKOPS-2321

Platform [ Developer Toolkit

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Setting up a destination
Webhook

Cisco DNA Center

Design System 36(

Policy Software U
Provision

Data Platfo
Assurance

System Heg
Workflows
Users & Ro

. Tools
Backup & R

Platform .
Disaster Re
Activities

Rep

Explore

External Services

Umbrella

Authentication and Policy Servers

Register Umbrella with your Cisco DNA Center Specify the servers that authenticate Cisco DNA Center users. Cisco Identity Services Engine (ISE)

servers can also supply policy and user information.

Authentication Tokens

Manages connection betw

vManage

Connect Cisco DNA Cente

Cisco Al Analytics
Set up the Cisco artificial in

Destinations

Configure various types of

Machine Reasoning Eng

Update the Machine Reaso
automated analysis.

Settings / External Services

Destinations

Configure various types of destinations to deliver event notifications from Cisco DNA
Center Platform

Webhook Email Syslog SNMP ITSM

Configure the REST Endpoint to receive Audit logs and Events from Cisco DNA Center
Platform

#CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 29




Webhook provisioning

Add Webhook

Mame*

Webhook Test

X

Description
Webhook Test

URL*
webhook.cisco.com

Trust Certificate
OvYes O MNo

Method*
POST

Authentication

Headers
Header Name

Authorization

O Basic (O Token (O NoAuth

Header Value

Basic YWRtaW46Q2IzY29M

Trust Certificate: YES
Method: POST
Authentication: Basic
Headers:
’Authorization’: ’Basic Encoded64(Username+Password)’

import base64

# Define valid credentials

VALID_USERNAME = 'admin'

VALID PASSWORD = 'Ciscolivel®0%'

# Encode the credentials

credentials = f"{VALID_USERNAME}:{VALID_PASSWORD}"

print(encoded_credentials)

encoded_credentials = base64.b64encode(credentials.encode()).decode()

© print(f'Basic {encoded_credentials}"')
m YWRtaW4602 1ZY29MaXZ-LMTAWJO==
Basic YWRtaW46Q21zY29MaXZIMTAwIQ==
Name Description = URL Method
Webhook Test Webhook Test https://webhook.cisco.com POST

cisco Lz/&/

#CiscolLiveAPJC BRKOPS-2321
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Subscribe to events

Cisco DNA Center

= Cisco DNA Center

e APlIs Integration Flows Multivendor Support
surance Events
rkflows Q wic
0 Selected
0 evemio -

U NETWORK-DEVICES-2-106

a NETWORK-DEVICES-2-152

a NETWORK-DEVICES-2-153

O NETWORK-DEVICES-3-154

(m] NETWORK-DEVICES-3-155

a NETWORK-FABRIC_WIRELESS-1-307

(m] NETWORK-NETWORKS-3-352

Events

Name

AP disconnected from Wi

WLC Reboot Crash

WLC Power Supply Failure
WLC Memory High Utilizati

AP License Exhausted on

Fabric WLC to MapServer

Wireless clients failed to c

WLC Unreachable

Event Details

GENERAL INFORMATION

Description

Event Id
Namespace
Sub Domain
Category

Cisco DNA Event link

Tenant Aware

TAGS

Active Subscriptions

Device is unreachable

NETWORK-NON-FABRIC}
ASSURANCE
Non-Fabric Wireless
ALERT

dna/assurance/issueDet:

Subscribe
1 Event selected

Name*

WLC unreachable| &

Subscription Type
REST b4

Select an existing instance. Or Click here to create a new instance.

Subscription Endpoint
Webhook Test M

ASSURANCE wic_unreachable

MODEL SCHEMA

Details

4

REST Schema

REST SVoLOC EMAL PAGERDUTY

a NETWORK-NON-FABRIC_WIRELESS-1-150

WLC Unreachable

a NETWORK-NON-FABRIC_WIRELESS-3-156

WLC Monitor

"Type": "SeventSource$”,
"Assupance Issue Priority”
"Assurance Tssue Details
"Device": "SeventUniquelds
"Assurance Issue Categor
"Assurance Tssue Name"
"Assurance Issue Status

"$priorityd”,
h

": "$category$”,
Network Device $managementIpAddr$ Is Unreachable From Controller”,

"$statuss”

is network device $nwDeviceName$ is unreachable from Cisco DNA Center. The device role is $fabricOrDew

Cancel

Subscribe

Cisco

#CiscoLiveAPJC

BRKOPS-2321
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Catalyst Center webhooks notifications workflow

Notification
S e e ———» Event notification Webhook server
p Subscribed event

ASSURANCE EXTERNAL EXTERNAL /

vP Category
NETWORK ~ ALERT ~

Connectivity  Sub Domain

Cisco Catalyst Center

Details
i

“Type": “SeventSource$”
“Assurance Issue Priori
"Assurance Issue Details"
"Dewice”: "Seventlniquelds
“kssurance Issue Category": “Scotegorys”,

“hssurance Issue Name': “Network Device SsanagementIpAddrs Is Unreachoble Frem Controller”,
“Assurance Issue Status™: "3status$”

“$prioritys",
This network device SnwDeviceNamed is unreachable from Cisco DNA Center. Th

Issue created

— L &
Gance [ ] [t |
SDA

Switching Routing Wireless

cisco W&- #CiscoLiveAPJC ~ BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Managing your campus at scale
Event notification O Vonitor s

(] (s

Events
Q wireless
0 Salected
O Ewemn- Name Description Type Category Severity Insiaht
nsignts
Wirele: lients failed t t - AAA Not
[0  NETWORK-NETWORKS-3-351 Wireless clients failed to connect - AAA Server Timeout S sllorks follod 1 comnad NETWORK WARN a
Server Timeout Subscribed
) NETWORK-NETWORKS-3-352 Wireless clients failed to connect - WL confguration error BRI cliin faoc i cormact - WLG NETWORK WARN 3 Nt
configuration error Subscribed
NETWORK-NON- Not
WLC Unreachabl jce 1
[C EABRIC WIRELESS-1-150 WLG Unreachable Devics is unreachable NETWORK ALERT S
NETWORK-NON- Network controllet is not recelving data from Not
WLC Monit NETWORK ‘WARN 3
U ragrc_wireLess-3-155 o WLe Subscribed
Sensors failed to connect to the wireless Not Webhook
- -4 Sensors - Onboarding Failures
) NETWORK-SENSORS-4-500 ensors - Onboarding Failure: o NETWORK INFO 4 JS—
) NETWORK-WIRELESS-3-401 Excessive Authentication failures - High deviation from bassiine Authentication fallures exceed the computad NETWORK WARN 3 Mot
baseline. Subseribed

{ Cisco Catalyst Center

PagerDuty
Webex
Your own

/N
— % =

Switching ~ Routing Wireless Push notifications

W / Event notification
Cisco &. #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Headless operations
Using Catalyst Center APIs

(% Monitor C[/“[—\D

& O

/l Insights
<REST API>

© — = -Q

Cisco Catalyst Center

it

ServiceNow
Splunk
Webex
Your own
....... = &)

Switching Routing Wireless SDA } Push notifications
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Cisco Catalyst Center

Intent APIs usage and documentation

il Catalyst Center

APls Integration Flows

Q Search

Authentication
Cisco DNA Center System
Health and Performance
Licenses
Platform
User and Roles
Connectivity
Fabric Wireless
SDA

Wireless

Event Notifications

Authentication

Platform / Developer Toolkit

v Authentication APIs provide an authorized token for accessing any REST API
*Prerequisite*: Add the request header ‘x-auth-token’ with the generated authorized token to get a successful API response

Method

Name

Authentication API

importCertificate

importCertificateP12

Description URL

API to obtain an access token, which remains valid for 1
hour. The token obtained using this API is required to be [auth/token
set as value to the X-Auth-Token HTTP..

This method is used to upload a certificate [certificate

This method is used to upload a PKCSH12 file [certificate-p12

Q) Search API

Actions

c1sco 'p/‘/

#CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Catalyst Center

Intent APIs usage and documentation

Authentication API

https://rtp-4-dnac-02.lab.ciscomsx.com/dna/system/api/v1/auth/token p— REST aCtiO n a n d Se rve r e n d poi nt

Center.

Cisco DevNet AP| Guide

Parameters Responses Code Preview

Request Header Parameters

Name

Content-Type

Authorization

AP to obtain an access token, which remains valid for 1 hour. The tocken obtained using this APl is required to be set as value to the X-Auth-Token HTTP Header for all API calls to Cisco DNA

—> QOptions for coding

— N Default
Description DataType Required Value
{
Request body content type string Yes fsirilwcat\or..
APl supports both Basic auth and AES key encryption as Authorization token in header. AES
key encryption is optional and can be enabled under DNAC System configuration. For Basic
Auth: Authorization header is Base64 encoded string of " username:password", For example
Authorization header will contain “Basic YWRtaW46TWFnbGV2MTIz", where
YWRtaW46TWFnbGV2MTIz is the Baseb64 encoded string. For AES key encryption, string Yes
Authorization header is Base64 encoded string of AES key. For example Authorization
header will contain " CSCO-AES-256 credentials=2k/wGz48lp3ma9sh+2xiyQ==", where

" 2k/wGz48lp3ma9sh+2xiyQ=="

"username:password"

is base64 encoded string of 256 bits AES key encrypted

cisco Lz/&/
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Cisco Catalyst Center

Supported coding languages

Parameters Responses Code Preview She”

 Node
* Python
4  Ruby
Language FPython e .
Parameters ° JavaSCrlpt
MNode - HTTP //'x-auth-token': 'x-auth-token-value ° .(:)
‘content-type': 'application/json’ J uery
MNode - Unirest import http.client A PHP
Node - Request conn = http.client.HTTP3Connection("r | . GO
- con

headers et
Python Content-Type': "applicatio

thorization': "<Authorizationz' const x O AﬂSlble

snguage Python ~ | Parameters Responses Code Preview

Shell

Language Java

Ruby

Er est("POST", "/dna/system/api, hr . t e statechange”, function () {
- ! . “this.read this.DONE} {
console. log is.responseText);

.getrespons
data =

print( a.dec ("utf-8" - " tp-4-dnac-02.lab.ciscomsx.
/pe”, “"application/

.sendr_‘_duta_‘;;l

cisco M&. #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Authentication

POST

Authentication APl

API to obtain an access token. The token obtained using this API is required to be set as

value to the X-Auth-Token HTTP Header for all API calls to Cisco DNA... fauthficken

token =

auth

)y

veri

)

def get_token(dnac_ip,uname, passwd):

requests.post(

username=uname,
password=passwd

headers={'content-type':

fy=False,

data = token.json()
return datal['Token']

'applica

# DNAC code

"https://' + stri{dnac_ip)+ '/dna/| # Define variables
=HTTPBasicAuth(

dnac_ip =
username =
password =

token = get_token(dnac_ip, username, password)

print(token)

C|soo(CQ%bf'

#CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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General instructions to call a CatC API

Python example

# Headers
headers = {'content-type': 'application/json',

sites = get_sites(BASE_URL, SITE_URL, headers)

'x=auth-token': token}

# Authentication
BASE_URL =["https://dnac—79.1infra.ciscomsx.com}

AUTH URL = '/dna/svstem/api/v1/auth/token’
# URLs
SITE_URL =|'/dna/intent/api/vl/site’ |

S5ITE_COUNT_URL = "/dna/intent/apisvl/site/count’

MEMBERSHIP_SITE_URL = '/dna/intent/api/v1l/membership/{site_id}'

S5ITE_HEALTH_URL = '/dna/intent/api/vl/site-health’
ISSUES = url = 'fdna/intent/fapi/vl/issues’

# Get list of sitee y v
def get_sites(BASE URL] |URL,| headers):
response = requests.get(BASE_URL + URL,

headers=headers, wverify=False)
return response.json()['response’]

cisco Lz{/&/

#CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39




Monitoring your network

Health and Performance

# Get System Health
def get_system_health (BASE_URL, URL, headers):
response = reguests.get(BASE_URL + URL,
headers=headers, wverify=False)
print{response)
return response.json()

GET Systemn Health Count Apyintent This API gives the count of the latest system events /diagnostics/system/health/count
GET Systemn Health Apjintent This API retrieves the latest system events /diagnostics/system/health
This API retrieves the historical performance indicators . The data can be retrieved for
GET System Performance Historical Apiintent P /diagnostics/system/performance/history

the last 3 months.

This API gives the aggregated performance indicators. The data can be retrieved for the

intent
GET Systemn Performance API last 3 months.

/diagnostics/system/performance

cisco W- #CiscoLiveAPJC BRKOPS-2321 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Managing your campus at scale

Get issue using Intent API

O Monitor
& ST

/]\

ISSUES_URL = url = '/dna/intent/api/v1/issues’
issues_list = get_api(BASE_URL, ISSUES_URL, headers)
print ("\nPretty print response:\n",json.dumps(issues_list,indent=4))

<REST API>
Pretty print response:
| | || "issueId": "@99bae52-119b-447e-bfc6-1d80120b8F35" ;
/ "name": "Excessive time lag between Cisco DNA Center and device \"MSX-0TT02-CAT3650-01\"",
IlsiteIdll: IIII,
Cisco Catalyst Center "deviceIld": "@ed45671-ec6f-4b66-9ab8-a919d31008f5",
"deviceRole": "",
"aiDriven": ""

"clientMac": R
"issue_occurence_count": 1,
"status'": "active",

T~ npriorityn: nn'
I* /’\\ "category": nn'

"last_occurence_time": 1685796841000

Switching  Routing Wireless b

Network issue
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Managing your campus at scale

Issue enrichment using Intent API

O Monitor
(7§?] (j%:\)

g

# ISSUE ENRICHMENT
ISSUES_ENRICH = url = '/dna/intent/api/v1/issue-enrichment-details"

headers = {'content-type': ‘'application/json’,'x-auth-token': token, 'entity_type': "issue_id", 'entity_value': "933c8a49-a2995-4932-b934-316
response = reguests.get(BASE_URL + ISSUES_ENRICH, headers=headers, verify=False)

issue_enrich = r
print ("\nPretty

'entity_type': "issue_id", 'entity_value': '"933c8a49-a995-4932-b934-3169c3a5e8a6"}

{
"issueDetails": {
“issue": [

<REST API>

"issueld":

"issueSourcs
| "issueCategor:

a49-2995-4932-b934-3169c3a5e8a6",
isco DNA™,
"Availability",

"issueName": "wlc_unreachable",
/ "issueDescription": "This network device MSX-0TT82-9880CL-06.cisco.com is unreachable from Cisco DNA Center. The device rol
e is ACCESs.",

"issueEntity": "network_device",

. "issueEntityValue": "72f959ad-9df9-41a7-b8f9-47e566ca7765",
Cisco Catalyst Center “issueseverity": “HIGH",
"issuePriorit "

'

"issueSummary" Network Device MSX-0TT@2-9880CL-86.cisco.com is unreachable from Cisco DNA Center",
"issueTimestamp": 1781564255412,

“deviceId": "72f959ad-9df9-41a7-bof9-47e566ca7765",

"suggestedActions": [

"message": "From the Cisco DNA Center, verify whether the last hop is reachable."

h
PR {
m /N O "message": "Verify that the physical port(s) on the network device associated with the network device discovery(IP)

— is UP."

° .

" P " . {

SWItChIng Routlng Wireless SDA "message": "Verify access to the device."
}
1.
Network issue "impactedHosts": []

c1sco '&‘/ :
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Better using event notifications...
... and enrich with intent API
O Monitor C/[[“-—\D

® @ e

Push natifications
Event subscription

Event notification ———»  Webhook

Network issue
Triggered event

Issue enrichment API

Event parsing
Get more information

[—1]
Switching Routing Wireless SDA
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Simple flask app running locally

Notification

T
i

fe

. s : i . Event Name Event Id
NETWORK-NON-FABRIC_WIRELESS-1-158",
WLC Unreachable NETWORK-NON-FABRIC_WIRELESS-1-150
ce is unreachable", Result
Subscription Name Connector Type Status Message

WLC unreachable REST SUCCESS OK

. The device role is .

oDnaEventLink ttp 1t; P_ADDRE /
: "To programm cally get more info see here - https: i onsumer-por toolkit/apis?apild=8684
": "EXTERNAL",
: null,
null,
null,

ntInstanceld": null,
k": null,

HTTP/1.1" 2
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Headless operations
Using Catalyst Center APIs

O Monitor C[/_\D
(C

O

Insights
<REST API>

Webhoo @
Cisco Catalyst Center —

© — (==

ServiceNow
Splunk
Webex
Your own
| |!!.. ] //,?\ @ W
Switching  Routing Wireless SDA } Push notifications
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Bundles

ServiceNow

Bundles Configurations

Bundle = Status Description

Basic ITSM (ServiceNow) CMDE synchronization

Cisco Systems, inc You can schedule a synchronization or trigger an update between Gisco DNA Center's device inventory and your ITS i )

V1.7.0 | Gisco DNA Center 1.2.5 + ENABLED database(CMDB). These activities integrate Cisco DNA Center's processes into the IT System Management processes of incident, change or problem management. Configure
- : Note: If your network...

Version Dated Jan 22, 2021

Cisco DNA Genter Automation events for ITSM (ServiceNow)

Cisca Systarns, inc. R This bundle can be used to: 1. Monitor and publish events that require software image updates for compliance, security or any other operational triggers, to an fomes

V171 | Cisco DNA Center 1.25 + ITSM(ServiceNow) system. 2. Monitor and publish events that require Fabric Role updates for security or other ional triggers, to an i system. ... cnfiure

Version Dated May 25, 2021

Cisco DNA Center REST API
n Cisca Systems, Inc This bundle contains the REST API supported by Cisco DNA Center. These REST APIs provide  rich set of capabilities, including the ability to discover network

V1712 | Cisco DNA Center 1.25 + devices, query network health and provision network devices.
‘Version Dated Jan 13, 2022

Disaster Recovery API
Cisco Systams, inc. . This bundle contains the REST APIs supported by Disaster Recovery. These REST APIs provide support to manitor the Disaster Recovery system. Please enable this
v1.0.0 | Cisco ONA Center 2.2.2.0+ e bundle after installation of Disaster Recovery package.
‘Version Dated Mar B, 2021

Endpoint Attribute Retrieval with ITSM (ServiceNow)
You can schedule a synchronization or trigger an update between the Endpoint Inventory and your ITSM (ServiceNow) configuration management database (CMDB).

Cisco Systems, Inc.
ﬂ 150 | Cisco DNA Conter 211 ENABLED Endpoint attribute information from ServiceNow can be used to help profile endpaints on your network. ServiceNow appears in the endpoint profiling workspace as
v isco enter 2.1+

an...

Version Dated Dec 8, 2020

Network lssue Monitor and Enrichment for ITSM (ServiceNow)

ENABLED
V1.7.0 | Cisco DNA Centar 1.2.5 + system. This bundie also contains APIs that extract rich network context data. Please note that, if your network devices have not yet been synchronized between...

Varsion Dated Dac 1, 2020

n Cisca Systarms, nc You can use this bundle to mnitor your netwark for assurance and maintenance issues, and then publish the event details about these issues o an i oo

cIsco '&/
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Closed-loop ServiceNow integration

Cisco Cat Center detects devices Cisco Cat Center creates »
with non-compliant images / \/ a service ticket in ServiceNow
Cisco Cat Center closes Maintenance window is
the ticket in ServiceNow selected in Cisco Cat Center %P
/\ for the image upgrade
\L NetOps update the software for e o ServiceNow ticket is updated  ———
the devices using Cisco Cat Center <~ with the planned date and time | :::::

https://developer.cisco.com/dnacenter/integrationapis/
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https://developer.cisco.com/dnacenter/integrationapis/

Catalyst Center headless operations

Recap
5p|unk> ’ OSSBSS stack —
C/\D O <Site API>
r
[—[:] Monitor | o | AlOps <Topology API>

<Device API>
<Authentication API>
<Client API>
Insights <Health and

q: Webhook

Splunk
Webex

J ServiceNow

= &

Switching Routing Wireless SDA
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Best Practices
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Webex Bot as webhook destination

webex for Developers Documentation  Blog  Support

= Cisco DNA Center

Issue Name:

Issue Description:

Issue Status:

Cisco DNA Center Issue Details

More information on salesconnect (access for partners)

cisco Lz{@/
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New Bot
webex for Developers Blog  Support .
Step 3 - WEBEX Settings
Bot name* Sisco DNA Canter Event Notifc aton Sot’
( _— J STwerul Congratulations! ¢
L Teams Ro Cisco DNA Center Event Notification Bot1 is one ! !
step closer to becoming a reality. © Create t
Cisco DNA Center Event Notification Bot1 R
= Next Step: your Bot Accoss Token 10 set up your webhook fini<h buldir
ot ** Click €Ol _
= - in your Tab 2 B
e &3, \
Cisco DNA Center Notification
-
s i v s P oo Unique systerm generated D J Source DNA Center IP;
i 'm\ ocyose bt ** Click COPY and record i
= > in your Table of values Severity:
Delete Bot Category: ALERT
Doloing  botcamor b T

2024-07-14 13:14:00
Interface GigabitEthernet1/0/2 (Interface
description: --) is Down on Network
Device 100.126.0.2

Interface GigabitEthernet1/0/2 (Interface
description: --) connecting t lowing
two network devices is down: Local Node:
FiaB.dcloud.cisco.com, Peer Node:
FiaB.dcloud.cisco.com

resolved

50
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Automated bulk upgrade of network devices

Vulnerability assessment for devices managed by multiple Catalyst-Center

The objective of this use case is to streamline and provision the process of upgrading network devices
managed by multiple Catalyst Centers driven by vulnerability assessments to ensure that all network devices
are up-to-date with the recommended security patches and firmware versions as suggested by Catalyst

post_url = "https://"+ip+"/api/system/v1/auth/token"

url_sites = f"https://{ip_address}/dna/intent/api/vl/site"

url_membership = f"https://{ip_address}/dna/intent/api/vl/membership/{site_id}"

url_advisory = f'https://{ip_address}/dna/intent/api/vl/security-advisory/device/{keyl/advisory’

O M i

url_images = f'https://{ip}/dna/intent/api/v1l/image/importation’
url_distribute = f'https://{ip}/dna/intent/api/vl/image/distribution’
url_device = f'https://{ip}/dna/intent/api/vl/network-device'

url = f'https://{host}/api/vl/task/{taskid}’

url_activate = f'https://{ip}/dnasintent/api/vl/imagesactivation/device’
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Pushing customised template

Devices spread across multiple sites (topology, inventory, template)

To automate the deployment of customised configuration templates to network devices distributed across
multiple sites by leveraging APIs to manage topology, inventory, and template application, thereby ensuring
consistent and efficient configuration management, and reducing manual intervention.

post_url = “https://"+ip+"/api/system/v1/auth/token"

url_device = f'https://{ip}/dna/intent/api/v1l/network-device’

url_show_template = f'https://{ip}/dna/intent/api/vl/template-programmer/template’
url_search_template = f'https://{ip}/dna/intent/api/vl/template-programmer/template’
url_template = f'https://{ip}/dna/intent/api/vl/template-programmer/template/{templateId}"’
url_template_apply = f'https://{ip}/dna/intent/api/v2/template-programmer/template/deploy’
url = f'https://{host}/api/vl/task/{taskid}’

url = f'https://{host}/dna/intent/api/vl/template-programmer/template/deploy/status/{deploymentId}"’

cisco W&-/ #CiscolLiveAPJC BRKOPS-2321
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Conclusions and recommendations

- Your campus network can be managed using Catalyst Center
events and notifications.

- Enrich events and get to know your campus network with Intent
APls.

- Integrate with ITSM API to get closed-loop automation

- Your campus network can be completely automated and managed
using Catalyst Center
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I ed UcatIOn with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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Thank you
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