
#CiscoLiveAPJC

Vasant Nagarajan – Technical Marketing Engineer
Session ID – BRKOPS-2121

Simplifying Network 
Troubleshooting Using Catalyst 
Center Assurance



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKOPS-2121
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About Vasant…

9+ Years with Cisco
• TAC – Wireless
• Network Consultant - Wireless
• Catalyst Center TME

• Travelling 
• Temple Architecture
• History
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Agenda
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• Introducing Catalyst Center Assurance 

• Key use cases for network troubleshooting

• Health of the network

• Health of the clients

• Network issues

• Reactive troubleshooting of wireless client 
onboarding issues

• Proactive troubleshooting of network issues

• RF optimization for different kinds of 
deployments



Introducing Catalyst 
Center Assurance
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Network assurance is a complex, end-to-end problem

* Both = join/roam and quality/throughput

APs

Local WLCs

Network services DCOffice site

ISE

Mobile clients

CUCM

Client firmware

AP coverage

WAN Uplink usage End-User services

RF Noise/Interf.

Cisco Prime

Configuration

AuthenticationWLC Capacity

WAN

Client density

Affects join/roam

Affects quality/throughput

Affects both*

DHCP

Addressing

WAN QoS, Routing, ...

There are 100+ 
points of failure 
between user 
and app

What is the problem?

Where is the problem?

How can I fix the problem fast?

BRKOPS-2121
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Customer Data Centre

Catalyst 
Center 

Automation

Network
Control 
Platform

Catalyst Center Assurance UI

Network Services DC

WAN

Office Site

DHC
P

CMX

Customer Network

Network Control Points

Protocols and APIs (Streaming Telemetry, WSA, gRPC, SNMP, NetFlow, Syslog, Location, NETCONF, CLI, ...)

Metrics, Events, Config, ...

Control, Notifications, ...

Cloud-based 
ML Engine) 

Cisco AI 
Network 
Analytics

Cloud

Data

Insights 
and Trend

ssh/NETCONF

Catalyst Center
Assurance

Network Data Platform

Catalyst Center Assurance Architecture
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Legacy Telemetry in Traditional 
Network Monitoring Tools

Streaming Telemetry in Cisco’s DNA 
Wireless Assurance 

Streaming telemetry provides right data at the right time 
with the right context 

No real time notifications                                                   Notifications sent seconds after change

Min polling has too many black holes                                 Reduced delay in management date 

Data intensive without optimizations                                  Optimized for data export(KPI, Events)

CPU overhead with data crawlers                                     Low CPU overhead

Pull based data import                                                      Push based data export

Intent-based 
infrastructure

Streaming telemetry

SNMP / legacy data 
pull methods 

10BRKOPS-2121
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AP1/2/3/4800K ME, WLC3504/5520/8540 Catalyst 9K Switches

• Supported from AireOS 8.5

• Real-Time client event

• Different types of Client 
Onboard Events

• Support for PoE, SISF, CTS, 
LISP(16.12.3)

• Immediate Update for above 
features

• HTTP 2.0/gRPC based

• Anomaly Event, RF Stat, 
PCAP, Spectrum

• Scheduled and Automated

Catalyst 9800 Series

• KPI Parity with 
AireOS(16.10.1)

• Immediate Event Update

• Embedded Wireless in 
Cat9300

TLS/TDLgRPC/Protobuf TLS/TDLhttps/JWT

Purpose-built for Catalyst Center Assurance

Streaming Telemetry Architecture

11BRKOPS-2121
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Wireless assurance provide feature parity between AireOS 
and IOS-XE based controller

• Design, provision, automate

• Health, issue, sensor

• Intelligent capture

• Apple iOS Wi-Fi analytics

AssurancePolicy Automation

Catalyst Center

Use JWT – JSON Web Token Use TDL - Binary encoded, model-based JSON 

AireOS 8.5 or 8.8+ Catalyst 16.10.1 or later

BRKOPS-2121 12
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Network Time Travel

Unique temporal graph technology captures 
network state information

Full contextual state stored for 30 days to allow 
time travel and recreate problem in data 

Billions of context aware search graph 
entries created every 24 hours 

Lowers mean time to resolution and 
improves end user experience

BRKOPS-2121
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Knowledge packs

Anonymized 
telemetry

Machine Reasoning 
          Engine

Cisco DNA cloud

Inference Dashboard

W kf

Semantic 
compilers

Defect 
signatures

PSIRT

Best 
practices

Cisco Partners

Governance

Community

Catalyst Center Appliance

Network infrastructure Subject Matter Experts

Machine Reasoning Engine Architecture

Catalyst Center

BRKOPS-2121
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Diverse data: 
Network, 
application, security 

IPA
M

CMX
App
D

IPSLA

SNMP

OI
D

Telne
t

DN
S

MIB

Pin
g

CLI

DHC
P

Wireles
s

AA
A

Syslo
g

Router

NetFlo
w

Tracerout
e

Your 
network

Streaming telemetry:
Cloud connected

Diverse networks:
Local and global

35
years of top 
engineering 
knowledge

Communities

Distinguished Engineers

Cisco Fellows

CX TAC

Knowledge 
base

High CPU utilization

Power supply failures

Interface down

STP loop detection

Wired client auth failures

DHCP reachability failures

SDA readiness

Security vulnerabilities

Software defect notifications

Sticky clients

PoE failures

Wireless client / AP data 

collection

Machine Reasoning Engine – Supported Features

BRKOPS-2121 15
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Catalyst Center Assurance Features – No AI Cloud 
Tethering

• 360 Views

• Health Dashboard

• Maps

• Rogue and aWIPS Dashboard

• Wi-Fi 6 Dashboard

• Wi-Fi analytics (Apple, 
Samsung, and Intel)

• DHCP, DNS Dashboards

• Application Experience

• ThousandEyes Integration

• MS Teams, WebEx Integration

• Network Services

• Location Services

• PoE analytics

• Reports

• Spectrum Analyzer

• Intelligent Capture

• Network Reasoner

• Issues/events Dashboard

• Issues Auto Resolution

• Reports

Visibility Observability Insights & Action
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Anomalies and Insights

17

Cisco AI Network Analytics

Anonymised 
data

• Wireless analytics today

• Opt-in cloud analytics

• Long term analytics

Catalyst Center Appliance

Network infrastructure

Cisco AI Cloud

Catalyst Center

BRKOPS-2121
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Solve 
problems 

faster

See problems 
sooner

Cut out 
unwanted 

noise

Predictive

Comparative

Issues Insight

Baseline

Machine 
Learning

Cisco Catalyst Center

Infrastructure

Physical | Virtual | Programmable | App Hosting

AI Network Analytics

Visual 
Analytics

Clustering Machine 
Reasoning

Proactive RF Optimization

Discover patterns and make optimization with 
least impact

Dynamic Baselining & Anomaly Detection

Define Normal for a given Network, detect 
anomalies and show RCA

Trends and Insights

Proactive exploration plus system generated 
insights

Comparative Analytics

Compare KPIs Internally and to Peers

Predictive Analytics

Anticipate and Prevent Failures

+
Decades of Cisco Networking Expertise

Prevent 
problems

Enhanced 
user 

experience

Cisco AI Network Analytics – Solution Overview

18BRKOPS-2121
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• Catalyst Center pushes automated scripts to enable telemetry

1. Prerequisite – Enable Netconf-yang from Device CLI

2. Install Catalyst Center Certificate for https setup with Catalyst Center

3. Configure and Enable streaming telemetry

Download 
NA Cert

1

3

Streaming telemetry
data

2 Automation script 
(NETCONF for 9800)
Script to enable WSA

Catalyst Center

19BRKOPS-2121

How do I start using these features?
Add the devices to Catalyst Center inventory, assign them to a site and enable AI Network 
Analytics 



Key Use Cases For 
Network Troubleshooting



Use Case 1: Health of 
the Network
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How is my network doing? 

• Overall and 
site-specific 
health of my 
network 
devices

• Is the health 
over a period 
improving or 
going down?

Overall network health

BRKOPS-2121
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Which WLC or AP is reducing the health of my network? 

• Summary of the KPIs 
contributing to the 
health score

• List of APs for the 
corresponding 
health scores

• Similar list of WLC, if 
you have multiple 
WLCs

Network device health

BRKOPS-2121
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Why is my WLC or AP health score so low? 

• Device 360 view 
shows exactly 
which KPI is 
contributing to 
poor health score

• Go back in time 
till 30 days to see 
historical data

Device 360

BRKOPS-2121
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Can I modify the health score KPI thresholds as per my 
network? 

Threshold for the KPIs 
are configurable and 
can be 
included/excluded for 
health score 
calculation

Health score settings

BRKOPS-2121



Use Case 2: Health of 
the Clients
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How are my clients doing? 

• Overall and site-
specific health of 
the clients

• Filter with SSID 
and bands for 
wireless clients

• View details on 
clients with poor 
connectivity and 
reason and on 
client 360

Overall client health

BRKOPS-2121
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• Executive summary 
of different 
wireless/wired client 
KPIs

• Filter with SSID and 
bands

• Latest data and the 
trend over a period 
of 24 hours can be 
viewed

Overall client health

How are my clients doing? 

BRKOPS-2121



Use Case 3: Network 
Issues
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• What are the top 
sites and issues 
that need 
attention?

• When did the issue 
happen?

• Different channels 
like email, 
pagerduty, rest 
API, webex, syslog 
can be used to get 
notifications on 
these issues

Issue dashboard to help analyse high priority issues and top sites having issues

How do I get visibility into issues impacting my network? 

BRKOPS-2121
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Layer 2 loop issue
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How do I get visibility into issues impacting my Wireless 
Network? 

Troubleshooting High Radio Utilization issue  

BRKOPS-2121
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Syslog Event

Create Issue

• Create user defined issues from syslogs
• Define the severity for occurrence of the issue

BRKOPS-2121

2.3.5.x

Can I create custom issues?



Use Case 4: Reactive 
Troubleshooting of Wireless 
Client Onboarding Issues 
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Client 360 view

Network time travel 
with client health and 

events

Client iCAP

Client health

Summary of top 
client events

Webex and MS Teams 360

2.3.5.x

BRKOPS-2121
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Client Onboarding Stats Client Roaming Stats Client Connectivity Stats

Client 
Issues

Topology 
view

2.3.7.x

Client 360 view

BRKOPS-2121
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Client event 
viewer

Client tools
Collect client logs, 
show outputs, PCAPs

Client 
application 
experience

2.3.7.x

Client 360 view

BRKOPS-2121
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Client 360 view

BRKOPS-2121
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• Difficulty replicating issues after occurrence

• Often requires manual in-person packet 
captures

• Most solutions offer only trend monitoring

Reproducing 
wireless issues

High overhead
troubleshooting

Lack of live
RF visibility

Intelligent Capture
Why?

BRKOPS-2121
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On-demand spectrum analysis

Passive and on-demand packet capture

Real-time client and AP statistics

Anomaly capture

40

Over the air capture(OTA)

Intelligent capture
Client and AP use cases

BRKOPS-2121



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Direct gRPC Connection through TCP Port 
32626

Catalyst Center WLC

DNA 
Automation

DNA spaces AP

Automation 
TLV

Location Data

Client Events

Intelligent Capture Data Path

41

Client Data

Cisco DNA Spaces is recommended for Location Services; however, CMX can also be used.

Intelligent Capture topology
Packet capture, statistics and location

BRKOPS-2121
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Network time 
travel

Failed 
onboarding 
events

Packet 
analyser

Download packets

RSSI chart per packet 

Onboarding stage

Interpacket gap

Enable client 
capture

Intelligent Capture client 360

BRKOPS-2121
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Select the AP

AP floor map view

Select AP radio 
parameters

• Can select up to 2 access points

• Map view makes it easy to get neighbor AP details

2.3.7.x

Intelligent Capture client 360 (OTA sniffer)

BRKOPS-2121
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RF stats AP spectrum analysis Network time travel

• Complete AP RF Stats which can filtered on radio and SSID basis
• Spectrum analysis provides users with insight into the spectrum activities around their AP

Intelligent Capture AP 360

BRKOPS-2121
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Select the AP

AP floor map view

Select AP radio 
parameters

• Steps are exactly the same as from Client 360
• Can select up to 2 Access Points
• Map view makes it easy to get neighbour AP details

2.3.7.x

Intelligent Capture AP 360 (OTA sniffer)

BRKOPS-2121
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Provides Intel client model, driver version, coverage 
hole reporting, roaming, power type, etc.

Key Benefits: 

No need for client-side agent to provide data.

Integration with Catalyst Center’s client 360.

Background: 
• Intel Wi-Fi chipsets make up 90% of enterprise laptops. 
• Intel Analytics enables these clients to provide enhanced 

visibility for faster troubleshooting.

Use Cases

1. Identifying bad drivers

2. Validating new drivers

3. Identifying bad hardware

4. Troubleshooting roaming

5. Identifying poor connectivity

6. Identify misbehaving APs

Intel Analytics Overview

BRKOPS-2121
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Cisco IOS XE WLC 
Software

Cisco AireOS WLC 
Software

17.6.1 N/A

Cisco Access Point Hardware

All Wave 2 and Catalyst 11ax APs

Intel Chipset

AC8561, AC9560, AX200, AX201, AX210, AX1650, AX1675

Intel Driver Software

22.50.1

Cisco IOS XE WLC Hardware

Embedded Wireless Controller on the AP and Switch

C9800-CL

C9800-L

C9800-40

C9800-80

47

Supported software and hardware matrix
Cisco and Intel chipset devices

BRKOPS-2121
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Detailed client device 
profile information – 
device model, OS details 

Insights into the clients 
view of the neighbouring 
access points with RSSI 
information

Provide clarity into the 
reliability of connectivity – 
client disassociation 
details

Apple iOS analytics

BRKOPS-2121
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Device Type iPhone iPad

Device Hardware iPhone 7
Internal Name: iPhone9,1 and iPhone9,3

iPhone 7 Plus
Internal Name: iPhone9,2 and iPhone9,4

Or Newer

iPad (9.7-inch) 6th Gen or later
Internal Name: iPad7,5and iPad7,6

iPad (9.7-inch) 5th Gen
Internal Name: iPad6,11 and iPad6,12

iPad Pro (12.9-inch, 2nd gen)
Internal Name: iPad7,1and iPad7,2

iPad Pro (10.5-inch)
Internal Name: iPad7,3 and iPad7,4

Apple iOS Software 11.0 and higher 11.0 and higher

Cisco AireOS Software 8.5+ 8.5+

Cisco IOS XE Software 16.12.3+ 16.12.3+

1st Gen, iPad Pro 2015/2016 model ( iPad6,3/6,4/6,7/6.8)is not supported

49

iOS device support for Cisco Apple analytics

BRKOPS-2121
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• Displays the meeting for 
client with MS Teams 
and network APM score

• View quality details from 
MS Teams and network 
side by side

Scores from MS Teams 
server and Netflow

2.3.5.x

50

MS Teams integration

BRKOPS-2121
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• Displays the meeting for 
client with Webex Teams 
and network APM score

• View quality details from 
Webex Teams Control 
Hub and network side by 
side

Scores from Webex 
Teams Control Hub and 
Netflow

51

Webex Teams integration

BRKOPS-2121
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Helpdesk

Network Engineer

Let me start with 
client 360 view and 

go back in time

Onboarding Failure

Client 360 with Catalyst Center

BRKOPS-2121 52
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Helpdesk

Network Engineer

Why isn’t 
supplicant 

responding? Let’s 
check client 

analytics

AAA failure, 
supplicant not 
responding

Client 360 with Catalyst Center

BRKOPS-2121 53
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Helpdesk

Network Engineer

Weird, client says AP 
isn’t responding, this 
looks like interference 

let’s check AP 360

APs missing 
response

Client 360 with Catalyst Center

BRKOPS-2121 54
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Helpdesk

Network Engineer

Just as I 
suspected! What 

do I do next?
APs High 
Interference issue

AP 360 with Catalyst Center

BRKOPS-2121 55



Use Case 5: Proactive 
Troubleshooting of Network 
Issues
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Track the worst performing sites > buildings > floors > 
APs

Provides analytics based on different KPIs

Provides detailed analytics for each KPI

Summary and insights

Impact Analysis

Onboarding 
attempts

Onboarding duration

Connection speed

Roaming attempts

Roaming duration

Coverage 

*This feature requires AI Analytics to be enabled

57

Site analytics

BRKOPS-2121
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• Overview of how the 
sites are doing

• Which are my worst 
performing sites?

• Which site do we 
need to investigate 
proactively?

Site analytics – client health dashboard

BRKOPS-2121
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• Each KPI can be 
tracked till floor 
level to understand 
which building/floor 
is contributing to 
poor performance

• Granular view into 
the exact time 
when the issue was 
seen

Site analytics dashboard - area

BRKOPS-2121
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• Each KPI can be 
tracked till floor level 
to understand which 
building/floor is 
contributing to poor 
performance

• Granular view into 
the exact time when 
the issue was seen

Site analytics dashboard - building

BRKOPS-2121
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• Each KPI can be 
tracked till floor 
level to understand 
which building/floor 
is contributing to 
poor performance

• Granular view into 
the exact time when 
the issue was seen

Site analytics dashboard - floor

BRKOPS-2121
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• Summary and Insights about the exact reason for failure
• Drill down from site to AP level to understand which AP is seeing the worst behaviour

Site analytics dashboard – summary and insights

BRKOPS-2121
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• All the KPIs are customizable based on the expected values for a customer network

Site analytics - settings

BRKOPS-2121
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Track different KPIs for wireless clients in buildings

Dynamic baselining of KPIs threshold using ML

Identify building crossing the dynamic threshold

Insights and root cause analysis

AI-driven issue generation

Onboarding time

Onboarding failures

DHCP time

Authentication time

Association failures

Baselines

BRKOPS-2121
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Secure

Catalyst Center

Telemetry

Internet

Behind the scenes: baselines (beeswarm chart)

Beeswarm chart
This provides the insights about 
the performance of the client 
devices with respect to KPIs

1 2

Colour-coded charts
Shows issues triggered based 

on the deviations from the 
predicted baseline.

Sankey charts
These charts emphasize the 

major flow between floors and 
device type (client devices).

3

BRKOPS-2121 65
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• Dynamic baseline / 
threshold

• Suppress global 
issues to reduce 
noise

• Onboarding, 
throughput issues 
for wireless clients

AI-driven issues

BRKOPS-2121
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Issue Summary

• Impact Summary
• Problem Details

Baseline summary 
of specific issue

AI-driven issues – drill down

BRKOPS-2121
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Details on impacted 
clients by floor with 
redirect link to client 360

Top 10 impacted aps for 
selected issue type

AI-driven issues - impact

BRKOPS-2121
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• Probable network 
Caused for the issue 
like AAA auth fail

• Correlation of KPIs 
during the time of issue 
to get insights

• Ability to add various 
KPIs 

AI-driven issues – root cause analysis

BRKOPS-2121
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• Radios with high 
percentage of failed 
onboarding 

• View of the fail 
stage, fail reason 
and detail

AI-driven issues – root cause analysis

BRKOPS-2121
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• Shows radios with highest failed onboarding % and failed client count

AI-driven issues – root cause analysis

BRKOPS-2121



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 72

• Areas to 
investigate for 
remediating 
the issue

AI-driven issues – suggested actions

BRKOPS-2121
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• Support for wired and 
wireless events

• Syslog and reachability 
events 

• Radio and client onboarding 
events for wireless 

Event analytics

AI analytics 
should be 

enabled for 
this capability

Syslog 
messages 
based on 
severity

Insights, 
correlation and 
details based 

on event 
occurrences

2.3.7.x

BRKOPS-2121



Use Case 6: RF Optimization 
for Different Kinds of 
Deployments
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Anonymised
RF data

2

RF data

1

AI-based 
data and
events

3

Decisions 
configured 
via Cisco DNA 
Center 
Automation 

5

Exceptional AI-Enhanced
wireless experience!

6

RRM control 
Center
populated

4

Assurance and Automation

Catalyst® 9800 controller
Wave 2 and 11ax APs

Network infrastructure

AI-Enhanced RRM is built into
Cisco’s AI Cloud.

AI processes 2 weeks of RF data
to discover patterns.

Proactive optimisations make 
Wi-Fi exceptional.

AI-Enhanced RRM algorithms

AI Cloud

AI-enhanced RRM architecture and data flow

BRKOPS-2121

Catalyst Center
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Traditional RRM

Optimizations are reactive and limited by 
WLC resources.

Configurations require tuning by 
wireless experts.

Visibility into RRM decisions and benefits 
are limited.

Troubleshooting requires CLI access and 
knowledge of debug commands.

Optimizations are proactive and powered 
by Cisco’s AI Cloud.

Configurations are simplified and have 
AI-assisted recommendations.

Visibility into RRM decisions, per-site RF 
Analysis, recommendations and impacts 
on a dashboard.

Troubleshooting made easy with a 
30-day time travel and ability to 
download all CLI in a zip file.

AI Cloud
AI-enhanced RRM algorithms

AI-enhanced RRM is much better than traditional RRM
Easy configuration, complete visibility, improved serviceability

BRKOPS-2121
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Basic settings
Band, busy hour, and RRM services

Define how often RRM
optimises Wi-Fi during period

Advanced settings
Channel width, available channels, data rates, etc.

Single pane for all RRM configurations

BRKOPS-2121
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Give AI-Enhanced RRM 
cloud access in Settings1 Create an AI RF profile2

Assign AI RF profile to a 
building, and provision your 
Catalyst® 9800 and APs

3

Easy 3-step deployment workflow
WLC provisioning not required starting 2.3.7.4

BRKOPS-2121
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Refer to the Cisco AI-Enhanced RRM Deployment Guide for detailed instructions.

Cisco IOS® XE WLC software

17.7.1 and later

Catalyst Center software and licensing

2.3.3.6 and later 
with Cisco DNA Advantage license 

Cisco® access point hardware

All Wave 2 and Catalyst® 11ax and 6E access points

Cisco IOS XE WLC hardware

Catalyst 9800-CL Catalyst 9800-L Catalyst 9800-40 Catalyst 9800-80

BRKOPS-2121

Software and hardware support matrix

https://www.cisco.com/c/en/us/products/collateral/wireless/catalyst-9800-series-wireless-controllers/ai-enhanced-rrm-dg.html
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• Identify APs giving a poor client experience using ML
• Pinpoint the KPI (ex. High AP Density) causing the poor experience along with root cause
• ML system that measures and benchmarks  client experience parameters across AP’s (RSSI, SNR, 

interference) to identify poor performing APs in a 4-week time window.

AP performance advisories

BRKOPS-2121
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• Low Density APs is identified because it has higher Transmit Power than reference Radios  

• Reference Radios are determined by analyzing 4-week data using ML

• Impacting Radios Identified

BRKEWN-1267

AP Performance Advisories – Low AP Density 5 GHz
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• Client Experience 
KPIs per AP – 
Identify impact on 
the client end on 
per AP level

• Low RSSI and 
SNR as compared 
to the reference 
Radios

BRKEWN-1267

AP Performance Advisories – Low AP Density 5 GHz
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• Radio Specific 
Root-Cause 
Context – 
Problem AP 
showing high 
power level as 
compared to 
reference Radios

BRKEWN-1267

AP Performance Advisories – Low AP Density 5 GHz
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Summary

BRKOPS-2121

Assurance data collection using telemetry

Network issues and troubleshooting – reactive and proactive

RF optimization using AI-enhanced RRM

Health of the network and clients



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Complete Your Session Evaluations

87

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKOPS-2121
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

88BRKOPS-2121

http://www.ciscolive.com/on-demand


Thank you
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