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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO

BRKOPS-2121



About Vasant...

9+ Years with Cisco
TAC - Wireless
Network Consultant - Wireless
Catalyst Center TME

Travelling
Temple Architecture

History
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- Introducing Catalyst Center Assurance

- Key use cases for network troubleshooting
- Health of the network
- Health of the clients
- Network issues

- Reactive troubleshooting of wireless client
onboarding issues

- Proactive troubleshooting of network issues

- RF optimization for different kinds of
deployments
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Introducing Catalyst
Center Assurance
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Network assurance is a complex, end-to-end problem

@ Affects join/roam
Client firmware ® Affects quality/throughput
WAN Uplink usage End-User services

() Affects both*

Client density AP coverage

Configuration

WLC Capacity WAN QoS, Routing, ...

Authentication
RF Noise/Interf.

Addressing

CuCM

‘ What is the problem? L

ISE

There are 100+
points of failure
between user ‘ Where is the problem?
and app

Network services DC

How can | fix the problem fast?

* Both = join/roam and quality/throughput

sl DHCP

LA

Local WL
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Catalyst Center Assurance Architecture

Customer Data Centre Cloud-based
) ML Engine
(Catalyst Center , e
) s N
Catalyst -
Center Catalyst Center | ' Data Cisco Al
Automation Assurance Network
Analytics
Network Network Data Platform Cloud
Control N
Platform - ’

@ Networ l Cantrnal Dainte
NETWOTIK LOontror —Cints

Office Site Network Services DC + Metrics, Events, Config, ...

Customer Network
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Streaming telemetry provides right data at the right time
with the right context

Pull based data import Push based data export

CPU overhead with data crawlers L.ow CPU overhead

Data intensive without optimizations Optimized for data export(KPI, Events)

No real time notifications Notifications sent seconds after change

Min polling has too many black holes Reduced delay in management date

1]
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Purpose-built for Catalyst Center Assurance
Streaming Telemetry Architecture

lyst

Cata D

ME, WLC3504/5520/8540 Catalyst 9800 Series

1 )

1 i

gRPCotobuf

AP1/2/3/4800K

Catalyst 9K Switches

» Support for PoE, SISF, CTS,
LISP(16.12.3)

* Immediate Update for above
features

» Supported from AireOS 8.5 » KPI Parity with
+ Real-Time client event Aire0S(16.10.1)
* Different types of Client * Immediate Event Update
Onboard Events * Embedded Wireless in
Cat9300

* HTTP 2.0/gRPC based

* Anomaly Event, RF Stat,
PCAP, Spectrum

» Scheduled and Automated
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Wireless assurance provide feature parity between AireOS
and |OS-XE based controller

-
X Catalyst Center
- Design, provision, automate
\ | - Health, issue, sensor
7 3¢ 0 .
Policy Automation  Assurance ° Inte”'gent Capture
L « Apple iOS Wi-Fi analytics

AireOS 8.5 or 8.8+
Use JWT - JSON Web Token

cisco Lz{/&/

Catalyst 16.10.1 or later
Use TDL - Binary encoded, model-based JSON
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Network Time Travel

Proactive
Performance
Monitoring

+24 hours

N Unique temporal graph technology captures Full contextual state stored for 30 days to allow
—2_ network state information time travel and recreate problem in data

BIG Billions of context aware search graph \ Lowers mean time to resolution and

pata  entries created every 24 hours —— improves end user experience
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Machine Reasoning Engine Architecture

Knowledge packs

ssurance Ul

Dashboard

Anonymized
telemetry

Catalyst Center Appliance I

v

Office Site Network Services DC

Network infrastructure

B E¥. S =

Semantic Best
compilers .
practices
PSIRT
Defect
Knowledge | signatures

base

Workflow

Cisco DNA cloud

o ®

S ' N
Cm ' L
Cisco Community Partners

Subject Matter Experts
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Machine Reasoning Engine - Supported Features

Diverse data:
Network,
application, security

Tracerout
Syslo NetFlo
Router 9 DN
Scl

AA

A
Telne

t
Wireles

Diverse networks:
Local and global

Streaming telemetry:
Cloud connected

atfra]u
CISCO

Knowledge
Cisco Fellows base

a A

3 5 : Communities
[
A

years of top

engineering : CX : TAC
knowledge

cisco Lz{@/

Distinguished Engineers
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High CPU utilization
Power supply failures
Interface down

STP loop detection

Wired client auth failures
DHCP reachability failures
SDA readiness

Security vulnerabilities

Software defect notifications

Sticky clients

PoE failures
Wireless client / AP data

collection

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Catalyst Center Assurance Features - No Al Cloud
Tethering

Visibility ]

360 Views

Health Dashboard

Maps

Rogue and aWIPS Dashboard
Wi-Fi 6 Dashboard

Wi-Fi analytics (Apple,
Samsung, and Intel)

DHCP, DNS Dashboards

Observability ]

(

Application Experience
ThousandEyes Integration

MS Teams, WebEx Integration
Network Services

Location Services

PoE analytics

Reports

Spectrum Analyzer

[ Insights & Action

Intelligent Capture
Network Reasoner
Issues/events Dashboard
Issues Auto Resolution
Reports

cisco Lz{@/
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Cisco Al Network Analytics

Anomalies and Insights

Orchestrator

A 4

Public Broker

Graphical Models

Prediction Pipelines Deep Learning

Trained Models
MNLP/MNLG
Feature Constructors

Anonymised
data

ETL Pipelines

Catalyst Center Appliance

Protocols & APls (SNMP, JSON, NetFlow, pxGrid, CLI, .}

J ] B Syl

Office Site

cisco Lz{/&/

Network Services DC

Network infrastructure

#CiscolLiveAPJC

Training Data

Cisco Al Cloud

« Wireless analytics today
« Opt-in cloud analytics

« Long term analytics

BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Cisco Al Network Analytics - Solution Overview

Predictive Analytics Prevent

Anticipate and Prevent Failures problems
-

n Comparative Analytics r(S)g:\e/?ns

Insight Compare KPIs Internally and to Peers P faster

Baseline
P 1 .
: Trends and Insights See problems
CIS;: Catalyst Center Proactive exploration plus system generated sooner
# @ insights

Machine  Clustering  Machine Visual
Learning Reasoning  Analytics . .. .
T T T T + Dynamic Baselining & Anomaly Detection
Decades of Cisco Networking Expertise Define Normal for a given Network, detect
Infrastructure anomalies and show RCA

Proactive RF Optimization Enhanced
Discover patterns and make optimization with user
least impact experience

cisco W- #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



How do | start using these features?

Add the devices to Catalyst Center inventory, assign them to a site and enable Al Network
Analytics

- Catalyst Center pushes automated scripts to enable telemetry
1. Prerequisite - Enable Netconf-yang from Device CLI
2. Install Catalyst Center Certificate for https setup with Catalyst Center
3. Configure and Enable streaming telemetry

Catalyst Cente

B T i
ST — r o e

Download [=—=
NA Cert &=

Streaming telemetry
data

Automation script
(NETCONF for 9800)
Script to enable WSA

7~ (@) vmware |l
( adws KVM
N’ WK
cisco W&./ #CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19




Key Use Cases For
Network Troubleshooting
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Use Case 1: Health of
the Network
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How is my network doing?

Overall network health

= luli DNA Center

= cisco

Assurance / Dashboards / Health

,CL godmode

Overall Network Client Network Services v Applications SD-Access Al Analytics
() Global (D) 24 Hours ~ Sep 30, 2023 5:00 PM - Oct 1, 2023
Actions
Network Devices Wired Clients
LATEST 40% . TOTAL: 25 LATEST = = Healthy CONNECTED: 0
No Devices m No Devices 2/2 m 6/21
0%
5:30p 5:30p
s Wireless Clients
¥ - - >
- > e - BN =
Router Core Distribution Access Wireless Access LATEST 1 OO% voatthy () ACTIVE: 53
Controller Point
40% “%
ol v
5300 4300 5:30p 5:30p
View Network Health View Client Health
M&. #CiscoLiveAPJC ~ BRKOPS-2121

Overall and
site-specific
health of my
network
devices

Is the health

over a period
improving or
going down?

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



Which WLC or AP is reducing the health of my network?

Network device health

Access Points (21)

24 Hours: Sep 30, 2023 5:03 PM - Oct 1, 2023 5:03 PM Global

LATEST  TREND
Summary —_—

© 1 device with low key performance indicators b S U m m a ry Of the KP | S
” contributing to the
@ 19 devices CPU utilization <= 90 % h ea |th SCOre

21 Devices

Memory Utilization '

@ 19 devices memory utilization <= 80 % ° LiSt Of APS for the
corresponding

. KEY PERFORMANCE INDICATOR @ Critical (1) @ Fair (12, @ Good (6) No Health Data (2)
11 devices Fair h |th
0ct 1, 2023 458 Pu - 503 pm ealtn Scores
Device Name Manageability Model 0OS Version IP Address = Overall Health - Issue Type Count Location

Assurance_9130_3 ® Managed C9130AXI-B 17.12.1.5 10.14.70.210 6 1] San Jose/Building 18/Floor3 ° SI mllar ||St Of WLC If
)
SJC14-F1-9164-5 @ Managed CW91641-B 17.12.1.5 10.14.70.211 7 0 San Jose/Building 14/Floor1 you have mUItlple

¥ SJC14-F1-9136-2 ©® Managed C91361-B 17.12.1.5 10.14.70.59 7 0 San Jose/Building 14/Floor1 WLCS
¥ SJC14-F1-9164-1 ® Managed CW91641-B 17.12.1.5 10.14.70.60 7 0 San Jose/Building 14/Floor1
S5JC14-F1-9164-3 @ Managed CWwW91641-B 17.12.1.5 10.14.70.62 7 o San Jose/Building 14/Floor1

+ AP3C57.31C5.9CC4 @ Managed C9124AXE-B 17.12.1.5 10.14.70.63 6 2 San Jose/Building 18/Floor1

cisco W- #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Why is my WLC or AP health score so low?

Device 360

Channel Utilization Nov 2, 2024 3:55 AM - 4:00 AM

R AT G  EONRR ORI, DRI TSR ARSI ORI * Device 360 view
shows exactly
which KPl is
contributing to
poor health score

Total Clients

3:00p 6:00p 9:00p 1172 3:00a 6:00a 9:00a 12:00p

@ Interference @ Total Clients

INTERFERENCE SOURCES ° GO baCk |n tlme
@ Interference (99%) © 9 49 1 27 Unknown € t|” 30 dayS tO sSee

@ Wi-Fi Interference (90%)
Neighbor APs Rogue APs Neighbor APs Rogue APs Interferers

@ Non Wi-Fi Interference (9%) : : . .
Same Channel Same Channel Adjacent Channel Adjacent Channel
historical data

99%

@ Traffic Utilization (0%) (@
@ Rx Traffic Utilization (0%)
@ Tx Traffic Utilization (0%)

Channel Utilization

Cisco M./ #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Can | modify the health score KPI thresholds as per my
network?

Health score settings

Device Health  Application Health

Health Score

The health score can be customized based on device type. The network device's health score is the lowest score of all included KPIs. To disable a KPI from impacting the overall device health, you can exclude it from the health score
calculation

Note: Health score setting is not applicable for Third Party Devices.

Threshold for the KPIs
v | are configurable and

KPI Name KPI Health Score Included for Health Score Current Setting Last Modified Ca n be

Air Quality 2.4 GHz POOR GOOD

B O vwseo o - included/excluded for
Air Qualty 5 GHz health score

Router  Core, Distribution & Access  Wireless Controlle Access Point

Yes Default -

AP health indicated by Air Quality of § GHz band < 75% > 75% I | t-
Air Quality 6 GHz POOR GooD

Yes Default -
AP health indicated by Air Quality of & GHz band <75% »= 75%
CPU Utilization POOR GOOD

Yes Default --
Device health indicated by CPU Utilization > 90% <= 90%
Interference 2.4 GHz - 000 §
AP health indicated by Radio frequency Interference in - - () No Custom Sep 18, 2021 12:10 PM
2.4 GHz band - 50% R
Interference 5 GHz —
AP health indicated by Radio frequency Interference in 5 Yes Default --

GHz band. 2 palais

c1sco 'p/‘/
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Use Case 2: Health of
the Clients
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How are my clients doing?

Overall client health

sco. DNA Center Assurance / Dashboards [/ Health .
Overall and site-
Overall Network Client Network Services v Applications SD-Access Al Analytics . .
- = specific health of
) Global (D) 24 Hours Filter (0) ~~ Sep 30, 2023 6:45 PM - Oct 1, 2023 6:45 PM

the clients

98% Healthy

and bands for
- B wireless clients
Eess Clients Wired Clients
80w TR0 e o e « View details on

clients with poor
22 N connectivity and
b reason and on

i client 360

101 2 1 5 Ba 0 20 Oct 1, 2023 6:40 PM - 6:45 PM E -"‘ ° F”ter With SSID

cisco W&. #CiscolLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



How are my clients doing?

Overall client health

Client Onboarding Times Connectivity RSSI Connectivity SNR
LATEST TREND LATEST TREND LATEST TREND
100% clients with onboarding times < 10 s 98% clients with RSSI > -72 dBm 98% clients with SNR > 10 dB .
* Executive summary
of different
:. ‘ | 2. wireless/wired client
2 = | gz
L o - - I B KPlIs

S woa | ¢ Filter with SSID and
bands

Client Roaming Times Client Count per SSID Connectivity Physical Link
LATEST  TREND LATEST  TREND LATEST  TREND

« Latest data and the
' trend over a period
of 24 hours can be
viewed

cisco W- #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 28



Use Case 3: Network
Issues
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How do | get visibility into issues impacting my network?

Issue dashboard to help analyse high priority issues and top sites havmg issues

Assurance / Dashboards / Issues and Events

Global 24 H
8:00p [
| === == = -t
——————————————————— — -— - — — — —— L
P
Most Impacted Areas by Issue Priority: Global
¢4 San Jose
5P2 | 75 Open
D
Total Open: 75 1y Export
N3
Priority ~ Issue Type = Device Role Category Issue Count  ~ Site Count (Area) Device Count Last Occurred Time =
Sensors - DHCP Failures SENSOR Sensor test 5 1 Oct 1, 2023 5:00 PM
P3 Sensors - Radius Authentication Fail SENSOR Sensor test 16
P3 Sensors - IPSLA Test Fail SENSOR Sensor test 14 1
P3 Radio High Utilization (5 GHz) ACCESS POINT Utilization 1 1 1 Oct 1, 2023 7:15 PM
P3 Poor RF (5 GHz) on a floor ACCESS POINT Availability 16 1 [ Oct 1, 2023 7:00 PM

cisco Lz{@/
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What are the top
sites and issues
that need
attention?

When did the issue
happen?

Different channels
like email,
pagerduty, rest
API, webex, syslog
can be used to get
notifications on
these issues
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Layer 2 loop issue

Cisco

Issues v Events Event Analytics - Preview

Total Open:
Priority ~

P1

P1

P1

P1

16 Record(s)

P1: 4 P2: 6 P3: 7 Pa: 7 C.

24

Issue Type

Interface Connecting Network Devices is Down

Layer 2 loop symptoms

Switch unreachable

Fabric Devices Connectivity - DHCP Underlay

Excessive failures to connect - High deviation from baseline
[&] Excessive time to connect - High deviation from baseline

[2] Excessive time to get an IP Address - High deviation from baseline

[=] Drop in radio throughput for Cloud Applications

[#] Drop in total radio throughput

Switch power failure

Al-Driven: 5

Device Role

DISTRIBUTION

DISTRIBUTION

BORDER ROUTER

BORDER ROUTER

WIRELESS

WIRELESS

WIRELESS

ACCESS POINT

ACCESS POINT

ACCESS

Category Issue Count

Connectivity

Connectivity

Availability

Connected

Onboarding

Onboarding

Onboarding

Application

Application

Device

% Export
Site Count (Area) Device Count Last Occurred Time
1 1 Oct 8, 2024 10:59 AM

1 2 Oct 8 0:44 AM

1 1

1 1 Oct 8, 2024 7:14 AM

1 1 Oct 8, 2024 10:29 AM

1 1 Oct 8, 2024 10:14 AM

1 1 Oct8, 2024 9:59 AM

1 1 Oct 8, 2024 9:44 AM

1 1 Oct 8, 2024 9:29 AM

1 1 Oct 8, 2024 9:14 AM
Show Records: 10V [ I

.&‘/
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How do | get visibility into issues impacting my Wireless
Network?

Troubleshooting High Radio Utilization issue

(P3)Radio

1 Open Issu

0 Selected
) lssue
O Thes

1 Recordl(s)

Cisco

P3 The 5 GH

Status: Open v

The 5
utilizati

Description

Time Oct 1,
Location Global/
Problem Details
Impact Details
Troubleshooting

Suggested Actions

1adio High zation (5 GHz)

P3 The 5 GHZ

Status: Open

Description The 5 GH

utilization
Time Oct 1, 20
Location Global/Sa

Problem Details
Impact Details
Troubleshooting

Suggested Actions

.&‘/

Problem Details
Impact Details
Troubleshooting

Suggested Actions

P3 The 5 GHz radio 1 on AP "SJC14-F1-9136-1" is experiencing high utilization.

Status: Open B

Issue Profile: sanjoseprofile

== Edit Issue Settings

Description The 5 GHz radio * 17 on the AP "SJC14-F1-9136-1" has ded the 70% and is ly experiencing 82% IMPACT SUMMARY
utilization.
Time QOct 1, 2023 9:15 PM g Clients)
Affected
Location Global/San Jose/Building 14/Floor1
Problem Details 1
Suggested Actions (5) Preview Al
Impact Details
Troubleshooting
1 Consider adding more APs with 5 GHz radios to this location
Suggested Actions
2 Check the neighbor APs on the same channel. High traffic on their clients will cause higher interference.
3 Check for the presence of rogue APs and rogue clients on these APs channels Run
4 Use the show 802.11a cleanair device ap SJC14-F1-9136-1 command to check the CleanAir Interference Severity Index (ISI) on
Run
this AP, and the RSSI from other APs
Consider enabling Optimized Roaming on the WLC using - hitps://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-3
feonfig-guide/b_wl_17_3_cg/m_smart_roam.htm|
#CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32




_
Can | create custom issues?

Create an Issue

DNA Center Assurance / Dashboards ues and Events Q ¢ Il Q) godmode - Create an user defined issue based of syslog details.

Issues Events Event Analytics - Previes Issue Name*®

- @ LINEPROTO:UPDOWN NoTicE Create an Issue Name
Event Type Syslog Create an Issue 3] Description*
Even 22.
ents (8223 Wiessage Texl 2743765 2743158 *Oct 2 06:21:32.786: Line protocol on Interface GigabitEthernet1/0/26, changed state 1o up sdd deseription here
Gategory Typa Endpoints Rou Devica Name +* B18-live-C9200.wireless-tme.com
Device IP 10,14.70.3 e
Location Global/San Jose/Building 18/Floor1 .
Create Issue Syslog Detail
Mnemonic UPDOWN
. Severity*
- Facility LINEPROTO
Q 5 - Notice v
Connected Device Events (1) Oct 2, 2023 11:29 AM - 11:46 AM
0 Selected Facility*
¥ Wired Endpoints T AP
a Event Name Status — LINEPROTO
LINK:UP ] Mnemonic*
UPDOWN
L ] Show Events (£15 mins)
O LMEPROTO:UPDOWN L ]
0 LNkDowN [ ]
O unkue [ ]

O  umkupbOWN

Cancel

* Create user defined issues from syslogs
* Define the severity for occurrence of the issue

cisco W- #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Use Case 4: Reactive
Troubleshooting of Wireless
Client Onboarding Issues
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Client 360 view

Client / Client 360

Network time travel
with client health and
events

Webex and MS Teams 360

obiwan.kenobi

© 24 Hours Intelligent Capture | | Webex 360 MSTeams 360
12280 12:28p
g [
£ 3 >
8 s o
5 £ o
o A A A A AA A A A A A A A A A A N AN A A A ; =
Client Evts ] ) 4 ] . " " @
Config Evs 5
2 " A a % J02 A " A a ™ 2

@ Traffic Usage @
Oct 2, 2023 2:42 AM - 2:47 AM Onboarding Connectivity Connection Details Major Events
. Status ® Passed  RSSI @ -62dBm 1Pv4 Address 10.14.70.87 Reported Errors 2:42:19 AM h | h
Client Health: 10 0 Nt healt
Association 0.00Ts  SNR ® 2808 Status Active Client Disconnect 2:42:19 AM
*0nly:melrics with color code Authentication 18.48s  Data Rate 129 Mbps SsiD @TME_live_secure Intre Roaming 2:42:16. M
contribute o the Health Score AP: SUC14-F1-9164-2
e DHCP 0.131 T 378.67 kB MAC Add :91:9E:F 1:3F
The KPI is not included for Health Score s % 6 ness 00:91:8E:F1:3F:AB, Onboarding -- Incomplete 2:42:15 AM
Rx 390.808, ar clbilte e Onboarding -~ Incomplete 2:42:15 AM
Retries 0% Channel 37 (20 MHz)
See Full List (1 Fallure, 6 Successes)
Traffic Usage 729.52 kB Band 6 GHz
Tx Drops 0% Radio 2
Protocol Wi-Fi 6E

N Summary Oct 1, 2023 12:28 PM - Oct 2, 2023 12:28 PM
« Onboarded successfully 4 times on 3 different APs Su mma I’y Of tOp
« Roamed successfully 9 times on 4 different APs Cllent eve ntS

Cisco &. #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



_ _
Client 360 view

Client Onboarding Stats Client Roaming Stats Client Connectivity Stats

Onboarding Roaming Connectivity
RF QUALITY (D) TRAFFIC ()
Incomplete (6) @ Successful ()
@ Successful (4)
100% 0% 100% 99.65%
10 SNR Retries Voice Best Effort
R . AVGLATENGY  AVG LATENGY
ttempt(s
100% 99% 100% 98.28%
RSSI Data Rate  Video Background
AVGLATENGY  AVG LATENGY
View Details View Details View Details
" Issues (0)

“ Onboarding  oct 2, 2023 11:43 am
© DHeP @ AAA TOpOlOgy
a view

o | (=
Jennie-Laptop. @TME__cure SJC14...166-2

2 Crients

cisco W./ #CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Client 360 view

© Event Viewer

Go to Global Event Viewer

Q_ Search Table

Iy Export [ 7 Full Screen

Authenticating Oct 2, 2023 1:36:55 PM

Client event

Event Time Details
Detailed Information
Oct 2, 2023 Status:
® Success
> @ Authenticating (1) 1:36:55.910 PM AP:SJC14-F1-9166-2 | WLAN:@TME_live_secure Details:
> ® Authenticating (1) 1:06:53.568 PM AP:SJC14-F1-9166-2 | WLAN:@TME_live_secure AT Server 101010535
WLC Name LIVE-C9800-40-SS0 wireless-tme.com 7
> @ Authenticating (1) 12:36:51.454 PM AP:SJC14-F1-2166-2 | WLAN:@TME_live_secure FroquencylaHa) oo
Mac Addrass 00:91:9E:F1:3F:AB
> ® Authenticating (1) 12:06:49.325 PM AP:SJC14-F1-9166-2 | WLAN:@TME_live_secure
WLAN OTME_live_secure
112 records Show Records: 100 1-100 Q@ 2 AP Mac 10:F9:20:FD:E5:A0
AD Alamn Sirtats otz
© Tools

# Client Data Collection ©

Launch

>© Path Trace 0

Collect client logs,

show outputs, PCAPs

Run New Path Trace

> | Application EXperience asoiomz mmzo0m O Refresh

Client

I o pplication

cisco Lz{/&/
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experience
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Client 360 view

Detail Information o

t 2, 2023 2:00 PM

Detail Information o2, 2023 200 pm

Cisco

Device Info Connecti

ity RF [ Intel Connectivity Analytics

Roam Events () View All Roam Events

Oct 2, 2023 1 6 AM Oct 2, 2023 9:38 AM Oct 2, 2023 8:18 AM Oct 2, 2023 7:09 AM Oct 2, 2023 6:30 AM

Intel Proprietary SJC14-F1-9166-2 10:F9:20:FD:65:A7 -46 dBm

SJC14-F1-9166-2

10:F9:20:FD:65:A7

SJC14-F1-9164-1
10:F9:20:FE:9D:47

46 dBm

SJC14-F1-9136-3
68:7D:B4:62:35:78

SJC14-F1-9164-2
10:F9:20:FE:AC:C7

SJC14-F1-9164-3
6C:8D:77:2E:04:27

Reported Errors Temporary Disconnection Reports ()

View All Reported Errors View All Temporary Disconnection Reports

> Oct 2, 2023 11:06 AM Oct 2, 2023 11:06 AM

5 Access Points SJC14-F1-9164-1

BSSID: 10:F9:20:FE:9D:47

Low RSSI Reports

.&‘/

#HCiscoLiveAPJC ~ BRKOPS-2121
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Intelligent Capture
Why?

Reproducing

« Difficulty replicating issues after occurrence

High overhead « Often requires manual in-person packet
captures

Lack of live _ L
* Most solutions offer only trend monitoring

Cl S co M./ #CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



Intelligent capture
Client and AP use cases

Anomaly capture

Passive and on-demand packet capture

On-demand spectrum analysis

Over the air capture(OTA)

#CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Intelligent Capture topology

Packet capture, statistics and location

Catalyst Center DNA spaces

Location Data

Client Events Client Data
DNA Automation
Automation TLV

Direct gRPC Connection through TCP Port
32626

Cisco DNA Spaces is recommended for Location Services; however, CMX can also be used.

cisco M./ #CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Intelligent Capture client 360

aliln
cisco

DNA Center

Enable client
capture

Intelligent Capture: Grace.Smith L Download X
9:108 10:10a
(01 hour ~ poar | | | | ] I — | | I I I ; I ( ‘
Nov 2 9:15a 9:20a 9:25a 9:30a 9:35a 9:40a 9:45a 9:508 9:55a 10:00a 10:05a 10:10a
Onboarding Events 2LIVE @ KeyExchange %
u == D eroan penp ] |0V 2 2023 G0z AN
Ty Export
, B | Bl Download packets
Event Time Duration
Auto Packet Analyzg \ N
Nov 2, 2023 H how: v
P On boa rdlng Stage Show: IPv4 and IPv6 v Download Packets
~ @ Broadcast Rekey rer  (3) 9:44:02 AM <1ms 802.11 Open Auth n v v
Association ry v
® Client Deauthenticated 9:44:02 AM g0z 1’::2: v B N ‘ * v = v B N : M M M
; | o Kortsen Packet
eyExchange o 44 802.11k/11v
Fa ||ed Associated AP analyser
on boa rd | ng ® Broadcast Rekey 9:44:02 AM 100,000,000
) -46.0
Show Records: 25 2 record s
(SAV(S) ntS ov Records e 8 100,000 E
b -46.5 5
U=g Z B
3 a
E N I | | | ‘ I | | | I -
0.1 -47.5
Packets
PACKET A From Client ¥ From AP W Interpacket Gap — RfSI (dBm)
ASSOCIATED AP ® AP4B00-8DCE I
LostSossion [ Selacted Session RSSI ¢ per packet Interpacket gap
cisco W&. #CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Intelligent Capture client 360 (OTA sniffer)

2.3.7.x

Glont / Ciiant 360
grace.iphone-4

(D) 24 Hours

5:55p

SNSRI

8 100 RLut 2a

T
@ Traffic Usage ®

‘] 110 DCLIENT DETAILS

Dovica iPhona 11 08108167  MAC: { 420FICA483305  Pvid: 10.4.160.28

Capsbilty: Wi-FI 6 Last seen: Oct 10, 2023 S:152:00 PM  Connected Network Device: NY-AP3-Firl  SSID: 00Vegas.

i_'fi |1ﬁ|‘[_\‘1 jjj’_”_‘lj ‘\j
Tl

IPy6: 680:: 1468 5025:6440:c4db  Trust Score: ==

View All Detalls

J\L

L3 Virtual Network: ==

A ﬂ: AL,

L2 Virtual Network: -~

metigont Coptore | | Wever

EE

Oct 9, 2023 5:55 PM - Oct 10, 2023 5:55 PM &

VLAN ID: 160 Status: Disc

Ul

onnected

360 | [[wSteams 360 |

s:55p

n

1\

* Can select up to 2 access points

+ Map view makes it easy to get neighbor AP details

cisco Lz{/&/

Select AP radio

parameters

#CiscolLiveAPJC

BRKOPS-2121

Run OTA Capture

Select OTA Sniffer Band, Radio, Channel Width & Channel

NY-AP4-Fir1

MAC Address: 2C:57:41:86:AE:EQ

AP NY-AP4-Firl supports capturing packets at the radic level

Select Band
5 A v

Select Radio
1 (Client Count: 2) ~

Select Channel Width
20 ~

Select Channel
a2 ~

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Intelligent Capture AP 360

RF stats AP spectrum analysis

i

Intelligent Capture: NY-AP3-Fir

X
Global / San Francisco / Building01 / SF-Floor1

Device Model: C9130AXI-B 5. 10.4.82.21 Software Version: 17.11.0.155 Mode: Local Uptime: 43 days 2 hr 18 min Connected/fo WLC: SS-9800-LC-1.pseudoco.com
RF Statistics I I Spectrum Analysis I
T19p 2:19p
C\ 1 hour Health : : . . _ . _ _ _ : _ _ [ > ][_l]
Oct9 1:25p 1:30p 1:35p 1:40p 1:45p 1:50p 1:55p 2:00p 2:05p 2:10p 2:15p 2:20p
Tx Power and Noise Floor Multicast/Broadcast Counter
16.0 -90 2,000
15.5 = 1,500
= =]
£ 100 &
@ H
2 a 2
g 15.0 ] 2 1,000
3 - [¥]
- ™
x o g
S o145 S 500
14.0 ; T ; - -120 0 : T
1:20p 1:30p 1:40p 1:50p 2:00p 2:10p 1:20p 1:30p 1:40p 1:50p 2:00p 2:10p
® Tx Power Noise Floor 00Vegas 00Live

+ Complete AP RF Stats which can filtered on radio and SSID basis
* Spectrum analysis provides users with insight into the spectrum activities around their AP

cisco W&-/ #HCiscoLiveAPJC ~ BRKOPS-2121
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Intelligent Capture AP 360 (OTA sniffer)

AP floor map view

Global/$an Francisco/Buliding02 SF-Floor2

AP NY-AP4-FIr1

( 24 Hours

10 DEVICE DETAILS

Up

$5-8800-LC-1.pseudaco.com M

C9130AX1-8

bility: Supperted

1 Download Run OTA Capture
ntelligent Capture 0

17.11.0.155 A 10.4.8422

View All Details

10710

Global | San Francisco / Building02 | SF-Floor2 M,

\runran M

RIARATA

e.

i e
,‘

il

il

» Steps are exactly the same as from Client 360
« Can select up to 2 Access Points
« Map view makes it easy to get neighbour AP details

cisco Lz{/&/

#CiscolLiveAPJC

Select AP radio

Run OTA Capture

Select OTA Sniffer Band, Radio, Channel Width & Channel

NY-AP4-Fir1

MAC Address: 2C:57:41:86:AE:EQ

parameters

BRKOPS-2121

AP NY-AP4-Firl supports capturing packets at the radio level.

Select Band

5 3 v

Select Radio
1 (Client Count: 2)

Select Channel Width
20 w

Select Channel
a2 ~

© 2024 Cisco and/or its affiliates. All rights reserved.

Cisco Public 45



Intel Analytics Overview

* Detail Information cei1o, 2023 51

Device Info  Connectivity  RF

Roam Events [ view All Roam Events

Oet 10, 2023 5:18PM  Oct 10, 2023 4:55PM  Oct 10, 2023 12:09PM  Oct 10, 2023 11:34 AM

Reason Code: Intel Proprietary  Selected AP: SJC14-F1-9166-2  BSSID: 10:F9:20:] :A7  RSSI: -48 dBm

SUCT4-FI-8166-2
- [@ rorozvroesar

SJC14-F1-8168-1
10:F20:FE:00:47
SJC14-F1-9166-1

&

SUC14-F1-8136-3
s In8s623578 (5]
SUCT4-FI-8166-2

. "o [F] rorsaoresar
Key Benefits:
Station Information
Reported Errors Temporary Disconnaction Reports Low RSSI Repons
iew As et Erors View Al Tamposary Dsconnaction Regoris
HW Model AX210 160MHz
> Oct 10, 2023 5:52 PM Oet 10, 2023 5:52 PM
o e o Access Point: SJC14-F1-9184-2 e s
BSSID, 10FIAFEACTT SW Version 22.200.02.01
> Ost 10, 2023 5:18 FM
[ Oct 10, 2023 5:18 PM
Assess ot SUC AC/DC Voltage AC
BSi0: 1052
> Oct 10, 2023 4:55 PM
5 Accass Pty Oct 10, 2023 455 PM System Manufacturer Intel
5 0ct 10, 2023 12:09 PM System Model Latitude 5520
5 access Fonts
Oct 10, 2023 12:00 PM

ccess Foint: SIG14-F1-9164-2
> Oct 10, 2023 11:38 AM syl

§ ecaan Points

Oct 10, 2023 11:34 AM

Access Point: SIC1-1-9168-2
BSSID: 100 HFEACGT

cIsco '9/
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Supported software and hardware matrix
Cisco and Intel chipset devices

Cisco Access Point Hardware Intel Chipset

All Wave 2 and Catalyst 11ax APs AC8561, AC9560, AX200, AX201, AX210, AX1650, AX1675
Cisco I0S XE WLC Cisco AireOS WLC Intel Driver Software
Software Software
17.6.1 N/A 22.50.1

Cisco I0S XE WLC Hardware

Embedded Wireless Controller on the AP and Switch
C9800-CL
C9800-L
C9800-40
C9800-80

cisco W&- #CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Apple i0S analytics

Client  Client 360

Detalled C“ent deV|Ce Conno:uvlty RF  i0S Analytics

profile information -

d q d | OS d | Neighbor APs (1) 1 Export Client Disassociation Details (34) 1 Export
evice model, etails
Q) Search Table v Q) Search Table Y
BSSID ~ AP Name Channel RSS! (d8m) Location Time = Disassociation Reason Disassociated AP Session Durat
/ 2C:57:41:89:F6:EE  NY-AP3-FIrl 116 -57 Global/San Francisco/Buildi Oct 11,2023 6:01 AM Wi temporarily disabled on Client  NY-AP3-Fir1 .
Oct 11, 2023 5:17 AM WiFi temporarily disabled on Client NY-AP3-FIr1

Oct 11, 2023 5:14 AM 802.1x failure NY-AP3-Fir1
et 119022 4-18 AM 202 1v failura NV-AD2-Fir1 -
1 Record(s) Show Records: 10 v < @@ > 34 Record(s) Show Recards: 10 v < @ 2 3 4 >

Insights into the clients

view of the neighbouring [ Lccon

access points with RSSI

information

Provide clarity into the
reliability of connectivity -

client disassociation
details

cisco M./ #CiscoLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48



IOS device support for Cisco Apple analytics

Device Type

Device Hardware

iPhone iPad
iPhone 7 iPad (9.7-inch) 6t Gen or later
Internal Name: iPhone9,1 and iPhone9,3 Internal Name: iPad7,5and iPad7,6
iPhone 7 Plus iPad (9.7-inch) 5t Gen
Internal Name: iPhone9,2 and iPhone9,4 Internal Name: iPad6,11 and iPad6,12

or N iPad Pro (12.9-inch, 2" gen)
rNewer Internal Name: iPad7,1and iPad7,2

iPad Pro (10.5-inch)
Internal Name: iPad7,3 and iPad7,4

Apple iOS Software 11.0 and higher 11.0 and higher
Cisco AireOS Software 85+ 8.5+
Cisco I0S XE Software 16.12.3+ 16.12.3+

cisco Lz{@/

1st Gen, iPad Pro 2015/2016 model ( iPad6,3/6,4/6,7/6.8)is not supported
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MS Teams integration

Application Experience for MS Teams: 10.10.10.105

Meetings (73)

Q  Search Table

From May 15,2022 (] to May 16, 2022
Meeting Name MS Teams Score
O cisco lightt2 participated in a peer-1o-peer cal [ ]

O cisco lightt2 participated in a peer-to-peer call

73 Records

cisco lightt2 participated in a peer-to-peer call

cisco lightt2 participated in a peer-to-peer call

risen liahtt? narticinatad in a nasr-ta-near rall

CISCO LIGHTT2 PARTICIPATED IN A PEER-TO-PEER CALL

ASR1K_Site2.cisco.com , ISR4K_Site3.cisco.com @

Displays the meeting for
client with MS Teams
and network APM score

View quality details from
MS Teams and network
side by side

cisco Lz{@/

Network APM Telemetry

Network APM Telemetry

© 2024 Cisco and/or its affiliates. All rights reserved.

Status Meeting Type
;vwded
L] Peer To
Ended Peer
L] Peer To
!
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Webex Teams integration

PARTICIPANT DETAILS

Application Experience for Webex: Grace.Smith-iPad :
ﬂﬁ Audio Quality [k Video Quality [__,J Share Quality

Meetings Using This Device in the Past 24 Hours (3) . °®

2 Nstwork eb78

From Nov8, 2023 [ to MNovo, 2023 [] |
35a 8:40a 8:45a 8:50a 8:55a 8a 8:05a 9:10a 9:15a 8:20a 9:25a 9:30a

Transmitting & Receiving

Meeting Name Application
Grace Smith's Personal Room - Nov 9, 2023 8:35 P

AM 1000

Grace Smith's Personal Room - Nov 9, 2023 7:40 ° Application gy
AM

Latency (ms)

3 Record(s)

Displays the meeting for |
client with Webex Teams ey T
and network APM score

threshold: 400ms

Application

View quality details from :
Webex Teams Control TR @ e —————————————————
Hub and network side by

side

cisco W- #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



lent 360 with Catalyst Center

Let me start with
client 360 view and
go back in time

c1sco '&‘/

Catalyst Center

Client / Client 360
hitesh.malhan

24 Hours

Q godmode v

aligent Captar | [ Wobex 360 | [ WSToams 360

118

<)
)

Data: @ Telemetry Status @ Traffic Usage ®

10
| U0 cuient petaiLs

Device: Dell Inc. Insplron 16 5620 OS:Windows 10 MAC: S8:CE:2A113:16:45  [Pvd: 10.14.70.88  IPv6: feB0:b713:7206:608:1] Trust Score
Capabilty: Wi-FI 6E  Last see ¢: SJC14-F1-9136-3  SSID: OTME_ligefocure  View All Details

Issues Onboarding Tools Appliation Experience Device Info

SUMMArYy war 18, 2024 11:11 M - var 19, 2024 11:11 A0

+ Onboarding falled during Authentication (22 out of 22), mostly due to "EAP Timeout - Supplicant Stopped Responding’ (15)

+ Poor Wi-Fi experience - low Data Rate 76.0% of times
+ Poor Wi-Fi experience - high Latency (Best Effort 80.41%, Background 35.0% and Voice 41.03% of times)

Onboarding Roaming

#HCiscoLiveAPJC ~ BRKOPS-2121

Mar 16,2024 11:11 AM - Mar 19, 2024 11:11 AM &

VLANI: 70 Status: Connected

Connectivity Intel Connectivity Analytics

Connectivity

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Client 360 with Catalyst Center

Why isn’t
supplicant

responding? Let’s
check client
- analytics

B

cisco Lz{@/

AAA failure,
supplicant not
responding

Summary w7, 202

+ Poor WI-Fi experience - iow
+ Poor Wi-Fi experience - hig
Lﬂ

#CiscolLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Client 360 with Catalyst Center

Weird, client says AP Event Viewer
isn’t responding, this s
looks like interference

let’s check AP 360

& Client Data Coliection

°* Path Trace

#CiscolLiveAPJC

BRKOPS-2121

APs missing
response

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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AP 360 with Catalyst Center

Just as |
suspected! What
do | do next?

c1sco '&‘/

P3 The 5 GHz radio 1 on AP "SJC14-F1-9164-2" is experiencing high utilization.

tus: Open 5 Issue Profile: sanjoseprofile == Edit Issue Settings

Description The 5 GHz radio " 1" on the AP "SJC14-F1-9164-2" has exceeded the 70% threshold and is currently experiencing 87% IMPACT SUMMARY
utilization.
Client(s)

Time Mar 16, 2024 2:25 AM
Affected

Location Global/San Jose/Building 14/Floor1

Problem Details Suggested Actions (5)

Impact Details

Troubleshaoting
er adding more APs w iz radios to this location
Suggested Actions

Chack the neighbor APs on the same channel. High traffic on their clients will cause higher interferance:

Check for the presence of rague APs and rogue clients o e APs channels.

v 802.11a cleanair device ap SJC14-F1-9164-2 command to check the CleanAir Interference Severity Index (ISI) on

the RSSI from other Al

1sider enabling Optimized Roaming on the WLC using - https://v

9800/17-3/config-guide/b_wl_17_3_cg/m_smart_roam.html

#CiscolLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved.
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Use Case 5: Proactive
Troubleshooting of Network
Issues

cisco Lz{/&/



Site analytics

Onboarding
Track the worst performing sites > buildings > floors > attempts
APs
Onboarding duration
Provides analytics based on different KPIs Connection speed

Roaming attempts

Provides detailed analytics for each KPI
Roaming duration

Coverage

Summary and insights

Impact Analysis

0000

L‘.{/ / *This feature requires Al Analytics to be enabled
cisco (4
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Site analytics - client health dashboard

Overall Network Client

Wireless Clients

o[ —

Healthy Active: 5

Network Services ~  Applications

SD-Access Al Analytics ~

Wired Clients

View Details

Site Analytics
Onboarding Attempts @

56+

1. New York (3%)

2. San Francisco (76%)

Onboarding Duration &

97«

1. San Francisco (97%)

2. New York (100%)

Connection Speed

No data to display

Data For: Sap 23, 2023 1
Roaming Attempts @

93«

1. San Francisco (91%)

2. New York (100%)

View Details

00 AM - Sep 30, 2023 10:30 AM

View Site Analytics

« QOverview of how the
sites are doing

*  Which are my worst
performing sites?

»  Which site do we
need to investigate
I proactively?

Roaming Duration @
100-

1. San Francisco (100%)

2. New York (100%)

Coverage &
100

1. San Francisco (100%)

2. New York (100%)

View Site Analytics

cisco Lz{@/

BRKOPS-2121
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Site analytics dashboard - area

Overall Network Client Network Services v Applications SD-Access Al Analytics
© alobal (D 7 Days ~ 5] Settings Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM & & EaC h KPI Ca n be
tracked till floor
@ Onboarding Attempts C & Onboarding Duration 4 Connection Speed (' (O Roaming Attempts () Roaming Duration (© = Coverage ()
56%  newvork (% 97%  sen - 93% s 100% s 100% 5o level to understand
Francisco (97%) Francisco (91%) Francisco (100%) Francisco {100%) . . .
which building/floor
Sites (2) + Hierarchical Site View H =g IS CO ntrl b Utl ng to
Onboarding Atiempts & Onboarding Duration  onnection Spoed Roaming Atiempts Roaming Durstion Cuverage pOO r pe rfO rmance
Granular view into
2 Records 1-2 [1] .
the exact time
| .
o e when the issue was
11008 103
S , R s seen
;. / v 5
| o | . |
o I I“Il' ll“l“lll““l“lll IIIIII“II m I“I III mnimn II II I IIII I II IIII | | I
9/24 9/25 9/26 /27 9/28 9/29 /30
cisco W&-/ #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Site analytics dashboard - building

512 9/2 12 0128

Overall Network Client Network Services Applications SD-Access Al Analytics ° EaCh KPI Ca n be
() Global/New York (U 7 Days 2] Settings Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM & & .
” tracked till floor level
P — , , | ) ) , o to understand which
nboarding Attempts @ Onboarding Duration  Connection Speed @ Roaming Attempts () % Roaming Duration = Coverage
3% Building01 (0%) ’ 100% Building0d2 (100%) - 100% Building01 (100%) 100% Buildingd1 (100%) 100% Building0d1 (100%) b u i Id i ng/fl Oor iS
contributing to poor
Sites (2)  Hierarchical Site View - H e erformance
Onboarding Attempts 4 Onboarding Duration Connection Speed Roaming Attempts Roaming Duration Coverag p
eisnco: | I « Granular view into
12 <@ the exact time when
KPI Value (%) .
A the issue was seen
Data
'Ej; 00a i 0:30a |Z‘
)

cisco Lz{/&/

#CiscolLiveAPJC

BRKOPS-2121
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Site analytics dashboard - floor

Overall  Network  Client  Network Services Applicat SD-Acces Al Analytics
veral etwor jent etwork Services pplications ccess ytics EaCh KPl can be
() Global/New York/Building01 (O 7 Days 2] Settings Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM & & .
tracked till floor
: I B o o i level to understand
@ Onboarding Attempts C @ Onboarding Duration 4 Connection Spaed ( ) Roaming Attempts (0 ) Roaming Duration = Coverage ()
0%  Wv-Fioon (0% -- -- 100% - 100% - 100%  rv-sioort ¢ i ildi
b Nv-fioers (o) 100%  w 100% L wv-Foort (r00w) which bu||d|ng/ﬂoor
is contributing to
Sites (1) - Hierarchical Site View H g = poor pe rfo rmance
Onboarding Attempts % Onboarding Duration Connection Speed Roaming Attempts Roaming Duration Coverag
= w-scort | 1 1 i i
Granular view into
1 Records 1-1 [1] .
the exact time when
om0 o the issue was seen
11100 1030
" =
‘ &J
cisco W-/ #CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 61



Site analytics dashboard - summary and insights

Current data selected:  KPI - Onboarding Attempts
~ Summgany
MPAGT Onboarding Attempts ses 23,2023 11.00 A - 5ep 30, 2023 1030 A @ Building01 v Bands v SSID
1 n
Sites
DISTRIB Impact Analysis Current data selected  KPI - Onboarding Attempts  DHCP  Sep 23, 2023 11:00 AM - Sep 30, 2023 10:30 AM
Current data selected: Current data selected:  KPI - Onl Access Points at San Francisco/Building01(1) View Building: San Francisco/Buildingd1 View Floor: SF-Floorl
Current data selecte]
7 AP Floor Map (Last 5 Minutes)
s - Summar] ~ Summary
~ aummj
IMPAGTED IMPACTED ENTITIES Device Name = Success Percentage Failure Percentage c
IMPACTE]
Tn 1y 1n 1n 1
NY-AP3-Fir1 44/61) 20% (12/61) 2
Tn Sites  Buil Sites  Bulldings  Fl g BB ( (12/61)
View| sites
DISTRIBUTI DISTRIBUTIONS
DISTRIBY
(o)
ur-AP3-Fin
62
. 1 Record(s) Show Records: 10 [1]
I
" Q
it =
View Det| View Datails 6
*  Summ dl hts about th t for fail
u ary ana insi S abou € eXacCt reason 1or rallure
[ ]

Drill down from site to AP level to understand which AP is seeing the worst behaviour

cisco Lz{@/
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Site analytics - settings

DNA Center Assurance / Settings / Site Analytics Settings

Site Analytics Settings

The site analytics can be customized for each critical client performance KPI Value (%) Edit
metric. Changes here are reflected in the Site Analytics metrics.
2 Go to Site Analytics Dashboard ! |

(@]

Q
KPI Name = KPI Threshold
Connection Speed GOOD
The over-the-air Wi-Fi data rate of a wireless client > 11 Mbps
Coverage GOOD
The RSSI of the data traffic of a wireless client > ~72 dBm
Onboarding Duration GOOD
The initial onboarding time for a wireless client, including association, authentication, and obtaining an IP address <10
Roaming Duration GOOD

<3s

The roaming time for a wireless client from one AP to another AP in the site

4 Record(s)

POOR
<= 11 Mbps

POOR
<= -72 dBm

POOR
>=10s

POOR
>=3s

Last Modified

Show Records: 10 v [1]

« All the KPlIs are customizable based on the expected values for a customer network

c1sco 'p/‘/

#CiscolLiveAPJC
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Baselines

Onboarding time

Track different KPIs for wireless clients in buildings

Onboarding failures

Dynamic baselining of KPIs threshold using ML DHCP time

Authentication time

Identify building crossing the dynamic threshold

Association failures

Insights and root cause analysis

Al-driven issue generation

000 00O

cisco W&- #CiscolLiveAPJC BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 64



Behind the scenes: baselines (beeswarm chart)

Onboarding Time

Aug 29, 2027 12:00 am - Aug 29, 2021 11:59 pm | i San Jose/SJCQ1 | SSID: Corporate

Avg Onboarding Duration (s) © Ay OrtorIng Dutaion (5] @ FIBOCIE0 Vars ® lsu

Unique Clients ® it e Ot ® e .
B : /\\/\Jk/\/\/i\/\/\/ T —
AN
KPi: Onboarding 2023 11:59p
g 29 o & 200 3005 a00p oop g0
Onboarding Tir
.
Onboarding Time Floor Device Type
D —
@En| = - ! apr 17
D
EETED 2 [icoieBncoes
— N CEEED o @
i D 15 -
o N D1 150 Y
3

FirNy- 1 TIRE

1 148 -
600-8675 I 603 N

Fii-5505-1 TR
Fir-5.C22-1 JRRELS
Fir-5F010-1 TIRELS

[ &57-1.020: [IRLLE
18

XD

m

O
aa

Fir-SFO11-1 [

Beeswarm chart Colour-coded charts Sankey charts

This provides the insights about Shows issues triggered based These charts emphasize the
the performance of the client on the deviations from the major flow between floors and

devices with respect to KPIs predicted baseline. device type (client devices).
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Al-driven issues

Most Impacted Areas by Issue Priority: Global

#h San Jose fia San Francisco

QP1 | 12 Open 2P1 | 3 Open

Total Open: 5
Q
Priority = Issue Type +
P2 2| Excessive failures to connect - High deviation from baseline
P2 |2 Excessive time to connect - High deviation from baseline
P2 [2] Excessive time to get an IP Address - High deviation from baseline
P2 ] Drop in radio throughput for Cloud Applications

P2 ] Drop in total radio throughput

5 Record(s)

Device Role

WIRELESS

WIRELESS

WIRELESS

ACCESS POINT

ACCESS POINT

Categary

Onboarding

Onboarding

Onboarding

Application

Application

1 Export

W

Issue Count = Site Count (Area) Device Count Last Occurred Time =

1 1 1 Apr 10,

1 1 1 Apr 10,

1 1 1 Apr 10,

1 1 1 Apr 10,

1 1 1 Apr 10,

Show Records: 10

2023 2:20 PM
2023 2:18 PM
2023 2:16 PM
2023 2:06 PM

2023 2:04 PM

AR ]

c1sco 'p/‘/

Dynamic baseline /
threshold

Suppress global
issues to reduce
noise

Onboarding,
throughput issues
for wireless clients
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Al-driven issues - drill down

(P2)Excessive failures to connect - High deviation from baseline
Oct 14, 2023 12:30 PM - Oct 15, 2023 12:30 PM
Area
1 Open Issues
1 Buildings, 1 Flo —
Cisco Al (U This issue is triggered based on a deviation from a predicted baseline for your specific environment. Learn More x
Q
- The network is experiencing a high percentage of onboarding failures IMPAGTED SUMMARY FOR THIS NETWORK Is this issue helpful? &, ©
N - compared to usual. Clients are experiencing multiple onboarding
0 Issue failures while connecting to SSID c9800AP11AC.
O Excessive failures to connect - At least 11% increase In failures of 11Me: October 14, 2023 10:30 PM - 6:30 AM
Location: Global/North America/USA/California/San Jose/SJC 1 Impacted Sites 8 Impacted Clients
SJC1-1
Is this issue helpful? /4 T

Problem Details

Impact
/ High Percentage of Onboarding Failures: A large percentage of clients are failing to join the network. This is higher than the normal failure

Root Cause Analysis fractions for the network. The green baseline shows the normal bounds of client connection failure fractions given the current state of the
° | m aCt Su m ma r network. The occurrence of higher than normal failure fractions is highlighted in red
p y <+ uggested Actions

* Problem Details
=rm °

® 9% Failed Onboarding Sessions ® Predicted Value ® Issue
2 40%
°
@
H
&
2 20%
o5
Baseline summary - I
Of SpeCIfIC ISSUG 6:00p 9:00p Oct 15 3:00a 6:00a 9:00a 12:00p
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Al-driven issues - impact

Impacted Clients Top 10 Impacted APs
Filter =Q
% Failed Onboarding # of Failed Onboarding * ¥ of Clients Name Band Slat Loeation 1
Impacted Clients
Problem Global/North
America/USA
Impact " 94.21% 228 31 $JC01_9136_12 5 GHz 1 [California/San
Impacted Clients Top 10 Impacted APs Jose/SICO1
Root Cause Analysis Rr-8.JC1-1
Suggested Actions Impacted clients by floor (U Global/North
America/USA
94.07% 127 7 SJC01_9136_14 5 GHz 1 [California/San
Jose/SJCO1
o B B 4 B GlobalfNorth
Client Count America/USA
81.15% 99 37 $JC01_9136_11 5 GHz 1 iCalifornia/San
Jose/SJCO1
[FIr-SJC1-1
 Fiter =Q
Mac Address / DUID « Username Connected Time RSSI SNR Device Type H
6C:19:C0:BD:87:C7 Gordon.Thomson-iPad Oct 14, 2023 6:12:49 PM -73.0 12.0 Apple-iPad
6C:19:C0:BD:87:C9 Grace.Smith-iPad Oct 14, 2023 7:25:00 PM -22.0 8.0 Apple-iPad
A8:B5:27:36:70:09 g;zce‘s'"“hfsa'a“’ Oct 14, 2023 8:26:04 PM -44.0 39.0 Samsung Galaxy S10
AB:BE:27:36:70:11 Grace.Smith-iPhone Oct 14, 2023 8:44:31 PM -50.0 39.0 iPhone 7
AB:BE:27:36:70:12 DR.Dogood-iPhone Oct 14, 2023 9:44:47 PM -50.0 39.0 iPhone 7 _I_ 1 O . t d
B8:27:EB:0C:57:C8 John-PC Oct 14, 2023 7:29:58 PM -56.0 38.0 Linux-Workstation | d .
B8:27:EB:72:11:FA Shaggy-PC Oct 14, 2023 7:04:10 PM -68.0 16.0 Linux-Workstation yp

c1sco '&‘/

#CiscoLiveAPJC ~ BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 68



Al-driven issues - root cause analysis

Impact | Network Causes I Failed Distribution Failed Percentage Failed Count
Root Cause Analysis

Suggested Actions AAA failures: AAA-related errors observed, please verify the specific authentication failure reasons on the AAA server logs.

1 Add KPI
[zmom

e * Probable network

Caused for the issue
like AAA auth fail

« Correlation of KPIs
during the time of issue

\/\/\N/_/ Ny to get insights
A/ .. |+ Ability to add various

6:00p 9:00p Oct 15 3:00a 6:00a 9:00a 12:00p KPl

Probable network causes

#ARA
Auth Fail

b

4
i
?

6:00p 9:00p Oct 15 3:00a 6:00a 9:00a 12:00p
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Al-driven issues - root cause analysis

Problem

Sk Network Causes Failed Distribution Failed Percentage Failed Count

Root Cause Analysis

Suggested Actions )
Failure Type Breakout

Ragios oo oO@m O (@]
Parcentage 10% 20% 30% 40% 50% 60% 70% 80% 20% . . .
 Radios with high
Onboarding attempts Fail Stage Fall Reason Detail I WI I

percentage of failed
onboarding

1081....4.3CE2 - 5GHz § 18

s |* View of the fail

stage, fail reason
and detall

1_9136_10 - 2.4GHz |1

)1_8136_11 - 2.4GHz Iz

AP4800 - 5GHz 4

)1_9136_13 - 2.4GHz 1
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Al-driven issues - root cause analysis

Impact
Root Cause Analysis

Suggested Actions

Network Causes Failed Distribution

Radios with high failed onboarding percentage

Radios with high percentage of failed onboarding where mo!

Pereentage

% failed

# Successful
Onboarding

Avg Onboarding
Duration (s)

Radios

Gnboarding sessians

100%

as

2s

10% 20% 30%

SJC..36_13
$JC...36_10
AP4800

SJC...36_12
SJC...36_11
SJC..136_9
APO....3CE2
LAB....B788

=D ST S e

5:00p  6:00p 7:00p  800p  9:00p

SJC..36_14

5:00p  6:00p 7:00p 8:00p  9:00p 10:00p 11:00p

e

5:00p  6:00p 7:00p  8:00p  9:00p 10:00p 11:00p

Oct 15, 2023 2:00AM-2:30AM

2.4GHz
2.4GHz
2.4GHz

5GHz
2.4GHz
2.4GHz

5GHz
2.4GHz

5GHz
2.4GHz

Oct 15

Oct 15

am o000

40 80

100%

5:00p 6:00p

.

5:00p  6:00p

Failed Count]
4% Radios
90% | Jonbeardings
89%
T7%
76% s
]
72% &
4
70% 28
$3
]
66% bt
62%
o
£
3
25
iz
=0
1008 2
°
£
B
g
8
&
O
2c
&8
B
1000 2fl 53

5:00p  6:00p

7:00p

7:00p

7:00p

Network Causes Failed Distribution Failed Percentage Failed Count

Radios with high onboarding failure count

Radios with highest number of failed onboardings where most clients attempted to onboard

o (e]

80 100 120 140

$JC...36_11
$JC..36_10
8:00p  9:00p 10:00p 11:00p  SJC..136_1
SJC...136_9
SJC..36_13
APO....3CE2
LAB...B788

AP4800

$JC...36_12
8:00p  9:00p 10:00p 11:00p  SJC..36_14

8:00p  9:00p 10:00p 11:00p Oct15  1:00a

160

2.4GHz
2.4GHz
5GHz
2.4GHz
2.4GHz
5GH2z
2.4GHz
2.4GHz
5GHz

2.4GHz

2:00a

® % failed onboarding sessions @ Similar Event ® issue

Oct 14, 2023 11:00PM-11:30PM

12

3:00a

—, R e
:00a  5:00a 6:00a 7:00a  8:00a

® i Failed Onboarding @ Similar Event @ issue

S A&

:00a  5:00a  6:00a  7:00a  8:00a

Dnboarding Duration (s) @ Similar Event

o

4:00a  5:00a  6:00a  7:00a  8:00a

* Shows radios with highest failed onboarding % and failed client count

cisco Lz{/&/
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Al-driven issues - suggested actions

Issues v Events E Cisco Al This issue is triggered based on a deviation from a predicted baseline for your specific environment. Learn More *®

The network is experiencing a high percentage of onboarding failures IMPACTED SUMMARY FOR THIS NETWORK Is this issue helpful? 2
compared to usual. Clients are experiencing multiple onboarding
Most Impacted Areas by I fajiures while connecting to SSID c9800AP11AC

il
dib San Jose Time: Octeber 14, 2023 10:30 PM - 6:30 AM
oP1 12 Open

Is this issue helpful? & T
Total Open: 25 o AreaS tO

Q, Suggested Actions InveStlgate for

s Problem

0 AAtalres remediating

Root Cause Analysis

o wworion v DHCP Verification the Issue

Suggested Actions

Location th America/USA/California/San Jose/SJCO1/Fir- 1 Impacted Sites 8 Impacted Clients
SJC1-1

P1 Layer 2 log| rify that ien
(] Excessi
w  AAA Verification
P2 (2] Excessil Verify the load on AAA server
(%] Excessi ~ CPU and Memory Usage
p2 [ Drop in Verify the CPU and memory load on the WLC
(=] Drop in ~ RF Conditions
P2 Switch po erify the RF «
P3 Wireless cl
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Event analytics

Issues Events Event Analytics - Preview

Al analytics
should be
Syslog enabled for

messages this capabilit :
Syslog Messages based on p y Selected time range: 2/10 12:00 AM - 3/11 12:00 PM ° Support for ered and

2/101200 AM 311 1200PM

T, severity nEENNENEENEENENERNEREENERNEEERNER RN wireless events

e am e an3 g T w7 i
12am 12am 12am 12 AM 12AM

weoo il A EE RN
MEDIUM 6. 3. ) ......... .. _ R oy
' SEEEEEEEEEEER e Syslotg and reachability
events

Wired Events Wireless Events

126 an am
12 AM 12 A0 12

MDA | WOSTATION | MORTS WOHSGRRTY | 4 WORSAENTY  » MR SGRTY  » LW ARTY correlation and
EVENTS 21287 021 51,322
v Hide 1.3L 3/7:5.1Tevents 2/10: 1events 27 events 65T events 65T events deta”s based -B-1 OF TOTAL EVENTS

on event * Radio and client onboarding

occurrences t f . |
MESSAGE VOLUME INCREASE MESSAGE VOLUME DECREASE © NEW EVENTS
Events with the highest increase in volume within the selected period We haven't been able to select any data for this card. We haven't been able to select any data for this card.

sorted by variation.

SEV  EVENT TYPE

LINEPROTO-5-UPDOWN — o

3 LINK-3-UPDOWN 177

2 PRI-2-NON_A_ITATIVE_CLOCK )3

View Details
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Use Case 6: RF Optimization
for Different Kinds of
Deployments |
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Al-enhanced RRM architecture and data flow

&

Al Cloud
Al-Enhanced RRM algorithms

Al-Enhanced RRM is built into
Cisco’s Al Cloud.
@

Al-based
data and

Anonymised
RF data 4

events

~
@ /— RRM control
™ Catal%mer : Centecron ro
Assurance and Automation populated
Al processes 2 weeks of RF data © S g
. De0|_3|ons
to discover patterns. RF data ~ ~ contgured A
) @ Network infrastructure ﬁﬁgﬁgtion
Catalyst® 9800 controller
® N\ Wave 2 and 11ax APs
\ ] J
. .. . > ( > Exceptional Al-Enhanced
Proactlve Opt|m|sat|0ns make N—— wireless experience!
Wi-Fi exceptional. . jﬂ
Y -
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Al-enhanced RRM is much better than traditional RRM

Easy configuration, complete visibility, improved serviceability

Traditional RRM

Optimizations are reactive and limited by
WLC resources.

Configurations require tuning by
wireless experts.

Visibility into RRM decisions and benefits
are limited.

Troubleshooting requires CLI access and
knowledge of debug commands.

cisco Lz{@/

#CiscolLiveAPJC

&

Al Cloud
Al-enhanced RRM algorithms

Optimizations are proactive and powered
by Cisco’s Al Cloud.

Configurations are simplified and have
Al-assisted recommendations.

Visibility into RRM decisions, per-site RF
Analysis, recommendations and impacts
on a dashboard.

Troubleshooting made easy with a
30-day time travel and ability to
download all CLI in a zip file.

BRKOPS-2121 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Single pane for all RRM configurations

Basic settings

Band, busy hour, and RRM services

4 N\ 4
v Basic Settings « Advanced
Radio Frequency Settings Display Turing Contois for | 24 61z sene co=
Channel Width Best
®24GHz @ 5GHz @@ 6GHz ®
DBS WIDTH
0 0
Busy Hours ® —
20MHz 40MHz BOMHz 160MHz
End Time Busy Hour Sensitivity © el -
173 N i — —
7:00 O Low @ Medium (O High -
40 MHz VA N A S N —
20 Mz
Enable RF Settings 2.4 GHz 5 GHz 6 GHz . ~
@ UNITS(193) @ UNI6(97.113) @ UNI7T(117155) @ UNIIG(159.233)
Flexible Radio Assignment ® D E DCA GHANNEL
Enable PSC Enforcing (O a
Dynamic Channel Assignment C .3 E .3
@ select a1l
d’)
O uni-5 1-23 B UNI-6 97-113 O uni-7 117-18%
Dynamic Bandwidth Selection C/ D D O ol s O s Ol 13 @) @[] @(ios]| @[09) Oz Oz Ohizs) Ol1ze
[BIRE O 21 O 2s 0 29 [ 1ERE] O3z Oz Oha 0 1as
Transmit Power Control C D D E Oles] Olsz] Olar] Dlss 4] Ohss) Ohsz) Ooe
Olae| Olss Qls? 0O s 6] Of1es] D173 O
A\ J A\
cisco e/ - | R .
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WLC provisioning not required starting 2.3.7

Easy 3-step deployment workflow

Assign Al RF profile to a
building, and provision your
Catalyst® 9800 and APs

Give Al-Enhanced RRM

: : Create an Al RF profile
cloud access in Settings

Assign Locations to Al RF-Profile: Al_RF_Profile

= %4 DNA Center System | W Edit &I BF Profile

al X Surgs | £ Edit Al Radio Frequency Profile
Cisco Al Analytics
Extornal Services
Cisco Al Anahtics.
Al Network Analytics Site selection summary
1 et soregadminsaors 0
. ton, A Netweek Anytcs i rcissand Ba ttings alsoiad Losein ivasiod
Tl postiesgnfcaty b s hepetwoek beaior an deping o yur et swircement, e
Radio Frequency Settings San Jose —
R i Building 14 Mo impacted
Buiding 10
[ e @G @SGH B 6CH g locations avedable
= Bulding
4 Building 18

Al-ENHANCED RRM
A Building 24

while dafvering End Time ¥ vity
confiz oimizaion and the 8:00 17:00 Utah-Lakepoint
Low () Medium (@ High

EVENTS ANALYTICS PREVIEW

W Events A

oL.J
sLL.LE
oL.|.I"F
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Demo
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ol Catalyst Center fr Q & ® 8O R godmode v

Welcome to Catalyst Center! (2] Explore

@ There is a new Catalyst Center system update available. Learn more X

A Some of your license compliance requirements have not been met. Learn more.

X
Cisco DNA Center is becoming Catalyst Center
As part of our vision to converge our products around an integrated platform, we are changing the name of Cisco DNA Center to Catalyst Center in the next release. The
capability and functionality of Catalyst Center remains the same as Cisco DNA Center.
Assurance Summary
Health @ Critical Issues Trends and Insights
Healthy as of Apr 7, 2024 10:53 AM Last 24 Hours Last 30 Days
S0 ©ow ~—i | 30 0 0
Network Devices Wireless Clients Wired Clients P1 P2 AP Performance Trend Deviations
Advisories
View Details View Details View Details

Network Snapshot

Sites Network Devices Application QoS Policies




Software and hardware support matrix

2.3.3.6 and later

17.7.1 and later with Cisco DNA Advantage license

Cisco® access point hardware

All Wave 2 and Catalyst® 11ax and 6E access points

Cisco I0S XE WLC hardware

Catalyst 9800-CL Catalyst 9800-L Catalyst 9800-40 Catalyst 9800-80

( Refer to the Cisco Al-Enhanced RRM Deplovment Guide for detailed instructions. >
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AP performance advisories

AP Performance Advisories (4) Trend Deviations (5)

Identify APs with Potentially Poor Client Experience ove
4 32

APs are continually analyzed over long periods of time using Machine Learning. Those potentially providing suboptimal client experience are
Insights  Radios Affected

grouped by underlying reasons and suggested improvements.

Please select a valid time range to view your Insights

High Co-Channel Interference High Client Activity High AP Density

Radios with co-channel interference and channel utilization higher than the Radios experiencing higher client activity than the reference, possibly Radios with transmission power lower than the reference, possibly indicating a
reference, possibly indicating a sub-optimal channel plan indicating the need to review the network capacity in these areas mismatch between the RF settings and the actual deployment density.
Impacts Impacts Impacts

Radios  Endpoints Radios  Endpoints Radios  Endpoints

Top 3 APs Affecting Client Experience Top 3 APs Affecting Client Experience Top 3 APs Affecting Client Experience

SF015..20-03 SFO15..24-01 SFO15..24-02 AP9124_2 AP9136_1 AP9105_2 SCJ01..136_2 SCJ01..136_3

« |dentify APs giving a poor client experience using ML

« Pinpoint the KPI (ex. High AP Density) causing the poor experience along with root cause

« ML system that measures and benchmarks client experience parameters across AP’s (RSSI, SNR,
interference) to identify poor performing APs in a 4-week time window.
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AP Performance Advisories - Low

Trends and Insights | Low AP Density at § GHz

Low AP Density At 5 GHz

Radios with transmission power higher than the reference,

pos: cating & lower than optimal deployment density.

Is this Insight helpful?

Power Distribution

18 9

Radios  Buildings

TOP 1 RADIOS AFFECTING CLIENT EXPERIENCE

AP91Z

2

Radios in this group have high transmission power more often than the Reference radios.

an Power (Higher Values on the Right Indicate a Lower AP Density)

Trans
s0%
= 28%
2
DdBm BdBm
s0%
T I
DdBm BdBm

® 130 Radios Ca

if rad

s need to constantly use high power
for the actual RF deployment.

16dBm

TedEm

® Reference Radios In Your Network

230Bm

Transmission power optimization is handled by the RRM (Radio Resource Management) algorithm, however,
t may indicate a low radio density or an RF profile not of

AP Density 5 GHz

Radios Impacting Client Experience (18)

Q

Insights Detalls

AP4BOO

PLS06-AP3800-01

SFO10-AP3800-02

SJCO1_9136_11

AP70B3.1733.D6D4

APOD81.C424.3CE2

8 Record(s)

Impact

Low

AP Madel

AIR-AP4800-B-K9

AIR-AP38021-B-K9

AIR-AP38021-8-K9

C91361-8

AIR-AP4800-A-K9

AIR-AP18521-B-K9

Location

Global / North America / USA / California

Global / North America / USA / California

Global / North America / USA / California

Global / North America / USA / California

Global / North America / USA / California

Global / North America / USA / California

/ San Jose [ SJCO1 / FIr-SJC1-1

{ Pleasanton / PLS06 / Fir-PLS06-1

{ San Francisco | SFO10 / FIr-SFO10-1

/ San Jose / SJCO1 / FIr-SJC1-1

/ San Jose [ SJC22 [ FIr-8JC22-1

{ San Jose / SJCO1 / FIr-SJC1-1

# of Clients Affected

Show Records: v

Ty Export

KPIs Impacting Client Experience

RSS| Distribution, Speed Distribution
RSS| Distribution, Speed Distribution
RSSI Distribution, Speed Distribution
RSSI Distribution, Speed Distribution
RSS| Distribution, Speed Distribution

RSS| Distribution, Speed Distribution

1-6 Q=2 3

» Low Density APs is identified because it has higher Transmit Power than reference Radios

» Reference Radios are determined by analyzing 4-week data using ML

« Impacting Radios Identified

Cisco

.&‘/

#CiscolLiveAPJC
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AP Performance Advisories - Low AP Density 5 GHz

If using RRM (Radio
o verify the RF profile
verify the deployment

wfiguration applie

experience

esource Management), it's recommended

to th

GHz / aes:SFO15-C9136-04

Aes:SFO15-C9136-04 Shows Low AP Density At 5 GHz

AP Model

radio and to \aaaen

sity in order to improve the client

/ USA / California / San Fra

458

Impacted
Clients

2es:5F015-C9136-04 exhibited lower
SNR (Signal to Noise Ratio) more often
than the Reference radios.

Bop

2048

® Reference Radies In Your Network

0dB

048 5008 8048

508

(=

Additional AP Details Go to AP 360
Is this Insight helpful? ;
o 2es:SFO15-C9136-04
had a RSSI Distri ion
fetwean -BadBm end 3.8333333333333335 Weeks: Thu, Apr 7th 2 3, May 4th 2022 | E 1
« Client Experience
© 2 s KPIs per AP -
ldentify impact on
RSSI Distribution RSS! (Higher Values on the Right are Better) i
e the client end on
Indication) more often than the
I per AP level
o « Low RSSI and
: o SNR as compared
SNR Distribution SNR {Higher Values on the Right ar to the refe renCe

Radios

Cisco

.&‘/
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AP Performance Advisories

Radio Specific Root-Cause Context

Power Distribution

9136-04 has high
wer more often than the

AP Model

aes:SFO15-C9136-04 differ from the
Reference APs with respect to the AP
model

® aes:SH

FO15-C9136-04

® Reference Radios In Your Natwork

® Reference Radios In Your Network

Cc91361-B

The AP Madel C91361-8 Occurs 1.10%

the Referance Group

015-G9136-04

© 2 selected

17dBm for 2% of the
time

on the Right Indicate &

16aim

6aBm

REFERENCE APS

AIR-APZE021-H-KS - 12.7

CO1361-8 - 1.10% of APs.

cisco Lz{@/

#CiscolLiveAPJC

AIR-APZ8021-E-KS - 7.18% of APs

1
FIR-APZS0ZI-B-KS - 4.87% of APs
FIR-ARSS02I-H-K8 - 1.97% af AF
FIR-ARZS0ZE-S-K8 - 2.76% af APs
RIR-AP28021-K-K - 2.76% of AP

AIR-AP15421-5-K3 - 1.66% of APs

BRKEWN-1267

- Low AP Density 5 GHz

Radio Specific
Root-Cause
Context -
Problem AP
showing high
power level as
compared to
reference Radios
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Summary

Assurance data collection using telemetry

Health of the network and clients

Network issues and troubleshooting - reactive and proactive

RF optimization using Al-enhanced RRM
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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