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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKIOT-2261
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Gartner 

https://www.gartner.com/document/3535717 

“Disruptions by digital transformation are 
driving adoption of SD-WAN at a pace 
that is unheard of in wide-area 
networking”

6BRKIOT-2261
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SD-WAN market survey report 2024

Prescient & Strategic Intelligence

"The SD-WAN market is expected 
to witness a CAGR of 38.9% from 
4B in 2023 to 42B in 2030”
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• Why SD-WAN is the Future of Networking?

• Cisco’s Industrial IoT portfolio

• Cisco’s SD-WAN extension for Industrial IoT
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Why SD-WAN is the Future of 
Networking?
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Applications Moving to Not one Cloud, But Many
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Significance of SD-WAN for Industrial solutions
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Customer objectives and challenges in IIoT

Customer objectives Customer challenges

1. Reduce security 
risk for devices in 
noncarpeted areas

2. Gain 
speed and 

agility

3. Extend connectivity 
to rugged, 

noncarpeted areas

4. Meet 
compliance and 
regulatory goals

5. Innovate 
and 

differentiate

1. Security
concerns

2. IT + OT 4. Control and 
complexity

5. Business process – 
people - tech – digital twins

Remote ATMs Warehouses Distribution centers Ports

3. ROI

Remote POS
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Cisco SD-WAN in a nutshell

Colocation Cloud

Factory Floor / Roadside 
cabinet / Fleet

Branch

Purdue Enterprise 
Network / Data Center

IBM Watson / GE Predix / 
AWS IoT Core



Industrial IoT
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Real world and IT World



BRKIOT-2261

• Harsh 
environment

• Low Power
• Low bandwidth
• Mission critical
• Industrial Security
• Industrial 

Protocols



Applications

Data 
Analytics

Data 
Privacy

Rugged 
Reliability

From: Fragmented & Complex

Extreme 
Edge

Proprietary Disjointed Custom

To: Integrated IoT System
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IoT Needs a Holistic Approach
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Traditional Networking Series
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Industrial Networking Series

Industrial 
Switching

Industrial Wireless

Industrial Routing

Industrial Gateway
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Ruggedized Devices and Connectors

https://www.dsmt.com/resources/ip-rating-chart/
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Industry 4.0: Centralised to Distributed systems

21
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IoT Use of Open Standards

22
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Cisco Industrial Portfolio
Familiar experience with a single IOS-XE operating system 
in across IT & OT domains

23

Industrial ethernet switches
DIN-Rail, IP67, and stackable rackmount

IE3400IE3300IE3200 IE3100 IE3400H IE9300

Industrial routers
Modular connectivity for remote and mobile assets

IR1100 IR1800 IR8300
IR8100

Embedded networking
Embedded routers and switches

ESR6300 ESS3300 ESS9300

Industrial Wi-Fi, Ultra-Reliable Wireless Backhaul, and LoRaWAN
 Wireless connectivity for industrial and outdoor

IW9165E IW9165D IW9167i IW9167E IW9167E-HZLoRaWAN

Management and automation
Cisco Catalyst Center

Cisco Catalyst SD-WAN Manager

Industrial cybersecurity
Cyber Vision

Secure Equipment Access

Data control & exchange
Edge Intelligence

IOx

23
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Cisco Industrial Wireless Portfolio

2424



Cisco Industrial IoT SD-
WAN Portfolio
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Industrial Routers – SD-WAN Features Summary
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Catalyst SD-WAN
Industry-Compliant Certification

27
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Cisco’s IoT Routing Portfolio
Secured and Optimised for demanding, outdoor deployments

Catalyst 
IR1800

Catalyst
IR8300

Catalyst
IR1101

Catalyst
IR1800

Demanding, mission critical deployments

ATMs, low voltage substations, 
roadside traffic cabinets, remote assets

IP67 sites, Remote monitoring, O&G
streetlights, intersections

Fleet, first-responders, pipelines, DER sites – 
Solar, Wind and Storage

Catalyst
IR8100

Factory, high voltage substations, Large Battery 
storage
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SD-WAN extension for industrial solutions
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Industrial extensions

30
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Cisco Catalyst Rugged Industrial Router comparison
Feature IR1100 IR1800 IR8100 IR8300

Memory, Storage 4GB, 8GB eMMC – 4GB usable 4GB/8GB, 8GB eMMC – 4GB usable 4GB/8GB, 8GB eMMC – 4GB usable 4GB/8GB, 16GB Flash

IP rating IP30 IP40  and IP54 with extension kit IP67 IP30

Connectivity Options
Ethernet, LTE/5G, DSL, serial, 

CURWB  (external radio)

Ethernet, Wi-Fi6, LTE/5G, DSL, serial, 30W 
PoE, 

CURWB  (external radio)
Ethernet, LTE/5G

Ethernet, LTE/5G, serial NIM, T1/E1, 60W 
PoE, CURWB  (external radio)

Ignition power 
management

No Yes No No

IoT protocols support N/A CANbus Wi-SUN N/A

Alarm port (GPIO) 1 input (+4 GPIO) 4 GPIO on IR1835 only 2 GPIO 2 input, 1 output

GPS, GNSS GPS from Cellular GPS from Cellular, GNSS GPS from Cellular, GNSS GPS from Cellular, GNSS

Edge Compute Yes Yes Yes Yes

Cisco IOS-XE SDWAN Yes Yes Yes Yes

Cyber Vision 17.3.1 Roadmap Roadmap Roadmap

Edge Intelligence 17.3.1 Roadmap Roadmap Roadmap

Umbrella 17.1.1 17.6.1 17.6.1 Roadmap

LoRaWAN PIM support Yes Yes Yes No
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Understanding Cisco SD-WAN
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Key Concepts and Terminology
• Transport Side – WAN Edge Interface connected to 

WAN Side –  Always VPN 0

• Service Side – WAN Edge interface attaching to the 
OT network (LAN side) 

• Service Side – Router interface attaching to the OT 
network

• TLOC – Transport Location – Color (WAN interface), 
System IP, Encapsulation (IPsec/GRE) 

• OMP – Overlay management Protocol (Fabric only) – 
Facilitates fabric routing control and connectivity

• System-IP – Unique identifier of an OMP Endpoint

• Site-ID – Identifies the Source Location of an 
advertised prefix 

• BFD: Bidirectional Forwarding Detection

• vRoute – Routes learnt/connected on Service Side 

WAN 
Edge:

IR, ASR, ISR, CSR, 
CAT

WAN Edge WAN Edge

Controller
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Cisco SD-WAN components renamed

34
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Cisco SD-WAN Architecture overview

35

(cEdge – IR1101)

IR, ASR, ISR, 
CSR, CAT
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Controller deployment options
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Controller 

OMP

Update
OMP

Update

Overlay –Any transport, Any topology , Anywhere !!
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BRKI

WAN Edge:
IR, ASR, ISR, 
CSR, CATUnderlay vs Overlay routing 



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKIOT-2261#CiscoLiveAPJC 39

Secure control plane connections

IPSec

WAN EdgeIR, ASR, ISR, 
CSR, CAT
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OMP Update:
▪ Reachability – IP Subnets, TLOCs
▪ Security – Encryption Keys
▪ Policy – Data/App-route Policies

BGP, OSPF, 
Connected, 
Static

BFD

IPSec Tunnel

OMP

DTLS/TLS Tunnel

LTE

Wired

VPN1

A

VPN2

D

BGP, OSPF, 
Connected, 
Static

Controller

OMP
Update

OMP
Update

WAN Edge1 WAN Edge 2

Subnets Subnets

TLOCs TLOCs

Policies

Fabric Operation

40

OMP
Update

OMP
Update

T1

T2

T3

T4

VPN2

B

VPN1

C
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SD-WAN 
IPSec/GRE 
Tunnel 
(VPN0)

SD-WAN service VPN tunnels

41

Ingress of Cisco IR1101@Remote 
site 1

VPN 3

VPN 
1

VPN 4

Egress of Cisco IR1101@Remote 
site N

QFP

Egress of IOS XE SD-WAN router 
@Data Center (ASR/CSR/C8000)

VPN 
4

VPN 
1
VPN 
2
VPN 
3

VPN 
4

VPN 
1
VPN 
2
VPN 
3

VPN 
4

VPN 
1
VPN 
2
VPN 
3
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End-to-End Segmentation with Multi-Topology

42
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Sample SD-WAN topology

43
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Data plane status and quality
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Data Plane Liveliness and Quality

45

WAN Edge: IR, ASR, ISR, CSR, CAT
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App-QoE: Packet Loss Mitigation

• Problem: transactional data over WAN links, which has few percent 
packet loss (up to 10-20%).
• Main Goal: 0 packet loss on the application level.

• Solution 1: Forward Error Correction (FEC) send additional parity 
packet for every 4 data packets, which will be used by the receiving 
router to reconstruct one lost packet.

• Solution 2: Packet Duplication will duplicate packets for critical apps 
over both WAN links.
• FEC-adaptive: start FEC by 2% packet loss. 

• FEC-always: always-on FEC

46



SD-WAN policy 
framework
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Cisco SD-WAN Policy Architecture
Suite of Policies to address different functional domains

• Control Policies are applied at Controller: Tailors routing information advertised to WAN endpoints

• App-Route Polices are applied to WAN Edge: SLA-driven path selection for applications

• Data Policies are applied at WAN Edge: Extensive Policy driven routing
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Cisco SD-WAN Overlay Routing
Multi-domain Routing Fabric

WAN Edge: IR, ASR, ISR, CSR, CAT

WAN Edge:
IR, ASR, ISR, 
CSR, CAT



Cisco SD-WAN Advanced 
Features and Capabilities
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SLA Monitoring

Internet

MPLS

10.1.1.1 10.1.1.2

Factory floor 1 Factory floor 2

Bi-directional Forwarding Detection (BFD)
• Utilizes UDP port 3784
• Measures Loss, Latency and Jitter
• Each BFD packet is ~100 bytes

S = 
10.1.1.1:3784

D = 
10.1.1.2:3784

BFD Echo

Poll-Interval
• Average Loss, 

Latency and Jitter 
over ‘X’ period

• Default, 600 seconds

Multiplier
• Average Loss, Latency 

and Jitter over ‘X’ Poll-
Intervals

• Default, 6 poll-intervals

Rolling 
Average

Loss: 1%
Latency: 10ms
Jitter: 5ms

Hello-Interval
• Default, 1 BFD probe 

per second
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Application-Aware Routing

Path1: 10ms, 0% loss, 5ms jitter
Path2: 200ms, 3% loss, 10ms jitter
Path3: 160ms, 1% loss, 10ms jitter

Manager

App Aware Routing Policy
App A path must have: 

Latency < 150ms
Loss < 2%

Jitter < 10ms

WAN edge Routers measure and 
respond to loss, latency and jitter 
of each transport

Internet

MPLS

4G LTE

IPSec Tunnel

Branch 1 Branch 2

Path 2

IP: 10.1.1.1 IP: 10.1.1.2

BFD Probe
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Service Chaining
• Reroute all/specific traffic through one 

or more services, such as firewall, load 
balancer, and intrusion detection and 
prevention (IDP) devices.

• Services may be internal, external or 
cloud based

• Example: in a campus, 
interdepartmental traffic might go 
through a firewall, while 
intradepartmental traffic might be 
routed directly.

WAN Edge: IR, ASR, ISR, 
CSR, CAT
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Traffic Engineering



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKIOT-2261 5555

Application Visibility and Recognition
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Security features

• URL Filtering: Limit / restrict access specific URLs

• Zone-based firewall: Control access between zones

• Application Firewall

• IDS/IPS



Cloud OnRamp
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Direct Internet access vs Central Internet access
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Intra-Zone (Intra-VPN) Firewall Security Policy



SD-WAN IoT Edge 
device Onboarding
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Onboarding workflow with PNP

258528 
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Onboarding workflow with Bootstrap

258529 



SD-WAN IIoT 
Templates (Feature and 
CLI)
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IoT device template creation

64

CLI Template 

Feature template

✓ Load running config from another device

✓ Load config from a local file

✓ Create variables

✓ Build and maintain your network more 

efficiently with Workflows



IIoT Transport & 
Service connectivity
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Transport and Service connectivity

Network Interfaces IR1101 IR1800 IR8300

ETHERNET 

DSL

LTE/5G CELLULAR 
(SINGLE OR DUAL) 

CURWB (EXTERNAL 
RADIO VIA ETHERNET) 

T1/E1 

Wi-Fi6

Serial I/O Raw socket 
encapsulation

66BRKIOT-2261



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Wi-Fi 6 management

• Currently in the IoT routing portfolio compatible with Cisco 
vManage, only the IR1800 series includes Wi-Fi capabilities. 

• The IR1800 series supports a Wi-Fi-6 module with 2x2 MIMO and 
2 spatial streams based on the Cisco 9105AXI access point. 

• Alternatively, in Embedded Wireless Controller (EWC) mode the 
access point registers to an integrated controller running locally on 
the same module that operates as a wireless hotspot. EWC hotspot 
mode is supported when the router is managed by the vManage 
SD-WAN controller.

• CLI Add-on template configuration is not support for the access 
point, which has its own CLI separate from the router. 

67BRKIOT-2261
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SCADA Serial Raw Socket Encapsulation

68BRKIOT-2261

Raw TCP Socket Encapsulation 

Raw UDP Socket Encapsulation 



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKIOT-2261#CiscoLiveAPJC 6969



Location tracking and 
geofencing
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Location tracking and geofencing



SD-WAN IoT Solution 
Architecture
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Cloud hosted SD-WAN Solution architecture
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On-Prem hosted SD-WAN Solution architecture
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Hub-and-Spoke topology for service VPNs
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Mesh topology for service VPNs
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Macro-segmentation Through Service VPNs 
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Asset management architecture block diagram
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Distribution automation architecture block 
diagram
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Fleet and Transit system architecture block 
diagram
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Multicast Video from Spoke to Hub
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IR1800 Ignition Sense Overview

Ignition based on voltage (Analog Input)

IR1800_FCW2445P8H8#show ignition status

Ignition management: Enabled

Input voltage: 13.3 V

Ignition status: Power on

Ignition Sense: Enabled

Shutdown timer: 0.0 s to off [will begin power 

down at ~100 sec]

Thresholds:

Undervoltage: 13.000 V

Overvoltage: 37.0 V

Undervoltage timer: 20.0 s

Overvoltage timer: 1.0 s

Ignition-Off timer: 300.0 s

Hi Threshold

Lo Threshold

Input Voltage

Hi Timer

Lo TimerOn Timer

Ignition On Threshold

Ignition Off Threshold

Off Timer

IGN On Timer

IGN Off Timer

Input Voltage (DC)

Min 9.6V

Max 36V

Nominal 12V or 24V

Ignition Sense Voltage

12V Battery 24V Battery

On 13V + 2% 26V + 2%

Off 13V -2% 26V - 2%

Battery Voltage

12V Battery 24V Battery

UnderVoltag
e

11.5V 23V

Overvoltage 36V 36V
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Cisco SD-WAN manager does best for OT!
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Critical Applications SLA 

Path1: 10ms, 0% loss, 5ms jitter

Path2: 200ms, 3% loss, 10ms jitter

Path3: 140ms, 1% loss, 10ms jitter

App Aware Routing Policy
App A path must have: 

Latency ≤ 150ms

Loss ≤ 2%

Jitter ≤ 10ms

Internet

MPLS

4G LTE

vManage

SDWAN Tunnel

Remote Site

Data CenterPath 2

• Each vEdge router 

continuously monitors path 

performance and adjusts 

forwarding

• Configurable probing 

intervals

App A

SDWAN Fabric

©  2017  Cisco and/or its affiliates. All rights reserved.   Cisco Confidential

Secure Segmentation

Configuration Templates
Assign interfaces and sub-

interfaces to respective VPNs

vManage

Remote Site 1 Data Center

Remote Site 2

Internet

MPLS

ge0/2 - > VPN1

ge0/3.2 - > VPN2

ge0/3.3 - > VPN3

ge0/2.1 - > VPN1

ge0/3.2 - > VPN2

ge0/2.1 - > VPN1

ge0/2.2 - > VPN2

ge0/2.3 - > VPN3

• Complete isolation in the control 

and data plane

• Not all VPNs have to be present 

everywhere

• Policies are VPN- aware

VPN1

VPN2

VPN1

VPN2

VPN3

VPN1

VPN2

VPN3

SDWAN Tunnel SDWAN Fabric
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Complete Your Session Evaluations

84

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 



© 2024  Cisco and/or its affiliates. All rights reserved.   Cisco PublicBRKIOT-2261

Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

85BRKIOT-2261

http://www.ciscolive.com/on-demand


Thank you
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