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- Challenges with Digitisation
and Remote Access

- How Cyber Vision can help
with visibility
- How Secure Equipment

Access can help with secure
remote access

- |OS + Linux -> Containers

- Leverage IEC62443-3-3
with Cyber Vision for
Segmentation
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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App
. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO




Industrial loT Summit@Cisco Live APJC Wed 14th

11:45 - 12:20 | Lunch & Networking inside the Room Lunch & Networking inside the Room Lunch & Networking inside the Room
. ) ) Transportation Cisco Executive
i . . Mining Cisco Executive Welcome s Wel
12:20 - 12:45 Utilities Cisco Executive Welcome Dave West. Senior Vice President eicome
Vikas Butaney, Senior Vice President, Cisco Samuel Pasquier’ Vice President, lloT Product wisiien Ll Wioe Presicins Clobel 1ol Selies
Ross Delacour, lloT APJC Regional Director l(/lanagement ’ Bryan Tantzen, Sr. Director, lloT Solutions
iliti mmit Break Minin mmit Break Transportation Summit Break
12:45 - 4:30
Industry breakout sessions bring focused dialogue to the key topics you care about: Breakout sessions include curated presentations by industry
leaders including an industry panel discussion with Q&A. These meaningful conversations related to current and emerging trends will empower you
to navigate the ever-changing IT/OT landscape with actionable takeaways you can bring back to your environment.
4:30 - 5:15 Cocktail Reception
’ ’ Interact with your Industry peers and Cisco Industrial loT Executives

cisco Lz/&/

Contact Alex Lynn (alelynn@cisco.com) or
Andrew Johnstone (ajohnst3@cisco.com) for admission

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Define Inevitable

cisco L{V&/




Adjective:
Certain to happen; unavoidable.
“Digitsation was inevitable”

Noun:
A situation that is unavoidable.
"By the morning, we had acceptg
the inevitable"

CISCO Lt/&./ HCiscoLiveAPJC



Digitisation has become a necessity

Digitisation requires increased connectivity, and increased connectivity leads to challenges

4 )

Expanded
Threat Surface

* Increasing number of endpoints
» Devices beyond traditional network perimeter

* Point products and solutions

» Different ways of accessing assets

.

cisco Lz{/&/

-

Lack
of Visibility

» Heterogenous protocols and devices

» Lack of holistic view

* Traditional IT tools won’t help in industrial
environments

.

~N

J

#HCiscoLiveAPJC ~ BRKIOT-2081

-

Poor
Cyber Security Hygiene

 Inability to handle vulnerabilities
+ Lack of IT/OT collaboration

.

» Not compliant with government regulations

~N

J

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Expanded threat surface _—

Point Products & Solutions

, Remote Users

, (Machine Builders, System
Integrators, Remote Workforce)

!

Local Users Cloud
(OT, IT, Contractors)

\
Services '
\
1
I 1
1 \
! N
!

Cyber Risk from internal
OT assets due to

increased network &
cloud connectivity

Cyber Risk from
External Access due to
exponential increase in

remote users

Jorewnad 5UM;043

1

\ Point products and '
solutions due to legacy

investments & !

integration challenges

Y D
& é7d/t/or,a, Perimeter (\D\\hl

A larger industrial digital footprint results in increased cyber risk exposure

cisco Lz{/&/
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Problem

Lack of visibility
Limited visibility into OT assets

‘:I Cisco Catalyst

g@—"

1-DMZ Cisco Secure Firewall .J=

Enterprise IT

Datacenter Security
Operations Center |T

How can IT leverage
network equipment it
owns to gain visibility
into OT?

. Industrial
Operations & Control
Purdue Level 3

Process
Purdue Level 0-2

cisco W- #CiscoLiveAPJC ~ BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Problem

Poor Cybersecurity hygiene
Ineffective workflow

AT N
aOO00OD \—/
O O o (o o] U
() 108 N\ AN
Ineffective workflow Limited visibility Lack of Malware
between OT and IT of OT assets Segmentation is the killer

Many roadblocks towards success. Industrial organisations need guidance.

cisco W. #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



Is Security really top of mind?

Between 2019 and Yet, malware free
2023, attacks activity (such as
causing physical identity attacks)
consequences to OT represented 75% of
networks are almost detections in 2023 -

doubling every year! up from 71% in 20222

1. Waterfall 2024 Threat Report - OT Cyberattacks with Physical Consequences
2. Crowdstrike 2024 Global Threat Report

cisco W&-/ #HCiscoLiveAPJC  BRKIOT-2081

VPN with no MFA

Colonial Pipeline hack explained:
Everything you need to know

A ransomware attack brought a major gas
pipeline to a standstill in May. Here's what
happened and who was behind the hack.

By Sean Michael Kerner

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13




Problems with our existing remote access
solutions

% X £ Q&

Unknown remote No visibility into user VPN / Jump servers No Multi-Factor 24/7 availability
access gateways activity with full plant access  Authentication (MFA)

I

and an attacker just needs a single entry to cause damage

cisco W&. #CiscolLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Mandates must be implemented to drive change

ISA/IEC-62443  NERC CIP. TSA SOCI/ESSS

‘COMPUTER SECURITY RESOURCE CENTER

The NIS2 Directive

A high common level of cybersecurity in the EU . ISA/IEC 62443 Series of Standards Security of Critical Infrastructure Act

2018

NIST SP 800-82 Rev. 3 . T = .
Guide to Operational Technology (OT) Security : G — Re"ab'"ty Standards _- . \ o
Systems Cybers for the Bulk Electric ‘ Compliontin &

AUTHERETY
y Pr——

Systems of North - B
America o

g o) S Updated April 1,2024

RELIABILITY | ACCOUNTABILITY

5 3nd i [ -

cisco 'p//
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Mandates must be implemented to drive change

NSV NIST ISA/IEC-62443 NERC CIP JINYAY SOCI/ESSS8
SR 1.1 RE 2 - , or other e
the use of logical and SIS
005-7 - 9 . resistant
physical
Remote .
for security
i Access
or continuous remote access Management: controls that should be
authentication to OT SR 1.1 RE 3 - 9 ' .
. .. implemented
solutions applications

for all services

#HCiscoLiveAPJC  BRKIOT-2081
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4 Stages to Industrial Security Solution

|

4 N N [ N N
Build a Security Security Posture & Segment Network into Develop Incident
Foundation ZTNA of OT Assets Smaller Trust Zones Investigation & Response
Cisco Secure . bCisco %';‘:; Firewall Cyb((:eirs\(;?sion C|SE Cisco XDR
Equipment yber Visio gement 0O Q_ L
Access q
(o) QP ; = K= o’@‘o >&
Eﬁm v ///: %
1 _ P ’ s 1
| R ey AR
! i Z v | e 1 N
e 1 H H F|I ? | Q O
it TN jqﬁ CON)
: 01 e i g © d o
'\ CELL Segmentation I' C.‘S;'?S\SNZ?IU"S Cisco ISE
K j k j k ZONE Segmentation j k j
(" ) !.‘
" ) Talos Threat Inteligence — + ﬁ” Talos Incident Response
N\
cisco W&-/ #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cyber Vision
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Cyber Vision

Manage risks from OT assets with full visibility
on your OT security posture

@ Asset Inventory & Profiling
Asset Communications
Asset Vulnerabilities
Asset Risk Scores
Behavior Baselining

Snort Threat Detection
Talos Threat Intelligence

On-prem & Cloud offers

cisco Lz{/&/

QOO QQA
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Cyber Vision Center




Distributed Edge
ActiveDiscovery -~

Pasa

Closed-loop control between
, - Passive DP| and Active
Discovery by Distributed

Active

Discovery - Sensor provides 100%
N Visibility
cisco W,/ #CiscoLiveAPJC  BRKIOT-2081

Cyber Vision Center

: Lightweight
I Metadata
NAT/Firewall 1

Boundary

Active
discovery

* request

Targeted communication without scanning
See below NAT and Firewall boundaries

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Security Starts with Visibility
But Beware of Hidden Costs!

Additional switches
for SPAN collection

Expensive cabling
for collection network

Switch

Exponential
increase in traffic
due to SPAN

Server
Appliance

Typical industrial Visibility and Detection
solutions require SPAN (traffic mirroring)

TCO of SPAN based solutions is not sustainable over long-term growth

cisco M. #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Cyber Vision offers flexible deployment options

Hardware sensor

s On-Center sensor
DPI and IDS for any lEIA ST Cen;gr Centralised
network equipment i i S e e DPI and IDS
2 20
Network sensor N\, =
DPI built into A
the network I Lightweight
P I Metadata
’ )
R (B CH CH
-
" 5 aiiiii = =
Y] il %) %

Network embedded sensors as you evolve and grow your operations

cisco M- #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 22



How Cyber

Vision Can Help

Point Product & Solution
problem

cisco Lz{@/

Security Posture &
ZTNA of OT Assets




The Cisco Industrial Security Differentiation

OT Visibility
embedded in
network equipment
/ asS d

Network

( abric to secure
OT at scale ‘
77
Segmentation &

Remediation policies
enforced by network .\/

equipment

cisco W&./ #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24

ZTNA remote access
gateway embedded in
network equipment




Your Catalyst switches let you turn on the lights

‘:I Cisco Catalyst

g@—"

1-DMZ Cisco Secure Firewall .J=

Enterprise IT

Datacenter Security
Operations Center |T

Operations & Control
Purdue Level 3

Cisco Catalyst 9300
with Cyber Vision Sensor

RS a Step-1: Cyber Vision Sensor
on Catalyst 9300 gives you
e L visibility to North-South
communications to identify
key assets

cisco W&-/ #HCiscoLiveAPJC  BRKIOT-2081
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Get OT buy-in by showing the benefits of visibility

‘:I Cisco Catalyst

g@—"

1-DMZ Cisco Secure Firewall .J=

Enterprise IT

Datacenter Security
Operations Center |T

Operations & Control
Purdue Level 3

S
Step-2: Work with OT to
identify the critical industrial
prazzss switches that connect these
key assets

Cisco Catalyst 9300
with Cyber Vision Sensor

cisco W&-/ #HCiscoLiveAPJC  BRKIOT-2081
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Gain full visibility to improve your security posture

‘;] Cisco Catalyst

Enterprise IT

Datacenter Security
Operations Center

Cisco Secure Firewall .J-
|

[ 1-DMZ

Operations & Control
Purdue Level 3

Cisco Catalyst 9300
with Cyber Vision Sensor

P

Process

Purdue Level 0-2 IE3400

13 Switch with
"\ Cyber Vision H

Sensor
| S22} sl
PLC/RTU/IED

Sensor

E i Industrial ##

MI

1 B8 <

©000 0
asco Lo !

© 00

Zone-2

IT

IT/
oT

#HCiscoLiveAPJC  BRKIOT-2081

Step-3: Replace critical
switches with Cisco I[E Switch
running Cyber Vision sensor
to see the entire OT network

Note: You don’t need to replace all
industrial switches, just the ones
connecting to PLC’s

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 27



How Cyber
Vision Can Help

Poor Cybersecurity
hygiene problem

cisco Lz{/a/

Security Posture &
ZTNA of OT Assets




Use Risk Scoring to assess your security posture

|dentify Riskiest Operations ) |dentify Riskiest Endpoints within operations > Understand Scoring to Reduce Risk

Overview Details

1un 17,2021 9:46:41 AM " 94

Jun 17,2021 9:46:47 AM %0 158

1un 17,2021 9:46:47 AM 3% 169

Jun 17,2021 9:46:49 AM 2 94

Jun 17,2021 9:46:45 AM 0 0

3
BeEBpBEBB

Jun 17,2021 9:46:46 AM 7n 128

B I BEeEEBE B BEEBEGA

Preset widgets help identify operations Sort and Filter Risk scores of See what impacts endpoint risk score
at highest risk endpoints to identify riskiest devices See where you are, and where you could be

Build an action plan to to reduce risk

cisco W&-/ #HCiscoLiveAPJC  BRKIOT-2081
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Improving Your Security Posture

Cisco

@ & B 20
192.168.1 subnet ]

My praset

Active baseline: Mo active baseline
Active Discovery: Disabled

‘This preset is filtered with keywords «192.168.1» &

Criteria Selectall  Rejectall  Default
& NETWORKS v
© COMPONENT TAGS N
Components withaut tags
4 Device - Level 0-1
4 ¥ Device - Level 2
. Device -Level 3-4

| @ Network analysis

» Software

. System
o ACTOATYTAGS v
& Gaoups v
0 sensors v

.&./

@ Explore ¥ / 192.168.1subnet ¥ /

Jan 1, 2020 12:00:00 AM - Now 19, 2020 3:27:00 PM (10 mths 17 days 11 hrs 27 mins)

® 73 Vulnerabilities
10 most matched vulnerabilities

Il CVE 20155627 « Yokogawa Multiple Products
Buffer Overflow Vulnerabilties - CVE-2015-5627
2affected components

Il CVE-2020 5609  Path Traversal Vulnerability in
Yokogawa CENTUM
2 affected components

1B CVE-2015-10936 » Denial-of-Service Vulnerability
in Profinet Devices
3affected companents

B CvE 2017 12741 » Multiple Siemens Products.
CVE-2017-12741 i i

Vulnerabilities ¥

W CVE 20140781 « Yokogawa CENTUM
"BKCLogSvr.exe' Heap Based Buffer Overflow..
Zaffected companents

M CVE-2014-3888 » Yokogawa CENTUM
BKFSim_vhfd exe Butfer Overflow - Packet Storm
2affected companents

B CVE-2015-13940 « Uncontrolled Resource
Consumption Vulnerability in Siemens SIMATIC S7
2affected companents

B CVE 20172680 » Multiple Denial of Service

3affected companents

W CVE-2018-16196 » Yokogawa Vnet/IP Open
Communication Driver Vulnerabilities
Zaffected components

Vulnerability severity legend: [l NoNE [ tow [ Mo [ ik [l CRICAL

Vulnerability title

ervice Vulner, d

using the PROFINET Discovery and
Configuration Protocel

Multiple Siemens Products CVE-2017-12741 Denial of Service Vulnerability
Denisl-of-Service Vulnerability in Profinet Devices

Yokogawa CENTUM xSt

Overflow ity
Yokogawa CENTUM BKFSim_vhfdexe Buffer Overflow - Packet Storm

Schneider Electric Modicon Madius.

okogawa CENTUM 'BKESimmgr.exs’ Stack Based Buffer Overflow Vulnerability
Vulnerabilities in SIMATIC- 1200 and SIMATIC 57-1500 CPU families

Schneider Electric Madicon Madbus Protocol - Multiple Authentication Bypass Vulnerabilities

on

affected com ts
CVE-2019-550% » Yokogawa License Manager

Service Vulnerabilities

VE CVSS score
CVE-2017-2680 65
CVE-2017-12741 7.5
CVE-2019-10936 753
CVE-2014-0783 2002
€VE-2014-3888 834
CVE-2017-6032 530

€VE-2014-0782
CVE-2019-10943 759

CVE-2017-6034 9B

#CiscolLiveAPJC

e @~
oloolcle]

9

Total vulnerable
companents for
192.168.1 subnet

2 3 4 > 20/page

Affected components
() 3 components

(E) 3 components
() 3 companents
= 2 components
[ 2 components
(£ 2components
[ 2 components
() 2 components

£ 2 companents

BRKIOT-2081

|dentify most matched
vulnerabilities based on
severity

Easily identify affected
endpoints

Build a remediation plan to
patch or implement security
controls

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30



ldentify and stop malicious traffic

@ Explore ¥ / 192.168.0subnet ¥ / Activity list ¥ ~ @
Last 1 day (May 23, 2021 11:43:26 PM — May 24,202111:43:26PM) £  Refresh . @ Security analysis
1921680 sumet #0005
30 Actites v
] # Insecure
Risk scoRE E| 2 > 20/page
# Port Scan Activity
Device Device First activity Lastactivity 5 Tags Flows Packets Volume . .
B # Snort Alert A
- — ctivity tags
Oct 11,2019 May 24,2021  #stancry @ Snort Browser . .
o (3™ (VT |mmwewe fmmunel oo p—— associated with events
b Mo el
DEWICE TAGS Unite
# Snort Experimental-Dos d t t d b th S t
5 May 24
. B Virtual 192.168077 [T Siemens 192.168.0.1 ?;;h:?" s 2’;:;‘:41 ARp 57 -10 1255 109k8 etecie y (S] nor
o o # Snort Experimental-Scada .
AcTvTyTAGS
s IDS provid text t
# Authentication , # Snort Exploit-Kit rOVI e CO n ex O
a #Procedure Call , S 5mortFie d t d | o _n
Gaoups B E1IWINY [ DEskTOP-GRIUF2N ¥ 36.2021 s 20GEE #Excaption , -20 234 35.6k8 u n e rS a n n l IC I o u S
o rasosam Fromene # Snort Malware-Backdoor . ey
Netbios ,
A] S— activities
© # Snort Malware-CNC
sensars L sMB
STty obtee  Snort Malware-Other
D) 1756-L55/A 1756-M12 $huaditr ,
y ) i Snort Misc
JALOGIX5555 (Port1-L [ STATION-WINCC Ot 11,2039 May 24,2021 e -10 29239 146 MB .
! 11:23:14AM 12:32:16PM ARP
nko0) Ethernetp # Snort O5-Other
#lnsecure # Snort OS-Windows
# Broadc: ’
(] 192.168.0.255 I vM-XP-PRO Oct11, 2019 ey 24 2021 ‘I;:’Wla::ﬂe ~10 4 9728 # Snort Server-Other
o 11:39:57 AM 12:32:16 PM :
Hetbios # Snort Server-Webapp
SMB

c1sco '&/
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Segmenting with Visibility & Policy Analytics

Visualize - Dynamically Assign Tags - Monitor Policy - Enforce

Cyber Vision Center CatC / ISE

Manut - Scada & Hwi  Manul _Engineering

r=> @
I NetFlow -_

! 9 Define policy and
Visibility to inform 0 I observe behavior
Sedientation Application Flow 11

Group-Based |
Access Control

<__________l

Enforce segmentation
when ready

Cisco IE Switch with (—::
=

Cyber Vision Sensor

#CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Measure progress with security posture reports

alialn
cisco

Key Findings el
::cii:i!tto::ei:;nfound onth :::::sry.: :‘:i _byCiscoCyberVisionons  Vulnerabilities
o o i Demonstrate you have a handle on risk
L/ for cyber insurance and standard

compliance purposes

Security Insights

Severity | Findings
46 critical and high severity vulnerabilities fount
4 devices have a risk score > 70

High

Track risk management improvements
i g ||| VD |y eme i sy b through historical reports

Score of af-
2 devices using clear text passwords fected

3 devices found communicating with external n¢

47 devices have been remotely accessed

CVE-2017-12741 | Multiple Siemens Products CVE-2017- | 7.5
12741 Denial of Service' i

CVE-2019-10936 | Denial-of-Service  Vulnerability in | 7.5
Top 5 Vendors seen Profinet Devices

: Show progress to management with
customizable reports

CVE-2017-2680 | Multiple Denial of Service Vulnerabilities | 6.5
Vendor Number of de on Siemens devices using the PROFINET
ABB Oy / Medium Voltage Products 1 Discovery and Configuration Protocol
Cisco Systems Inc L CVE-2022-30694 | Missing CSRF Protection in the Web | 6.5
ASIX ELECTRONICS CORP. 1 Server Login Page of Siemens Industrial
Quanta Storage Inc. 1 Controllers

-

CVE-2019-6568 | Denial Of Service Vulnerability in Web- | 7.5
server of Industrial Products - Siemens

e

cisco M. #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



Iterate until your posture is where it needs to be

Overview Details
| 69 T i
VIeW A g‘:’“ Devicetype B3 5C50102 type: Controlier 13% f::u:::‘:.“m
aggregate - o
risk scores at coeom e e omowowow Gmeema T sra
preset level to . O——.
focus on critical Take corrective o TV ——
operations . actions to e -
improve posture W__.
B 5C50102 most impacting vulnerability is ‘ CViSmurei 98
Vulnerabilities  Path Traversal Vulnerability in Yokogawa 36% p— .

Endpoint risk score indicates what is impacting the
current scoring, and shows the best achievable score

Cl S co M./ #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Remote Access
Technologies

cisco L{V&/



Virtual Private Network (VPN)

— o —

e

—_—

« Extends the network to remote users

5\

~ Pros
\ » Users can use applications hosted
\\ natively on their devices
* Minimal friction from end user experience

Cons

» Users have an IP address on your
network

\ , * Additional steps for lateral movement and
1 7 reconnaissance to be prevented

VPN headend has public IP that will be
targeted

~
A S
°

* Client can sometimes be a burden
« MFA an additional add-on

#CiscoLiveAPJC ~ BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Jump Servers

« Users do all their tasks from a trusted
device hosted in the network

|| « Minimize the risk of introducing malware
\‘ from client device
\ » Devices can be locked down to only

_‘A_) permitted applications
——‘\ « Jump servers can reside in isolated state
T = until needed
Cons
=] =] =]
§ § & « Additional overhead often leads to over

Nt ~ W8 ~ ¥ privileged jump servers
* Must maintain vendor applications
* MFA still not a hard requirement

cisco M- #CiscoLiveAPJC  BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Shift to Zero Trust Network Access (ZTNA)

« Users have proxied access to specific
endpoints / applications

» Users only have access to what they
need

 MFA is natively built in

« Clientless connectivity

« ZTNA gateway establishes outbound
connection to a trusted cloud*

*some solutions can offer ZTNA gateway to be first point of entry

Cons

» Clientless connectivity does not cover
every protocol
» Clients will be needed in some cases

cisco W- #CiscoLiveAPJC  BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38



Remote Privileged Access Management (RPAM)

» Very similar to ZTNA, but with extended
features

» Users only have access to what they
need

* MFA is natively built in

» Scheduled Access

» Session Monitoring and Recording

« Session Approval flows

Cons

» Clientless connectivity does not cover
every protocol
» Clients will be needed in some cases

cisco W. #CiscoLiveAPJC  BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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How SEA
Can Help

Z/NTA access into OT
assets problem

cisco Lz{/&/

Security Posture &
ZTNA of OT Assets




Remote access to OT assets is key for operations

Secure Remote Access for OT

Maintenance Troubleshooting Avoiding Truck Rolls

Remote configuration Remote experts helping Large sites, distributed

and maintenance by quickly solve issues to operations, limited resources.

vendors and third-party maintain production Remote access helps lower

technicians. uptime. OpEx.

a
3 7R ~ AE

g | \@tﬁ\\ wo| | L | |

Roadways Transportation Renewables EV chargers Utilities Manufacturing Oil & Gas Mining Ports

Operations need remote access to all assets at anytime, for internal and external experts

cisco Lz{/&/
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What do IT and OT users want?

Secure Remote Access for OT

o1) Operational Efficiency Cybersecurity
Y/ B

v Gain instant access to remote assets v" Ensure only legitimate users can
from anywhere in case of emergencies connect, and never to the entire network

v' Be capable of easily creating remote v" Verify remote computers’ posture to
access credentials when needed avoid malware

v' Be able to use any remote access v" Simplify architecture to lower costs and
protocol depending on the need avoid complex DMZ/firewall setups

v" Access to audit trials to understand what v' Have access to audit trials for regulatory
changes have been made to an asset compliance and investigations

Modern industrial operations require both OT agility and IT security

cisco M- #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Cisco Secure Equipment Access
Purpose-built for Industrial and OT

loT Operations Dashboard

%2 0T Operations Dashboard 4 Centralised cloud enforced policy
— Dashboard i q:P Define and enforce ZTNA controls with a cloud-based

trust broker

Status
Asset Health

20
Down ©

—— e Install and scale with ease
n y Deploy and monitor network embedded ZTNA

gateway agents at scale from the cloud

Trends | Lest7Days

Remote Sessions

—@— Access any remote asset the way you want
- — Connect any OT asset to a Cisco IE switch or IR router
) s — = —T— and securely access it from anywhere in the world

Cloud
managed

cisco W- #CiscoLiveAPJC  BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Zero Trust Network Access (ZTNA) built into your
Industrial network

Cisco Secure Equipment Access

/ Cisco’s ZTNA trust broker
Cisco Secure specifically designed for
. OT workflows

Equipment

Access service

Vendor A
Remote Access Zmig?efsgtetﬂiﬁetoe
Gateway access to OTpasseth
Vendor B
* ammn w i Industrial
® Switch Cisco’s ZTNA gateway
= = -

built into industrial
switches and routers

Cisco industrial switch
with embedded
ZTNA gateway

Eliminating complexity by converging functionalities as software features on Cisco’s industrial network

cisco M. #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44



Cisco Secure
Equipment Access

SEA and SEA
Plus

cisco Lg{/&/




SEA Flow

- No installation required: equipment access through browser
- Proxy: SEA Agent on Gateway is a proxy over TLS/443

- |solation: remote user is never directly connected to remote network

Proxy Service over
SSH TLS tep/443
RDP
VNC

Ve

HTMLS5 over HTTPS
tcp/443
L]

S

Remote User Cisco loT SEA Re.mote
Browser Operations Dashboard Gateway Equipment
Cloud
A\ J g J

cisco W&-/ #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SEA Configuration Overview

Service
. Secure Equipment
Access

| ’0\ Dashboard

0 (L] Remote Sessions
9 g Access Management
o cem System Management

¢+ Quick Wizard

+
ooa

N
[+ ]

[ Remote Sessions

Service.

Secure Equipment
Access

Dashboard

Remote Sessions

Remote Sessions

All Access Methods

MDRI-Access-Con.

PRT3-Access-Con...

Access Managsmant

Yuxin Access

4 System Management

'+ Quick Wizard

#CiscolLiveAPJC

System Management

Access Management

& Yuxin Access
2 View Details
2

2

©Up  SEAPus

MDR1-G-RTR-SEA1[Le0]
(SEA_PLUS)

BRKIOT-2081

D %@l

4 Download seaPius App () SEA Plus Offiine e (I Start Screen Monitoring 00

£ Refresh s of:Nov 8, 2024 9:33 AM
oup s
MDR1-G-RTR-SEA1 [Lo0]
(S5H)
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How to access SEA Service 7

- Login to Cisco loT Operations
Dashboard
EU cluster https://eu.ciscoiot.com

US cluster https://us.ciscoiot.com

- On the left panel, in Services, switch

to “Secure Equipment Access”

- If you don't see Secure Equipment
Access, you may need to purchase an

additional license. Contact your
account team.

cisco Lz{@/
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el 1oT Operations Dashboard

Secure Equipment Access

[ @) Sovice Secure Equipment

Access

7>  Dashboard

Application Manager
() Remote Sessions .
Asset Vision

& Access Management Edge Device Manager

Edge Intelligence

ses System Management

Industrial Wireless

s34 Quick Wizard I Secure Equipment Access

This view can be different based
on your license

BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://eu.ciscoiot.com/
https://us.ciscoiot.com/

SEA Plus Flow

Agent installation is required - creates TUNTAP virtual network device
TUN devices runs inside SEA TLS/443

allowing what's been explicitly permitted

IP encapsulated inside
tcp/443

Remote User
Browser

SEA Plus User App (Agent)
(TUN virtual interface)

cisco Lz{/&/

Ve

Operations Dashboard

Cisco loT

Cloud

TCP
UDP
ICMP

Proxy Service over
— - lP

J

Filtering happens in all 3 places
in Windows SEA Plus app,

1.
2.
3.

in Cloud, and
in |Ox SEA app.

#CiscolLiveAPJC

Remote user computer routes changed to use TUN device

Remote user is directly connected to remote network - with ZTNA therefore only

Remote

loT OD Connected Equipment
Gateway

BRKIOT-2081
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SEA Plus Creates on virtual TUN interface

P5 C:\Users\Emmanuel Tychon:> ipconfig fallcompartments P5s C:\Users\Emmanuel Tychon: route print -4

lindows IP Configuration Interface List

WireGuard Tunnel

Realtek PCIe GBE Family Controller

Intel(R) Dual Band Wireless-AC 3268

Software Loopback Interface 1
11...60 90 9P B0 PO 60 08 eB Microsoft Teredo Tunneling Adapter

Unknown adapten sea:

Connection-specific DNS Suffix . -
Link-local IPwe Address . . . . . 1eSco@Re s f0Lf.0370.9565:717%48 Active Routes:
IPv4 Address. . . « « « « .« . . . & 169.254.565.176 Network Destination Interface Metric
Subnet Mask . . . . . . . . . . . 255255255255
Default Gateway
Ethernet adapter Ethernet: 255.255.255. On-link
127.255.255.255 255.255.255. On-1link
Connection-specific DN5S Suffix . : local 169.254.65.176 255.255.255. On-link 169.254.65.
IPvE Address. . . . « « « « . . . : 2882:2788:925:e359;c98F:b501:8281:2188 169.254.88.31 255.255.255.255 159.254.55:1?5 169.254.65.
Temporary IPv6 Address. . . . . . : 2a@2:2788:925:e359:b94d:9c77:cbbb:d7F7 192.168.2.8 255.255.255.8 On-link 192.168.2.29
Link-local IPwe Address . . . . . : feB@::c98F:b581:8281:2188%9 192.168.2.29 255.255.255. On-link 192.168.2.29
IPv4 Address. . . . . . . . . . . @ 192.168.2.29 192.168.2.255 255.255.255. On-link 192.168.2.29
Subnet Mask . . . . . . . . . . . & 255.255.255.8 224.8.8.0 248.6.8. On-link 127.8.08.1
Default Gateway . . . . . . . . . : feB@::46@e:25FF:Ffeal:F774%0 224.8.8.8 248.8.8. On-link 192.168.2.29
192.168.2.1 224.08.8.0 248.6.0. On-link 169.254.65.176
255.255.255.255 255.255.255. On-link 127.8.8.1
255.255.255.255 255.255.255. On-link 192.168.2.29
255.255.255.255 255.255.255. On-link 169.254.65.176
Persistent Routes:
None
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SEA Plus Access Control Lists

‘et 10T Operations Dashboard

Service

Q alelynn@cisco....
alelynn-lab

. System Management Z Refresh As of: Nov 06 2024 04:25 PM Sorvics
. Secure Equipment ® secure Equipment
Access > Access
Network Devices Assets SEA Plus Protocols More v
7> Dashboard 2 Dashboard
-] Remote Sessions Remote Sessions

Protocol Definition Details

g Access Management g Access Management
Name * Tag Description

sss System Management sas System Management
[ alelynn-seaplus ] [ ] [ j

*++ Quick Wizard

Allowed Protocols

Add Protocol

Protocol =

ICMP

TCP

m Cancel

.&‘/

Cisco

*++ Quick Wizard

As of: Nov 6, 2024 4:25 PM

Port(s) Actions

#HCiscoLiveAPJC  BRKIOT-2081

b 10T Operations Dashboard

,Q alelynn@cisco....
alelynn-lab

Edit Access Method

Access Method Details

¢ System Management

MDR1-G-RTR-SEA1

Access Method  SEA Plus

Asset Details Add Protocol Definitions & Port Configuration

All Custom Predefined

Protocol Definition *

IP Address/Host Name

172.20.12.239

[ alelynn-seaplus-tcpModbus+ICMP

a

Network Device

MDR1-G-RTR-SEA1 () Advanced Settings

Description

Access Name

Name *

[ MDR1-G-RTR-SEA1[Lo0] (SEA_PLUS)

Description

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SEA vs SEA Plus

- SEA is easier to use « SEA Plus requires Windows
_ _ _ installation of the SEA Plus User
- More secure with IP isolation Application, and Windows admin

- To be used, when possible, for: privileges to do so

SSH - SEA Plus is more flexible

VNC -« Can provide direct IP connectivity (ie.
RDP to a native client such as Profinet
Telnet programmer)

Web - Allows file transfer (ie. with SFTP)

Use both SEA and SEA Plus for different use cases
It always follows the ZTNA principles

cisco W&./ #CiscolLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



SEA Support Matrix

Platform loT OD SEA Support Recommended Minimum
(oxiormaly managod) oS Releese
IR18xx Yes Yes 17.15.1
IRT101 Yes Yes 17.15.1
IE3400H Yes Yes 17.15.1
IE3400 Yes Yes 17.15.1
IE3300 Yes YES tucoorrant mocas 17.15.1
IE31xx Yes Yes 17.15.1

cisco Lz{@/
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Cisco Secure
Equipment Access

Session
Management

cisco L{V&/



Features for Session Monitoring

« SEA Admin can:

- join active sessions to monitor activity in real time
(Only for RDP, VNC, SSH and Telnet)

- Immediately terminate an active session

- see Session History

- view inline session recordings stored on AWS S3
- see audit information

- Logs can be seen, but cannot be exported to any Security
Information and Event Management (SIEM) system

cisco W./ #CiscoLiveAPJC  BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Accessing and Terminating Sessions

A alelynn@cisco....
loT Operations Dashboard 2 alelynn-lab
Service ACCESS Management < Refresh As of: Nov 08 2024 09:38 AM
® secure Equipment
Access >
Access Control Groups Users Active Sessions Session History Pending Requests Request History
* Dashboard —_—

Remote Sessions

Q  Search Table Y
g Access Management
Asset ~ Access Method User Session Start Schedule Duration Monitor Security
sew System Management
Joi
*¢=+ Quick Wizard MDR1-G-RTR-SEA1 [Lo0] MDR1-G-RTR-SEA1 [Lo0] (SSH) alelynn@cisco.com a minute ago Unscheduled S:Is"sinn Terminate

1Records Show Records: 10 ~ 1-1

Join Session

Terminate Session
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Session Histor

e

Cisco

Operations Dashboa

Service
Secure Equipment
Access

Dashboard

Remote Sessions

Access Management

System Management

Quick Wizard

.&‘/

Access Management

Access Control Groups

Users

Active Sessions

8

Session History

() ©only Show Recorded Sessions

Pending Requests

Request History

alelynn@cisc:
alelynn-lab

< Refresh As of: Nov 08 2024 09:38 AM

Q  yuxinzha X HY
Session Start = Session End Asset Access Methad User Total Bytes Terminated Recorded Actions
Sep 10, 2024 Sep 10, 2024 MDR1-G-RTR- MDR1-G-RTR-SEA1 [Lo0] . .
1
26 P 220 P SEA1 [Lo0] (SSH) yuxinzha@cisco.com 6.90 KB No No
View Full Auditing Info
Sep 5, 2024 Sep 5, 2024 MDR1-G-RTR- MDR1-G-RTR-SEA1 [Lo0] . .
10:41 AM 10:45 AM SEA1 [Lo0] (SSH) yuxinzha@cisco.com 19.14 KB No No
Aug 16, 2024 Aug 16, 2024 MDR1-G-RTR- MDR1-G-RTR-SEA1 [Lo0] o N
4:05 PM 4:07 PM SEAT [LoO] (SSH) yuxinzha@cisco.com 446 KB He No
Aug 16, 2024 Aug 16, 2024 MDR1-G-RTR- MDR1-G-RTR-SEA1 [Lo0] o N
h X 0 Byt N N
4:01PM 4:26 PM SEAT [Lo0] (SEA_PLUS) Ylikinzha@cisco.com vies © o
Aug 16, 2024 Aug 16, 2024 MDR1-G-RTR- MDR1-G-RTR-SEA1 [Lo0] . .
4:01PM 4:03 PM SEAT [Lo0] (SSH) yuxinzha@cisco.com 11.60 KB No No
Aug 16, 2024 Aug 16, 2024 MDR1-G-RTR- MDR1-G-RTR-SEA1 [Lo0] - N
3:56 PM 3:59 PM SEAT [Lo0] (SSH) yuxinzha@cisco.com 4.37 KB No No
6 Records Show Records: 10 ~ 1-6 (1]

#CiscolLiveAPJC

BRKIOT-2081
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Cisco Secure
Equipment Access

Session Request
and Approval
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Remote User Benefits  Administrator Benefits

. Can request access to a - No need to pro-actively add
remote asset users to group - they request

- Request is routed to a list of when needea

approvers . Simple approve / deny / revoke

. Once approved - user gets action to be done by approvers

instant access for the . Approvers and Administrators
requested duration can be separate users

cisco M&. #CiscolLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 59



Simple "Remote User" workflow

« Request, approve, and access:

For maximum granularity and security, access is not granted to the whole group, but only to
the specific asset(s) and access method(s) that have been requested and approved.
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Cisco Secure
Equipment Access

VLAN Access
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VLAN Access on |[E Switches for SEA Agent

Edit Additional Configuration

- For switches, when installing SEA, you can e
configure access to up to 9 VLANS. -
- For each VLAN you can use a dynamic (DHCP e
address) or configure a static IP address. w pra ,
- Multiple interfaces will be created inside 10X, e —
each in their respective assigned VLAN S
- No overlapping IP addresses between VLANs
- Note: the IOx port must be in trunking mode, o

for example:

interface AppGigabitEthernetl/1 s S
switchport trunk native vlan 4094 A
switchport mode trunk

cisco W&- #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 62



IOS + Linux,
or [Ox

cisco L{V&/



How 10x
Can Help

The Network as a sensor,
Or an access gateway

cisco Lz{@/

Security Posture &
ZTNA of OT Assets




Application Hosting, What is it?

s N P

e K & <, @,
. Atthe edge of the network - wd ‘ S5 B W G e S ‘ oL B Al S e S5
- No dedicated server HW needed I - e I . I R

« Fanless & I-Temp

IOx System Services |Ox System IOx System Services |Ox System
Capabilities

Capabilities
VAULT Extended

SW ASIC Extended
Storage Storage
L

- Uses lightweight containers

- Runs native docker images *

- Provides familiar tooling  docker

Developer Support

« Cisco DevNet Ecosystem

ase’ DEVNET
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/O Model Abstracts

Router |IOx model

— .1qgtrunk
Gi0/0/0 Routed I/F S
untagge

R |0OS-XE[_veeo 799

Async0/2/0 serial
Switch [Ox model
Gi1/1 Switchport

: ASSV|\(/: AppGig1/1 — .1qgtrunk
Gi2/16 untagged
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Industrial Switches

j R

7 j SEA Agent SEA Agent
IE3300, IE3400 IE3400H IE3100

SEA Agent Roadmap
,;,,; >—o—o—o—u ,_&__EJ 1] I_; b [ :!r‘

Platforms that
Support SEA Agent Industrial Routers

H = ‘SEA Agent 2 a | SEA Agent

IR1101 IR1800

SEA Agent

00«

Roadmap

IR8300
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Turning the
Network into an
Asset Inventory
Sensor

cisco Lz{@/




The Role of the Cyber Vision Sensor

Decodes Industrial
Protocols (DPI)

Sends Metadata to the

Cyber Vision Center

@®—0—0

Understands most OT and IT
communication protocols to
analyze packet payloads and

extract meaningful information

Captures industrial network flows
(passive) and queries devices
(active). Stores data locally in

case the Center is not accessible

cisco Lz{/&/

#HCiscoLiveAPJC  BRKIOT-2081

Sends metadata to the Center for
storage, analysis and
visualisation. This only adds 2 to
5% extra traffic to the network

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Security That Scales With Your Infrastructure

Visibility and threat detection built into your industrial network

Cyber Vision Center
Centralized Analytics & Data Visualisation

Welcome to ¢

Cisco || il il Bl =N — || Third Party
Integrations : 0 Integrations

Jos

Lightweight Metadata

_ Sensor \ Sens&r Sensor Sensor Sensor Sensor .
L = L 7] S T ——— e 0
e S===
'_ﬁﬁ w %QE‘ £ !
) ’ IR1107 IR8300 Catalyst IE9300 Rugged Catalyst 9300/9400 e
IE3300 and |E3400'_‘|D 4G/5G Router Multiservice Router Y A ig - Switchez IC3000 Industrial Compute
IE3400 Switches IP67 Switch ogreg
Network-Sensors Hardware-Sensor
Deep Packet Inspection built into network-elements eliminating the need for SPAN DPI via SPAN to support brownfield
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Why is a network-sensor important?

Most industrial network traffic is East-West, not North-South

e
Purdue level 3 R

Non optimal location

Most industrial control traffic

network is local to the production cell

Expensive

Additional hardware, cabling A sensor embedded in the network
for out-of=band SFAN network sees everything that attaches to it

cisco W./ #CiscoLiveAPJC BRKIOT-2081 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 71



Why is a network-sensor important?

RSPAN is not a viable option for control system networks

<
Purdue level 3 K

Purdue level 2 ::3 |CS <
network

Purdue g8 : =5 ;_, i
level 0-1 SPAN Sensor embedded in the network
| Control traffic generates lightweight metadata that
1 traffic

does not congest QoS queues
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Why is a network-sensor important?

Visibility you can deploy at scale without the need for costly SPAN networks

Easy deployment Cyber Vision Center
Low TCO S

Other solutions

SPAN based solutions
incur huge additional
hidden costs

Sensor

)
Purdue level 3 K9

Sensor

<
D

Purdue level 2 [Ra3S network

Network

Application-Flow
Sensor Lightweight

Metadata
Non-Cisco

Purdue Switches

level 0-1
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Network-sensor will solve architecture challenge

Distributed edge active discovery gives you 100% visibility

Other solutions Cisco Cyber Vision

Active discovery by edge
sSensors can see more

.
Welcome
157 27 324 90
% 27 6

Centralised active discovery
cannot see behind firewalls
and NAT boundaries

’ Active Lightweight
/ discovery Metadata
requests
- ¥ : -
6. NAT/Firewall 6. NAT/Firewall
B
Boundary Active 1= = (Sensor) oundary
discovery 1 «3
requestsv —
PLC/RTU/IED PLC/RTU/IED

0000 0000
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Network
Segmentation

cisco Lz{@/

Segment Network into
Smaller Trust Zones

Cisco Firewall Cisco
Management Cyber Vision

EHH

CERIN

) NQ

CELL Segmentation

ZONE Segmentation




The Segmentation Journey - Virtual Segmentation

ISA/IEC 62443

Q O
Enterprise J @
| O O
|
Sl Gl gl |
Virtual Segmentation
L _—* B Visualising the zones and

el CollAres Cond_wts model and
o zone 2 reacting to data

[ ] [ ] observed between zones

cisco Lz{@/
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The Segmentation Journey - Macro Segmentation

ISA/IEC 62443

Industrial Conduit
Data Center

Cell/Area

Zone 1

N

)

cisco Lz{@/

#HCiscoLiveAPJC  BRKIOT-2081

Macro Segmentation

« Pushing policy across
“large” zones (between
Cell/Area/Zones/Production
Lines)

 |DF is typically point of
VLAN termination and is a
conditioned space
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The Segmentation Journey - Micro Segmentation

ISA/IEC 62443

Enterprise |
|
|
I
Micro Segmentation

@Conduit DMz
Data Center [—]
J . .
* Pushing policy across

Cell/Area “small” zones
o « Segmentation within
Cell/Area Zones
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Aggregated activities match IEC62443 conduits

Unaggregated

Building J

Manuf - Scada & Hmi  Manuf - Engineering
Motor Control

View all asset relationships
cisco Lz{/&/

Aggregated N

Manuf - Scada & HMI  Manuf _Engineering
Motor Control

E A
e i frry,
IIIIIIIIIIIIIIIIIIIIIIIIIIII ‘
[SIEMENS|
‘Siemens. 162.168.0.10 \\\‘
| Manuf IO .
ISIEMENS :
oA Cell 19 b=l =

2
A ~ et

W i |||||||[""“E"‘s SIEMENS =
Sow 001 900 Cot 10 57300 Cell 10 —
| 73
<~ 5 G
~ - ,/ -
<

N
A}
\
A
W
~
W

e, Siemens 18 from my
S N v AutoWobot
Robot Control \\\‘Pllz Safety il —p—

v ==

e ey P szt

Somocrar 10230 1839 S dze. et DCP MRcaat 000

Easily browse through conduits
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Examine 'Conduits’ between 'Zones' with Cyber Vision

Legend h Emerson Vlan 222 - Cell3 L
—_— . C—
Options A Siemens Vlan Cell 1 Emerson Vlan 222 - Cell3 Emerson Vian 111 - Cell2

Show network activities

Specific inter-cell flows can be exposed.
If required build micro segmentation policy exceptions for
these flows.

cisco Lz{/&/
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Cyber Vision + ISE Simplifies Segmentation

| can group assets into
zones that match my

industrial process

® Zone 2

» 7 u

'SIEMENS ISIEMENS ‘.

gy i eason
F 'SIEMENS u

AuTamaon
wr«ssa
.
'SIEMENS n
o

—ry
Mf?uumm—mﬂmwm
Focieweil

=

Rl 192.168.3.41

Cyber Vision Map View

cisco Lz/&/

| can build security
policies that will not
disrupt production

Zone 1 MES

v X v X
X v v X
v v v 4
X X v v

pxGrid update with asset
endpoint identities and group
Cell1 as custom attribute

Cisco ISE Policy Matrix

#HCiscoLiveAPJC  BRKIOT-2081

Segmentation of
industrial network

Cell 1 Segment

-
m MY Industrial
v M Switch

dACL HE—

/ PLC/RTU/IED
o] OOOC
>y

\ Cell 2 Segment

VLAN Lty Industral
HMI
PLC/RTU/IED

0000
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Develop Incident
Investigation & Response

Cisco XDR
Integration

cisco Lz{/a/



X(tended) D(etection) & R(esponse) & Cyber Vision

Cloud based advanced Security Ops Centre Tool

XDR High level architecture

\ Extended Detection Response
Cyber Vision e | ¢ cloud ( r )
cisco — Raw Telemetry Behavioral Analvi _
GROWDSTRIKE G N . — ehavioral Analytics User Triggered Guided Playbooks
lo g etwor
T Anomaly Detection
2] virustora Events : Y Automated Workflows
i) sentinelOne T] Email Attack Chaining Incident Triggered
Amezn N y Threat Intelligence ident Groai Pivot Menu Actions
. = enti _— ncident Creation
Incidents =) | -sextratop @l v Scheduled
—— 4‘ L Firewall Enrichment Incident Prioritization Solution Agnostic
API calls for . Automation Rules . )
Orchestration & ) '%: Endpoint Device Context Atomatic Enchment ————> | Rapid Containment
dashboards /, exabeam . | Automatic Enrichment | . )

Multi-vector telemetry ingest network,

Cross domain alert detections and

Automated or user triggered

cloud, endpoint, email, and more from

attack chaining with automated incident
prioritization and enrichment

responses to block observables using
any integrated technology

Cisco and 3rd party

XDR is a major enhancement to what was previously called 'secureX'

cisco Lz{/&/
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Promote Cyber Vision events to Cisco XDR

Launch investigation in XDR

View events in Cyber Vision

il Threat Response westoste  Snapshots  incidents  Intelligence =N (e
T T | <o s nciosen | [ Ghengs Stsws - | Link Rsersnce - | [ o a

Stop CPU command has been detected from 192.168.105.241 (& 192.168.105.241) | - .
—  April2,202411:40:55 AM Control Systems Events  IP: 192.168.105.241 | MAC: 34:17:eb:d1:c9:97to (I 192.168.105.112 = woe-e- | Control system event: Stop CPL) command has been detacted from...

Control system event: Stop CPU com... Controd system event: PU command has besn detected fram 192.168.249.114:1110 10 192,168.249.50:502
Tisco Cyber Vison - 2021-05-2 50,1702 fed by Cisco Cyber 42,96

(#192.168.105.112) | IP: 192.168.105.112 | MAC: 28:63:36:85:b3:32

 Vision

Snort: Attempted Information Leak fro.

Summary  Obsenables  Timeloe  Sightngs  Linked Retarences (0}
source destination Flow Source component Destination component Security lntelligence event - 17_Reput .
& e e - 20210 s ¥ Seen at 2021-05-26T04:30:27.061 =0 hd Assignese
> Source port: 1613 Device: & 192.168.105.241 Device: ¢» 192.168.105.112 Securly Inteiligance event - (P_Reput... [ ::.ﬁ:;m :::: L —
Destination port: 102 Name: 192.168.105.241 Name: 192.168.105.112 AL WGP Event Sarvion - 202101137 Senacr: Neuvork Semor Evrommont: Globel
MAC: 34:17-eb:d1:c9:97 MAC: 28:63:36:85:b3:32 Security Intelligence event - IP_Roput... P Ay [ fesclion: ik
192.168.105.241 192.168.105.112 IP: 192.168.105.241 |P: 192.168.105.112 o e
Securly Intelligence event - 1P_Reput. Carwgories:
Tag: # Engineering Station Tag: ® Controller Mo 450210 oo Destivation ﬁ'wlw dM:::
Name DESKTOP-GEAFZN  1769-L16ER/E LOGIKS316ER end.
Viulnerabilities detected: 32 Securty leligence event - 12_Repur... e [ — .
Report to XDR = o 8 Mac  D0:Dc29cT:0B76 1454330 cken oo
Security Inteligence event - 1P_Reput... ¥ iz 192.168.249.50 o
o sert_saricn . 203 St Tags  WINDOW C, ROCKWELL
Security Intelligence event - 1P_Reput " “m"&”‘g'su Bas
sl e-ceTio s dress 192.160.269.50 P = P address

Security Intelligence event - IP_Reput. BLES RELATED TO SIGHTING {1 Add to curent Investigation

ddress 192.168.248.114 Investigate in Threat Response:

Promote event |- P
to Cisco XDR o .

Talos ntelligence

[ Search for this IP

Umbralia
5 1P view for 192.168.269.50

Events generated in Cyber Vision for process Investigate the threat with enrichment
anomalies, signatures and control system can be from Cisco and 3™ party security products
promoted
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Cisco XDR Ribbon on Cyber Vision
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Notifications ~ Settings

BRKIOT-2081
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Launch investigations,
Orchestrate playbooks...

...directly from Cyber Vision
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Investigate OT events with Cisco XDR
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Wrapping Up
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"You cannot protect
what you cannot

)




How Cyber Vision helps

Areas of concern Cyber Vision Capabilities

' Risk analysis

v

** Risk scores, Security posture reports

@ Incident prevention > b‘ IEC-62443 zone segmentation with Cisco ISE
‘-. . . . .
74" Incident detection & response > A Snort IDS with Talos Threat Intel, Cisco XDR

v

Vulnerability management * OT asset vulnerability, Cisco VM Risk scores

@"® Asset inventory, Activities, Security insights

v

n
o
V)

Cyber hygiene

to implement best practices
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Cyber Vision Center

Enlist your
OT network
for security

Application Flow

Metadata
Cyber Vision
Sensor

1

Cisco Industrial switches and gateways
see everything that attaches to them so

you can gain visibility at scale

built into your network infrastructure
cisco Lz{/&/
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SEA Key takeaways

- Contemporary network access embraces ZTNA, not VPN

- SEA is built with ZTNA in mind, for OT networks

- SEA is embedded in your network - no additional equipment
- SEA is Cloud managed by Cisco - nothing to install
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Industrial loT Summit@Cisco Live APJC Wed 14th

11:45 - 12:20 | Lunch & Networking inside the Room Lunch & Networking inside the Room Lunch & Networking inside the Room
. ) ) Transportation Cisco Executive
i . . Mining Cisco Executive Welcome s Wel
12:20 - 12:45 Utilities Cisco Executive Welcome Dave West. Senior Vice President eicome
Vikas Butaney, Senior Vice President, Cisco Samuel Pasquier’ Vice President, lloT Product wisiien Ll Wioe Presicins Clobel 1ol Selies
Ross Delacour, lloT APJC Regional Director l(/lanagement ’ Bryan Tantzen, Sr. Director, lloT Solutions
iliti mmit Break Minin mmit Break Transportation Summit Break
12:45 - 4:30
Industry breakout sessions bring focused dialogue to the key topics you care about: Breakout sessions include curated presentations by industry
leaders including an industry panel discussion with Q&A. These meaningful conversations related to current and emerging trends will empower you
to navigate the ever-changing IT/OT landscape with actionable takeaways you can bring back to your environment.
4:30 - 5:15 Cocktail Reception
’ ’ Interact with your Industry peers and Cisco Industrial loT Executives

cisco Lz/&/

Contact Alex Lynn (alelynn@cisco.com) or
Andrew Johnstone (ajohnst3@cisco.com) for admission
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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