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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.
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- Use Case #1: Unleash the power of template

« Introduction

- Use Case #2: Streamline software upgrade

- Use Case #3: Automate replacement

- Use Case #4: Track compliance and configuration
- Use Case #5: Automate the ring

- Takeaway
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Introduction
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IT and OT are converging but OT is different

Know your game

- More distributed

- Increased security requirements

- Maximising uptime, minimising maintenance

- Enhanced redundancy

- Priority and low latency desired for industrial protocols
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What are you asked to do with OT network?

Know your skills

Security service
deployment

Implementation &
adjustments

Consistent

Software images : .
configurations

Resilient network Troubleshooting
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What is Cisco Catalyst Center?

Know your tools
X
v

Cisco Catalyst Center @ NetOps ‘

@)

Automation

@ AlOps

Plug and Play
(;\N Composite Template
) SecOps Compliance Check
= = Software Update
RMA Automation
Physical and virtual infrastructure @ DevOps REP AuL:omati(l)n

S~
@ = Assurance
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There are good matches here

Scale security services deployment Plug and Play

Standardise software image \' Composite Template

Maintain consistent configurations ‘{'A Compliance Check
Scale implementation & adjustments Software Image Management
Expedite troubleshooting RMA Automation

Assurance
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Use Case H1

Unleash the power
of template
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Lifecycle with Cisco Catalyst Center

Day O Day N Day N
Plug and Play Provision Assurance
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Plug and Play (PnP) automation saves you time

Complexity Security

A — O O <
e i e T ==
& o [l
Order Staging  Manual Technician
Equipment Site Installer dg\igleoén
site

_:(:3:_
E @ PnP Automation - <
Order
Equipment %%

Drop Ship | Device discovery (DHCP, DNS, Cloud) | Non-technical installer at site | Template based
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What template structure do we have?
Template Language { Velocity, Jinja }

Plug and Play Template { Onboarding Configuration Project }

Day N Provision Template { User Defined Project }
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Provisioning

Sites

CLI Templates

y | y |
i Al

4
il

Direct CLI template push

Network profiles

Configuration Templates

cisco Lz{/&/
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Plug and Play (PnP) Onboarding Template

= vl Catalyst Center Design / CLI Templates
CLI Templates / |E_PnP (19) Properties
Templates Variables Simulation Provision Conflicts

(x) System Variables Assistant @ Template History & Attach to Network Profile -

Variables Minimum configuration
device needs

vlian {{ mgmt_vlan_id }}
name mgmt_vlan
interface Vlan{{ mgmt_vlan_id }}
ip address {{mgmt_vlan_ip}} {{mgmt_vlan_netmask}}
no shutdown

ip route 0.0.0.0 0.0.0.0 {{mgmt_gateway_ip}}
!

netconf-yang
pnp startup-vlan {{ mgmt_vlan_id }}
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Plug and Play (PnP) Onboarding Template

thaibe Catalyst Center

Aseion S Assign Provision o Y,
Sign S| aur ‘
e Configuration Templates .

Q. haimeng

Provision Templates M|n|murr_1 configuration
device needs

‘ (i\ Day-0 templates do not suppaort Interactive Commands. e
Devices Export Template Parameters (1) Import Template Parameters (1)
Solact devices to fill out provisioning parameters IE_PnP 4
Select Managameant VLAN® P
(), Search 1o ¥
]
Show All @ Success @ Failed Mar
< IE_FnP (2) 10.24.10.18
I (2) FDO2127UOKF (hostname: PLANT1-CELL2-IE3) ,
Select Managament VLAN Netmask*
@ FDO2137U0MQ (hosthame: PLANT1-CELL2-1E2) 124 v
Management Default Gateway 1P*
10.24.10.1
Multiple devices _ & , g G D E -
1 Project Name:Template Name Device Name mgmt_vlan_id mgmt_vlan_ip mgmt_vlan_netmask mgmt_gateway_ip
10 10.24.10.12  255.255.255.0 10.24.10.1

2 Onboarding Configuration:lE_PnP FOC2330VOTK (hostname: PLANT1-CELL1-IE1)
3

cisco W. #CiscoLiveAPJC  BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Composite Template for Day N Provision

Y, F@

99 &
Modularised Organised Scaled
Configuration Composite Template - Full Configuration

Sequence
1 Regular Template - Function 1
2 Regular Template - Function 2
3 Regular Template - Function 3
4 Regular Template - Function 4

cisco W&- #CiscolLiveAPJC BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 19



Use Composite Template for Day N Provision

= il Catalyst Center Design / CLI Templates l

ci1sco

CLI Templates / |E3x00-Full-Configuration (20) PP Composite Template

Templates Simulation Provision Conflicts

Add applicable templates to create your composite template's sequence.

Abort sequence if deployment fails

Control configuration

2! sequence by Reorder

Reorder More Actions

Template Name Device Series

VLAN and Interface Config 5
IE3x00-QoS-Template QOS COﬂfIg 5

[ ( )
o ( )
egular — IE3x00-L2NAT-Template i i 5
[ ] L2NAT Service Config
( )
_( )

|IE3x00-Vlan-Interface-Template

IE3x00-10x-Template IOX SerV'Ce Conflg 3

|IE3x00-SEA-Template

Secure Equipment Access Service Config

cisco W- #CiscoLiveAPJC  BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 20



Entering values for template variables is hard!

- Interface Name GigabitEthernet1/3
- |IP Address 10.20.30.40

- Default Gateway 10.20.30.254

- Netmask 255.255.255.0

- VLAN ID 123

- URL developer.cisco.com/docs/iotod/welcome

cisco W&-/ #CiscolLiveAPJC BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Let’s make it intuitive - Bound to Source with filter

Reduce human errors when provisioning devices

When you define Variable When you provision device

[ machine_port ] IE3x00-Vlan-Interface-Template IE3X00-L2NAT-Template

Select Management VLAN®
10

Field Name
Select Machine Port

\____/

Required Variable Select Machine VLAN®

Cell 1 Machine Vian v

Select PC VLAN*

Variable Data Value

Cell 1 PC Vlan v

(O User Defined @ Bound to source (" Seloct Machine Port* -

Data Entry Type
Multi Select v
7

Entity Attribute
GigabitEthernet1/10
Interface v portName v

Inventory

—

Source ] Reset  Select Al =Q Find GigabitEthernet1/3 ®  GigabitEthernet1/4 ®  GigabitEthernet1/5 %
v

Select Machine Port =

GigabitEthernet1/6

Filter By Condition*
portName v Regular Expression v GigabitEthernet1/7

Filter Value*
~GigabitEthernet1/([3-9]/10)$
-
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Let’s make it intuitive - Key Value Pair List

Reduce human errors when provisioning devices

When you define Variable When you provision device

machine_vlan_id

Field Name
Select Machine VLAN @ Required Variable

Variable Data Value

Variable Data Source

© User Defined () Bound to source

Variable Type Data Entry Type
String v Single Select

IE3x00-Vlan-Interface-Template IE3x00-L2NAT-Template

Select Management VLAN*

(7 Data Values

Key «

Cell 1 Machine Vian
Cell 2 Machine Vian

Cell 3 Machine Vian

\_

10 v
(7 -
‘ Select Machine VLAN*
Cell 1 Machine Vlan ~
- Cell 1 Machine Vlan
Value Cell 2 Machine Vlan Cell 1 Machine Vlan
501 Cell 3 Machine Vlan
it e e —gmmiem e ee— -, —, JigabitEthernet1/4, GigabitEthernet1/5, GigabitEthernet1/7
' J
502
503

cisco Lz/&/
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Cisco Cyber Vision to enhance OT visibility

Embedded sensors in industrial switches and routers

Hardware sensor

DPI and IDS for any Cyber Vision Center On-Center sensor

. _— = Centralized
network equipment | 0 o = = B DPI and IDS
R elolofo]
Network sensor T
DPI built into A
the network P : Lightweight
| Metadata

7
7
4
7’

- E—AN% L5
g & O
) e 0 LR €2 @

SPAN option and Hardware sensors to support brownfield Network embedded sensors as you evolve and grow your operations
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Cisco Secure Equipment Access for OT

Embedded ZTNA gateways in industrial switches and routers

Simple, Scalable, Distributed ZTNA

Secure A
ZTNA Equipment ._
Trust Broker Access

..................... ‘A-
- Only one rule required to allow
access to and from SEA service

Get remote access to assets using the same switch
that provides secure connectivity

Eliminate complexity of creating and managing
multiple firewall rules across all your sites

.............................................

Users can access only specified
Level0-2 asset

Maintain resource isolation by traversing NAT
boundaries without exposing private IP addresses

SEA agent can reach private IP
addresses

-
")
O e

Cell 1 Cell 2 Cell 3

cisco M&-/ #HCiscoLiveAPJC  BRKIOT-2016

ZTNA gateways
embedded in
the network

Q Q Q Q

Prevent lateral movement by enforcing segmentation
on the switch that runs the ZTNA gateway
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Cyber Vision Service Template
Only one variable with

default value 2508

traffic for deep packet
inspection through Cybe
Vision sensor on the switch Jesss e il

Templates

SPAN all access ports

pfovision Conflic

Simulation

Variables

Properties

IE3x00-CV-Extension-Template (9)
remote_span_vlan

|

Finld Name

° Enter Remote SPAN Vlan Ip

CLI Templates |

Provision Conflicts

& Attach to Network Profile CME  Show Design Contiiets O

Variables Simulation
(), Search

Templates

Aute saved: 10:59 PM (

[3 Template History
18 Required Variable

(x) System Variables Assistant

remate_span_vian

vtp mode off
Variable Data Valug

vlan remote_span_vlan}
remote-span
ss_port_array [1 %
6 r interface —interface %
{% if interfac faceType "Phy. " ace.portName lace "$1" "GigabitEtherne Variable Data Source
% if inter e.portMode ! i i i - Type a © User Defined () Bound to source
do access_port_array.append(interface. tName) ¥}
endif variaLle Typ Data &
{% endif % String v Text Field v
endfor
{% if acc port_array | length } ;;:;Iw o
monitor session 1 source interface GigabitEthernet 1/3 - 1@ , GigabitEthernet 2/1 - {{ access_port_array | length
{% else ¥ Maximum C
monitor session 1 source interface GigabitEthernet 1/3 - 1@ Maximum
Variable Notes
Hirt Taxt Additional Info
Additional Info

span_vlan}}

{% endif %}
monitor session 1 destination remote vlan
monitor session 1 destination format-erspan 169.254.1.2

Use 250 if it's not used in the switch

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 26
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Secure Equipment Access Service Template

CLI Templates / |E3x00-SEA-Template (2) Properties

Templates Variables Simulatign Provision Conflicts

) i o 7
(x) System Variables Assistant [® Template History  ¢? Attach to Network Profile C I show Design Gamhcw@

wsma agent exec One variable for URL

profile exec
wsma profile listener exec
transport http path /wsma/exec
cgna gzip

archive

path flash:/

maximum 3

ida transport-profile wst

callhome-url wss://{{iotod_region}}/wst/cgna
active

cgna profile cg-nms-register

transport-profile wst

add-command show version | format flash:/managed/odm/cg-nms.odm
add-command show inventory | format flash:/managed/odm/cg-nms.odm
interval 3

active

url https://localhost/cgna/ios/registration

gzip

cisco W&-/ #HCiscoLiveAPJC ~ BRKIOT-2016
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Secure Equipment Access Service Template

iotod_region

(Q search

_ | e Use Key Value Pair to have
_ ‘ drop down menu for users
iotod_region ° loT Operations Dashboard Region Required Variable

to pick EU or US region

without entering the real
Variable Data Value URL

Variable Data Source

© User Defined () Bound to source

ﬂariab\e Type Data Entry Type \

String v Single Select N4
Data Values
Key = Value Default Value
EU device-eu.ciscoiot.com O
us device-us.ciscoiot.com []

cisco W&-/ #HCiscoLiveAPJC ~ BRKIOT-2016
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Tips for Template

- Keep onboarding template short

- Use composite template for Day N provisioning

- Spell the full word for CLI, switchport vs. switch. Affect compliance!
- Use Source Bound Variable to populate values for variables

- Use Filter By / Condition / REGEX to limit values selection

- Use Key / Value pairs as a list to make input intuitive
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Use Case H2

Streamline
software upgrade
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Challenges with Software Upgrade in OT Network

- No visibility on how many outdated images in the network

- Updating software one by one takes too long time

- Takes long time to distribute software due to low WAN bandwidth
- Need to upgrade in a sequence to minimise downtime

- Need to upgrade in parallel to reduce the maintenance window

- Locally downloaded image might be corrupted

cisco M&. #CiscolLiveAPJC BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31



Visibility on Outdated Images

Devices (6) Focus: Software Images
Q, Click here to apply basic or advanced filters or view recently applied filters

0 Selected Tag (%) Add Device Image Update Image Update Status Actions v ®

D Tags Device Name IP Address Device Family Reachability ® Software Image
C1100[17.09.03.0.15] \
- . . 10.1.210.14 Rout (
O O PLANT1-RTR.ucslabstl.local outers ® Reachable © Needs Update
O o PLANT1-CORE.ucslabstl.local 10.24.10.1 Switches and Hubs g o hable catdk_lasxe. 17.06.02.5PA.bin

(WLC Capable) @ Needs Update

O PLANT1-IDF1-SW1.ucslabstl.local 10.24.10.11  Switches and Hubs @ Reachable eatSk_lite_laaxe-16.12.03.5PA.bin

@ Needs Update
) ie3x00-universalk9.17.12.01.SPA...
0 O PLANT1-CELL1-IE1.ucslabstl.local 10.24.10.12 Switches and Hubs ® Reachable © Needs Update
) cat9k_lite_iosxe.17.03.04b.SPA.bin
O Q PLANT1-IDF2-SW1.ucslabstl.local 10.24.10.13 Switches and Hubs ® Reachable QNeeds Update /
O Q PLANT1-CELL2-IE1.ucslabstl.local 10.24.10.14 Switches and Hubs Reachable ie4000-universalk9-mz.152-8.E5...

cisco M- #CiscoLiveAPJC BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Image Distribution Server Makes Distribution Faster

= ‘asco Catalyst Center Design / Network Settings

Servers Device Credentials IP Address Pools Wireless Telemetry Security and Trust

Configure external ne rk servers, assi

~ N time zones to sites, and customize device CLI login banner messages. The
() Find Hierarchy = =
system w visioned.

@ Global Add DNS servers
Do e Configure image
e distribution server
N for the site

Image distribution server
caches images in advance

v Image Distribution
Select SFTP servers to ac

as image distribution 2rs. A distributed

WIM architecture, using suitably located SFTP
ware image upgrades and conserve WAN bandw

servers, can help suppc

device so

large-scale

@ Add image distribution servers

10.24.10.222

dnac-admin@regionl-image-server: e
+/468¢92c0-12b1-4a6d-b7df-be9a9cad5388 Jie3x00-universalk9.17.1
./69da5d7d-a12d-45f9-bc22-03fcfafcbad4 Jie3x@0-universalk9
./68af28db-941c-48a9-8de6-a234ef10a48dJie3x00-universalk9

admin@regi

cisco M-/ #HCiscoLiveAPJC ~ BRKIOT-2016
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Image Distribution Server to Distribute Faster

PLANT1-CELL2-IE2.ucslabstl.local (10.24.10.15) Image Update -
Date: Apr 14, 2024 12:56 PM Duration: 16 minutes 42 seconds Status: @ Successfully updated with ie4000-universalk9-mz.152-8.E5.bin
Operations Checks

~ @ Distribution 7 minutes 13 seconds

Distribution of image: ie4000-universalk9-mz.152-8.E5.bin on device: 10.24.10.15 from external file server: 10.24.10.222, with protocol: SCP completed successfully

mage Integrity Verification
1 second

Task Name Image Integrity Verification(KGV) DiStribUteS image th rough
Success (Pre integrity verification of image: ie4000-universalk9-mz.152-8.E5.bin completed successfully) 1 O i 24 i 1 O i 2 2 2 | mage

)

Task S

distribution server not
Catalyst Center over
Pre Distribution Script Execution WAN

Success (Pre distribution process completed for image: ie4000-universalk9-mz.152-8.E5.bin on device: 10.24.10.15)

v ° Pre Distribution Operation
2 seconds

v @ Distribution
7 minutes 6 seconds

Task Name Primary Image Server

Task S S Success (Distribution of image: ie4000-universalk3-mz.152-8.E5.bin on device: 10.24.10.15 using protocol: SCP completed
successfully)
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Image Distribution Server to Distribute Faster (cont.

~6 mins saving

PLANT1-CELL2-IE2.

O UC5|ab5‘)‘-|0°a| (10.2 Switches and Hubs Apr 14, 2024 22 minutes 30 seconds
4.10.15

@ Successfully updated with ie4000-uni

thoutdistribut
IE-without-distribution versalk9-mz.152-8.E5.bin

PLANT1-CELL2-IE2.

. . Successfully updated with ie4000-uni
D ucslabstl.local (10.2 Switches and Hubs Apr 14, 2024 9 minutes 23 seconds /2(7)E10 Downgrade ° y up )
4.10.15) versalk9-mz.152-7.E10.bin
PLANT1-CELL2-IE2.
full ith ied! -uni
()  ueslabstllocal (10.2 Switches and Hubs ~ Apr 14, 2024 | 16 minutes 42 seconds | 15.2(B)ES IE-with-image-distribution & uecessfully updated with ie4000-uni
4.10.15) versalk9-mz.152-8.E5.bin

v @ Distribution
16 minutes 25 seconds

Task Name [Primary Image Server \

_ _ _ N Fall back to Catalyst
Task Status Failure (NCSW32001: Distribution failed from external file server: 10.24.10.222 using protocol: SCP. Image distribution to the .
device failed, due to temporary network error(s)) Center If
N _ Distribution server is
ask Name Primary Protocol
Task Status Success (Distribution of image: ie4000-universalk9-mz.152-8.E5.bin on device: 10.24.10.14 using protocol: HTTPS nOt ava Ila ble .
completed successfully)

WV
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Upgrade Multiple Devices at the Same Time

Devices (8) Focus: Software Images

Q Click here to apply basic or advanced filters or view recently applied filters

3 Selected Tag (¥) Add Device Image Update

[} Device Name

0 O PLANT1-CORE.ucslabstl.local
O (@) PLANT1-IDF1-SW1.ucslabstl.local
< O O PLANT1-CELL1-IE1.ucslabstl.local

O O PLANT1-IDF2-SW1.ucslabstl.local

2 Q PLANT1-CELL2-IE1.ucslabstl.local
2 &) PLANT1-CELL2-IE2.ucslabstl.local

/] O PLANT1-CELL2-IE3.ucslabstl.local

c1sco '&‘/

IP Address

10.24.10.1

10.24.10.11

10.24.10.12

10.24.10.13

10.24.10.14

10.24.10.15

10.24.10.16

#CiscolLiveAPJC

Image Update Status Actions ~ @

Device  Inventory > | ® Software Image
Software Image >
Image lyndate
Switcl w
(WLC Provision >
Image Update Status
Telemetry >
Switcl Download Update Readiness Report
Device Replacement >
Check Image Update Readiness
Switcl Compliance >
W Needs upaate
More >
Switcl e cat9k_lite_iosxe.17.03.04b.SPA.bin
4 © Needs Update
ie4000-universalk9-mz.152-7.E1...
Switches and Hubs © Reachable
@ Needs Update
ie4000-universalk9-mz.152-7.E1...
Switches and Hubs Reachable
® @ Needs Update
ie4000-universalk9-mz.152-7.E1...
Switches and Hubs @ Reachable

BRKIOT-2016

@ Needs Update

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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You can define the sequence to upgrade

= ‘dsco Catalyst Center

Device Activation Order

You can use filters to sort devices and order the
sequentially. After devices are sorted, you canr

Devices in Parallel(3)

Parallel Sequential

Q_ Filter Devices

0 Selected

D Device Name =«

O PLANT1-CELL2-IE1.ucslabstl.local
O PLANT1-CELL2-IE2.ucslabstl.local
@)

PLANT1-CELL2-IE3.ucslabstl.local

cisco Lz{@/

IP Address

10.24.10.14

10.24.10.15

10.24.10.16

aluile Catalyst Center

Device Activation Order

You can use filters to sort devices and order their activation in parallel or
sequentially. After devices are sorted, you can reorder them sequentially.

Devices in Parallel(3)

Parallel Sequential

O\ Filter Devices

1 Selecte

:= Move to Seque‘\lt\al Update Order

(] Device Name =~

’ PLANT1-CELL2-IE1.ucslabstl.local

lj PLANT1-CELL2-1E2.ucslabstl.local

[_] PLANT1-CELL2-1E3.ucslabstl.local

#HCiscoLiveAPJC ~ BRKIOT-2016

IP Address Site

10.24.10.14 .../loT Demo/Plant1
10.24.10.15 .../loT Demo/Plant1
10.24.10.16 .../loT Demo/Plant1

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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You can define the sequence to upgrade

Devices Updates

Update Status @ In Progress (1) ¥ Waiting (2) @ Terminated (0) @ Success (69) Failure (32)
0 Selected Upcoming Tasks As of: Apr
( N
O Device Name Device Family Date Updated Duration Image Version Task Name Status
@ .
Switch d
0O le')sc ge.an Apr 13,2024 4 minutes 10 seconds NA IE-ALL-Upgrade-Mix ¥ Waiting
u
@
Switch d
0O H\:Jvll);: esan Apr 13,2024 4 minutes 10 seconds NA IE-ALL-Upgrade-Mix % Waiting
PLANT1-CELL2-IE1.
ucslabstl.local (10.2 Switches and : . ®
Apr 13, 2024 4 minutes 10 seconds 15.2(8)ES IE-ALL-Upgrade-Mix T .
O 4.10.14) Hubs P i ®) Pg l Activating 1e4000-Universalk...
\ 8 J

IET is upgraded
first, while the

other two IEs are in
Waiting status
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You can define the sequence to upgrade

Devices Updates

Update Status All (104) @ In Progress (2) ¥ Waiting (0) (© Terminated (0) @ Success (70) © Failure (32)
0 Selected Upcoming Tasks As of: Apr 1.
O Device Name Device Family Date Updated Duration Image Version Task Name ( Status \
PLANT1-CELL2-IES.
ucslabstl.local (10.2 Switches and 20 minutes 10 . © e— 25%
Apr 13, 2024 15.2(8)ES5 IE-ALL-Upgrade-M S :
O 4.10.16) Hubs P seconds (8) Pgr x Distributing 1e4000-Universal...
PLANT1-CELL2-IE2. @
Switch d 20 minutes 10 = 25%
()  ucslabstl.local (10.2 AL Apr 13, 2024 B 15.2(8)E5 IE-ALL-Upgrade-Mix — ,
4.10.15) Hubs seconds Distributing 1e4000-Universal...
PLANT1-CELL2-IE1.
ucslabstl.local (10.2 Switches and 19 minutes 58 . @ Successfully updated with ie4000-uni
Apr 13, 2024 15.2(8)ES IE-ALL-U de-M A
O 4.10.14) Hubs . seconds @) bl versalk9-mz.152-8.E5.bin

\ J

The other two IEs

are upgrading after
IET finishes
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Use Case #3

Automate
replacement
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RMA Workflow

|
[

P

Image License Configuration Integration
Upgrade Software Register Cisco Smart Inherit faulty device Replace faulty device
Image Software Manager configuration in ISE and Catalyst

Center Inventory

Fully automate all 15 manual steps Involved
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Streamline RMA manual tasks in one shot

Devices (6) Focus: Inventory

a Choose Replacement Device

You have selected to replace PLANT1-CELL2-IE1.ueslabstllocal. Now, it is time to choose your replacement device

1 Selected Tag (¥ Add Device .7 Edit Device () Delete Device Actions ~ (O

-] Tags Device Name IP Addres:  Inventory >ty G EoX Status (1) 1 Replacing PLANT1-CELL2-IE1.ucslabstl.local
P Address 10.24.10.14 Serial Number FDO2137U0MW
Software Image
= = Platform IE-4000-16T4G-E Software Varsion 15.2(8)E5
O Q PLANT1-RTR.ucslabstl.local 10.1.210 hable 1 alert (]
Provision 4 Available Replacement Devices (1)
Telemetry Below is the suitable replacements for your device. Unclaimed devices are ones that are onboarded through Plug and Play and Managed devices are the ones that are onboarded through Inventory or Disco

Q PLANT1-CORE.ucslabstl.local 10.24.10 hable 1 alert ]
Device Replacement >

Inventary

Replace Device @ Add Davice  Sync with Smart Account @

o ¢ PLANT1-IDF1-SW1.ucslabstl.local 10.24.10  Compliance > I
More Unmark for Replacement Device Name = 1P Address Manageability Serial Mumber Platform
O Q PLANT1-CELL1-IE1.ucslabstl.local 10.24.10.1¢ wiseu - reac ' ©  FoozizzuMg 10.24.10.221 Unclaimed FDO2137U0MG IE-4000-16T4G-E
Replacement History
N a Device Replacement: PLANT1-CELL2-IE1.ucslabstl.local - FDO2137U0MW
)] Q PLANT1-IDF2-SW1.ucslabstl.local 10.24.10.13 Cisco © Reachable 1 alert
N Syr DEVICE REPLACEMENT
Comsiemd - @ Succsss
'S Start Apr 20, 2024 11:03 AM End: Ape 20, 2024 11:13 AM
] O PLANT1-CELL2-IE1.ucslabstl.local 10.24.10.14 Cisco @ Unreachable 2 alerts .
" ( \
i ) This task was crastad to daploy configuration that was previously p ™. Visw Work tem Detalts
Show Stops
9 Adding the reptacement device in CSSM
Vossage T b dovicn s it registaras with CSSML Sipping rgatation of o raslacamant devicn with CS5M

Apr 20, 2028 11:18:33 AM
A 20,2028 111833 AM

15 manual tasks

Syneing davice in the ISE server

are automated - i
within 16 mins L p——

T Facity dovico has bean suces

July duluted from the invertary and PP,

Apr 20, 2024 11:18:37 AM k
A 20, 2028 11:18:44 AM

_ e J
cisco &‘/ "
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SD Card Swap Comparison

SD Card Swap

= For Your
Reference

Catalyst Center RMA ﬁ

Simple: operator inserts SD card on
Simplicity new switch

Operator in the floor replaces
hardware, cables and SD card

Persona
SD card swap does not configure
C let SNMPv3 credentials or replace
Ompleteness  yqice in ISE and Catalyst Center
inventory
Faster (Software Image is already in
Speed SD card) < 5mins ( For urgency)

Simple: operator starts workflow on
Catalyst Center

Operator on the floor replaces
hardware and cables

Catalyst Center operator starts RMA
workflow

Replaces SNMPv3 credentials,
replaces device in ISE and Catalyst
Center inventory

Fast, needs to distribute image to
the device. Up to 25 mins

cisco M&- #CiscolLiveAPJC BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Use Case #4

Track compliance
and configuration
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Compliance Summary

Automated Check on Lifecycle, Network Configuration, Software Version, Security Advisory

All Devices / PLANT1-CELL1-IE1.ucslabstl.local

PLANT1-CELL1-IE1.ucslabstl.local

© Reachable | @ Managed

DETAILS

Summary

System

Interfaces

Layer 2 Configuration BETA
Browse Configurations
User Defined Fields

REP Rings

SECURITY

Advisories

FIELD NOTICES
Field Notices

Potential Field Notices

COMPLIANCE

Summary

cIsco '&/

IP Address: 10.24.10.12

&4 Run Commands

' View 360

\ Device Model: Cisco Catalyst IE-3400-8T2S Rugged Switch

Device Role: ACCESS Uptime: 4 days 19 hrs 46 mins

You can now fix all configuration compliance issues on this device. You will be able to review before the fix is applied. Fix All Configuration Compliance Issues

Compliance Summary

@ EoX - End of Life

Compliance last run on: Apr 20th, 2024, 03:09:21 AM
Software : @ Compliant
Hardware : @ Compliant

Module : @ Compliant

N

Next Compliance check is scheduled on Apr 20, 2024 06:20 PM Run Compliance Check

[ Site: Global/loT Demo/Plant1

@ Network Settings

Compliant since Apr 16th, 2024, 06:34:23 AM
Compliance last run on: Apr 20th, 2024, 03:09:21 AM

0

Open Violations

@ Startup vs Running Configuration
Compliance last run on: Apr 20th, 2024, 03:09:21 AM

Lines added: 80
3 days Lines removed: 2

since out of sync . -~
Lines modified: 0

\

@ Network Profiles

Compliant since Apr 17th, 2024, 01:14:22 AM
Compliance last run on: Apr 20th, 2024, 03:09:22 AM

0

Open Violations

-

@ Software Image

Non-Compliant since Apr 15th, 2024, 07:54:12 PM
Compliance last run on: Apr 20th, 2024, 03:09:21 AM

17.12.03 Running Version: 17.12.1

Golden Image Version

Ve

@ Critical Security Advisories

Non-Compliant since Apr 20th, 2024, 03:09:21 AM
Compliance last run on: Apr 20th, 2024, 03:09:21 AM

]

\_

#HCiscoLiveAPJC  BRKIOT-2016
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Always Sync Your Configuration

Compliance Summary / Startup vs Running Configuration

v Change History

350

8300 L] L]
p=
Tizs0
G200 L
G150
100 | @
01 PM 01:05 01:10 01:15 01:20 01:25 01:30 01:35 01:40 01:45 01:50 01:55 02 PM 02:05 02:10

Apr 13 01:00 Apr1301:15 Apr 13 01:30 Apr 13 01:45 Apr 13 02:00
® InSync @ Out of Sync
Startup Config (299 Lines) - Apr 13, 2024 02:11 PM Running Config (299 Lines) - Apr 13, 2024 02:11 PM
164 ip dhep client client-id ascii FDO2127U0KF 164 ip dhecp client client-id ascii FDO2127U0KF
165 ip address 10.24.10.16 255.255.255.0 165 ip address 10.24.10.16 255.255.255.0
166 in forward-nrotocal nd 166 in forward-nrotacal nd
167 ip http server 167 no ip http server ]
ar T68 1p NCLLp authenticatlion local
169 ip http secure-server 169 ip http secure-server
170 1ip http client source-interface Vlanlo0 170 ip http client source-interface Vlanlo0
The tooltip indicates that the no. of lines added/removed/modified may not match with the contents listed in the diff viewer. This is because the position between the modified commands is either X

displayed as inappropriate lines or is displayed separately that does not represent the modification made.

Sync Device Config, will allow the system to overwrite startup config with running config to make the device configuration compliant.

Cancel Sync Devi

Cisco &. #CiscoLiveAPJC  BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Detect Out-of-band configuration drift

Oops, a network admin

(£) PLANT1-CELL2-1E1.ucslabstl.local & Run Commands [ View 360
changed ntp server IP

Last Updated: 3 minutes agc

@ Reachable © Managed IP Address: 10.24.10.14 Device Model: Cisco IE-4000-16T4G-E Industrial Ethernet Switch

through vty 1 from
10.222.222.2

v~ Change History (Running Config)

Summary
Start Date End Date
System > Config Drift Date Range Apr 13, 2024 Apr 15, 2024
Interfaces >
400 (
Browse Configurations v é”f"’ . . . - * o® . o .o
300
LT goso ® Out-of-band Gonfig Drift
b4 L
" . 200
Config Drift 1 R Config version with changes made outside of
12 PM 03 PM 06 PM 08 PM Apr 14 03 AM 06 AM - .
User Defined Fields Config Drift Days Catalyst Center since it's previous version
I Lines Added: 0 I
REP Rings ine: 3|
Apr 13 12:00 Apr 13 03:00 Apr 13 06:00 Apr 13 08:00 Apr 14 12:00 Apr 14 03:00 Apr 14 06:00 Lines Ramaved 0
Lines Modified 1
e @ In-band Config Drift @ Out-of-band Config Drift Labelled Config Triggered By: Config Change Event
i D Versi i D Versi Terminal Name vty
. Config Drift Version Config Drift Version Login IP 10.222.222.2
Apr 14, 2024 03:29 PM v Label Config Apr 14, 2024 03:50 PM Username hailu
Config Method console
FIELD NOTICES Running Config (338 Lines) Running Config (338 Lines) _
Cpr 14,2024 03:50 PM )
Field Notices 335 transport preferred none 335 transport preferred none
o . 336 transport input ssh 336 transport input ssh
golentiade ciotioes 3 nip source V1anl0 L DiR _sour lanl0
[ 338 ntp server 10.1.104.12 338 ntp server 10.1.2.10 l
COMPLIANCE 339 netconf-yang 339 netconf-yang
340 pnp profile pnp-zero-touch 340 pnp profile pnp-zero-touch
Summary 341 transport https host pnpserver.ucslabstl.local port 443 341 transport https host pnpserver.ucslabstl.local port 443

c1sco '&‘/
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Detect changes deviated from template

(2) PLANT1-CELL2-IE1.ucslabstl.local & Run Commands & view :

You can restore the original

@ Reachable [-] Managed IP Address: 10.24.10.14 Device Model: Cisco |IE-4000-16T4C Config by CIiCking here
DETAILS
You can now fix all configuration compliance issues on this de
Summary You can now fix all configuration compliance issues on this device. You will be able to review before the fix is apf#®. Fix All Configuration Compliance Issues
System P
Interfaces N Compliance Summary Compliance Summary { Natwork rofilss PLANT1—CELL2—IE1(conf}g)#_nnterfacg FastEthernet1/5
PLANT1-CELL2-IE1(config—if)#description pc port
Browse Configurations > o . o PLANT1-CELL2-IE1(config-if)#switchport access vlan 602
No events detected to trigger compliance check Run Cor . .
L remoiate O PLANT1-CELL2-IE1(config-if)#ll
User Defined Fields CLI Template (1)
REP Rings iati As of: Apr 13 = : ~
e ® CLI Deviations ' & Realize Tempiate: IE4A000-Vian-Interface-Template @
. 3 6
SECURITY Q) Search Table 7 ; S
B 8 interface FastEt netl/s
Advisories O o 9 descript > port
pen Vialat 11 g S
FIELD NOTICES Tamplata 12 10 snmp t 2 tion change added
13 ac-notification change removed
Field Notices -] IEA000-Vlan-Interface-Temp] Acknowledge
Potential Field Notices @ Network Profiles @
ompliant si Show Records: 10 v 1-1 (1]

wpliance last r

COMPLIANCE

Summary 1 CLI Template: 1

c1sco 'p/‘/
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Use Case #5

Automate the ring

cisco Lz{@/



REP Ring (non-fabric) With Catalyst Center

Overview W
Catalyst Center

Edge port

*Supported Platform

*Refer to product datasheet/Catalyst Center compatibility matrix for details.
cisco Lz{/&/
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REP Ring (non-fabric) With Catalyst Center

- 0
Prerequisites X4

Catalyst Center

Edge port

Supported Topologies in Catalyst Center

Cl S co M./ #CiscoLiveAPJC BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Automate the Ring in 1-2-3

All Devices / PLANT1-CELL2-IE1.ucslabstl.local

(&) PLANT1-CELL2-IE1.ucslabstl.local

@ Reachable @ Managed | IP Address: 10.24.10.14

DETAILS

Summary

System >
Interfaces 2
Browse Configurations >
User Defined Fields

REP Rings

cisco W&-/ #HCiscoLiveAPJC ~ BRKIOT-2016

i Run Commands 7 View 360

Device Model: Cisco IE-4000-16T4G-E Industrial Ethernet Switch Device Role: ACCESS Upt

Use the Create REP Ring button in the top right to get s

Create REP Ring

Start with root

switch to create
REP Ring

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Automate the Ring in 1-2-3

[ Select adjacent devices connected to root device ] [ Select adjacent devices connected to root device ]
|

L]
Q Find Hierarchy Q_ Find Hierarchy

v % Global T i h hi hi dj: d hich f the d dl i d hi 2 '@F Giobal
N ) _ @ &l coﬂr:'::-; 0ose the other adjacent device which is part of the same ring and directly connected to the roc A\ ©One (1) Warning Alert and Two (2) Information Alerts on this page. Expand to see details
O Unassigned Devices @ in your ing. © Unassigned Devices @
» ~
& 10T Demo v @ 10T Demo
I & Plant1 B I B8 Plant1 '
~ A Fos T
o us v b usa
~ b Anchor2-Site
v @ Anchor2-Site

@ Anchor2
- ~ [ Anchor2

v b Boston Massachusetts
) v @ Boston Massachusetts
~ @ BOS -
- A [ Bos
v @b Chesterfield Missouri
v b Chesterfield Missouri

~ @ csT

% A~ 8 csT

~ # Chicago lllinois
v @& Chicago lllinois

~ @8 cHI
v i Clayton Missouri A~ @ cHl
D Clayton Missouri
_ PLANTI Socol o S
~ oLt © P @ Clayton Missouri | :
v i Dallas Texas ~ ot = @
~ @ DFw v ¢ Dallas Texas
v éb Lab f ! ~ B oFw
£ poD1 v & Lab
@ poD1
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Automate the Ring in 1-2-3

Catalyst Center REP Rlng Summary

Summary of the discovered REP Ring Devices and REP Ring Configuration status

> @ Start Ring Discovery

> @ Discover Ring Members Ring_1

v @ Configure Devices RING DETAILS

Adjacent devices
connected to Root
Device

DISCOVERED DEVICES

Ring Order ~ Devices
) 4 PLANT1-CELL2-

IE1.ucslabstl.local

= PLANT1-CELL2-
- IE3.ucslabstl.local

PLANT1-CELL2-
IE2.ucslabstl.local

Start configuration

) s on switches with
REP commands in
sequence to avoid
aisco Lowvo ! down time
& #CiscoLiveAPJC BRKIOT-2016

Root Device PLANT1-CELL2-IE1.ucslabstl.local

PLANT1-CELL2-IE3.ucslabstl.local,

Discovery Status Success
Number of
devices 3

PLANT1-CELL2-IE2.ucslabstl.local

discovered

First Port

GigabitEthernet1/4 (edge
primary)

GigabitEthernet1/1

GigabitEthernet1/2

Second Port

GigabitEthernet1/3
(edge)

GigabitEthernet1/2

GigabitEthernet1/1

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Check REP Status

B

@ Reachable

DETAILS
Summary
System

Interfaces

@ Managed

Browse Configurations

User Defined Fields

REP Rings

Cisco

.&‘/

/ PLANT1-CELL2-IE1.ucslabstl.local

(z3) PLANT1-CELL2-IE1.ucslabstl.local

IP Addr 10.24.10.14
Rings (1)
O‘ Search Ta
Name = Ring Type
Ring_1 Non-Fabric

Devices

© Ma

DETAILS

Summary

System

Interfaces

Browse Configurations
User Defined Fields

REP Rings

4 Run Commands

Device Model

Z View 360

Ring Size

PLANT1-CELL2-IE1.ucslabstl.local

PLANT1-CELL2-IE1.ucslabstl.local

IP Address: 10.24.10.14

REP Rings > Ring_1

REP Topology Status:

REP Segment 2
BridgeName

PLANT1-CELL2-IE1
PLANT1-CELL2-IE3
PLANT1-CELL2-IE3
PLANT1-CELL2-IE2
PLANT1-CELL2-IE2
PLANT1-CELL2-IE1

Cisco IE-4000-16T4G-E Industrial Ethernet Switch

First/Last Adjacent Device

PLANT1-CELL2-IE3.ucslabstl.local/
PLANT1-CELL2-IE2.ucslabstl.local

# Run Commands

Device Model

ce Role

Cisco IE-4000-16T4G-E Indus

ACCESS

@ View 360

PortName Edge Role
Gil/4 Pri Alt

Gil/1 Open
Gil/2 Open
Gil/2 Open
Gil/1 Open
Gil/3 Sec Open

#HCiscoLiveAPJC ~ BRKIOT-2016

Uptime: 4 hrs 6 mins

Provision Status

© Success

Site

Last Updated

Global/loT Demo/Plant1

@ Create REP Ring

REP Topology Status Actions

View e

All switches in REP ring
will have this REP Rings
page available to view

status

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Remove REP Ring in One Click

All Devices | PLANT1-CELL2-IE1.ucslabstl.local

() PLANT1-CELL2-IE1.ucslabstl.local & Run Commands & View 360

ast Updated: an hour ago (@

@ Reachable | @ Managed IP Address: 10.24.10.14 Device Model: Cisco |IE-4000-16T4G-E Industrial Ethernet Switch Device Role: ACCESS Uptime: 13 hrs 54 mins Site: GlobalfloT Demo/Plant1
DETAILS .
Rings (1) @ Create REP Ring
Summary
System > Q) Search Table
Interfaces >
Name ~ Ring Type Ring Size First/Last Adjacent Device Provision Status REP Topology Status Actions
Browse Configurations >
q . . PLANT1-CELL2-IE3.ucslabstl.local/
r Defin Fiel - e
User Defined Fields Ring_1 Neon-Fabric 3 BLANT1-CELL2-1E2 ucslabstl local @ Success View
REP Rings Delete
Showing 1 of 1
SECURITY REP Rings

v @ Configure Devices

e Deletion of REP migh
: e T G o 1 155 interrupt the network

e e traffic. It’s back to STP
loop.

&

cisco 'p//
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Limitation and Advisories

_? For Your
Reference

- If multiple links present between two devices, then the links should be configured as port-channel
before the REP ring is triggered.

- Ensure all the interfaces which are part of ring should be the trunk port.

- The device which is selected as a root bridge should have third link through which has reachability
to Catalyst Center (other two links are part of the ring).

- Ring of rings and Open REP ring are not supported.

- Brown-field - learning of a REP Ring which is created outside Catalyst Center is not supported
currently.

- Before Deleting a REP Ring from Catalyst Center make sure no errors are there in REP ring i.e. if a
node gets deleted in a REP ring, before deleting the REP ring from Catalyst Center make sure the
Adjacent nodes are connected and REP ring re-discovered.

- Works for “vanilla” REP, REP Fast is not supported.

cisco W&./ #CiscolLiveAPJC BRKIOT-2016 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



Takeaway

cisco Lz{@/



Become an OT Network Champion! &/

- Simplify the provision of the template

- Upgrade software in controlled manner to minimise downtime
- Automate device replacement

- Use compliance to track configuration drift

- Leverage REP automation

cisco M-/ #HCiscoLiveAPJC ~ BRKIOT-2016
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Industrial loT Summit@Cisco Live APJC Wed 14th

11:45 - 12:20 | Lunch & Networking inside the Room Lunch & Networking inside the Room Lunch & Networking inside the Room
. i ) . i i Transportation Cisco Executive
Utilities Cisco Executive Welcome Mining Cisco Executive Welcome = T ——
12:20 - 12:45 Vikas Butaney, Senior Vice President, Cisco Dave West, Senior Vice President g }
A A - . - Stefan Leitl, Vice President, Global lloT Sales
Ross Delacour, lloT APJC Regional Director Samuel Pasquier, Vice President, lloT Product . .
Bryan Tantzen, Sr. Director, lloT Solutions
Management
iliti mmit Break Minin mmit Break Transportation Summit Break
12:45 - 4:30
Industry breakout sessions bring focused dialogue to the key topics you care about: Breakout sessions include curated presentations by industry
leaders including an industry panel discussion with Q&A. These meaningful conversations related to current and emerging trends will empower you
to navigate the ever-changing IT/OT landscape with actionable takeaways you can bring back to your environment.
4:30 - 5:15 Cocktail Reception
’ ’ Interact with your Industry peers and Cisco Industrial loT Executives

cisco Lz/&/

Contact Alex Lynn (alelynn@cisco.com) or

Andrew Johnstone (ajohnst3@cisco.com) for admission

#CiscolLiveAPJC
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: jiewei@cisco.com
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