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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKIOT-2016
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• Introduction

• Use Case #1: Unleash the power of template

• Use Case #2: Streamline software upgrade

• Use Case #3: Automate replacement

• Use Case #4: Track compliance and configuration

• Use Case #5: Automate the ring

• Takeaway
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IT and OT are converging but OT is different

• More distributed

• Increased security requirements

• Maximising uptime, minimising maintenance

• Enhanced redundancy

• Priority and low latency desired for industrial protocols

Know your game
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What are you asked to do with OT network?
Know your skills

Scale

Security service 
deployment

Standardise

Software images

Maintain

Consistent 
configurations

Scale

Implementation & 
adjustments

Establish

Resilient network

Expedite

Troubleshooting
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What is Cisco Catalyst Center?

Physical and virtual infrastructure

Cisco Catalyst Center

Automation

AIOps

SecOps

DevOps

NetOps 

Plug and Play 
Composite Template
Compliance Check
Software Update
RMA Automation
REP Automation
Assurance

Know your tools
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There are good matches here

Scale security services deployment

Standardise software image

Maintain consistent configurations

Scale implementation & adjustments

Establish resilient network

Expedite troubleshooting

Plug and Play 

Composite Template

Compliance Check

Software Image Management

REP Automation

RMA Automation

Assurance
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Use Case #1

Unleash the power
of template
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Lifecycle with Cisco Catalyst Center

Day 0
Plug and Play

Day N 
Provision

Day N
Assurance
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Technician
Deploy 

device on 
site

Plug and Play (PnP) automation saves you time

13BRKIOT-2016

ProductivitySecurityComplexityOperational Costs

Order 
Equipment

Staging 
Site

Manual 
Installer

Order 
Equipment

PnP Automation

Drop Ship | Device discovery (DHCP, DNS, Cloud) | Non-technical installer at site | Template based
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What template structure do we have?

Template Language

Plug and Play Template

Day N Provision Template

Velocity, Jinja

Onboarding Configuration Project

User Defined Project
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CLI Templates

Direct CLI template pushConfiguration Templates Network profiles

Sites Provisioning

15
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Plug and Play (PnP) Onboarding Template

Minimum configuration 
device needs

BRKIOT-2016 17
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Plug and Play (PnP) Onboarding Template

Minimum configuration 
device needs

Multiple devices

BRKIOT-2016 18



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Use Composite Template for Day N Provision 

Configuration 
Sequence

Composite Template – Full Configuration

1 Regular Template – Function 1

2 Regular Template – Function 2

3 Regular Template – Function 3

4 Regular Template – Function 4

Modularised Organised Scaled

BRKIOT-2016 19
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Use Composite Template for Day N Provision 

VLAN and Interface Config

L2NAT Service Config

IOx Service Config

Secure Equipment Access Service Config

Control configuration 
sequence by Reorder

Composite Template

Regular 
Templates

QoS Config

BRKIOT-2016 20
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Entering values for template variables is hard!

BRKIOT-2016 21

• Interface Name GigabitEthernet1/3

• IP Address 10.20.30.40

• Default Gateway 10.20.30.254

• Netmask 255.255.255.0

• VLAN ID 123

• URL developer.cisco.com/docs/iotod/welcome
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Let’s make it intuitive – Bound to Source with filter
Reduce human errors when provisioning devices

BRKIOT-2016 22

When you define Variable When you provision device
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Let’s make it intuitive – Key Value Pair List
Reduce human errors when provisioning devices
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When you define Variable When you provision device
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Cisco Cyber Vision to enhance OT visibility
Embedded sensors in industrial switches and routers

BRKIOT-2016 24
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Cisco Secure Equipment Access for OT
Embedded ZTNA gateways in industrial switches and routers
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Cyber Vision Service Template
SPAN all access ports 
traffic for deep packet 

inspection through Cyber 
Vision sensor on the switch 

BRKIOT-2016 26

Only one variable with 
default value 2508
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Secure Equipment Access Service Template
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One variable for URL
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Secure Equipment Access Service Template

Use Key Value Pair to have 
drop down menu for users 

to pick EU or US region 
without entering the real 

URL
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Tips for Template

• Keep onboarding template short

• Use composite template for Day N provisioning

• Spell the full word for CLI,  switchport vs. switch. Affect compliance!

• Use Source Bound Variable to populate values for variables 

• Use Filter By / Condition / REGEX to limit values selection

• Use Key / Value pairs as a list to make input intuitive

BRKIOT-2016 29



Use Case #2

Streamline
software upgrade
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Challenges with Software Upgrade in OT Network

• No visibility on how many outdated images in the network

• Updating software one by one takes too long time

• Takes long time to distribute software due to low WAN bandwidth

• Need to upgrade in a sequence to minimise downtime

• Need to upgrade in parallel to reduce the maintenance window

• Locally downloaded image might be corrupted
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Visibility on Outdated Images 
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Image Distribution Server Makes Distribution Faster

Image distribution server 
caches images in advance

Configure image 
distribution server 

for the site

BRKIOT-2016 33
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Image Distribution Server to Distribute Faster

Distributes image through 
10.24.10.222 image 
distribution server not 
Catalyst Center over 

WAN

BRKIOT-2016 34
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Image Distribution Server to Distribute Faster (cont.)
~6 mins saving

Fall back to Catalyst 
Center if 

Distribution server is 
not available. 
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Upgrade Multiple Devices at the Same Time
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You can define the sequence to upgrade

BRKIOT-2016 37
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You can define the sequence to upgrade

IE1 is upgraded 
first, while the 

other two IEs are in 
Waiting status

BRKIOT-2016 38
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You can define the sequence to upgrade

The other two IEs 
are upgrading after 

IE1 finishes
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Use Case #3

Automate
replacement
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RMA Workflow

Image 

Upgrade Software 
Image

License

Register Cisco Smart 
Software Manager

Configuration

Inherit faulty device 
configuration

Integration

Replace faulty device 
in ISE and Catalyst 
Center Inventory

Fully automate all 15 manual steps Involved

BRKIOT-2016 41
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Streamline RMA manual tasks in one shot

15 manual tasks 
are automated 
within 16 mins

BRKIOT-2016 42
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SD Card Swap Comparison

SD Card Swap Catalyst Center RMA

Simplicity
Simple: operator inserts SD card on 
new switch

Simple: operator starts workflow on
Catalyst Center

Persona

Operator in the floor replaces 
hardware, cables and SD card

Operator on the floor replaces 
hardware and cables
Catalyst Center operator starts RMA 
workflow

Completeness

SD card swap does not configure
SNMPv3 credentials or replace 
device in ISE and Catalyst Center 
inventory

Replaces SNMPv3 credentials, 
replaces device in ISE and Catalyst 
Center inventory

Speed
Faster (Software Image is already in
SD card) < 5mins ( For urgency)

Fast, needs to distribute image to
the device. Up to 25 mins

BRKIOT-2016 43
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Use Case #4

Track compliance
and configuration
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Compliance Summary
Automated Check on Lifecycle, Network Configuration, Software Version, Security Advisory
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Always Sync Your Configuration
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Detect Out-of-band configuration drift
Oops, a network admin
changed ntp server IP 

through vty1 from 
10.222.222.2
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Detect changes deviated from template

You can restore the original 
config by clicking here

BRKIOT-2016 48



Use Case #5

Automate the ring
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REP Ring (non-fabric) With Catalyst Center

Catalyst Center

REP Ring

Edge port

Edge port

*Supported Platform

• IE4000, IE4010, IE5000, Release 15.2(7)E3

• IE3100, Release 17.10

• IE3200, IE3300, IE3400, IE3400H, ESS3300, Stratix S5800, 
Release 17.3.4

• Catalyst Center 2.3.4 (2.3.7.3 for IE3100)

Overview

• Resilient Ethernet Protocol (REP) is a Cisco proprietary 
resiliency protocol that manages network loops, provides fast 
recovery to link and node failures

• Catalyst Center seamlessly manage the creation, update, 
deletion of REP rings across network, centrally managed REP 
node inventory 

BRKIOT-2016 50

*Refer to product datasheet/Catalyst Center compatibility matrix for details.
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REP Ring (non-fabric) With Catalyst Center

REP Ring

Edge port

Edge port

Supported Topologies in Catalyst Center

• Closed rings, both edge ports are located at the root node

• Ring of rings/multiple rings within a ring is not supported

Prerequisites

• If REP nodes are non-fabric nodes, then inside the ring all 
nodes must be non-fabric

• All devices are onboarded in Catalyst Center and are in 
reachable state and all ports in ring must be trunk ports.

• All devices must be connected in a STP ring and convert into 
a REP ring in the coming steps

• Root device must have upstream connections which are not 
the REP ring ports

BRKIOT-2016 51
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Automate the Ring in 1-2-3

Start with root 
switch to create 

REP Ring

BRKIOT-2016 52
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Automate the Ring in 1-2-3
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Automate the Ring in 1-2-3

Start configuration 
on switches with 

REP commands in 
sequence to avoid 

down time
BRKIOT-2016 54
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Check REP Status

All switches in REP ring 
will have this REP Rings 
page available to view 

status

BRKIOT-2016 55



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

Remove REP Ring in One Click

Deletion of REP might 
interrupt the network 

traffic. It’s back to STP 
loop.
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Limitation and Advisories

• If multiple links present between two devices, then the links should be configured as port-channel 
before the REP ring is triggered.

• Ensure all the interfaces which are part of ring should be the trunk port.

• The device which is selected as a root bridge should have third link through which has reachability 
to Catalyst Center (other two links are part of the ring).

• Ring of rings and Open REP ring are not supported.

• Brown-field - learning of a REP Ring which is created outside Catalyst Center is not supported 
currently.

• Before Deleting a REP Ring from Catalyst Center make sure no errors are there in REP ring i.e. if a 
node gets deleted in a REP ring, before deleting the REP ring from Catalyst Center make sure the 
Adjacent nodes are connected and REP ring re-discovered.

• Works for “vanilla” REP, REP Fast is not supported.
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Become an OT Network Champion!

• Simplify the provision of the template

• Upgrade software in controlled manner to minimise downtime

• Automate device replacement

• Use compliance to track configuration drift

• Leverage REP automation
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Industrial IoT Summit@Cisco Live APJC Wed 14th

60

Time Eureka 1 Eureka 2 Eureka 3

11:45 – 12:20 Lunch & Networking inside the Room Lunch & Networking inside the Room Lunch & Networking inside the Room

12:20 – 12:45
Utilities Cisco Executive Welcome
Vikas Butaney, Senior Vice President, Cisco
Ross Delacour, IIoT APJC Regional Director

Mining Cisco Executive Welcome
Dave West, Senior Vice President

Samuel Pasquier, Vice President, IIoT Product 
Management

Transportation Cisco Executive 
Welcome

Stefan Leitl, Vice President, Global IIoT Sales
Bryan Tantzen, Sr. Director, IIoT Solutions

12:45 – 4:30

Utilities Summit Breakout Mining Summit Breakout Transportation Summit Breakout

Industry breakout sessions bring focused dialogue to the key topics you care about: Breakout sessions include curated presentations by industry 
leaders including an industry panel discussion with Q&A. These meaningful conversations related to current and emerging trends will empower you 

to navigate the ever-changing IT/OT landscape with actionable takeaways you can bring back to your environment. 

4:30 – 5:15 Cocktail Reception 
Interact with your Industry peers and Cisco Industrial IoT Executives

Contact Alex Lynn (alelynn@cisco.com) or
Andrew Johnstone (ajohnst3@cisco.com) for admission

mailto:alelynn@cisco.com
mailto:ajohnst3@cisco.com
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Complete Your Session Evaluations

62

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 

BRKIOT-2016
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

Contact me at: jiewei@cisco.com 
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