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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO
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Splunk turns data into
actions by making
machine data

accessible, usable and
valuable

What is Splunk?
How do we help?
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Data Classification

Data Warehouse

Business

Reporting l
e,
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Data Classification

Data Warehouse Files and Documents
. Business

* Reporting l
Vi,
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Data Classification [quj

o

Unstructured

Data Warehouse Files and Documents Machine Data
e Business

* Reporting I:l'u
1 Nl @

e ﬂ” o

Messy
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Machine Data “Valuable Complex Data”

o n[p
un:[Ichﬂ
E _.- .-.:' Unstructured

n ‘m Metrics

LA
‘ Streaming Events ° e @
? ertied s
‘ Do 'Fe R

Logs

Messy

—

. . Traces
Machine Data Machine Interactions

Transactional

Structured
Semi - Structured
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Multiple Use Cases On Common Data

g = : \/ esS

| ' peratlno Systems |
Tea =Y == i TTal 3
IT Operations - Logs: ‘races B {

L | : Metrics =

/ ClICD =
Containers / Kubernetes |

oS -
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Machine Data Is
leqorlfT\P/EKCLUABLE\.

10.2.1.35 64.66.0.20 - - [21/Dec/2021 16:21:51:326103]
"GET /product.screen?product id=CC-P3-BELKIN-
SILBLKIPH5&JSESSIONID=SD5SL6FF1ADFF9 HTTP 1.1" 503 865
"http://shop.splunktel.com/product.screen?product id=CC

-P3-BELKIN-BLK BTOOTH HFREE" "Mozilla/5.0 (Linux; U;
Android 2.3.5; FR-fr; SAMSUNG-SGH-I927
Build/GINGERBREAD) AppleWebKit/533.1 (KHTML, like
Gecko) Version/4.0 Mobile Safari/533.1" 3875

.
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Marketing Use Case: |
Show the top products viewed by language

IP of client

Product viewed

Language setting
of browser

cisco W-/ #CiscoLiveAPJC ~ BRKGEN -1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 12



DevOps Use Case: \Which mobile handsets should
| test the most before releasing my new app?

: Handset model ]

cisco W-/ #CiscoLiveAPJC ~ BRKGEN -1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 13




IT Operations Use Case: \Which web pages are
generating the most errors”?

IP of web server

IP of client

HTTP
status code

Page requested

Size of objects
returned to client

[ ID of web session :
Web browser ]
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Splunk, since
2003.
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2003 _ c ) Major feature updates across platform,

Founding it < . Selomdong *

security and 011y space

Data streaming was launched

Splunk SIEM : Enterprise Security Splunk Cloud 011y Cloud
Launched

Launched
Founded by 3 geeks (Rob, Michael and Erik) Launched

- . First premium app was launched to
VISIOI‘)‘ to make a tgo/ to manage massive ("jmount of provide advance security data Q
machine logs as simple as you searching it on a analytics and SIEM =
webpage (GOOGLE FOR LOG SEARCH)

-%b

2024
Splunk 1.0 Launched
Splunk launched its first product,
Splunk 1.0. It was marketed as a search
engine for log files and machine data, ) ]
enabling users to troubleshoot and Product Evolution & Market Leadership
monitor their IT systems.  Eyolution of product : Splunk 1.0 to Splunk 4.0 ® 175/ Lounched
@ 5P/ [ anguage for advance analysis
® /ndex op%m/gation for scale v [ ] I;/;gje than 8 acquisitions made (Phantom, SignalFx, Rocana
@ Data manipulation based searches
® Analytics :fnd real time search | J Emerged as technology leader in security, ITOps and 011y
® Distributed search [ J Splunkbase grown from 400 to 1800 apps
/ ® Splunk app base launch and APPS GENERATION AT SCALE ® Reached PB / day scale milestone
y STARTED
cisco W #CiscoLiveAPJC ~ BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Splunk Platform

Deployment Choices

Splunk
Cloud
Platform

= D

On Premises Splunk Cloud SaaS

Splunk
Enterprise

' HYBRID
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Splunk’s way of
doing things.
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In.

Getting data

R gy
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Forwarders

Universal Forwarder

. Inputs
. File reader
. Network (TCP/UDP)
. Simple scripts

. Outputs
- Splunk2Splunk
. HEC
. Raw/Syslog

cisco Lz{@/

Heavy Forwarder

. Data Collection
. Complex scripts (modular inputs)
- APlIs
. External databases

#CiscolLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Receilvers

Heavy Forwarder Indexers
. Intermediate forwarder to bridge - Receive data, index data, and
networks or offload parsing. search data.
- Most parsing happens on the first
p receiver.
.
[—=
= |
L
(o] =
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Splunk Connect For...

Syslog SNMP

. Containerized . Containerized light-
fast/efficient alternative weight collector for
to UF + Syslog server. SNMP sources.

cisco W&- #HCiscoLiveAPJC ~ BRKGEN-1624

Kubernetes

. Otel Collector for

Kubernetes is a Helm
chart that simplifies
sending logs and metrics
to K8s clusters to Splunk
and Splunk IM.

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Splunk Stream

- Full-featured collector for network events
- Passively capture streams of network data
- Capture metadata and full packet streams for multiple network protocols
- Collect NetFlow protocol data

- Runs as a component of a forwarder to collect local network data

- Runs as a stand-alone collector to capture wire data.

cisco M&./ #CiscolLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Administrator v Messages > Settings > Activity > Help~ | Q Find

Ingest Actions

ruleset_syslog

[ransform & Control
> Event Stream syslog 33kB Bala Preview for Mask All Events (500) Affected Events (0)

Your Data _

v Mask with Regex

10/18/2021 Oct 18 09:09:32 fool2d systemd: Starting Session 196149 of user root
@ Masking aters data that is to be indexed 022000/ AMI i a ks e e e e s
Match Regular Expression ()
10/18/2021 Oct 18 09:09:32 f00l20 systemd: Started Session 196149 of user root
(user 9:09:32000 AM o5t = fo0l20 | source = flocalr J Icluster_she/splu lunk/m sourcetype = syslog
Learn more [2 o T
10/18/2021 Oct 18 09:09:32 0012 systemd: Starting User Slice of root
9:09:32.000 AM . = locall type =
Replace Expression @ host= 00l20  source luster_she/splunk/var/sp sourcetype = syslog
S 10/18/2021 Oct 18 09:09:32 fo0l20 systemd: Created slice User Slice of root.
= 9:09:32000 AM (o5t = f00l20 | source = flocalt Icluster_she/splunk/varfsp sourcetype = syslog
Use A1, 2, etc to reference capture gro;
Learn more [2 10/18/2021 Oct 18 09:09:32 fo0l20 systemd: Stopping User Slice of root
9:09:32000 AM o5t = 100120 | source = /localt | luster_she/splur P sourcetype = syslog
10/18/2021 Oct 18 09:09:32 fo0l20 systemd: Removed slice User Slice of root
besley
m 9:09:32000AM o1 = fo0i20 | source = /localt Juster_she/splunk/var/spool/splunk/m sourcetype = syslog
+Add Rule~ 10/18/2021 Oct 18 09:09:32 fo0l20 systemd: Starting Session 196147 of user root
9:09:32000 AM o5t = 0020 | source = /localt I Icluster_shc/splur pool/splunk/s sourcetype = syslog
10/18/2021 Oct 18 09:09:32 f00l20 systemd: Started Session 196147 of user root
9:09:32000AM 551 = 100120 | source = flocalt luster_she/splunk/var/spoolisplunk/messagesiog = sourcetype = syslog
J 10/18/2021 Oct 18 09:09:32 fo0l20 systemd: Starting Session 196146 of user root
9:09:32.000 AM " A
Transform host= fo0l20 | source = flocalt luster_she/splu poolfsplur sourcetype = sysiog
10/18/2021 Oct 18 09:09:32 f00l20 systemd: Started Session 196146 of user root
9:09:32000 AM o5t = fo0l20 ' source = flocalr J Icluster_she/splu pool/splunk/im sourcetype = syslog
Mask 10/18/2021 Oct 18 09:09:32 f00l20 systemd: Starting User Slice of root
—E 9:09:32000AM o5t = 100120 | source = /localt Juster_she/splunk/var/sp syslog
1018/2021 Oct 18 09:09:32 00120 systemd: Created slice User Slice of root.
Drop Route 9:08:32000 AM 51 = 100120 | source = flocalt Icluster_shc/splunkfvar/sp sourcetype = syslog
[ 1A Processing ] Final Destination  Splunk Ingestio. 10/18/2021 Oct 18 89:09:32 fool20 systemd: Stopping User Slice of root
=
- /
Indexers

c Isco &. #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Edge Processor

Centrally managed next-generation data
processor at the Edge.

« Customer-managed edge instances for ingest
processing -Single command line deployment on
hosts of your choice

Cloud-based control plane for simple authoring
and pipeline deployment

» Easy to author data processing pipelines with data
preview

* Available to Splunk Cloud customers and supports both Cloud and
Enterprise deployments

Visibility of inbound and outbound streams, with
metrics

, , . * Supported processing: filter, enrichment, transform, drop & routin
» Serves as “Intermediate Forwarding Tier” for PP P d P o

customers who need ingest processing at the edge «  Supported data sources: UF/HWF, HEC, Syslog

» Supported destinations: Splunk® Cloud Platform, Splunk® Enterprise,
Amazon S3

cisco M&- #CiscolLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Ingest Processor

Fully-managed next generation data processor

« Send data directly to Ingest Processor
service.

» Easy to author data processing pipelines
with data preview

 Visibility of inbound and outbound
streams, with metrics

* Available to Splunk Cloud customers and supports Cloud
deployments

» Supported processing: filter, enrichment, transform, drop & routing
» Supported data sources: UF/HWF, HEC, Syslog

» Supported destinations: Splunk® Cloud Platform, Splunk® Enterprise,
Amazon S3

cisco M&- #CiscolLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Data indexing.

cisco Lz/&/
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i SPLUNK
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Splunk Approach to Machine Data

Traditional

Schema at Write

SQL

ETL

CISCO M,/ HCiscoLiveAPJC

Splunk

Schema at Read

BRKGEN-1624

Search

Unstructured
&
Structured

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

6



Scales to PBs/Day

Enterprise-Class Scale, Resilience and Interoperability

Aggregate search results to Splunk Search Heads

Auto load-balanced forwarding to Splunk Indexers

Send data from thousands of servers using any combination of Splunk Forwarders

cisco W&./ #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Search Head
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Inside Universal Indexing

1/516
1:28:65.845 PM

1/5/16
1:28:55.807 PM

1/5/16
1:28:55.628 PM

175.45.177.17 - - [05/Jan/2016 13:28:55:845080] "POST /search.php?=1 AND (SELECT * FROM hr_employee_inf]
D3SL1FF7ADFFS HTTP 1.1" 504 44346 "http://m.acme.com/search.php?=1 AND (SELECT * FROM hr_employee_info)
05 X; en_US) AppleWebKit (KHTML, like Gecke) Mobile [FBAN/FBForIPhone;FBAV/4.0.3;FBBV/4030.0;FBDV/iPhor|
R/Pelephone; FBID/phone; FBLC/en_US;FBSF/2.0]" 9716

clientip = 175.45.177.17  host= source = fopt _combined.log
useragent = mozilla/5.0 (iPhone; U; CPU iPhone 0S5 5_0_1 like Mac DSX en_US) AppleWebKit (KHTML, I...
175.45.177.7 - - [05/Jan/2016 13:28:55:807662] "POST /search.php?||(SELECT password FROM SYS.USER$ WHEH|
SESSIONID=SD3SL1FF7ADFFS HTTP 1.1" 503 49818 “http://m.acme.com/search.php?||(SELECT password FROM SYS.
2.3.3; nl-nl; HTC DesireHD_A9191 Build/GRI40) AppleWebKit/533.1 (KHTML, like Gecko) Version/4.0 Mobile
clientip = 175.45.177.7 = host = webserver-02 = source = combined.log
useragent = mozilla/5.0 (Linux; U; Android 2.3.3; nl-nl; HTC_DesireHD_A9191 Build/GRI40) AppleWebKit/..
175.45.177.17 - - [05/Jan/2016 13:28:55:628252] "POST /search.php?&uid=467359b9-483-4242-8512-40bcdc8s|
p://m.acme.com/<script type='text/javascript'>alert('pwnd'};</script>" "mozilla/5.0 (Linux; U; Android

sourcetype = access_combined

= acCess.

Automatic timestamp normalization —

Accurate searching and trending
by time across all data

cisco Lz{/&/

#CiscolLiveAPJC

— Automatic event boundary identification

> || 1/5/16
1:28:55.845 PM

175.45.177.17 - -J[05/Jan/2016 13:28:55:845080] 1"POST /search.php?=1 AND (S
D3SL1FF7ADFF9 HTT! . .com/search.php?=1 AND (SEL
0S X; en_US) AppleWebKlt (KHTML, like Gecko) Mobile [FBAN/FBForIPhone;FBAV/{
R/Pelephone; FBID/phone;FBLC/en_US;FBSF/2.0]" 9716

clientip = 175.45.177.17 . host = webserver-02 = source = /opt/apache/log/access_combined.log
useragent = mozilla/5.0 (iPhone; U; CPU iPhone 0S 5_0_1 like Mac 0S X; en_US) AppleWebKit (KHTM

/9899 events (1/5/151229:00.000 PHto 1/5/16 1.29:07.000 PM) Jobv a4 & BVerboseModev

Events (36%9) Pattems. Statistics Visualization

Format Timelinev ~ —Zoom Out mine per couma
Listv  /Formatv 20Per Page v 123 456 78 9 Next>

BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6




Data Onboarding

e

Select Source Set Source Type

Add Data

Set Source Type

This page lets you see how Splu
options below to define proper e

sees your
t breaks a

Source: access_combined.log
I

Source type: acceg:ombined

v Event Breaks

Break Type = Auto Every Lira Rege:

I
> Timestamp
v Advanced
Name Value
CHARSET UTF-8 x
LOOKUP-prod prod_id_lookup produt x
REPORT-access access-extractions x
SHOULD_LINEMERGE false x
TIME_PREFIX \l x

Input Settings

List v

Review
estamps, click "Next” to proceed. If not, use the
r data, create a new one by clicking "Save As".
View Event Summary
#Format v 20 Per Page v i 20 3 4 6 6 7 & 9 Next >
Time Event
1/5/16 126.88.227.239 - - [05/Jan/2016 13:50:15:695953] "GET /product.screen?product_id=WPSS-28&JSESSI

1:50:15.695 PM

1/5/16

1:50:14.031 PM

1/5/16
1:50:13.029 PM

1/5/16
1:50:12.074 PM

1IENA

Done

<

ONID=SD1SL1FF1ADFF4 HTTP 1.1" 410 334 "http://shop.acme.com/product.screen?product_id=WPSS-2"
"mozilla/5.0 (iPhone; CPU iPhone 0S 5_0_1 like Mac 0S X) AppleWebKit/534.46 (KHTML, like Geck
0) Version/5.1 Mobile/9A405 Safari/7534.48.3" 2864

147.31.14.76 - - [05/Jan/2016 13:50:15:046658] "POST /product.screen?product_id=MCB-6&JSESSION
F5 HTTP 1.1" 302 672 "http://shop.acme.com/product.screen?product_id=MCB-6" "B
6.0.297 Profile/MIDP-2.0 Configuration/CLDC-1.1 VendorID/102" 2259

- [05/Jan/2016 13:50:14:031770] "POST /product.screen?product_id=BS-2&JSESSION
ID=SD5SL1FF1ADFF9 HTTP 1.1" 401 493 "http://shop.acme.com/product.screen?product_id=BS-2" "moz
illa/5.0 (Linux; U; Android 2.3.4; en-us; Incredible 2 Build/GRI40) AppleWebKit/533.1 (KHTML,
like Gecko) Version/4.0 Mobile Safari/533.1" 1349

189.133.125.111 - - [05/Jan/2016 13:50:13:029208] "POST /product.screen?product_id=WPSS-2&JSES
SIONID=SD10ASLSFF3ADFF4 HTTP 1.1" 200 460 "http://shop.acme.com/product.screen?product_id=wPS
S-2" "mozilla/5.0 (Linux; U; Android 2.3.4; en-us; Sprint APX515CKT Build/GRJ22) AppleWebKit/5
33.1 (KHTML, like Gecko) Version/4.0 Mobile Safari/533.1" 2091

96.134.169.142 - - [05/Jan/2016 13:50:12:074551] "POST /oldlink?item_id=WPSS-28&JSESSIONID=SD3S
CL9FF9ADFF7 HTTP 1.1" 404 853 "http://shop.acme.com/category.screen&uid=0ad4a35fe-36d4-4b87-a06
8-8f055dab5b0d&category=Misc" "mozilla/5.0 (Linux; U; Android 2.3.5; ja-jp; SC-02C Build/GINGE
RBREAD) AppleWebKit/533.1 (KHTML, like Gecko) Version/4.0 Mobile Safari/533.1" 2501

[0S/ lan/201A 13:650-11:-4280231 "GFT /nldlink?item id=RW.3R ISESSTANTN=SNASI REE

£1 207 240 AS

cisco Lz{/&/
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How Splunk Stores Data

U =

UL s =

Events Buckets Indexes Indexers

(Logical Grouping)

cisco W&./ #CiscolLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Splunk Storage : Bucket States

Events
d
$ homePath S C0|dPaths\ ,
[Cheaper Storage]

- =

Thawed
E B

e — S coldToFrozenDir

S thawedPath or Deleted

cisco W./ #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Splunk Storage Example

Index Configuration:
» 365 days total

30 days searchable Cold (11
* 30 days hot/Warm retention months)

» Rest cold for 11 months, archive afterwards

cisco M./ #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



What i1s In a Bucket

e Your events go here

e Journal.gz is made up of many smaller
compressed slices

’ e Raw data is collected and saved into
\_ slices
e ~128kb of uncompressed data
make up a slice.
cisco Lz{/&/
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TSIDX

cisco Lz{/&/

Time Series Index (C++)
— Inverted index optimized for time
— Two basic components

Jim likes Mickey
Suzie likes Donald

Pat likes Pluto

Lexicon
Arrays of information about events

Why: Given a time range and query, where’s my
matching data?

Lexicon

2 Postings List i ,
!’/ Donald 1 /l

Values Array

Posting | Seek
Value Address
0 34

Unique terms Jim 0 The postings list The seek address
from the raw lkes 01,2 tells us where Well 4 87 tells us where we
events are Mick 0 can find a specific can find the
written to the ey termin the values 2 132 matching event(s) in
lexicon Pat 2 array the journal.gz slices
Pluto 2
1

Suz'.e\—/——

*The overall structure of a TSIDX file has been simplified for illustrative purposes

#CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



TSIDX : Bloom Filters

Needle in a haystack

Determines whether a term is likely to exist in the TSIDX of a bucket
— False positives are possible, false negatives are not

Lexicon ; )
>l Regardless of the # of terms,
Donald B bit array size remains fixed
Jim . \ ] Binary format
k' =
likes S £l ;
Fast to read vs. TSIDX, which
] grows with more unique
] terms
- D —_—
Each term from the lex is run The output of each hash
through a set of hashing algorithms j sets a bit in the array to ON

cisco W. #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Searching, >\ .-’u".#,,
alerting, N
reporting.
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| Search & Reporting

New Search
— T
Beostlh] Btsnn
Format Timeline ~ = Zoom Out nps
[T SRR N N N Seeme——m - ————_——
S R PONGRGR (2505670 - ww
= Mifieiss 1 Tme Event
> 15/0572018 12.130.60.5 - - [15/May/2018 08

08:49:08127  flowershop. com/ca 8

ost « ip-172-313162

Q Search

index=world name=waldo glasses=yes | eval miles=km*0.62 | stats count by countries Last 4 hours v

v

\ A J
| |

Base Search SPL Commands

Retrieves & filters events Evaluate, transform, and
format events

Events are retrieved Results move linearly through SPL commands

/
cisco m. #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

N-018ISESSIONID=SOISL2FF10ADFF3 HTTP 1.1° 200 3816 “http://wwe.ny

S/OSDOM 12130 80 4 - - [15/Mau/2018 OR:48:54:1921 *POST /nroduct scraanlnraduct ideFl -Di i-A2ATSESSIONIDSSOIS! 2FFIADFFR KTTP 1.1° 200 £28 *httn: /. svflounrshon_con/cart da)
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Search All Your Machine Data

* Real-time and historical data
on-premises, in the cloud or both

« Over 200 commands including
anomaly detection and
machine learning

Data

//} MonitorE
-y

=N Input

TCP/UDP |

Input

Parsing Pipeline

Source, event typing
Character set

® Line breaking

Timestamp

Parsing Queue

normalization -

Index Queue

Lo

Search  Pivot  Reporis  Aleis  Dashboards

Search & Reporting

Q New Search saveAsv  Close
“ Last 60 minutes v |

J;L 16 PMta 1/5/16 L] 8 Verbose Mode v

Events (4,840) Patterns. ‘Statistics Visualization

Format Timeline v —ZoomOut  +Zoomto Selection X Deselect 1 minute per columa

Jan5, 2016131 PM
_m >

185.79,195,254 %FWSM-6-302015: Bullt outbound UDP connection 261929691 for acme_Application:185.79.195.2
1:30:50.000PM 54747417 (185 89.195.254747417) to acme_Corp:185.[8.195.254/53 (185.79.195.254/53)

Selected F‘:‘“ action = allowed [Mhost = 127,001 source =UDP14  soulletype = ciscofwsm

4 action

o cientp :30: 4 42.197.50.203 %FWSH-6-302016: TeafMlown UDP connection 261929630 for acme_Application:42.197.50.203/47417
“ W2.197.50.203/53 duration 0:00:00 byjes 152

o hast ce = UDP514

3-710003: tcpfiiccess denied by ACL from 229.254,83.87/34506 to acme_Corp:229.254.8

sclfcetype - ciscotwsm

= UDP:514 sl

Real-Time
-302014: Teardown TCP connection 237436806 for acme_Outside:59.118.142.178/51349 to
Search Process 00100 bytes 376 TCP Fing

e = cisco:fwsm

Real-Time

Buffer

i: j be < UDP514  sourcetype = ciscofwsm

i _—>
Scripted identification In_dex_lng
® Regex transforms Pipeline Raw Data
Input '2$ex Splunk
les Index
cisco M-/ #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Event Sampling

splunk

App: Global Events

Search Pivot Reports Alerts Dashboards

Q. New Search

index=gdelt hack OR breach
v

78 events (3/9/14 2:34:49.000 PM to 3/9/16 2:34:49.000 PM)

# ActionGeo_Long 59
a Actorl1_Type 14
a ActorTName 59

Sampling 1:1,000 v

Events (78) Patterns Statistics Visui  No Event Sampling
S 1:10
Format Timeline v — Zoom Out
1:100
e M - 1:1000
1:10,000
List v #Fd
1:100,000
< Hide Fields i= All Fields U s 1:346 (Custom) |
>  3/6/16 '0160306
5:00:00.000 ~ Custom..
Selected Fields 1 Russia RS
# ActionGeo_Lat 57 Russia RS RS
tml

ActionGeo_Lat = 60
Description2 = DISAPPROVE

ActionGeo_Long = 100

201603 2016 2
RS 60 1
60 100 R

Actor1Name =
Description3 = Verbal Conflict

cisco Lz/&/
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« Sample Random Events

« Powerful search option
provides unbiased
sample results

» Useful to quickly
determine dataset
characteristics

* Speeds large-scale
data investigation
and discovery
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C

splunk

Search Pivot Reports

Alerts

ema-on-the-Fly

Dashboards

Search & Reporting

Q New Search

sourcetype=access_combined

Save As v Close

Last 60 minutes v Q

Events (9,899) Patterns

—Zoom Out

Format Timeline v

Statistics

v
~ 9,899 events (1/5/16 12:29:00.000 PM to 1/5/16 1:29:07.000 PM)

Visualization

status_description X

Jobv 11 W o~ L & B Verbose Mode v

1 minute per column

Next >

< Hide Fields i= All Fields
p?=1 AND (SELECT * FROM hr_employee_info)&uid=598761fa-21c1-4
40 Values, 100% of events Selected | Yes) |ENO 346 "http://m.acme.com/search.php?=1 AND (SELECT * FROM hr_em
Selected Fields Mac 0S X; en_US) AppleWebKit (KHTML, like Gecko) Mobile [FBA
a action 5 Reports FBSN/iPhone 0S;FBSV/5.0.1;FBSS/2; FBCR/Pelephone;FBID/phone;F
a clientip 100+ .
host 3 A - d d f |d d ~combined.log = sourcetype = access_combined  status = 504
e u to ete Cte I e S a n | U; CPU iPhone 0S 5_0_1 like Mac OS X; en_US) AppleWebKit (KHTML, I...
a source | NE——
?| | (SELECT password FROM SYS.USER$ WHERE name='SYS')&uid=f121
sourcetype |,
ks o Va I ueS [ 1.1" 503 49818 "http://m.acme.com/search.php?||(SELECT passwo
# status 40 - - roid 2.3.3; nl-nl; HTC_DesireHD_A9191 Build/GRI40) AppleWebKi
a status_description 40 OK 2,693 27.205% i 53
a user 1 Not Found 734 7.415% | combined.log  sourcetype = access_combined  status = 503 y
a useragent 84 i U; Android 2.3.3; nl-nl; HTC_DesireHD_A9191 Build/GRI40) AppleWebKit...
Gateway Timeout 370 3.738% | .
p?&uid=467359b9-48f3-4242-8512-40bcdc8ac41f&JSESSIONID=SD3SL1
Interesting Fields Unsupported Media Type 12 0.121% xt/javascript'>alert('pwnd');</script>" "mozilla/5.0 (Linux;
o address 100+ Expectation Failed n 0111% bKit/533.1 (KHTML, like Gecko) Version/4.0 Mobile Safari/53
# bytes 100+ 5
. Length Required n 0.111% _combined.log  sourcetype = access_combined  status = 504
a gary Precondition Failed n 0.111% J; Android 2.3.3; nb-no; HTC_DesireHD_A9191 Build/GRI40) AppleWebKi
# cost 3 = =
d Range Not Sati n 0111% p?=1 AND (SELECT * FROM hr_employee_info)&uid=88ed7c0d-29b2-4
ajeustomersegment 9 2 248 "http://m.acme.com/search.php?=1 AND (SELECT * FROM hr_em
a customer_value 3 Reset Content n 0.111% de-de) AppleWebKit/533.17.9 (KHTML, like Gecko) Versio
. /
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Extract Fields Anytime

Extract Fields L ] B Nea>

Select sourcetype Select sample Select fields Validate fields Save 4 Simple field eXtraCtiOn
« Highlight-to-extract
Select Fields multiple fields at once

Highlight one or more values in the sample event to create fields. You can indicate one value is required, meaning it must exist in an event for the regular expression to ma
* Apply keyword

web_iis_3 64.27.101.83 - - [18/Sep/2014 10:54:58:000000] "GET /cart.do?action=purchase&itemId=EST-19&product_id=BT-HS-JABRA-W f
“http://shop.splunktel.com/product.screen?product_id=BT-HS-JABRA-WAVE" "Mozilla/5.0 (Linux; U; Android 2.3.4; ja-jp; SonyEric SearCh IIterS
Gecko) Version/4.0 Mobile Safari/533.1" 3726 . .

e —— « Specify required text
Show Regular Expression > Field Nome | In eXtraCtlonS
Preview Sample Value  Android * View diverse and
If you see incorrect results below, click an additional event to add it to the set of sample events. Highlight its 1 ncorrect va

Events method status bytes ra re eve ntS
/1,000 events (before 9/18/14 11:00:45.000 AM)  \alidate extracted

filter Sample: First 1,000 events v All events v All Events Matches Non-Matches Va | u eS Wlt h fl e I d Stats

raw

v web_apache_2 64.27.101.65 - - [18/Sep/2014 10:56:59:000000] "POST /cart.do?action=purchase&itemId=EST-1&product_id=BA-MOPH
JUICEPACKAIR&JSESSIONID=SD3SL1FA700383 HTTP 1.1" 416 935 “"http://shop.splunktel.com/product.screen?product_id=BA-MOPHIE-JY
Android 2.1-updatel; en-gb; Milestone Build/SHOLS_U2_02.36.0) AppleWebKit/530.17 (KHTML, like Gecko) Version/4.0 Mobile Saf

cisco W&. #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Enrich Raw Data to Make It More Meaningful

External Data Sources

Create additional fields from [Eé] _________________

the raw data with a lookup LDAP,
to an external data source AD

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

1 1

| Watch X

| Lists .

1 1

1 1

1 1

1 1

| 1 1

1 1

Insight comes out : :

¢ X CRM/ERP X

: :

i Time Event | X
1

> 4724014 2014-04-24 01:18/49 98 192.168.5.163 alled E :
1:18:23.000 AM ves Sar Frarciacn ! CMDB !
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Data Preparation & Analysis With Tables

Fast and simple analysis for a wide range of users

splunk

Search Datasets Reports Alerts Dashboards

New Table Dataset

Commands

Edit v Sort v

“status_description’, "uid"

IMatched type....
eval [Mismatched type...
DateTime=strftime(_time',
"%A, %B %e, %Y %M %p7)

[Null values.......

Single value..
lookup “customer_info® “uid”
OUTPUT “username’, *state”,
“city’, "gender”
eval dnesday, August 24, 2016 01:59
“username=if(isnull(usema
me), “unknown’, 'usemame’)

Multivalue...
Unique values.d..........

s dnesday, August 24, 2016 01:58
replace "M" with "Male”, F*

with "Female” in "gender”
dnesday, August 24, 2016 01:57
dnesday, August 24, 2016 01:56

dnesday, August 24,2016 01:55

dnesday, August 24, 2016 01:54

Cisco

&./

12,636 events (before 9/2/16

an

3.64%

Find

Search & Reporting

Preview Rows  Summarize Fields Pivot Save As
Filter v Clean v Summarize v Add New v
Change Case. po.oco v All time v o
Fill Null or Empty Values # | clientip status # | status_description
Replace Values
= Matched type. 9.87% # Matched type................100.0 ¥ Matched type................100.(
’ mMismatched type........ Mismatched type............0.0 Mismatched type...........0.(
Remove Non-Numerical Values & Null values.... 0 Null values.. NUI ValUS......cccrin D
5 single value.... 263 single value..... Single value
Eval Expression b Multivalue.... Maximum Muttivalue..
wnmum.: o0 Unique values.... MU, 00 Unique values.d.....
Average.. 107.115.121.147 Average.... 281.17 oK (]
a Medin 172.144.47.165 ( Median...... e 200 ot Found
d [V T— [ — ;
Standard deviation. ps, [ V4183140072 o Standard deviation,.......118.72 | Service Unavailable
136.75.232.254 0 Not implemented
1 8
56 0.13499.193 0 20 Temporary Redirect
1 A 6.03%
Li 11220.102.13 0 o Request-URI Too Long
., | 459 ( 503 12.99%
152.132.210.188 C Payment Required
1 : 182.168.194.196 ¢ o Precondition Failed
165 ( 501
1% 154.160.48.22 0 Created
148 15 414 023
158.42.245.110 0 Gone
1 0.14 Al 0.21%
00 84.193.189.163 ) sz Length Required
174 ( = 412 021
112.115,55.208 0 Unauthorized
( 0.2
197 115.180.125.217 0 w1 Request Entity Too Large
208 401 c
116.22.111.230 0 Non-Authoritative Information
#CiscoLiveAPJC BRKGEN-1624

* Tabular data views
speed analysis
for specialist and
occasional users

* Intuitive interface
to prepare and analyze
data without using
Splunk Search
Processing Language
(SPL)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Structured View Into Unstructured Data

web_bc01 35ms

web_bc02

2990ms
Business Analytics

Product ID

Amount
Security
Activity Log
web_bc01 | 67.17.10.12 4 22 Normal 2
web_bc02 | 67.17.10.13 631 1030 Suspicious 13
web_bc03 | 67.17.10.14 12 27 Normal 0
prdstg_01 67.17.10.15 0 0 Normal 0
prddb_01 | 67.17.10.16 1 5 Normal

Table Datasets: Empower users with focused data views

cisco W./ #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Easy-to-Use Analytics

® PIVOt 11 NeW P|V0t Saviis...' Clear Orders v
o Drag—and—drop interface enableS 1,115,631 events (before 8/22/13 7:41:09.000 PM ) Complete 2t ala
any user to analyze data = pereg Documentton %
. iM + +
» Create complex queries and =8 = iy
reports WithOUt |earning SearCh :PAccnuntMumber / +. Count of Orders / Cnuntnfis_SaIes_I T
I a n g u a g e Account Number . Count of Orders Count of is_Sales
 Click to visualize any chart type; " i “
- 0000001 56 16
reports dynamically update when 0000002 "
fields change sowoms 2
900000004 14
900000005 2
900000006 56 16
900000007 48 16
900000008 a7 13

cisco W. #CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Dynamic Reporting

* Reports

* Visually represent the results
of a search

* Run on an ad hoc basis or save
the report to view later

* Share it with others on the team
or a different group

* Add reports to a new or
existing dashboard

cisco Lz/&/

Buttercup Games

Q New Search Savehs Close
index-test  sourcetype-access_conbined | eval bytes-bytes/1000 | tinechart count by status_description Mmev | Q
12635 events (before 9/9/16 239 22,000 M) No Event Sampling > b~ b & 4 ¥ Saivodev

Events. Patterns Statistics (60) Visualization
- C v #Format v

oL i Il = W
o ....'.-‘ 42 ))

6 1 ~

. — Created
w1l e A ¢ o
a Y : — Not Found
A . G — Not Implemented
<, |42 =
o — OTHER
= — Payment Required
= Precondition Failed
= — Request-URI Too Lang

a — Service Unavailable
— Temporary Redirect
| OJ
120 PM 1:30 PM 1:40 PM 1:50 PM
ime
_time Created Gone Not Found Not Implemented oK OTHER Payment Required Precondition Failed Request-URI Too Long Service Unavailable Temporary Redirect

#CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



New Search

Europe Network Hub

P ” |

=
* Visualize Any Data
* Open framework to create or customize any visual | BE - o
* Visuals shared via Splunkbase library - —RIHEE\ Y~ e
 Available for any use: search, dashboards, reports — S =
* Visuals for IT, security, loT and business analytics ‘ . -

cisco M&-/ #CiscolLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 6



Actionable Alerting

Alerts

» Create alerts based on any search

 Customize content and format of email alerts

» Trigger a script
¢ Custom Alert Actions

» Allows packaged integration
with third-party applications

» Enable custom workflows

» Developers can build, package
and publish alert actions

cisco Lz{@/

Edit Alert

Alert

Enable Actions

List in Triggered Alerts
Send Email

To

Priority
Subject

Message

Include

Cancel

Alert - Customer download failing

v

Sresult.area_code$ support@splunktel.com;

A

[ High v |

Sname$

The customer with a phone number of Sresult.n
"Sresult.track_name$” by "Sresult.artist_names”

This dashboard may help diagnose:

+ Add Actions v

HipChat
Send HipChat room notifications

=== Run a script
:
Invoke a custom script

Sz Send email
M Send an email notification to specified recipients

R ServiceNow
Create a ticket in ServiceNow

¥ Slack
Send a message to a Slack channel

ﬁ\.'.) Webhook
@D Generic HTTP POST to a spcified URL

http://wimpy.splunk.com:8999/en-US/app/oidemo/customer_care?
form.sourcetypeToken=$result. ndn$&earliest=5job.searchEarliestTime$&latest

=5job.searchLatestTime$

| Linkto Alert Link to Results
Search String Inline Table
| Trigger Condition Attach CSV

P

#HCiscolLiveAPJC BRKGEN-1624
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Apps and Add-ons

Collaboration

/Symantec.
Q zoom 1 Office 365

Security A
servicenow
Bl Windows

THm
WebSphare

I rorcepomT
[T securi:
D Bromium  S0PHOS
citrpe  JUMES)

Apps

A packaged solution
knowledge objects and

technology or use case

containing a collection of custom configurations or

extensions for a specific Splunk apps. (ex. data € oren paTronm

infoblox = *thuale

Add-on
An App that provides

N
mawx  MySOL

data inputs to support other aws

ingestion and parsing.)

&
88%

Public Apps

Splunk, Partner, and

community developed
Apps and TAs offered
for community reuse*.

®  Splunkbase apps

vetted via App
Inspect

* Some Apps are offered as part of paid offerings.

cisco Lz{/&/

Splunkbase

® 1,000+ Splunk
Cloud Certified
Public apps

Splunk 1st-Party
Apps are already
vetted

C O E=

() o
N

Private Apps
App Inspect Customer developed Apps
and TAs private to your

Splunk Applnspect service organization.

automatically checks for
v security compliance of ®  Private apps installed
O Splunk Apps via Splunk Cloud Ul or
= Admin Config Service

L] (aCS)

Splunk Admin

#CiscoLiveAPJC BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public




Cisco Apps

Cisco ISE Custom Alert that
can hit directly Cisco ISE...
By WIMBO PRABA CANDR

* Kk kk

Cisco Enterprise
Networking for Splunk...
By Cisco EN Programmabilit

Il Cisco Security Cloud
Nonm

cisco

Ve ¥ e %k ok ok G

Cisco Web Security
Appliance (WSA) Insight
By Pavel F
ualize |
trouble:

PLATFORM

RATI

Cisco Catalyst Enhanced
Netflow Add-on for Splunk
B Ram|a

alialn
cisco

splunk Add-on for Cisco
AddOn+  \wsa

%k Kk ok

DEVELOPER SUPPORTED ADDON

ot Cisco Catalyst Add-on for
Nimm
c15co splu"k

prd i Bk g d

DEVELOPER SUPPORTED APP DEVELOPER SUPPORTED ADDON

splunk Add-on for Cisco
AddOnt ASA

TA for Cisco CDR Reporting
and Analytics

tothe
Spiuni

% ¥k k7t (18

DEVELOPER SUPPORTED APP

splunk Add-on for Cisco
Identity Services

PLATFORM S 5plunk Cloue

RaT *kok kA

DEVELOPER SUPPORTED ADDON

splunk Add-on for Cisco
AddOnt+ EsaA

SPLUNK SUPPORTED ADDON

Cisco CDR Reporting and
Analytics

%k %k k& (20

DEVELOPER SUPPORTED ADDON

Il Cisco Secure eStreamer
e 9
Giseg| Client Add-on for Splunk

% % %k ¥ 51

SPLUNK SUPPORTED ADDON DEVELOPER SUPPORTED ADDON

Cisco Bug Search and
Analytics

Cisco ACI App for Splunk
Enterprise

il
cisco

% % %k % v % ¥ ok

SPLUNK SUPPGRTED ADDON

Splunk Add-on for Cisco
AddOnt ycs

* % Kk

SPLUNK SUPPORTED ADDON

Cisco DNA Center Add-on

L 2 8 & & St

DEVELOPER SUPPORTED APP

Cisco ThousandEyes Add-on
for Splunk
B trix Ir

DEVELOPER SUPPORTED ADDON

DEVELOPER SUPPORTED APP DEVELOPER SUPPORTED APP

#CiscolLiveAPJC

SPLUNK SUPPQRTED ADDON

BRKGEN-1624

DEVELOPER SUPPORTED ADDON

DEVELOPER SUPPORTED ADDON

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Splunk Machine Learning Toolkit

» Assistants: Guide model building, testing &
deployment for common objectives

» Showecases: Interactive examples for typical
IT, security, business, IoT use cases

« SPL ML Commands: New commands to fit,
test and operationalize models

» Python for Scientific Computing Library:
300+ open source algorithms available for

Predict Fields

cisco Lz{/&/

Detect Outliers

splunk

Realtime Insights Trend Prediction

Realtime Marketing Search v

How can Machine Learning be used to predict sales and enable proactive revenue generation?

When applying machine learning, we first fit a model with historical data. For this application, we are using a Linear Regression model as an |

of donuts or pot of

Fitting a Linear Regre:

20,000

Vﬂmilll"
o LI .

12:00 AM
Tue Jun 7

2016

@ Splunk Machine Learning Toolkit

Forecast Time Series Cluster Events

Predict Categorical Fields e~ | Moeinfov | | &
e other fiekds i that event
1: Choose an example dataset or enter a search
erom 0z [ snputrookap churn.esv Aiimev | Q
0 events (12/31/69 4:00:00.000 PM to 9/17/15 3:49:03.000 PM) ¥ Smart Mode v
2 Feld to predict 3 Fiekds touse for predicting
Chum? ©| | [ CustServ Calls | X Day Mins | X EveMins | X infl Plan Select All Fields
* Intl Calls % intl Charge | % Intl Mins  * Night Charge
* Night Mins | % VMsd Plan
4 Model name (used to refer to it later)
B
Dataset Preview
Aocount | prea cumsery | Oay Day eve £ i il o o Ngm | Ngw
Lenath. Lods 2. ll Calls “har Day Mi Calls Ch; Exe Mi Plan Calls Charge Mins. Calls Charge !
o o 4 1970000 7300000 & 8070000 1793

o no 2 2730000 10.100000

124 10220000 2272

Build custom analytics for any use case

#CiscolLiveAPJC

BRKGEN-1624
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.

cisco W-/ #CiscoLiveAPJC ~ BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

BRKGEN-1624 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 58


http://www.ciscolive.com/on-demand

afrar]
Cisco

Thank you
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