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Cisco Webex App

Questions?
Use Cisco Webex App to chat
with the speaker after the session

How

' Find this session in the Cisco Live Mobile App
‘ Click “Join the Discussion”
‘ Install the Webex App or go directly to the Webex space

‘ Enter messages/questions in the Webex space

Webex spaces will be moderated

by the speaker until November 15, 2024.

cisco W/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\\

webex

by CISCO
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. Cisco Al-Ops and Cisco RF
Excellence

- Cisco NDP - Neighbor Discovery
Protocol

- Al-Enhanced RRM
. Sustainability in Wireless?
- 6GHz Design Guidance

- Design Partner integration for
Dashboard and Catalyst Center

- CleanAlr Pro
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Join the Discussion
Webex Space

BRKEWN-3413:
Advanced RF Tuning for Wi-Fi6E
with Catalyst Wireless:
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Wi-FiI and Radio Resource Management

Measurement Data

- Radio Resource Management - RRM
- Channel Planning, Tx Power, Channel bandwidth

- Coordinates multiple APs for Wi-Fi coverage

- Knowing the RF Distance is key to Interference
Management
- Beacon Measurement
Fast, and data efficient
- Works well, for Moderate AP density
Coordinates Channel/TX power for Closest Neighbors

But - Neighbor Relations do change with power and data
rate

- Neighbor Discovery Protocol - NDP
Like a beacon, but designed for RF ranging

Provides a consistent RF distance regardless of AP power
level or Beacon data rate
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Wi-Fi and the Neighbor Discove

|

« All Cisco WLCs since 2004 have relied on
Cisco’s RRM

. Cisco’s native NDP protocol provides RF (s gRCEMEC L]
Distance information to the RRM algorithms | ™ ™™g ™

48:8B:0A:39:3E:80 -40 dBm l

In order to make good decisions oo e

+ DCA - Dynamic Channel Assignment ==
- TPC - Transmit Power Control
. FRA - Flexible Radio Assignment o
- CHD - Coverage Hole Detection || WG | s

- Quality outcomes require Quality Metrics! 7 @ | THSES—— -

EEEEEEEEE
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Cisco’s Over The Air NDP- Protocol

- NDP is a proprietary broadcast message that
the AP’s all transmit and listen for.

- These messages are always sent at the [off)

highest power level for the channel and lowest (--5:{,@ ’ g
data rate supported - P
AP NDP is sent to 3

- The intent is for the packet to reach as far as
possible to be heard by as many AP’s as can
be reached

multicast address
01 :OB:85:OO:OQH'90

. 0
- RRM knows the RF Distance between every -
AP O

- We know how it is heard and by whom

cisco M-/ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



The Cisco NDP packet
FieldName  [Descripon ]

Radio Identifier Slot ID for the sending radio

Group ID IP Address and Priority code of senders WLC

Hash RF Group name converted to a hash for authentication
IP Address The IP address of the sending AP's RRM Group Leader
Encrypted? Are we using Encrypted NDP?

Version Version of NDP

APs Channel The operating channel of the sending radio

Encryption Key Length Key Length

Encryption Key Name Key Name

Message Channel The channel the NDP was sent on
Message Power The power (in dBm) the message was sent at
Antenna Antenna pattern of the sending radio

cisco M-/ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 11



Off Channel NDP

- NDP is sent both on and off
channel and must cover all
channels being used within 180
seconds

- If 25 channels, then every 7.2
seconds an NDP is sent

- If 59 channels, then every 3
seconds there will be an NDP

- Observing one channel = every
180 seconds

cisco Lz/&/

N wlan.ra==

Time

2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24
2024-01-24

01:0b:85:00:00:00

18:01:14.2745480
18:01:48.594185
1B8:81:41.220849
18:02:26.557463
18:02:26.846786
18:02:41.609155
1B:82:42.579839
18:93:03.627873
18:04:14.400432
18:04:40.800864
1B:84:41.338394
18:05:26.452214
18:05:26.973481
18:85:32.869715
18:85:48.968370
18:85:42.500896

#CiscoLiveAPJC  BRKEWN-3413

Destination

Cisco_00:00:00
Cisco 00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00
Cisco_00:00:00

| Source

Cisco_5e:e9:a@
Cisco _53:4e:60
Cisco_a2:9d:c@
Cisco_5f:fl:a@
Cisco_5f:cf:b@
Cisco_24:4c:20
Cisco_fe:0e:20
Cisco_5f:56:T@
Cisco_Se:e9:a@
Cisco_53:4e:60
Cisco_a2:9d:c@
Cisco_5f:f1:a@
Cisco_5f:cf:b@
Cisco_5f:b6:f@
Cisco_24:4c:20
Cisco_fe:0e:20
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ow to see NDP

an

/

- From the command line - you
can see an AP’s neighbors using
the sh ap auto-rf dot11 5 and the

t :  —70 4Bm ( [ )
FRX Highest RX On Channel ;‘lighest RX Neighbor |Lowest RX |TX

- - - Name Radio Mac Model ighbors ighb ighbor Count on Channel Neighbor |Neighbors
NDP is displ ayed for eve ry AP In o e e o\ )
HC D1224 68-71-61- CW9166D1-MR 22 -46 1 -46 -63 40
. . . HC D1260 68-71-61- CW9166D1-MR 24 -39 3 -51 -69 11
th e n e a r b A PS T h I S I n fo r' m a tl O n HC D1245 68-71-61- CW9166D1-MR 21 44 4 53 62 26
y . HC D1252 68-71-61- CW9166D1-MR 24 -47 2 -53 -66 30
HC D1264 68-71-61- CW9166D1-MR 24 -40 3 -53 -65 13
. . HC D1266 68-71-61- CW9166D1-MR 24 -38 3 -54 -66 11
will continue for eve ry AP mm hemm s - — 1 | ——
HC D1262 68-71-61- CW9166D1-MR 24 -43 2 -56 71 4
. HC D1241 68-71-61- CW9166D1-MR 24 -42 2 -57 -71 5
a S S O C I a t e d HC D1236 68-71-61- CW9166D1-MR 23 -47 3 -58 -63 56
HC D1246 68-71-61- CW9166D1-MR 23 -44 1 -58 -63 54
HC 0872  6C-8D-77- CW9166l-E 24 -45 2 -59 -66 26
HC 0890  AC-2A-Al CW9166I-E 24 -44 1 -59 -64 25
HC 1312 EC-F4-0C- CW91661-MR 23 -49 3 -59 -64 52
HC D1223 68-71-61- CW9166D1-MR 24 -44 1 -59 -66 23
i O u C a n a SO u S e e a n HC D1225 68-71-61- CW9166D1-MR 23 -54 3 -59 -67 30
HC 0860  6C-8D-77- CW9166I-E 24 -4 2 -60 -68 21
L] . HC 0875  AC-2A-Al CW9166I-E 24 -41 1 -60 -65 26
arse the sh tech wireless to gain ;= =z amee = = s o =
HC 0893  AC-2A-Al CW9166I-E 24 -50 4 -60 -65 30
. . . HC D1235 68-71-61- CW9166D1-MR 24 -49 2 -60 -64 41
HC D1250 68-71-61- CW9166D1-MR 24 -35 3 -60 -67 10
d eta I | e d I n S I g ht HC 0879  6C-8D-77- CW9166I-E 24 -47 1 -61 -65 26
HC 0882  6C-8D-77- CW9166I-E 24 -41 1 -61 -65 26

Cisco WCAE tools -
cIsco '&‘/
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RX Highest RX On Channel Highest RX Neighbor |[Lowest RX |TX N
Name Radio Mac Model Neighbors | Neighbor Neighbor Count  |on Channel Neighbor |Neighbors
HC D1265 68-71-61- CW9166D1-MR 2 -3 -3 -6 41
HC D1224 68-71-61- CW9166D1-MR 22 -46 1 -46 -63 40
HC D1260 68-71-61- CW9166D1-MR 24 -39 3 -51 -69 11
HC D1245 68-71-61- CW9166D1-MR 21 -44 4 -53 -62 46
HC D1252 68-71-61- CW9166D1-MR 24 -47 2 -53 -66 30
HC D1264 68-71-61- CW9166D1-MR 24 -40 3 -53 -65 13
HC D1266 68-71-61- CW9166D1-MR 24 -38 3 -54 -66 11
HC 0869  AC-2A-Al- CW9166I-E 24 -45 1 -56 -66 25
HC D1262 68-71-61- CW9166D1-MR 24 -43 2 -56 -71 4
HC D1241 68-71-61- CW9166D1-MR 24 -42 2 -57 -71 5
HC D1236 68-71-61- CwW9166D1-MR 23 -47 3 -58 -63 56
HC D1246 68-71-61- CW9166D1-MR 23 -44 1 -58 -63 54
HC 0872  6C-8D-77- CW9166l-E 24 -45 2 -59 -66 26
HC 0890  AC-2A-Al CW9166I-E 24 -44 1 -59 -64 25
HC 1312  EC-F4-0C- CW9166I-MR 23 -49 3 -59 -64 52
HC D1223 68-71-61- CW9166D1-MR 24 -44 1 -59 -66 23
H( D1225 68-71-61- CwW9166D1-MR 23 -54 3 -59 -67 30
HC 0860  6C-8D-77- CW9166l-E 24 -41 2 -60 -68 21
H( 0875  AC-2A-Al CW9166I-E 24 -41 1 -60 -65 26
HC 0881  6C-8D-77- CW9166lI-E 24 -46 1 -60 -63 26
H( 0893  AC-2A-Al CW09166I-E 24 -50 4 -60 -65 30
HC D1235 68-71-61- CW9166D1-MR 24 -49 2 -60 -64 41
HC D1250 68-71-61- CW9166D1-MR 24 -35 3 -60 -67 10
HC 0879  6C-8D-77- CW9166I-E 24 -47 1 -61 -65 26
HC 0882  6C-8D-77- CW9166I-E 24 -41 1 -61 -65 26
Ccisco L‘V&./ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco WCAE tools - https://developer.cisco.com/docs/wireless-
troubleshooting-tools/

Documentation Learn v Technologies -~ Community ~ Events C__ SIGN UP FREE LOG IN
Documentation > All > Wireless Troubleshooting Tools
Cveriew Wireless Troubleshooting Tools
Wireless Troubleshooting Tools In order to help people in the field, doing Wireless netwarks troubleshooting and RF analysis, the WNG Escalation,
w&eéfé' Config Analyzer Express TAC and Development teams have made available several tools to facilitate some of the most common tasks.
WLAN Poller
9800 Guestshell scripts
WiFi Hawk _— |
New! WCAE GUI (updated WiFi Hawk (updated Feb- WCAE (updated December-23)
Wireless Lan Config Analyzer - _
WLCCA February-24) 23)
9800 Traces to ELK - Github
9800 Telemetry Fipeline - Github 9800 Guestshell scripts Wireless Debug Analyzer Wireless Detector (updated May-
Wireless Debug Analyzer 23)
WLC Config Converter BETA '
WCAE
Aire0S to Meraki WLAN Poller
Wireless Config Analyzer Translation
Express - Engine
Wireless Config Analyzer
Express - GUI
What is new! (engine) Wireless Config Analyzer Express - WCAE
i I
What is new! (GUI) « Cloud Version
Checks available in tool « Mac 0S
RF Health * Windows 10/11
How to use - Cloud * Mini Desktop

Javier Contreras - Principal Engineer BRKEWN-3628 How to Troubleshoot Catalyst 9800 Controllers

cisco M- #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 15



How RRM Uses NDP

RF View - Band: 5 GHz

° RRM haS an RF Group |eader - AP Classified per : Site Tag. NDP RSSI: -85
the admin anchor

- And RF Neighborhoods -
Clusters of APs that are close

enough they need their channel Ty .
and power calculated together o PR RY
. APs require isolation | - \ g
.+ Its all fun until you get more AP’s g %

than you have channels available

D Show Legend | View Type: Site Tag ~ |Link RSSIFilter: -85

cisco W-/ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 16



Using the GUI version - AP’s RF View

RF View - Band: 5 GHz AP Radio o04
AP Classified per : Site Tag. NDP RSSI: -85 Count:
° Link Count: 9297
ﬁﬂ - .
® o ,

E] Show Legend | View Type: Site Tag ~ |Link RSSIFilter: -85 ~

cisco W-/ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 17



Using the GUI version - AP’s RF View

RF View - Band: 5 GHz AP Radio 511
Count:

Link Count: 3943

AP Classified per : Site Tag. NDP RSSI: -75

a*P
™y

©
@
=4

D Show Legend | View Type: Site Tag ~ |Link RSSIFilter: -75

cisco W- #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 18



The view From the keynote -
and The C9104 antenna

RF View - Band: 5 GHz

AP Classified per : Site Tag. NDP RSSI: -75

AP Radio
Count:

61

Link Count: 81

I:] Show Legend | View Type: Site Tag ~

| Link RSSI Filter:

-75

v

cisco M/
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Spectrum Management Requires Data
Off Channel Scanning - on Every Cisco AP

« Off Channel Scanning - legacy AP (anything with 2 radio
interfaces today)

* All Channels must be scanned EVERY 180s within 3 Minutes {
« Dwell time is 50 ms, 10 ms for channel change = 60 ms off

channel g -
« 180s / 25 Channels = off channel dwell every 7.2s / s
- Off Channel Scanning for WSSI/WSM module and 4800 N =
AP '

« Continuous cycle 1200 ms Dwell across 2.4 and 5 GHz
« Supports RRM, aWIPS/WIDS, Rogue, fastLocate, Cleanair

» Serving Radio still required for NDP Tx off channel as the \ '
module/third radio has no active transmitter

- All WI-Fi6e capable APs have dedicated Scanning Radios

cisco W/
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High-Density Client Test- Results
Cisco Wi-Fi 6 vs Cisco Wave 2 APs

Multi-Client Performance

700
__500
wn
< 400 \ —Cisco 9115
g \ = Cisco 9120
E — ]
o 300 Cisco 2800
= e Cisco 1850
= 200 Cisco 1840

100

0

10 20 30 40 50 60 70 80 90 100
Clients
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On-Channel NDP

C9124 and the New
Neighbor Discovery
Protocol

cisco M/



Cisco Optimised Neighbor Discovery

- The Catalyst family of APs introduced the world to the power of the
Cisco RF -ASIC

- In Cisco Wireless (CW) APs the scanning radio is responsible for all off
channel intelligence including the NDP protocol which offloads the ) A e e
serving radios duty = ;mmmm A"

it/ 10063/m3’

- This boosts performance under full load by as much as 25% against -_ 300
legacy APs and with increased resolution as well - more for less! ;M f}/

.._..,.M

- The outdoor AP and MESH use cases differ with lower AP density and
greater distances between nodes than indoor

6 GHz adds an additionally 1200 MHz to scan and increasing time
between updates as a result

« Time to Innovate!

cisco M- #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23



Cisco On-Channel NDP

- NDP frames transmitted on channel by the serving
radio

- Serving radio transmits NDP frames once every
450ms

- Received on the RF-ASIC
- Dedicated scanning

Chn. 36

- 925ms dwell on 5Ghz (in FCC, 23 sec) Rx
- 1130ms on 2.4Ghz (in FCC, 3.2 sec)
- Neighbor discovery within ~46 seconds of RF-

ASIC Rx scan for both bands

Faster Neighbor Acquisition/Updates!

cisco W-/ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Cisco On-Channel NDP

n "(ll's'('L" Cisco Catalyst 9800-L Wireless Controller
VB 2000

Two Ways to operate NDP - Not interchangeable!

‘O Reset to Defaults

Mixed Mode Operation?

NoisefInterference/Rogue/Cleanir/S| Monitoring Channels €

RF-ASIC/Scanning required for on-Channel NDP

Channel List Country Channels  w

RRM Neighbor Discover Type Transparent

NDP “Type” Configuration at the Global and RF
Profile levels

- Auto = WLC chooses based on RF-ASIC
- Off Channel = Legacy off-channel NDP

RRM Meighbor Discover Mode .m .

Transparent /
T [ ]

Add RF Profile
Gengral  E0ZT1 RN Advenoed
- RF-ASIC if present, will Tx/Rx NDP .
Radi Band EMES’»J_
- (I V. am (]
Descrption Enter Del b
NOP hede “um L] /

D Cancel

CISCO W‘/ #CiscoLiveAPJC
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Cisco Cloud - NDP for all of CW?

&

Al-Enhanced RRM

- Today, AutoRF relies on Beacon based
neighbor knowledge

- Coming in release R31, Cloud networks eraki Clou ‘ | (‘ Sisco Gatayet Conter
will will use NDP to populate the neighbor (Auto RF) D[ E® 4

list

Combining the World’s Largest

« Al AutoRF is about to meet Al-Enhanced Wireless Data Lakes
RRM - Stay Tuned

CW9100 AP

CIsco M‘/ HCiscoLiVeAPJC  BRKEWN-3413
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AP |solation, Operating Density, and Performance

Wi-Fi operates on Contention, 2 AP’s that hear one
another, will share (each get half) the bandwidth

« 3 APs that hear one another will each get 1/3

If you have more channels than APs, all will be isolated

Channel bonding requires more channels

Dual 5 GHz requires 2x the channels per per AP

AP’s must should not hear one another on the same
channel above -82 dBm (-78 possible with RX-SOP)

interference starts to play a role

cisco M/

#CiscoLiveAPJC  BRKEWN-3413

Available ETSI channels
by Width

20 MHz

19

40 Mhz

10

80 Mhz

4

160 MHz

2

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Very Dense = 1K ft2 / 93 m? @40 MHz
1T AP every 361t/ 11T m

- The Channel Plan requires: 15K ft2 / 1.4K m2 0® © © o 8 o e oo |
 15x 5 GHz interfaces @ 40 MHz SUME200 N
12 x 40 MHz Channels Available in US WAREHOUSE- 05

VACANT
« 15 (APs)/12(Channels)=Plan reused 1.25 times

« 3 APs needed to re-use channels

- Channel power between these pairs was high at -70
dBm, -64 dBm and -54 dBm @

*  Well above the -78 required for isolation %

« To evaluate we chose a co-channel pair and tested

o
SUITE 100

both simultaneously ° - DS
WAREHOUSE- 0 SF
. . VACANT
- We used the -64 dBm pair, and loaded each cell with wreane
8 Clients ea. BN o
OFFICE - 7,283 SF
WAREHOUSE- 0 SF
« As expected, the results show that each cell NEXONTRE

received roughly half the bandwidth 2

cisco W./ HCiscoLiveAPJC
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TEST: 40 MHz, 8 x 8K Video Client - Single AP
Throughput / Latency reference

« 40 MHz single cell
throughput for 8x 8K video
clients performed very well

« 760 Mbps or > 90 Mbps
supported for all 8 clients

- One-Way latency <50 ms

« NoO Issues - excellent
performance

cisco W/

One-way
latency =
48.03 ms

EEEEE

Estimated error (ms)

EEEEEEEEEEEEEE

sssssssss

Bytes received

Duplicate DG sent

#CiscoLiveAPJC  BRKEWN-3413
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TEST: 40 MHz, 16 x 8K Video Client x 2 APs

Co-Channel interference = Reduced QOE

Total bandwidth is 535 Mbps or
33 Mbps /client avg.

Latency quadruples 219.44 ms
One-Way avg. unacceptable for
RT Video/Voice

Individual Client experience
ranged anywhere from 20 Mbps
to 60 Mbps, not smooth

Quality of Experience suffers

cwcoékh@/

T 1.0:00:30 | GENERATEREPORT
View by: single apps / single flows
THROUGHPUT 527 MIN; 408.2 MAX: AVG: Bytes sent
One-way
Bytes received
latency =
219.45ms
/ Measured time (sec)
00:00:15 _ 00:00:20 _ 00:00:25 _ 00:00:30 _ 00:00:35 _ 00:00:40 _00:00:45 _ 00:00:50 _00:00:55 _ 00:01:00 _00:01:05 _ 00:01:10 _ 00:01:15 _ 00:01:20 _ 00:01:25 00:01:30
Bytes lost Average (ms) | Avera;e Smsl Average DF (ms) Datagrams sent Duplicate DG sent
Max D. Max delay variatio... Estimated error (ms) Average MLR (ms) Datagrams received DG out of order

RTP BLU-RAY (45 MBPS)_" ssssssssssssssssssssssssssssssssssssssssssssssssssssssssss I LINK SPEED SOURCE | W -FI LINK SPEED DESTINATION

NOTE

: RX-SOP is only effective down to -78 dBm

#CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 30




Cisco Wireless
Al-RRM Update
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RF Automation is the second most used feature
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Unified Al across all Cisco Wireless

RF Intelligence from the World’s Largest Wireless Data Lakes

Autonomous Wi-Fi
for Constant Optimization

Closed-Loop Al Operations
Catalyst _
Center AP Radio Telemetry
Client Telemetry

Close-Loop Automation

I

| I
| |
| I
I

\ Common RF

|, telemetry | Unified Al
\ /
N ! Infrastructure, Unified
Wireless AP

Unified RF Telemetries

cisco L‘V&./ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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What is Al-Enhanced RRM?

On-Prem Al-Driven RRM solution

Deep RF visibility & advanced control Proactive optimizations for all deployment sizes

Al Cloud
Al-Enhanced RRM algorithms

Actionable
u insights @

Al-based
Anonymized data and
RF data I events

g s |/I(| Cisco DNA Center < RRM control

' —(:> Center
_ ) Assurance and Automation populated
e o @ )

Decisions
RF data configured

. . . . via Cisco DNA
Network infrastructure Center
Performance o o Center

- e Catalyst® 9800 controller

\ Wave 2, Wi-Fi 6/6E APs
— - 5 .
> Exceptional Al-Enhanced

~— wireless experience!

5o

—T—

o}
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Al Cloud telemetry collection

Utilizing Raw Device Telemetry Exclusively

Encrypted
Data

|

| Radio RRM Decisions
Anonymized Stats
Telemetry |
|
https
I TLS1.2

Catalyst
Center

PHY Stats Channel WLC IP
MAC Stats Power Base Radio MAC
Client Count Bandwidth WLC MAC

RF Events (Interrupts)

Operational Mode AP Ethernet MAC

#CiscoLiveAPJC

BRKEWN-3413
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Protecting Your Data in the Cloud

with Al-Enhanced RRM Privacy Measures

&

Al Cloud
Al-Enhanced RRM algorithms

Anonymized RF Data is encrypted with AES256
CTR and Base64 Encoding

RRM Decisions

Anonymized TLS1.2
RF data 4 I

|/|(| Catalyst Center De-Anonymize RF
Data

Assurance and Automation

. . . - J
Encryption Key is locally stored on Cisco Catalyst TS 1.2 Decisions configured
e ™~ via Cisco Catalyst

RF data
Center

Center
Network infrastructure Automation

Catalyst 9800 & Fabric-Enabled Switches
Wave1, Wave 2, Wi-Fi 6/6E APs

All Data Stored in the Al Cloud is encrypted _ Dﬂ

Refer to for more information on Cisco Catalyst Center Data Privacy!
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Enabling Al-Enhanced RRM for Provisioning-Enabled Deployments

Catalyst Center manages Catalyst 9800 configurations through Network Settings

Give Al-Enhanced RRM Create an Al RE Profile Assign Al RF Profile to a building,
Cloud Access in Settings. ' and provision your C9800 & APs.

éisco DNA Center System / Settings Wireless / Edit Al RF Profile ASSIgn Locations to Al RF-Profile: AI_RF_Proﬁ\e
arch Settings Settings / External Services Edit Al Radio Frequencv Profile
. . ~~, Below selected and impacted locations will be upgraded with Al RF Profile and APs will be provisioned with pie
. Cisco Al Analytics Profile Name () new Al RF Tags
t v Nn - ’
ceounts Al-RRM-TME-Profile
Connect
Al Network Analytics Site selection summary:
0.com Credentials
Al Network Analytics harnesses machine learning to drive intelligence in the network, empowering administratars ) Search Hierarchy
rt Account effectively improve netwerk performance and accelerate issue resolution. Al Netwark Analytics eliminates noise g +~ Basic Semngs e g
false positives significantly by learning the network behavior and adapting to your network environment. search Help  Selected Location Impacted
rt Licensing Location
Radio Frequency Settings v % San Jose

| Connection Mode

Building 14 No impacted

Enable Al Network Analytics — o
e Settings v ®@24GHz @5GHz @6GHz (O > (J @ Building 10
_ _— locations available
> @ @& Building 14
)

e Distribution Servers ~
Al-ENHANCED RRM Busy Hours (U — -
> (J e Building 18

[ce Controllability Provides sophisticated closed-loop optimization of your radio network based on historical data, while delivering

vork Resync Interval visual insights into why and how. Al-Enhanced RRM delivers macro level suggestions for config optimization and Start Time End Time Busy Hour Sensitivity (L) > (J & Building 24
ability to apply these within minutes. Al-Enhanced RRM is applicable to sites running Catalyst 9800. 9:00 17:00 —~ -~ : .
- Y Y ! ¢ ’ O Low O Medium @ High > @ Utah-Lakepoint
il Enables Al-Enhanced RRM
Enable RF Settings 2.4 GHz 5 GHz 6 GHz

ice EULA Acceptance

Device Authorization Flexible Radio Assignment ®

EVENTS ANALYTICS PREVIEW

ce Prompts Enable export of event data, including Syslog and SNMP traps. Sysleg messages will experted using the secure

ufls

oUratonlArchive cloud connection, without data anonymization: please refer to the Cisco DNA Center Data Privacy and Security D Dynamic Channel Assignment (6] D c]
J Sheet for more details p
al Services v . —
Dynamic Bandwidth Selection ()
entcaton and Polcy Servers Hraranit Power Contral © ‘mll ol 8
jarity Verification
Al Endpoint Analytics
age Cancel
Provides fine-grained endpoint identification and assigns labels to a variety of Endpoints. \ \
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@ Configure Al-Enhanced RRM Enable Without Device Provisioning
Deploy Al-enhanced RRM with or without
provisioning your wireless controllers and access This flow enables Al-Enhanced RRM without provisioning
points. => your wireless controllers or access points.

If you do not want Cisco DNA Center to manage the

Wireless ; ' ;
configuration of your devices, choose this option.

New Al-Enhanced RRM Workflow
for Assurance Only Customers!

cisco Lz{/&/
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Benefits of the Al-Enhanced RRM Workflow

Easier to Enable, with the Same Power of Al

Doesn’t Require C9800 to be

Provisioned on Catalyst Center! FONEIR @i A REMELTS B2 SEIE

«  Taking away this requirement « Combined all steps to enable - While enabling Al-Enhanced

means that all Catalyst Center Al-Enhanced RRM to a single RRM has gotten significantly

users with supported hardware workflow within the Workflow easier, all the amazing
can leverage the power of Al. page titled, “Configure Al- customer benefits remain the
Enhanced RRM -> Enable same.
. Users can continue managing Without Device Provisioning”.
their network settings on their +  There are no loss with regards
C9800 directly. * Admins no longer need to jump

_ to solution capability.
to different areas on Catalyst

Center to figure out how to
enable Al-Enhanced RRM!

\_ AN /
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Use the Power of AI-RRM, Without Provisioning in Catalyst Center!

Enable Al-Enhanced RRM Select the newly designed workflow Al-Enhanced RRM is enabled

cloud access in Settings and deployment option! without device provisioning!

B cotmr sy @ Al-Enhanced RRM
. . -—
CISCO Al Ana|yt|CS Deploy Al-enhanced RRM with or without "
provisioning your wireless controllers and access R
: points. ~—~
Al Network Analytics
Al Network Analytics harnesses machine learning to drive intelligence in the network, empowering administrators to N I
effectively improve network performance and accelerate issue resolution. Al Network Analytics eliminates noise and Wireless f \
false positives significantly by learning the network behavior and adapting to your network environment. /
|/| 1| | Cisco Catalyst Center
q Enable Al Network Analytics
-
, v
AI-ENHANCED RRM o 4
Provides sophisticated closed-loop optimization of your radio network based on historical data, while delivering Enable Without Device prOVISIOnIng Network infrastructure |
v:s‘ual insights into why and hng Al-Enhanced RRM delivers macro level suggestions for config optimization and the Cisco Catalystw 9800 4
ability to apply these within minutes. Al-Enhanced RRM is applicable to sites running Catalyst 9800. .
This flow enables Al-Enhanced RRM without provisioning Series Controller
our wireless controllers or access points. P
Y S Wave 2, Wi-Fi 6/6E APs )
A This feature can be enabled only if Al Network Analytics is enabled.
If you do not want Cisco DNA Center to manage the
configuration of your devices, choose this option.

cisco / &/
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Walk-me available for Al-Enhanced RRM workflow

S
-
®
=
o
1]
=1
<
®
I
LS
§e)

~<_ How can we help you?
Q, Search for help...

D Launch Workflows

D View Your Journey Maps

Assurance

(O Configure Site Analytics Settings

(D View Site Analytics

(O View the Al-Enhanced RRM Dashboard

Design

Get Started

cisco M/

Configure Al-Enhanced RRM

Before You Begin
You must have write permissions.

Complete the following steps:

Btep 1: Build the network hierarchy)

Step 2: Provision the Al-capable wireless controller
and APs to the site.

Note: This step is optional if you are configuring Al-
Enhanced RRM without device provisioning.

Step 3: Enable Al-Enhanced RRM.

Step 4: Enable device controllability.

Step 5: Create an Al RF profile.

Step 6: Run the Al-Enhanced RRM workflow.

Note: If you are unable to complete all the steps in one
go, you can restart this walkthrough and click the step
that you want to go to.

Click Next to continue or click Cancel to exit.

View the Al-Enhanced RRM
Dashboard

Cisco Al Network Analytics uses machine learning
algorithms to define the behavior of an RF network
within a building enabled with Al-Enhanced Radio

Resource Management (RRM).

Before You Begin

* You must have write permissions.

* You must Configure Al-Enhanced RRM.

¢ You must assign a location to an Al RF profile to
view the Al-Enhanced RRM dashboard.

* Cisco Al-Enhanced RRM is supported only on
Cisco Catalyst 9800 Series Wireless Controllers
and Cisco I0S XE Release 17.7.1 or later.

Click Next to continue or click Cancel to exit.

#CiscoLiveAPJC  BRKEWN-3413
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Onboarding the WLC
Al Enhanced RRM Onboarding e

a Sunray1

1 Records —., Below selected and impacted locations will be upgraded with Al RF Profile and APs will be provisioned X

Wireless Radio Frequency Profile

- On the DNA Center console, Select the site e e

Al RF Profile (1) + @ & Global m

to apply the Al Profile that was created L

- If there is more than one site on a WLC, PR -~ 1
ALL sites will need to run Al-Enhanced "= "R = o rEmes

Name* Al_RRM

RF Tag Name

« Once assigned, the Al RF Profile gets =)
pushed to the WLC and replaces the P — TR
|egaCy RF Tag/PrOflle Marlin_4 2.4 GHz Band RF Profile Al_Default_24 v 8

default-rf-tag

- APs on the WLC are assigned the Al RF {[Btee:re ot “ﬂ
Profile = == -

Description Enter Description

- A single WLC can either run legacy RRM or ol L[ASGFZR/;' Profile Push]a}
Al Enhanced RRM but not both ol ——

-IL

g Canfig to AP ®
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What Happens at the WLC 7

Al Enhanced RRM Onboarding

- When the Al RF Profiles are updated on
the WLC, the RF Group Leader Role
changes from Auto-Leader to “Remote-
Member”

- The RF group Group Leader Changes from
“C9800-L_17_7" to “DNAc_Rocks_RRM”

- The RF Group Name changes from “test1”
to “Open RRM”

- Other WLCs that were a member of this
WLCs RF group as Members will assign a
new RF group leader and continue using
the existing configurations

cisco M/

Before Al RF Profile

After Al RF Profile

Configuration ~ > Radio Configurations~ > RRM
6 GHz Band 5 GHz Band 2.4 GHz Band FRA
General Coverage DCA TPC RF Grouping
Group Mode @® Automatic
O Leader
O Off
I Group Role Auto-Leader l

Group Update Interval

Last Group Update

600 second(s)

328 second(s) ago

6 GHz Band 5 GHz Band
General Coverage
Group Mode

Configuration - > Radio Configurations~ > RRM

2.4 GHz Band FRA
DCA TPC RF Grouping
@ Automatic
(O Leader
O Off

/hroup Role

Remote-Member ]

Group Update Interval

Last Group Update

600 second(s)

328 second(s) ago

/ﬁroup Leader

DNAc_Rocks_RRM (172.16‘xxx.xxx)]

I Group Leader

€9800-L_17_7 (192.168.10.2

Group Members

Group Members

Total Group Members :

lGroup Name

Protocol Version

Controller Name

3
test1 l /
0

Total Group Members :

1

/[Eroup Name

Open RRM ]

Protocol Version

Controller Name

0

Y IPv4 Address

/l! C9800-L 17 7

Y IPva MW

€9800-L_17_7

€9800-L_17_7_a

C9800-L 17 7 b

#CiscoLiveAPJC  BRKEWN-3413

192.168.10.21
192.168.10.31
192.168.10.41

192.168.10.21 l

Spatial Reuse

Y IPv6 Address
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What Happens if the AI-RF Group Leader is lost?

Al Enhanced RRM Operations

- S0, what does it mean if the RF Group
leader is in the cloud for Al-Enhanced RRM

systems?

- What Happens if the cloud gets
interrupted?

Al Enhanced RRM has a keepalive timer

that runs every 20 minutes

* |f interrupted the WLC simply assumes
Auto-Leader role and RRM runs locally

with the Al Profiles!

cisco W/

#CiscoLiveAPJC  BRKEWN-3413

Graceful Recovery!

Configuration ~ > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA

Genera Coverage DCA TPC RF Grouping Spatial Reuse

Group Mode @® Automatic
O Lead
O Off
[ Group Role Auto-Leader ]
Group Update Interval 600 secon d(s)
Last Group Update 328 second(s) ago
[ Group Leader C9800-L_17_7 (192.168.10.21) ]

Group Members

Total Group Members : 3
[Group Name Open RRM]
Protocol Version 0
Controller Name Y IPv4 Address Y IPv6 Address
C9800-L_17_7 192.168.10.21
C9800-L_17_7_a 192.168.10.31
C9800-L_17 7 b 192.168.10.41
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Cisco IMPACT Las Vegas 2023 Deployment with Al-Enhanced
RRM Displayed the Power of AlOps in High-Density Wireless!

Busy Hour reduced the number of
channel changes by 83% during

peak hours!
Al-Enhanced RRM Deployment

» Location: Mandalay Bay, MGM Grand, Delano
Average SNR was 25 dB before Al- «  Contiguous Square Footage: 3 m ft/2 (280 Km/2)

. Market Segment: Convention Center
Enhanced RRM and was improved « WLC Count: 2 x C9800-80 in HA

« WLC Version: 17.9.3
to 29 dB after! « AP Type: 3800s and 9130E with RP-TNC connector
Antenna
AP Count: 2352 (with 2526 enabled radios)

Catalyst Center: 1 Running 2.3.3.7

% of APs with High CCl was at 43% | - Spectum 5 Gii y
before Al-Enhanced RRM and was
improved to 15% after!

cisco M-/ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Al-Enhanced RRM Significantly Improved the Wireless
Experience at Cisco IMPACT in August 2023

APs with High Co-Channel Interference Decreased by 28%! _

900 18000 35 18000
o 800 16000 16000
O / 30 /
o)
o 700 14000 14000
5 Enabled 5
ISl August 26 12000 o 12000
3 ol z
c || W» O
S 500 100002 %20 Enabled 100003
® ol © August 26 aS
o 400 8000 S || 2 45 8000 O
O - < >
_C —t
% 300 6000 6000
- 10
'z 200 4000 4000
%]
a 5
<< 100 2000 2000

0 0 0 0
26-Aug 27-Aug 28-Aug 29-Aug 30-Aug 26-Aug 27-Aug 28-Aug 29-Aug 30-Aug
APs with High Co-Channel Interference = Average # of Clients Average SNR === Average # of Clients

Al-Enhanced RRM converged the wireless network within 6 hours and continued to improve the wireless

experience in the high-density environment after a large influx of clients began to join.
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When Al beat The team
Cisco Impact August 2022 Al-Enhanced RRM In Action

 |nitial Convergence ~3
Hours

« Changes made at Night

« Health stayed above
85%. (very good with
load)

« Manual Changes made
last day, easy to spot
the decrease In
efficiency

cisco W/

RRM Changes
hu 24, 2022 25 PN - Aug 31,2022 257 P | 18 anceloy By | Benct s Minimal Changes (.8%) User initiated venue wide

LAW during Busy hours power 3 dB Incr<

Initial Convergence

\

RRM Performance
Aug 24, 2022 2:50 PM - Aug 31, 2022 2:50 PM ‘ ™ Mandalay Bay Band: 5GHz

82% Good
LATEST TREND

- 89% Good 87% Good 13% Fair
7 %Fair | 10% Fair |

® Poor(0-30)  ® Fair(31-60) @ Good(61-100)

Select a Section on Graph to see Access Points
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RRM Changes

Aug 24, 2022 2:57 PM - Aug 31, 2022 2:57 PM Ml Mandalay Bay Band: 5GHz

Minimal Changes (.8%)
during Busy hours

LATES TREND

Initial Convergence

1.000

Total Affected APs 14
@ Channel Change 13
@ Width Change o
@ Tx Power Change 3

Band/Role Change 0

Number of Events(#

pr— s

2:00a 12:00p F00p  Gi00p 9:00p 900a (B 2:00p M B:000 2:00p 300p B:O00p

Time

2:00p

Ua 9:00a 12:00p 3:00p B:00p 9:00p

User initiated venue wide
power 3 dB Increase

9:00a 12:000

She | Chz » CH: I Width Chez : @ Tx P “hang Band/Role Cha 5 . ﬁ
% : o "t After Hours Adjustments

RRM Performance

Aug 24, 2022 2:50 PM - Aug 31, 2022 2:50 PM | M Mandalay Bay Band: 5GHz

82% Good

87% Good 13% Fair

10% Fair

LATEST TREND
% Good

89% Goo
2,000 o - '
7 % Fair

s - ,——— - — W—

= i
»_.__g— I
S 1,000 :
2 '
o LD E L J !
& 1
Total Affected APs 1533 :
500 ® Poor(0-30) 52 ]
Fair(31-60) 121 |
@® Good(61-100) 1360 L

ERis 11:00a

Total Affected APs

Total Affected APs

1533 !
® Poor{0-30) 53 @ Poor{0-30) 74 '
Fair(31-60) 155 Fair(31-60) 199 .
@ Good(61-100) 1325 - - 1260
—_—

® Good(61-100)

3:00a

Bf27 3:00a 6:008 9.00a 12:00p 3:000 6:000 £:00p Br2e 3:00a B:00a 9:00a 12:00p 3:.00p 6:00p 9:.00p 8rzy 3:00a &:00a 3:00p 6:00p 9:00p 830 6:00a 3:00p 6:00p 9.00p
Time
® Poor(0-30) Fair(31-60) @ Good(61-100)
Select a Section on Graph to see Access Points
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L!_!ﬂ For your
Software and Hardware Support Matrix rererence

for Al-Enhanced RRM’s Workflow for Assurance-0Only Deployments

Cisco I0S XE WLC Software Cisco Catalyst Center Software and Licensing

2.3.7.6

17.9.5 or newer (17.12.3 recommended) i DNA Advantage Li
Wi vantage License

Cisco Access Point Hardware

Wave 1, Wave 2, Catalyst Wi-Fi 6, 6E Access Points (Wi-Fi 7 support coming)

Cisco 10S XE WLC Hardware
C9800-CL

C9800-L
C9800-40 / C9800-80
CW9800-M / CW9800-H1 / CW9800-H2
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Public Beta

APJC Q2CY245

Meraki Dashboard

Q) search Dashboard ® L0 ~Q =
View old version
Radio Settings
Overview RF Profiles Auto RF
[ Q Search by AP name ] [ Band v ] [ Channel v ] [ Access point tag v ] [ RF profile ~ J [ RF health v ] = Filters 123 radios
Summary RF Performance @ Fair RF Coverage © Fair
10 21 48 30% 9 Fair (25 dB) High density (6)
Access points Clients RF health score APs high interference Mitigated events Connectivity AP density
. = -
g e Mission Bay B(rul(-\.'nrd South
e ro = O u C p e ra tl O n D Status © Access Point © Channel Tx power (dBm) get power (dBm) Model RF Profile lev = South
. () © SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
( : | Osed = LO O p AI O pe ra tl O n S O © SFO12-1-APO1 112 (40 MHz) 5-14 14 MR56 Optimized RF Pro ~
. . (] o SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro @ i
Unified Al Infrastructure O o srowraor mzwomm s1a 18 ess Optimized RF Pro o 3
) —3
() [ SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro 1 @
Unified Wi-Fi device Telemetry | ) “
(" R o )
Assurance / Al Network Analytics / Al-Enhanced RRM Q ® & L
' 24 Hours ~  Band 2.4GHz 6GHz Al RF Profile: RRM_RF_PROFILE ~ Next RRM Run(D:2m 51 s AP 14, 2024 5:03 PM - Apr 15, 2024 5:03 PM
SUMMARY RF PERFORMANCE SUMMARY RF COVERAGE SUMMARY Al RF PROFILE SIMULATOR ()
23 38 85 /100 40 % 16 High High (35 dB) [ Run RRM Simulation
Total AP Total RRM o APs with High ® RRM AP Connectivity
Count Clients Performance CCl Changes Density
L

#CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Unified Al across all Cisco Wireless

RF Intelligence from the World’s Largest Wireless Data Lakes

‘tseh Meraki Q Search Dashboard

. . View old version
5| Network Radio settings
“*"’ Meraki Chicago Post v
Office CHG12 Overview RF profiles  Auto RF
@  Secure Connect BAND CHANNEL ACCESS POINT TAG  ACCESS POINT MODEL RF PROFILE RF HEALTH SCORE
REGULATORY DOMAIN

. 5 v All v All v All v All v All FCC Edit
<.r Network-wide
wig Assurance New

Summary RF Performance @ Good RF Coverage @ Good
(| security & SD-WAN 62 56 100 0% 15 Low (0) High (38 dB)
Online APs Clients RF Health High CCl ® Mitigations © AP density Connectivity
= N
@ Switching

il Catalyst Center Assurance / Al Network Analytics / Al-Enhanced RRM Q o ® L | KA minsekim
® 24 Hours »  Band 2.4GHz 6GHz Al RF Profile: demo-ai-rrm6_Building-14  Next RRM Run (): 16 m 27 s May 30, 2024 10:26 PM - May 31, 2024 10:26 PM
All Sites Al Enabled Sites
(Q Search Hierarchy SUMMARY RF PERFORMANCE SUMMARY RF COVERAGE SUMMARY Al RF PROFILE SIMULATOR (D
Search Help ° . .
10 1 51 /100 20 % 0 ngh H|gh (45 dB) [ Run RRM Simulation }
v \/ Globa
Total AP Count  Total Clients RRM Performance () APs with High CCI () RRM Changes AP Density  Connectivity
> Bangalore
> &b Ekahau Wi-Fi Day
\_ i Italy J
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In Progress

RF Health

on Assurance Overview

 Highlights problematic frequency
bands - 2.4, 5, 6 GHz

« Provide per-radio RF scoring, the
same algorithm used for AI-RRM

* Provides further scoring and
iInsights on critical RF categories -
neighbors, interference, noise,
and client connectivity

cisco M/

-

Assurance overview | @ Lastday v

Network health score A Fair )

April 16, 2024 158:02

91/100 A rair

-

Co-channel neighbor
Side-channel neighbor

Co-channel neighbor with utilization

8 of 10 (Poor)
5 of 10 (Poor)
2 of 10 (Good)

970 Clients impacted m?"RTM\/ orscore - Tn
-9 ®
Good 83% (126/200) |
@ Remote b -19 ®
Fair 23% (46/200) pmeo
A Wired 1issues . L@ o
50 clients impacted Fﬂ':' r 1-'51- ?"L I:EE i E{]D:I
\ J

N

~

erferer

#CiscoLiveAPJC  BRKEWN-3413
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RF Health

RF Design and operation validation metric

Ch64

Ch36 Ch36
RF Health 50 RF Health 50

RF Health is a value from O to 100 to represent a simple-to-understand metric with the
RF quality state of AP radio (0% is dead, 100% is fully healthy )
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RF Health ingredients

[ /]

Neighbor: Co channel neighbor, side channel
neighbor, Co-channel utilization

Interference: CCA Busy, Channel Interference RSSI,
Interference Duty cycle, Side channel interference,
Interferer Utilization

Noise: Noise Floor, Side channel noise

Client: Low RSSI Client, Low SNR client
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Advanced Neighbor Visibility

Al-RRM can leverages comprehensive RF telemetry

Al Cloud

Ch64

/" \

Ch36 Ch36

cisco M/

- NDP - Neighbor Discovery Protocol

- Cisco APs to evaluate neighbor connectivity and

RF environment for RRM purposes

- NDP frames offer reference radio measurement

between APs
- Being sent in consistent Tx power
- Send across all channel

- Include Comprehensive infos such as
Antenna level, Power level etc

- Received NDP info gets reported to Al Cloud
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Channel Utilization breakdown
High Channel utilization is NOT always bad

65% .
- “Who” caused the High Channel

Ty utilization 7
Utilization . Total Ch. Utilization consisted with

‘ - Tx Utilization
RX - Rx Utilization
Utilization R e

- Non Wi-Fi source utilization
Non-Wi-Fi
Utilization
Wi-Fi

Ch. Utilization

cisco M/

#CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 58



Al-RRM Control Path
Al-RRM honors network RF Profile config

Network1 Base RF Profile by NetOps Al Cloud

il
cisco
il
€i5co’
atltatlis
ciseo

Al RRM pushes final RF config value to the AP
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Public Beta
APJC Q2CY245

Al-Enhanced RRM Can Significantly Improve Meraki’s Wi-Fi!

™~ Radio Settings N

Overview RF Profiles Al-RRM
Trend-Based RRM

Optimize RF with 2 weeks of data enabling more Trend-based RRM @ crave
Sophlstlcated & efﬁClent RRM Optlmlzatlonl Trend-based RRM uses an Al engine to improve the performance of your network @

Flexible (] Enable FRA
assignm FRA optimizes the 2.4 GHz band by strategically disabling redundant radios to reduce interference @

-

Flexible Radio Assignment

Al channel planning Enable Al channel planning
P|aCe I’adIOS on the mOSt Optlmal band/mOde tO m|n|m|ze Improved Channel Assignment by leveraging artificial intelligence to optimize channel planning capabilities @
interference on 2.4 GHz at the touch of a button!
Busy hour (] Enable busy hour

Al-RRM will minimize changes during the most active hours of the day ©
I ‘ sensitivity @ (O Low () Medium @ High
@ Auto schedule
Enhanced BUSV HOUr Based on historical data of up to the last 6 weeks @

Optimizations are deferred until after the busy hour, using busy
hour data, rather than just suppressed!

[ 23:00 - 08:00 ® J

(O) Manual schedule

L J y

CIsCoO M./ HCiscoLiveAPJC
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In Progress

RF Health

on Assurance Overview

 Highlights problematic frequency
bands - 2.4, 5, 6 GHz

« Provide per-radio RF scoring, the
same algorithm used for AI-RRM

* Provides further scoring and
iInsights on critical RF categories -
neighbors, interference, noise,
and client connectivity

cisco W/

N

4 I
April 16, 2024 18:02
/Assuranceoverview @ Last 91 / 100 a Fair x\
Network health score A NEighbﬂr 2COra o 73/100
/A © 73/100
Co-channel neighbor 8 of 10 (Poor)
Side-channel neighbor 5 of 10 (Poor)
Co-channel neighbor with utilization 2 of 10 (Good)
970 Clients impacted | Fair \/ s ¥, L L= Fdv ][9]} hannel .  Neighbor score . Interferer
Poor 14% (28/200) ploMwa &0 ©
@ Remote jO (40MHz) 60 -19 ©®
A 81/100 +15pts MyAPCW9168 CW9168 1 44 (40MHz) 60 418" ®
A Wired 1 ssues A 99/100 -5pts MyAPCWO169 CW9169 1 48 (20MHz) 60 18 ®
50 clients impacted
y,
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Public Beta

APJC Q2CY245

/Radio Settings )
RF u I I l I I Ia ry Ba r Overview RF Profiles Auto RF
n ™ n [ Q Search by Access Point ] [ Band v ] [ Channel v ] [ Access point tag v ] [ RF profile v ] [ RF health v ] = Filters 123 radios
I n I ta d I O S e tt I n g S Summary RF Performance @ Fair RF Coverage @ Fair
10 21 48 30% 9 Fair (25 dB) High density (6)
Access points Clients RF health score APs high interference Mitigated events Connectivity AP density
Understand RF Performance at-

a-glance per network JE— -
() status = Accesspoint - Channel NeW RF Health I i = -r Irm—ﬂn l%lllﬂln|

. (0 ©  SsFO12-1-APOT 112 (40 MHz) : In" I m e
RF health score considers all S Score Concept a.ﬁj?@@l_l%@%ﬂai
.y . (0 ©  sFo12-1-APOT 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro @ “d : .H':i 1" ,nl
C rltl C a | R F m et rl CS O e SFO12-1-APO1 112 (40 MHz) 5-14 14 MR56 Optimized RF Pro FI"II' u_lj_a‘mm
O e SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro I“l. tI,I:|l'-n— o
141 H O ] SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro = ’1| ]"I l uT' I‘II
M Itl g a te d eve n tS S h OWS be n efItS O ] SFO12-1-APOT 112 (40 MHz) 5-14 14 MR56 Optimized RF Pro < %l lll%ﬁ!!u‘ﬁ
Of AI C h a n n e | P | a n n I n g O (] SFO12-1-APOT 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro t lll__u__lk'.‘il !R_;u et
O e SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro l -1 “ |ﬂ|‘4m
O e SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro I I ‘J d — |
N eW d iSC OVe ry WO rkfl OW Wlth O © SFO12-1-APOT 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro V (
. . O e SFO12-1-APO1 112 (40 MHz) 5-14 14 MRS6 Optimized RF Pro
advanced filtering wosran (2] < @D 2 - 0 > '
G %

Same Al engine with similar visibility as Catalyst Center’s Al-RRM Control Center!
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In Progress

RF Overview - Redefined

Summary RF Performance d Fair RF Coverage i Fair
144 2 5 48 30% 9 Fair (25 dB) High density (8)
Active radios Clents RAM events RF Score High CC3Y Mitigations. Conneciivity AP density

T Full Width AP
Last 24 hours placement map

— N

« RF Score trend per

. radio

- Side channel overlapping

PEn = - What & Why RF Score

o srons wos  meuows & Co-channel neighbor utilization

o ot & Co-channel overlapping ~ IS CalCUlated

o
o
5

Neighbor score © Poor >

D 0000000 g
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Comparative Analytics
RF Visibility

Network

B
"' Nook-HQ-SF v

< Network-wide

) security & SD-WAN

Radio Settings

Overview  RF Profiles

RRM  New

Compared analytics 246tz Totiradios 125 x

n RF Score insight: 75% RF Score improvement after AI-RRM enabled (Jan 01 2025)

RF score: with previous data AND AI-RRM is enabled from one moment in time
= AI-RRM Off == AI-RRM On

Good

[Q ][sGH,@V][ v][ V][ VH AI-RRM Enabled at
= Switch Fair 01/01/2024 13:00 - 14:00
RF Score 23
°
= Wireless Summary RF Performance 4 Fair biig |
144 21 5 48 30% Jan1 Jan2 Jan3 Jan4 Jans Jans Jan7
B Systems Manager Active radios Clients RRM events RF Score High CCl
- RF score: no previous data AND Al-RRM is enabled Last7 days
+ Camera
= This network == Peer networks
s Sensors Radio map
1l Insight / 11/01/2024 13:00 - 14:00
] — RF Score
®  Organization-wide - qa F_E:pi : — RFScore
Co a["a ad = ~
_= a °1“ {‘gJ Noy Nov 3 Nov 4 Novs Nov 6 Nov7
= a EJ ;IJ
v e h,, a
= J q :ldja 8 RRM changes insight: 75% RF Score improvement after Al-RRM enabled (Jan 012025)
’l ) a o a =]
f a “ r Before and after: Channel changes  AI-RRM enabled Jan 012024
a': aa LEL — AI-RRMOff — AI-RRM On
CEFA R
v 8 ¥ *
; :L“ a Al-RRM Enabled at
01/01/2024 13:00 - 14:00
Channel changes 23
dio i 2 X Jan 3 Jan 4 Jan 5 an 6 Jan7
Radio list
Before and after: Power changes
() status © Name - Channel Target power (dBf = AIFRRMOff = AI-RRM On
100
O ° SF012-1-APO1 112 (40 MHz) 14
M
(] o SF012-1-AP02 112 (Auto) 14 AI-RRM Enabled at
01/01/2024 13:00 - 14:00
O ° SF012-1-APO3 112 (40 MHz) 14 Power changes 23
O ° SFO12-1-AP04 112 (Auto) 14 0
O ° SFO12-1-APOS 112 (40 MHz) 1 g Jan 7
Total RRM changes  Last7 days
O ° SFO12-1-AP06 112 (40 MHz) 14
== This network == Peer networks
B [ SFO12-1-APO7 112 (40 MHz) 14 L————————cpmmreT o —

cisco W/

#CiscoLiveAPJC  BRKEWN-3413

In Progress

Comparative Analytics
offers impact & benefit of
Al-RRM

Visualise impact and
benefit of Al Operations

Channel Changes count
differences between Al-
RRM vs. RRM

Power changes count
differences between Al-
RRM vs. RRM
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In Progress

Al-RRM Insight

Summary 300 impacted radios
Radio Settings
''''''''''''''' Overview  RFProfiles  RRM New Insights

U Security & SD-WAN

35 5GHz radios in Floor 1 are impacted by high interferences on same channel.

35 5GHz radios in Floor 1, under “Basic” and two other radio profiles, are impacted by Radio utilization caused by lot of Wi-Fi rogue APs at noon

= Wireless

W Systems Manager

Il Insight

Most impacted radios
neatn

Impacted Radio Trends

iv\/\ Download Raw data for serviceability

Neighbor score @ Poar

[ © Side channel overlapping  40/4000 radios o }

(& oo ~  ldentify what’s the most prevalent root cause of the impact
[ © Co-channel overiapping oisosordes B J o N el ghb or score

Interference score © Paor

L ) o Interference score
E ' a o Noise score

Noise score © Good

[ © Noise on same channel 3/3000 radios ~ } O C | ie nt S C O re

[ © Noise on same channel 4 radios. ~ }

Client score 4 Fair

[ A\ Low SNR clients  3/3000 radios R }
[ A& Radio utilization 313000 radios N J
[ 4\ Cleanair interference  3(3000 radios R }
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AutoRF — Co-Channel Interference

7 AP’s on same channel
@ -54 to -74

ahau Best Practices for 5 GHz

]
2 3 4 5

VISUALIZATION NETWORK JAND SELECTION

( Channel Interference } ) ( 24 S 6
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RADIOS (2

Al-RRM — Co-Channel Interference

2 AP’s on Same Channel
-65 dBm and -84 dBm

Ekahau Best Practices for 5 GHz

) ] 4 [

VISUALIZATION MAP NETWORK

nnel Interference ) ( EYstaff
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67



Sustainability




Network Energy Consumption
Is not the first concern for customers...

9%

1%

4% m HVAC

39%

22%
Lifts

Other
25%
Commercial/institutional energy use by end
use 2018
Space Cooling
Auxiliary |5% _Street Lighting

Water Mot /' 1%
Heating 4% /

Space Heating
53%

Lighting

W Equipment

B Domestic hot water

Refrigeration & Equipment
Lighting

Cooling

Heating

Ventilation

Hot Water

N N v ™ B ko) © A v 2
F F FE ¢ E ¢ EEE
S

Building Compeonents
meta-cl hart.com

Different views of Energy
consumption breakdown in
office building

Total primary energy use in buildings = 38.5 Quads
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So...

In order to provide some tangible energy savings to customers, the network
needs to help save on other resources like HVAC and lighting >

The network can provide valuable information in terms of occupancy,
environmental data (temperature, humidity, etc.) that can be passed to the
Building Management system (Cloud/API integration)

Need to maximise network energy saving in order to be relevant

cisco W_/ HCiscoLiveAPJC



VIIIIII7777
A CAUTION
W IIIII7777

Calculating AP energy savings

If you want calculate AP energy savings, you need to consider four different tiers/modes of
operations for the APs when it comes to energy consumption:

nsumption in watts (lower is better)

Access poinit power wer is
# 757
99
2 wE
: 159 -
. 22 150
5
ns

0 5

APess G250 RASO APSIS APS1S RTS0 RESC AP505 RS

B points axt aco

Source: Miercom

- AP is fully operational/full power > Catalyst Wi-Fi 6 and 6E
APs have the highest power efficiency in the market thanks »
to the Cisco hardware and software innovation

- AP in idle mode (no clients) > Power save mode P Power Save Mode
optimizations apply and can save an additional 20% in » ‘

energy cost vs. regular idle mode

- AP on degraded power (e.g., C9166 with .3at power) > =
Power distribution (starting release 17.10) allows you to
allocate available power to the functions you need most

- AP is off > Automating the power off/on of the switchport »
during off-peak, you can maximise your energy savings

MAX savings

- J
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https://miercom.com/pdf/reports/DR201007K.pdf

Why not just turning off the radios?

- Turning off all radios with “ap name <> shutdown” command gives 0.5-0.8
W max saving (I guess it depends on AP model, see next slide)

- C9164 AP in idle with radios up:

3560-CX#sh power inline gig 1/0/3 detail | 1 Mea

Measured at the port: 11.7 <<thisis an average as with this command, | see a LOT of fluctuations

-« C9164 AP in shut down:

3560-CX#sh power inline gig 1/0/3 detail | i Mea
Measured at the port: 11.1

CIsco M‘/ HCiscoLiVeAPJC  BRKEWN-3413
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Al Power Profiles - Hackathon winner

CIsSCO

= Cisco DNA Center

ntials P

0 AP Profile Name =

Default_AP_Profile_AireQS

L Default_AP_Profile_IOSXE

test-power-save

Save up to $1500 per month in operational ¢

AP Power Profile (5)

{: :h Table
] Power Profile Name =
] DMA-Starlight-17bd8

(] DNA-Starlight-beDag

SP Profiles Wireless

Telemetry Se

Dascription

Default AP Profile f

Default AP P;

with Cisco Al Smart AP Power Profiles

sign [ Network Settings

1 Trust

Davice Type Remate Taleworker

Alre0S5 No
105-XE No
10S-XE No

Description

Al Smart Profile for AP Uplink power saving

Al Smart Profile for AP Uplink power saving

Cisco Al Smart Power Profiles

Choose an option to get started with Cisco Al Smart Power Profiles

A\ MNote: Service levels may

Optimized For Power Savings
up to $1500 savings in operational costs per month

POWER OPTIMIZED MODULES

usBe Power down for

AP Ethernmet Uplink Reduced capacity for

Balanced Power Savings
up to $215 savings in operational costs per month

POWER OPTIMIZED MODULES
(1-1:1 Power down for

AP Ethernet Uplink

be impacted when a Power Profile is applied

E Power down Access Points during off-peak hours when there is another Access Point available nearby

#CiscoLiveAPJC

BRKEWN-3413
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Designing for Sustainability

Capacity vs Coverage

- Enterprise networks are built to
provide capacity over coverage

- An Access Point (AP) represents a
finite amount of bandwidth

- That bandwidth will be shared with
every device on that cell

- Multiple Cells are needed to handle the
numbers of users required during
business hours

- What about afterhours?

- How do you get the information to
make that determination?

- Can you shut down portions of your

network to optimise consumption? w0 AT

-85 -81-77--7308CH 61 -57 -53 -49 -45 -41 -37 -33

CIsco M‘/ HCiscoLiVeAPJC  BRKEWN-3413
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Designing for Sustainability

Capacity vs Coverage

- What are the requirements?
- Complete Lights out?
- Partial Shutdown/Skeleton
coverage?

- What hours?

- Do you know your Busy Hours?
- Do you know it for every Campus?

- Speaking of hours, how long
before its needed, do you have
to turn it back on?

. |s that a blanket answer?”?
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Designing for Sustainability
Capacity vs Coverage

« Survey reveals a normal high-density e ABARRCES W—— ,
enterprise office space, well covered at ReeRl) B et | OR e s\
-60 dBm D ) EEN ) e

e e N
simulated AP-073 L L PRI ERERG]

- With an SNR of 30 dB or better il : i

M= 220 S

- A Project plan is created to model Lo Bt e NN N v
solutions, the measured Survey is used S
to calibrate the model

« 29 Active APs are considered, 8 are
selected for the bare coverage model

- At the original 11 dBm, coverage wasn’t

adequate N
- Increasing the power to 14 dBm g\ gl

provides coverage at -67 to100%, with
70% fewer APs!
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At Scale Susta

Forethought

Requires

« A Prime opportunity to optimise power usage exists

particularly in LPV environments.

 Halls often sit idle for significant periods of time

this constitutes a tremendous

o
c
O &
L=
O
Se
n S

@)
<5
)]
c O
CE
O 5
= O
© &
“— @©

« Exhibitions come in all sizes not all the capacity is

always needed

« Factoring in the versatility of the C9104 into the

design-it is possible to provide only the coverage
needed and save a tremendous amount of power

not the coverage to the

requirements you can right size the network for the

task at hand and reduce waste

- By managing the capacity,

v

77
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At Scale Sustainability
Requires Forethought

Spoiler Alert - We thought about it.....

- Here coverage is maintained using the C9104
Stadium Antenna by changing the antenna
beamwidth (SW command) to 2x20 degree wide
setting for interfaces 1 and 2, (Orange AP’s)

400 m

- Most of the hall is well covered with 31 APs each
supporting 2x 5 GHz interfaces a 65% reduction of
powered up APs

- Shutting off an AP saves ~15 W at rest. Shutting
of a single interface only saves roughly .8 watts.

cisco M- #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 78



Sustainability - EErnE
Off Peak Coverage

- Another way to ensure minimal coverage is to
install APs strictly for afterhours coverage.

- These would be running when the main hall APs e 400 m
are not ' S

- Installed specifically to cover the entire floor with a 5.2
large practical low density cell design. Ao A

%

« In this drawing, 10 APs provide viable high speed, -
low capacity (10-20 per interface) coverage for
the entire hall

1 ! v

A%
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] e ‘1 \,/f\. & G 1
C9104, for Lower Density & et iaE
| 1 Sii: < i
- There are multiple options to provide the right é e B EE 1
balance between coverage and sustainability ] -
|
« In this design, we reduced the AP count to 85 by %q 400 m
tilting the AP angle 15 degrees 2R
- After hours coverage can be configured using e . B 5%
the wide Settings and medium to Medium high
Capacity can be provided with just 25 APs (red) o ‘e
with the remaining APs shut down. | j
R L.
=
z§ [ - Iy

/ N o o A e M
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Wi-FI 6E Design
Guidance
Best Practices g




Complete Wi-Fi 6E portfolio

Indoor Access Points Outdoor Access Points
. Management mode can be changed
cisco W./ ‘ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 82



Global avallability of 6 GHz band for Wi-Fi

(https://www.wi-fi.org/countries-enabling-wi-fi-6e)

B 1200 VHz
@2 1200 MHz Consultation
[] 500 MHz

500 MHz Consultation
EI ,Zigp(teeadrlé(l)% FI)\;II?ICZeSCsz)nSUIting 1200 * Australia, Japan, UK, Hong Kong and Qatar adopted 500 MHz and now

o considering 1200 MHz
[ No activity
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What are the important rules?

« 6 GHz Rules
- The requirements for low power use are as
fO”OWS' C Federal _
o ) Communications
. Must be indoors (the AP is not allowed to be Commission

“weatherized”).

Must have a permanently attached antenna.
May not be battery powered.

Must employ a contention-based protocol.

Maximum EIRP is 5 dBm/MHz

Client maximum power is 6 dB below the AP
maximum allowed EIRP (power)

ECC Decision

On the harmonised use of the frequency band 5945-6425

- There is only one option possible outdoors:
Standard Power w/AFC

cisco M-/ #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 84



Summary Wi-Fi 6E/6GHz Tx Requirements®

(Frequency Range MHz) Client (dBm) Client (dBm)
FCC (5925-7125) 30 24 5 -1 320
ETSI (5945-6425) 23 23 10 10
UK (5925-6425) 24 24 11 11 No Max
S Korea (5925-7125) 2 2 160
Malaysia (5925-6425) 23 23 10 10
Brazil (5925-7125) 30 24 5 -1
ISED (5925-7125) 30 24 5 -1
=LA Chile (5925-7125) 30 24 5 -1
Peru (5925-7125) 30 24 5 -1
UAE (5925-6425) 24 24
Saudi Arabia (5925-7125) 30 24 10 10
ATU (5945-6425) 23 23 10 10
(Kenya/Uganda/Congo/Niger/Ghana)
Morocco (5945-6425) 23 23

SP FCC (U-NII-5/7) 36 (21<30°) 30 PAC 17 320

* Includes only the countries and regions that approved the allocation; Empty cell means regulation is silent
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Summary 6GHz Tx Requirements™

* Includes only the countries and regions that approved the allocation; Empty cell means regulation is silent
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Summary 6GHz Tx Requirements

« Breaking down the PSD Values vs Max TX EIRP
« FCC = 3 dB more power per channel width doubling and MAX TX EIRP of 30 dBm
« ETSI/UK = PSD value = MAX TX EIRP at 20 MHz, remaining channel widths = Max TX EIRP

(Frequency Range MHz) AP (dBm) Client (dBm) AP (dBm) Client (dBm)
FCC (5925-7125) 30 24 5 -1
ETSI (5945-6425) 23 23 10 10
UK (5925-6425) 24 24 \ 11 11 L

FCC 5 dBm/MHz 18 dBm 21 dBm 24 dBm 27 dBm
ACMA 5 dBm/MHz 18 dBm 21 dBm 24 dBm 27 dBm
ETSI 10 dBm/MHz 23 dBm 26>23 dBm 29>23 dBm 32>23 dBm
UK 11 dBm/MHz 24 dBm 27>24 dBm 30>24 dBm 33>24 dBm
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Wi-Fi 6E Low Power Indoor

- Under FCC LPI Rules - The maximum EIRP

for a 20 MHz transmission is 18 dBm -3 6 GHz
& > > Ch.1 @ 20 MHz
- Management traffic is always sent on the 30m 18 dBm EIRP
primary channel - will always be limited to
18 dBm
- Beacon Power under LPl is limited to 18
dBm - and sets the limit of the cell edge 6 GH
- The Cell size is determined by the G- ?Q';gfgsg MHz
management frames reach ) (Gom \

A site survey measures beacon Strength -
20 MHz or 160 MHz - it is the same size cell
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Why Service Provider (SP) Mode Matters
- For the US, Canada and others to follow- Wi-Fi 6E
- Allowed outdoors (and indoors) - with Automatic Frequency Control - AFC

- Allows the use of external antennas

- Permits higher power limits and delivers higher performance

Mode Count Max Tx Power EIRP Max PSD EIRP
6 GHz Bandwidth AP(dBm) Client (dBm) AP(dBm/MHz) Client (dBm/MHz)

B2 FCC (1200 MHz2) 30 24 5 -1

BB ETS|I (500 MHz) 23 23 10 10

LPI UK (500 MHz 24 24 11 11

LPI ISED 30 24 5 -

SP

Sp ]

cisco L‘V&. #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 89



Wi-FiI 6E SP Indoors
Higher Power In 20 MHz

: : : : 6 GHz
- Allowing higher power in the first 20 MHz 2 Ch 1@20-160 MHz

18 dBm EIRP LPI

A 4

» Creates a larger cell size <

- Allows more power to reach the floor with a 30m
higher ceiling!
- High Ceiling Warehouse - larger Cells, CW31661 @ 2.4m Height
less Clients - SP
« Atriums, high ceilings, loading docks, a
lecture hall, Stairwells etc.
- Many installations have some or all of the X 6 GHz
above ) z . Ch 1@20-160 MHz
42m 27 dBm EIRP SP

Wi-Fi 6E indoors - allows these use
cases to be covered with 6 GHz too!
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The 6 GHz band :

- 20 MHz Channel
40 MHz Channel
80 MHz Channel
160 MHz Channel
320 MHz Channel
Primary Scanning Channel (PSC)

LPI - FCC/others (1200 MHz)

U-NII-5 U-NII-6 U-NII-7 U-NII-8
5/5|5|5|6 |6 |6 |6 |6 |6|6|6|6|6|6|6|6|6|6|6|6|6|6|6|6|6|6|6|6|6|6 |6 |6 |6|6|6|6|6 |6 |6 |6|6 |6 |6 |6|6|6|6|6|6|6|6|6|6|7|7|7|7|7]|7
9|/9/9,%9|0|0(0/0}0 1|12 |21|1|(2|2|2|2|2|3|3(|(3(|3|3|4|4|4|4|4|5|5|5|5|5|6|6|6|6|6/|7|7/7|7|7|8|8|8|8|8|9|9|9(|9|9]|]0|]0|0]|]0o]0]|1
3/5(7|9|1(3|5|7|%91|3|5|7|9|1|3(5(|7|9|1(3|5|7|¢%|1|3|5(7|91|3 |5 (79|13 |5|7|9|1|3|5|7|9|1|3|5(7(|9]|1|3(|5|7]|9]|1|3]|5]|7([|9%]|1
5/5/5|5|5|5|5|5|5|5|5|5|5(|5|5|5(5(|5|5|5(5|5|5|5(|5|5|5(5|5|5|5|5|5|5|5|5|5|5|5|5|5|5|5|5|5]|5|5(5(5]|5|5(5]|5]|5|5|5]|5]|5]([5]5
59 FCC, 24 ETS| @ 20MHz 1 5 9 13 [17 21 |25 29 (33 37 |41 '45 49| 53 |57 61 65| 69 |73 |77 | 81| 85 |89 93 (97 101 /105 109 [113] 117 [127 1125 [129| 133 137 (141 [145| 149 153 [157 161| 165 |169 [173|[177 1231 185 189|[193 197 |201 [205|/209 213 |217|(221 225 229 |233
29 FCC, 12 ETSI @40 MHz 3 19 s [ s [T e 8 9 us 1 EE 1w EEEN e BT 9 BTN s BETEN ou EEEM 2
14 FCC, 6 ETSI @80 MHz 7 T 3 55 n 103 135 17 EETEEN s TS
7 FCC, 3ETS| @160 MHz 15 79 143 207
3 FCC, 1 ETSI @320 MHz
U-NII-5 U-NII-6 U-NII-7 U-NII-8
6 6 6 7
4 5 8 1
2 2 7 2
59 FCC, 24 ETSI @20 MHz : : : :

29 FCC, 12 ETSI @40 MHz 43 FCC @ 20 MHz
14 FCC, 6 ETSI @80 MHz SP = 20 FCC @ 40 MHz
7 FCC, 3 ETSI @160 MHz 9 FCC @ 80 MHz

4 FCC @ 160 MHz
3 FCC, 1 ETSI @320 MHz 1 FCC @ 320 MHz (2 in ISED)

LPI =
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Site Survey @6GHz: Something to think about...

- On the definition of Low Power Indoor AP, there is the following technical conditions
regarding the use of batteries to power the device: May not be battery powered

\ Indoor RF survey

use only

sbfuon]ue
CISCO

4

- Cisco legal recommends the surveyor to attach a physical label that says something
like “Indoor RF survey use only”
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Catalyst AP: Site Survey mode configuration steps

Change AP to site survey mode > exec command “ap site-survey”
C9136#ap ?
capwap Switch to CAPWAP AP type
site-survey Switch to Site Survey AP type

After bootup, the AP is automatically assigned a static IP of 10.0.23.1. CLI prompt changes

site-survey-AP# (default credentials Cisco/Cisco)

AP will start broadcasting the CiscoAirProvision SSID with open authentication security
Connect your wireless client with the CiscoAirProvision SSID and it’ll receive an IP from 10.0.23.0/24.
Access the Catalyst Site Survey WebUI via 10.0.23.1 (default credentials admin/admin)

"c‘.‘s'élc:' Gisco Access Paint WebU Home | Configuration Eventlog | @ < | ®

Configuration

[Aoply |
Login
Username |admi ]
Passwart d ES |
Radio
SSID Radio Interface 5Ghz
======= ) s [Enabled v|
DHCP POE/25.5 W power mod
[Enabled v|
Backup/Restore [Enab |
! |E
J o T 80 Mh
E . A annel Selection |Auto
. 1 ik = .83 v *-Power Leve [T~
L A 2
‘ . - _‘ ’ =4 Data Rates
- Ta - 6 Mbps [Mandatory v
' ' 9 Mbps

12 Mbps

—— Copyright © 2016-2022'by Cisco Systems, Inc. Al rights reserved. Cisco, the Cisco logo, and Cisco Systems are registerl trademarks or trademarks of Cisco Systems, Inc. and/or its ;i :Ezz
affiliates in the United States and certain other countries. Al third party trademarks are the property of their respective owmiers. Best viewed with Edge 40", Firsfox 60*, Safari 10*, 36 Mbps B I
Chrome 59*. 48 Mbps |'Supported v|
54 Mbps | Supported v|
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Dimensioning 5 GHz

Cell Area/Coverage AP Spacing Max Client Distance

1 AP every to AP

1k ft2/92m?2 36 f/11Tm 18f/5.5m

1.2k ft2/111m2 [ 40f /12 m 20f/6m

1.5k ft2/140 m2 |44 f/13.5m 22f/6.7m AP Sp
| 2K ft?/185 m? 50 f /15.2 m 25f/7.6m y

Client Distance

2.8K ft2/260 m? [60f/18.2 m 60f/18.2m

For more information on channel planning and AP density see:
Cisco High Density AP/Deployment
https://www.youtube.com/watch?v=c8w6MfckOnQ
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5 GHz Design Considerations

- Most modern Carpeted Enterprise 5 GHz Wi-Fi
are installed at an AP Density between 1.2-2K f2

/110-185 m?

- The Spatial Reuse factors are:
- # Channels (dual 5 GHz =minimum 2 channels/AP)

- The density of the AP’s (how close together they are)
- TX Power (Same Channel Interference range)

- Enterprise/healthcare/Higher Education networks
are operating with Tx powers 11-15 dBm (PL3-4)

depending on density.

AP Spacin

Client Distance
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What we Tested

1. Propagation for 6 GHz as it compares to 5 GHz
propagation - Using Clients

- Use clients to record RSSI @ 5 and 6 GHz measuring at 12
points across the Richfield, OH Cisco offices

- Compare 5 GHz and 6 GHz readings from each device at
each point

2.  Compare Ekahau Al-Pro Site Survey/Sidekick 1
and 2 and NetAlly AirCheck G3 Measurements

3. Range vs Rate testing for 5 GHz vs 6 GHz
- Compare 5 vs 6 GHz implementation on Various clients
- Demonstrate effectiveness of a practical coverage plan

CIscoO M_/ HCiscoLiveAPJC  BRKEWN-3413
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5 GHz Design Considerations

- Most modern Carpeted Enterprise 5 GHz Wi-Fi
are installed at an AP Density between 1.2-2K f2

/110-185 m?

- The Spatial Reuse factors are:
- # Channels (dual 5 GHz =minimum 2 channels/AP)

- The density of the AP’s (how close together they are)
- TX Power (Same Channel Interference range)

- Enterprise/healthcare/Higher Education networks
are operating with Tx powers 11-15 dBm (PL3-4)

depending on density.

Client Distance
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1. Propagation Comparison 5/6 GHz

- Multiple Test Points 1-12 with 5 Tri band
Client Devices

- 1 Lenovo, 2x Samsung and 1 MSI Laptops
- Samsung S-21 Phone

- Record and Compare Measurements
between clients @ both 5 and 6 GHz

- Compare 5 GHz Measurements with
Ekahau site survey

- Validate Survey vs Client observation
- Ekahau Sidekick - Mobile Device mode
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m Empty ~ | for | My Access Points
sw o] E]ser frase L ax
AN

- - - - ‘

\« 35-40 Feet
E -58.5 dBm 5 GHz
-58.5 dBm 6 GHz

1| 25-30 Feet
=8 _57.5dBm 5 GHz

. == | 0-20Feet

-56.5 dBm 5 GHz

D
\ o
#5 @28 ft

R\ e
«‘::-}\: #3 @9 ft ) (- \
' ALY . 36@40

{
‘.

| H#1 @25 ft ;

X

.‘; -55.5 dBm 6 GHz )°\ -
(Y ‘
&‘EW e

>

#11 @40 ft

i S _55.5 dBm 6 GHz e
Ly e "ﬂ‘““\
AT A

v |on (24 |5 Options

"4 (

o)

50-70 Feet

-60 to -65 dBm 5 GHz
-66 dBm 6 GHz

-60 to

A

VA"’ menn S
\\@ A"
e

\

#7Z4 5 GHz PL 3 (15 dBm), 36 @ 40

6 GHz PL 1 (17 dBm), 5 @ 80

CIscoO W_/ HCiscoLiveAPJC  BRKEWN-3413
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Raw Data - Client RSSI

Clients (6E AX210)

Ekahau - Mobile
Device
Distance from AP
Lenovo
Samsung Book
MSI
Samsung S21
Samsung Notebook
Average

Distance(f) from AP
Lenovo
Samsung Book
MSI
Samsung S21
Samsung Notebook
Average

cisco W/

RSSI Value|RSSI Value|RSSI Value[RSSI Value|RSSI Value|RSSI Value|[RSSI Value| RSSI Value |RSSI Value|RSSI Value|RSSI Value|RSSI Value

(From (From (From (From (From (From (From (From (From (From (From (From
Client - 1) [Client - 2) | Client - 3) [ Client - 4) [ Client- 5) | Client - 6) | Client- 7) | Client- 8) | Client-9) | Client-10) | Client-11) | Client-12)

-67

18 9 17 28 35 50 59 70 55 40 30

-56 -57 -57 -57 -57 -59 -60 -60 -59 -58 -58 -58

-60 -58 -59 -60 -60 -60 -63 -70 -74 -64 -60 -60

-58 -59 -59 -59 -59 -60 -60 -63 -63 -63 -60 -58

-56 -50 -51 -52 -53 -52 -59 -64 -67 -60 -58 -58
-60

.2 | 8 | o J 7 | 28 | 3 | 5 | 59 | 70 | 55 | 40 | 30 |

-55.4

-56.1

-56.3

-57.7

#CiscoLiveAPJC

-58.8

BRKEWN-3413

-62.4

-66.9

-59.4

-59.6

-58.2

-56 -56 -56 -56 -56 -56 -57 -60 -59 -59 -59 -57
-57 -57 -57 -57 -59 -58 -65 -79 -59 -58 -58 -58
-64 -56 -55 -55 -57 -59 -60 -63 -59 -59 -59 -66
-60 -52 -57 -57 -61 -63 -71 -75 -64 -65 -58 -61
-59 -56 -56 -57 -56 -58 -59 -59 -57 -59 -57 -57

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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 Conclusion 1 -
With an appropriate power offset (~2 dB), 5 and 6 GHz LPI
Cells can be made co-resident at normal Enterprise
Densities.

cisco M/



2. Characterize New Test tools

- Using the same Test points in the setup,
Validate New test hardware against the client's

truth

- Measurements made using:
- Ekahau Sidekick 2
2.4,5, 6 GHz
Ekahau Al Pro
Ekahau Analyzer
Ekahau Sidekick 1
Compared 5 GHz only w SK?2
- NetAlly Aircheck G3
2.4,5, 6 GHz
NetAlly Link-Live
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@ Empty v for VMy Access Points v on |24 8§ @ Options
-

yeo ulm e o

et ) AN

n \e& 35-40 Feet
Over Teur Sewrg -52/-58 dBm 5 GHz
-62/-55 dBm 6 GHz

IB 25-30 Feet G3/SK2 || ¢~

-46/-49 dBm 5 GHz

-55/-48dBm 6 GHz % \\ o
0-20 Feet

-44/-44 dBm 5 GHz [RiCEAINN

| -53/-47 dBm 6 GHz ‘v
2% -4

i = 0
: T #4 @17ft
N #2@sft

- #1727@30f—t | ” | >
e 1 ‘ X Y !

#3 @9 ft i’A

AN

50-70 Feet
-60/-57dBm 5 GHz
-66/-61dBm 6 GHz

36@40

Ty $74 . 5GHzPL 3 (15 dBm), 36 @ 40

« 6GHzPL1 (17 dBm),5 @ 80
*RSSI values = NetAlly G3 / Ekahau Sidekick 2
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Raw Data - Client/Test Set RSSI

Clients WI-Fi 6E
5 GHz

Ekahau Sidekick1
Lenovo
Samsung Book
MSI
Samsung S21
Samsung Notebook
Client Average
NetAlley G3
Ekahau Analyzer/SideKick2
Ekahau Al Pro/SideKick2 Mob

RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value
Point 1 Point 2 Point 3 Point 4 Point 5 Point 6 Point 7 Point 8 Point 9 Point10 Point 11 Point 12

Clients WI-Fi 6E
6 GHz

Lenovo
Samsung Book
MSI
Samsung S21

Samsung Notebook

Average Client
NetAlley G3
Ekahau Analyzer/SideKick2
Ekahau Al Pro/SideKick2 Mob

cisco M/

RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value RSSI Value
Point 1 Point 2 Point 3 Point 4 Point 5 Point 6 Point 7 Point 8 Point 9 Point10 Point 11 Point 12
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Predictive vs Measured
When is good enough, good enough?

* A “Predictive Survey” is an RF design | = 7 e
created using a predictive modeling T
tool, specific to RF —=— | i o
R serors w05 AP Neighbors i ;
- Using scale floor plan, antenna patterns | - §
provided by manufacturers, the

predicted RF coverage can be
visualised in a heatmap as coverage

- Available tools can be quite
sophisticated and provide good
visualisations
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Predictive vs Measured
When is good enough, good enough?

- A Measured Site Survey is an actual
measurement of the RF Coverage in
each space

- Measurement tools range from off the
shelf client devices to specialised
scanning radios and applications

- Ekahau and NetAlly both have ‘b
Instruments specifically for measuring > -
Wi-Fi at 2.4 => 6 GHz .

Eka I iU Best Practic
l-------l-
- 7 =15

=40

v
ity
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How to Calibrate
Ekahau Al Pro 11.6

A measurement, is the ground truth

1. A Catalyst C9166 AP was measured on
channel 37@80 MHz, 2 dBm power

2. Using the Signal Strength for Area tool in
Ekahau - The measured coverage that’s
below -65 = 15.5 %

3. Modeling a Catalyst 9166 @ 2 dBm
channel 37@80 MHz Measures 41%
below -65 dBm

4. Adjust the power in the model until the
same approximate coverage area is
reached - adding 3 dB to make TX
power 5 dBm
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How to Calibrate
Ekahau Al Pro 11.6

A measurement, is the truth { 155%%

- The Measured coverage is more complex,
but this is measured in a room full of tables
filled with wi-fi devices to measure

Measured

- The Model covers more smoothly, but
looks pretty good with a +3 dB TX power
increase and measures 15.8% to the actual
measured 15.5% above -65 dBm

« Then for the C9166 in 6 GHz in an open
office space - add 3 dB to the TX power
and design with confidence Simulated
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Referencing Predictive Models
Ekahau Al Pro 11.6 And Hamina Wireless

Once there is a scale Predictive Model, can be used to reference other tools

Ekahau Best Practices (dBm) =
(| [ ]| |

=k =51

P e

_A

Modeled with +3 dB
Tx power @ 5 dBm
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Referencing Predictive Models
Ekahau Al Pro 11.6 And Hamina Wireless

Once there is a scale Predictive Model, can be used to reference other tools

Ekahau Best Practices (dBm) =
(| [ ]| |

=k =51

P e

_A

Modeled with +3 dB
Tx power @ 5 dBm
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]

Conclusion 2

Know your Tools - and Calibrate!

Using Ekahau tools note that SK1 and SK2 are both fine tools, SK1, more sensitive
than SK2 and overestimates Client level RF, SK2 better

Know the measurement differences and how to employ View as Mobile Device mode
and why
Al Pro and Analyser applications both have View s Mobile Device mode

NetAlly G3 Is a bit more sensitive and does not have an automatic offset to get it
closer to Client Device reality.

It does have Manual offsets that can be entered in dB to compensate - BUT -

Calibrate

See BRKEWN-2024 - Anand Gurumurthy Adoption and Getting ready with Wi-Fi 7



2. Range vs Rate Performance

- At Enterprise densities (1.2-2K f2) Cell boundary
is ~25 Feet max from AP

- Testing 5 clients TCP throughput @ 5 and 6 GHz

- Test Range uses Cisco C9136 -B configured for 5 f
GHz PL 4 (17 dBm EIRP), chn 36@40 and 6 GHz
PL 2 (20 dBm EIRP), chn 5@80

- Data gathered at 5,10,20,25, and 30 foot
distances from the AP

- All devices 2ss @ 5 and 6 GHz
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Google Pixel 6

1000

600

300

783 786
©8 68 663 655 SGHZ
500
500
100
300
200
100

UL and DL compared - 6 GHz and 5 GHz

=== Downlink

815 821

o
‘ussuzsammlsm 2) 6GHz BOMHz (10 FT)  3) 6GHz BOMHz (20 FT)  4) 6GHz 80MHz (25 FT)  5) 6GHz 80MHz (30FT)ff 1) 5GHz 40MHz (SFT)  2) 5GHz 40MHz (10 FT)  3) 5GHz 80MHz (20 FT)  4) SGHz 40MHz (25 FT) 5) 5GHz 40MHz (30 FT)

W Gooogle Pixel 6 DL B Gooogle Pixel 6 UL

MSI

800

w00
w05
o 5 GHz !
5o6
oss
=1

343 Fary 55 -
I I O

2) 6GHz BOMHz (10 FT) 3] 6GHz BOMHz (20 FT) __4) 6GHz 80MHz (25 FT) __5) 6GHz B0MHz (30 ] 1) 5GHz 40MHz (SFT)  2) 5GHz 40MHz (10 FT)  3) 5GHz 80MHz (20FT)  4) 5GHz 40MHz (25 FT)  5) 5GHz 40MHz (30 FT)

8

8

—
g &

g g

é

1) 6GHz 80MHz (SFT)

mMSIDL mMs UL

cisco / &/

=== Uplink

1000

900
8

EY
888

4
3
2
1

82888

O

Lenovo

1) 6GHz 80MHz ~ 2) 6GHz 80MHz (10 3) 6GHz 80MHz (20 4) 6GHz 80MHz (25 5)6GHz 80MHz (3 1)5GHz 40MHz ~ 2)5GHz 40MHz (10 3) 6GHz 80MHz (20 4) 5GHz 40MHz (25 5) 5GHz 40MHz (30
(SFT) FT) FT) FT) FT) (SFT) FT) FT) FT) FT)

L ju Lenovo UL

Samsung S21

l)EGHl 80MHz  2) 6GHz 80MHz (10 3) 6GHz 80MHz (20 4) 6GHz 80MHz (25 5) 6GHz SDMH213D 1)5GHz 40MHz  2) 5GHz 40MHz (10 3) 6GHz 80MHz (20 4) 5GHz 40MHz (25 5) 5GHz 40MHz (30
(5FT) FT) FT) FT) FT) (5FT) FT) FT) FT) FT)

#CiscoLiveAPJC

® Samsung S21 DL ®™ Samsung S21 UL

6 GHz
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e Conclusion 3

Throughput UL/DL almost equal in Each band 5-6
GHz for the devices tested

More than adequate throughput for each at the
distances tested (111-270 m?
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Where are we then on 5 and 6 GHz assumptions?

Q1: Can a co-resident 6 GHz radio provide the same coverage as the 5 GHz cell
while dramatically increasing capacity?

A1: Yes!

Q2: Can a one for one replacement of Wi-Fi 6/5 APs with Wi-Fi 6E APs be
achieved?

A2: Yes. *Assuming 1.2 - 2k f2 average AP density, carpeted office normal
ceiling (3 m /10 ft)

Q3: If network is less dense 3-5 f2 Then 15-20% increase in density to
accommodate 6 GHz coverage expected
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And, How does it work?

- Comparing 5 and 6 GHz
coverage after RRM did its
thing, 6 GHz needed to come
up %2 dB

R :
4 -.VV ) - [ - >
e __ N 3V BT S
( L f sepssaiangsccces — S L
[ [ ?
- e
. = g [
\ {
J B
\I‘k'
)

- We were able to hold the 6
GHz connection into the next |
6 GHz L4
hall, why? ]
1k
- Low noise floor - high SNR i .
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New Gear!'l Wi-Fi 6E Measurement !

Ekahau Sidekick 2
e 2.4, 5,6 GHz

« Ekahau Al Pro

« Ekahau Analyzer

Hamina Nomad
e 24,586 GHz
 Hamina Onsite App

NetAlly Aircheck G3 Pro
e 24,5 6 GHz
* NetAlly Link-Live

cisco W- #CiscoLiveAPJC  BRKEWN-3413 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 117



Partner Integration
Wi-Fi Design



Ekahau Project import on Catalyst Center API

Import directly from YEIEAEIL = =T

Dashboard [

E |ka ha U C ﬂ OU@ %) Location  ¥Wags | Projectexport ﬁ g

Project export

~/ Dashboard ¢« Bac

< Back
H . ; Screenshot 2024-05-31 Supercharge your project
Requirements: 0

Export Floor Plans and Acces!

mistake-prone manual entry

° Ekahau CIOUd account . ) installed networks.
Sit Archive downloaded.

- Use ekahau.cloud to for

The download includes a C5V file outlining the site hierarchy and a

prOjeCt export - Bu map archive. To set up on the Cisco Catalyst Center:
- Cloud to on Prem
@ Begin by importing the site hierarchy CSV using the "Import
° Or, Downloaded Tar sites” function.
] . @ Then, import the map archive using the "Import maps”
- Enter the site path you wish function.
HPRH : @ Refer to the readme.txt file for additional instructions.
to DUt the bU||d|ng In and @ Note that modifying any of the included files by yourself can
continue lead to errors during import.

Catalyst Center Version 2.3.7.6 Minimum
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Ekahau Project import on Catalyst Center API

] ]
p ﬂ Oa d P rOJI @ C‘t F || ﬂ @ ‘t@ Devices Coverage Areas Openings Location Regions Shelving Units Markers GPS Markers Align Points

£ San Jose / SJC-08 / floor-1 Close

Catalyst Center

Add Wall Type

zz On this floor

I:‘ Cubicle:1.0 (1 dB) -:J‘E O=OT0=0n oi'il'iu-w'. = COroR O Ro= Ol e OO0 T,
5
- i

|:| Door, Hollow Wood:4.0 (...

- From the Design>Network A —
Hierarchy - Import Sites L] oor el e

[ ] poor, Thin:2.0 (2 dB)

' Simulated AP-046 ~0-{-0
2 8- Simulated AP-047 |
::’ s O . O | —

D Elevator Shaft:30.0 (30

- From the Design>Network [ o o
Hierarchy _ |mport_Map ArChiVe [] wall, Ginder Block:5.0 (..

[ ] wall, Goncrete:12.0 (12 .

D Wall, Dry:3.0 (3 dB)

- View the SJC-08 Floor 1 from = —— “”‘ oo T
the Hierarchy [] window, Thick:3.0 (3 d8) N 3

zz Others

l:l Computer Rack (15 dB)

- Note- all Obstacles are included  ..........
in the import process and the oo Lo 20 o S
values and name are unchanged &~ """ FH f

IE Door, Wood (5 dB)

X R
| Simulated AP-040

15

——— ——
0 5 10

Catalyst Center Version 2.3.7.6 Minimum
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Ekahau - Zero Touch Onboarding with Meraki

® © ® [ Floorplan Manager - Meraki

<« » C 2% n213.meraki /Ekahau-Helsinki-/n/d3UcSbvd/i ge/dashboard/floorplans/g_682858293500060773 4 o3 o H

Import directly from

Map & flool’ plans Place devices on Ekahau Helsinki Office Add a new floor plan

- 6' etwo
“* Ekahau Helsinki

Bradichor ek, T & Q  Search for a floor plan
. . . + | Address, zip code, etc. | Go 0\'&"\ * IID
- Begin by selecting project to | « wwoscwa S e ———
export : Wireless @
. . Cameras Learn more @
- Choose Meraki

- Enter the API Key for the
target network

- Select Org, and Network

- Align the floor plan, And
Continue and the project

exports
« The network is Created, AP’s g vareE————

are placed and Onboarded

cisco M/

Ekahau Al Pro and Cloud Connect!
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CleanAir™ Pro
RF Excellence




Cisco CleanAir Pro™

The Evolution of Cisco Wi-Fi Excellence into 6 GHz 4 - h
6 GHz Mitigation

6 GHz Classifiers . ED-RRM for 6 GHz

*Classification & .
Reporting  Continuous TX « Automated Signature
Capture for ML

« ML based interference ©  Vdeo Repeater

classifier « 6 GHz Merging

Spectrum Based enhancements

Detection Reports

IOS-XE 17.13 6 GHz Mitigation

* 6 GHz Spectrum

Analysis (iCap) * Air Quality Index

IOS-XE 17.10 6 GHz Detection

Reports
« 6 GHz RRM
6E Ready enhancements
. SEPicatcane « Fasiocat 050 73 gms zony ABove & Beyond
(iCap) « AFC integration**
. WIDS/WIPS/Rogue IOS-XE 17.8 * ML driven Dynamic
Detection DNAC 2.3.3 (Guardian) Interference
signature updates &
I0S-XE 17.7 Spectrum /nsight is foundational capture™*
DNAC 2.3.2 (Frey)  for great Wi-Fi - |oT Radio
integration™™*

Great for client device testing and validation

W / ** Still to be committed
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Cisco CleanAir Pro™
The Evolution of Cisco Wi-Fi Excellence into 6 GHz

Is Cisco CleanAir Pro still CleanAir ? CleanAir CleanAir Pro

Detect and Classify Non - Wi-Fi interference

To Wi-Fi, if it's not Wi-Fi - then its noise V v

Set Severity Metric per Interferer
Important to identify which source is causing the most harm

Establish Air Quality for all interfaces on the AP
Track how much the combined impact is affecting Wi-Fi service in the cell

Merge same Type interferers
Correlation of duplicate alarms from other neighboring APs of same event

C < <
C < <
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Cisco CleanAir Pro™
Detect and Classity

CleanAir Pro =CA-Pro

5 GHz Video Camera is on Channel
157

All the CleanAir and CleanAir Pro
radios agree - channel 157 is
messed up

Depending on RSSI, Duty Cycle and
persistence a Severity is assigned

Some Disagreement on device type

All agree on the Duty Cycle

cisco M/

6 GHz Band

CleanAir Interference Devices

5 GHz Band

Monitoring~ > Wireless~ > CleanAir Statistics

2.4 GHz Band

Sl Interference Devices

Air Quality Report

Worst Air Quality Report

4 Duty Y )
Interferer Y Version Y RSSI Y Cycle Affected | Last Update
ClusteriD Y Type AP Name Y 1 Severity Y (dBm) (%) Channel | Time
Continuous ) 9/28/2023
0.0000.00 130i_9f.6e. A - 1 157
ds0 ea C9130i_9f6e.ad0  C 5 93 00 5 Py el
d500.0000.00ea %‘(’”""“"“S C9130i_9f.6e.a0  CA 4 -93 100 157 9/28/2023
22:04:14 EST
d500.0000.00ea Video camera Marlin_4_91.4260 CA 88 -65 100 157 9/28/2023
d500.0000.00ea COMtinuous  C9120_E- CA = -80 100 157 9/28/2023
X a2:9d:c0 22:04:29 EST
_ C9120_E- 9/28/2023
\ d500.0000.00ea Video camera 22:9d:c0 CA 35 -86 100 157 22:04:29 EST
/| 4500.0000.011c OMUNUOUS  ~\yg166i_Fe.0e20 CA-Pro 100 -52 100 157 9/28/2023
T 22:04:08 EST
d500.0000.011c COMINUOUS 09136 5F:00e0  CA-Pro 100 -55 100 157 9/28/2023
X 22:04:24 EST
d500.0000.011c COMMUOUS  0gq36 5610 CA-Pro 3 -74 100 157 9/28/2023
@ L ) 22:08216ST
\ _/
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CleanAir Pro™ - Merging
The Challenge

A non Wi-Fi device in a Wireless office
will be heard at more than one AP

- Multiple detections = multiple reports of
the same device from different sources.

« Only Cisco’s CleanAir Pro can Identify
individual devices

« CleanAir Pro Merging Algorithms
Correlate and identify individual
Interference devices
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CleanAir Pro™ - Cluster ID

Merging

- |s it 8 Bluetooth devices or some
number being reported multiple
times?

« CleanAir Pro - like CleanAir’s
Patented technology is able to
tell the difference

« Merged devices share a unique
Cluster ID which Identifies the
closest AP, as well as all other
AP’s detecting the same device

Monitoring~ > Wireless~ » CleanAir Statistics

6 GHz Band 5 GHz Band

CleanAir Interference Devices

2.4 GHz Band

)

ClusterID Y

d800.0000.0d3f
d800.0000.0d3f
d800.0000.0d3f
d800.0000.0d3f
d800.0000.0d3f
d800.0000.0d3f
d800.0000.0d3f

d800.0000.0d3f

| —

1

Actionable Information!

cisco W/

MAC Device
Address Y D

0c4f.1740.80c7  0x80c7
20fe.0e20.ebe?2  Oxebe2
20fe.8620.ccbf Oxcebf

b45e.e9a0.6b4c  Ox6bdc
b45f.09e0.4834  0x4834
b45f.b6f0.5be3 0x5be3
b45f.cfb0.6b2f Ox6b2f

b45f.f1a0.eb7d Oxeb7d

0 «
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Y

Sl Interference Devices

Interferer
Type

BT Link

BT Link

BT Link

BT Link

BT Link

BT Link

BT Link

BT Link
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Y

Air Quality Report

,u
@
3

a5 4
3
2

= =z = = = =z = = Qo
=] o =] =] =] o o =] 2

_‘

Worst Air Quality Report

AP Name Y  Version

CW9163E-
4£.1740

CW9166i_F...

CW9166i_f...

C9136_5e....

C9136__p3...

C9136_5fb...

C9136_5fc...

C9136_5ff...

CA-Pro

CA-Pro

CA-Pro

CA-Pro

CA-Pro

CA-Pro

CA-Pro

CA-Pro

Y Severity Y RSSI

4

11

[{=] w ~ w w (=2}

-76

-70

-48

-68

-73

-71

-54

-63

<
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CleanAir Pro™ - Cisco Spaces

Location
- In the merging process, the RF . :
coordinates for geospatial location e—— prv—
are shared with Cisco Spaces Detect 217 1, 0 354 936 / )
and Locate application N apnogt o
| EEQ% /E \ Interfere.:i;\4(:/0‘0:00:00:e1:5c -
 Cluster telemetry data are processed T ] M}%-
and placed on the map | 7 Interterers 5
. ; ) § '
- An interference radius is calculated —

« The RSSI| determines the size of the
zone

* The severity determines the opacity
darker = worse

I el | 2= | S :
P & i * FTreTae I | VO W L
T o | ‘
NNy
R UQ | Ucmg
H s ¥ 5
dRARAR dRAH jur
!
i ARARAR AR ohsEF-ol

RERER

oﬁ Z N HRdBAR dhdhqR
o A AN
HEHBHB O dpdBHB g & N

“Actionable Information is the difference between
knowing there is a problem and Mitigating it”

cisco W/

#CiscoLiveAPJC

BRKEWN-3413

INTERFERER

MINOR
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CleanAir Pro™ -
Severity and Air Quality

« CleanAir Pro ldentifies non Wi-Fi interference

devices, but it also characterises the impact

Air Quality

- Severity is assessed for individual devices by Index : 95
detecting APs. Based on its RSSI, Duty Cycle

and waveform a severity from 1-100 is assigned

(1 is good, 100 is very bad).

— 100

- Air Quality (AQ) measures air time lost to an AP’s
cell from the cumulative interference sources
being detected

- The AQI (Air Quality Index) begins at 100% and
decrements based on the cumulative Non Wi-Fi
interference severity subtracted from AQ
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CleanAir Pro™ - Mitigation
Persistent Device Avoidance

cisco Lz/&/

A microwave oven is incredibly bad for Wi-
Fi, but only when in operation.

RRM will react if its on long enough. Worse
though, it can disappear for hours and RRM
may need those channels.

Persistent Device integrates with RRM to
intelligently avoid, and monitor for
reoccurrence allowing the RF environment
to be proactive and simply plan around it

Telemetry maps the impacted APs and
RRM does the rest.

Cisco Best Practice = Enabled

Configuration ~ > Radio Configurations~ > RRM

6 GHz Band

5 GHz Band

General Coverage DCA TPC

Dynamic Channel Assignment Algorithm

Channel Assignment Mode

Interval

Anchortime

Avoid Foreign AP Interference

Avoid Cisco AP load

Avoid Non 5 GHz Noise

2.4 GHz Band

RF Grouping

FRA

Spatial Reuse

® Automatic

) Freeze

O off

10 minutes ¥

0

v

v

Avoid Persistent Non-Wi-Fi Interference

v

#CiscoLiveAPJC  BRKEWN-3413

Zero Wait DFS

Channel Assignment Leader

Last Auto Channel Assignment

DCA Channel Sensitivity

'
C9800-L_2 (192.168.10.22)

206 second(s) ago

medium
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CleanAir Pro™ - Mitigation
Energy Detect - RRM

Because Wi-Fi is Listen to Talk, it will
politely not try as long as something else
is using the frequency.

A high Duty Cycle device can shut down
and Access Point and all clients
connected.

ED-RRM allows CleanAir Pro to positively
ID a Non Wi-Fi interference signal and
change the APs channel within 30
seconds

Triggered by a low AirQuality (AQ) alert.
Thresholds are Low = 35, Medium=50,
High=60.

cisco W/

Configuration = > Radio Configurations~ > RRM

6 GHz Band 5 GHz Band 2.4 GHz Band FRA

General Coverage DCA TPC RF Grouping Spatial Reuse

DCA Channel Sensitivity medium
Channel Width O 20MHz ® 40MHz O 80MHz (O 160 MHz () Best (DBS)
Dynamic Bandwidth Selection Max Channel Width <« ===

20 MH20 MHz 80 MHz  Max Allowed

Auto-RF Channel List

)36 (V40 (44 (48 |52 V56 /60 L¥J64 ()1001¥J104 1Y) 108 V) 11214) 116

vJ120|v)124 Y] 128 |¥) 132 Y] 136 (V) 140 (V] 144 |V) 149 [V 153 | V] 157 |V] 161 165

(vent Driven RRM Low \

EDRRM Medium

Sensitivity Threshold Low = H 19 h

Rogue Contribution v Custom

Rogue Duty-Cycle 80 Low v

- )
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CleanAir Pro ED-
RRM Demo




" ScreenFlow File Edit Mark Clip

] Default
BSSID Network Name
@ | 10Fo20Fe:86:27 wi-fi_6E
wifi_6E

wi-fi_6E

Networks Found: 67, Displayed: 2 (2%)

9®+:000 O

cisco Lz/&

Arrange View Window Help

febui - Log In

Vendor O PA htt

@ Cisco Systems Inc

@ Cisco Systems Inc

afraln
cisco

Ezd Dashboard

Monitoring

9—\\\ Configur

AP Name

(03 Administration

CW9166i_Fe.0e20

W9166i_fe8620

C9136__p32b.5F:09e ,
0

V' 6 GHz Radios

Total 6 GHz radios : 3

AP Name
CW9166i_Fe.0e20
CW9166i_fe8620

C9136__p32b.5F:09e0

5 GHz Radios

2.4 GHz Radios
Dual-Band Radios
Country

LSC Provision

#CiscolLiveAPJC

febui - Log In

AP Model

CW91661-B

CW91661-B

C91361-B

SlotNo : Base Radio

1019.20fe.0¢

1019.20fe &\

687d.b451.0

BRKEWN-3413

2 C9800-L_2:: Cisco C9800-L-C X

90% Yy Q Search

Edit Radios 6 GHz Band

Configure

General

AP Name CW9166i_fe8620
AP Mode Local
Admin Status ENABLED .

CleanAir Admin Status envaeeo [l
Operating Power Mode And Capabilities

AP 6GHz Power Low Power Indoor ~ Standard Power
Mode Capable Capable

Low Power Indoor Yes Yes
Antenna Parameters

Antenna Type
Antenna Mode Omni

Radio Profile default-radio-

profile

Number of Antennas
Selected

MIMO 4x4

ed Antenna 1x1, 2x2, 4x4

Antenna Gain (in .5 dBi
units)

Role Assignment

Assignment Method Auto
@ Client Serving
Monitor
Sniffer
Band Selection 6ghz
Dart Connector Status Not Applicable

RF Channel Assignment

Current Channel
Channel Width
Assignment Method
Channel Number

Tx Power Level Assignment

Current Tx Power Leve
Assignment Met Global

BSS Color

BSS Color Global
Configuration

BSS Color Globa Disabled @
Admin Status

BSS Color io
Operational Status @

BSS Color Radio Admin ENABLED
Status

Current BSS Color
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@\,73 Complete your surveys in the Cisco Live mobile app.
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. Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

- Attend the interactive education
with DevNet, Capture the Flag,
and Walk-in Labs

Continue “
-\

your educatio

- Visit the On-Demand Library
for more sessions at
www.Ciscolive.com/on-demand
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