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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/

\’\

webex

by CISCO
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Castle-and-Moat Security
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Unprotected internet

Data Center Edge
Firewall(s)

Distributed

satellite/branch offices
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Explore Cisco

Innovation v Impact v Press Room v

The Newsroom

The Newsroom / 2024 Cisco Cybersecurity Readiness Index

2024 Cisco Cybersecurity
Readiness Index

Underprepared and Overconfident: Companies Tackle an Evolvi
Landscape =

Cisco’s second annual Cybersecurity Readiness Index is an updated guide that addresses the current
global cybersecurity landscape and assesses how ready organizations are to face today’s
-

cybersecurity risks.

Download full report

(4

A \\\lli\W,

Introduction Measuring Readiness Recommendations Methodology Learn More
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Introduction Measuring Readiness Recommendations Methodology Learn More

Are companies prepared to
face today’s cybersecurity
risks?

In an era of hyperconnectivity, artificial intelligence (Al), distributed work
environments, and advanced threat actors, companies face a complicated
and diverse threat landscape that goes far beyond ransomware and
phishing. In fact:

54% 7 3% Expect an

Attacked
have experienced a believe a cybersecurity attaCk
cybersecurity incident in the incident will disrupt their
past year. business in the next 12-24
months.

Despite this, only 3% of organizations are assessed as having a Mature
stage of cybersecurity readiness in 2024. Additionally, 71% of organizations
fall in the two least prepared categories.

The Cybersecurity Readiness Index provides a comprehensive view of what
organizations need to tackle, in order to address the security challenges of
the modern world. We found that the evolving threat landscape, resource
challenges, and complexity of networks, cloud and applications are taking a
toll on today's organizations.

[
=
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Introduction Measuring Readiness Recommendations Methodology Learn More

Measuring Readiness

Cisco surveyed over 8,000 private sector business leaders who have cybersecurity responsibilities in their organizations across 30 global markets to gain insight
into cybersecurity readiness based on the five pillars that are most relevant to securing today’s organizations:

D R L9 €3 (=]

Identity Network Machine Cloud Al
Intelligence Resilience Trustworthiness Reinforcement Fortification

S

When it comes to global cybersecurity readiness...

i I
! ]
1
80% : 46% 80% ] 36%
1 1
1 1
! ]
1
of companies feel moderately to I of companies have more than 10 of companies admit that having 1 of companies rank Identity
very confident in their ability to stay I unfilled cybersecurity roles on their multiple point solutions is slowing : Protection as their organization’s
resilient amidst this evolving 1 teams at the time of the survey. down their team’s ability to detect, | top cybersecurity challenge.
cybersecurity landscape. : respond to, and recover from 1
o —————————— o {0H0] O 10 = e
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Too many solutions with fewer people to manage it

46% ‘ 80% ’

of companies have more than 10 of companies admit that having
IURRIICHICYBESCCURNTOIS on their  |IURPISISIRTSGIUONS is slowing
teams at the time of the survey. down their team’s ability to detect,
respond to, and recover from
incidents.

fewer people Too many solutions

Source : Cisco cybersecurity readiness index 2024
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https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2024/m03/cybersecurity-readiness-index-2024.html

Ol RVENICRIN  Simplify Network and Security operations

Save Operational Expenditure

L 4

L 4

Enhance Application experience

Bolster Security Efficacy
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Save Operational Expenditure

Enhance Application experience

Bolster Security Efficacy
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- Cisco Live veteran - 10+ years
+ Austin, Texas - Melbourne

- Account Executive covering VIC/SA
Commercial, Enterprise, and Public Sector

« Former Meraki SE

-+ Please talk to me about
All things Meraki & Catalyst
Solar/Battery Tech
EVs
Cycling

BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14



Secure Access Service Edge (SASE) Architecture

Network as a service
'

> Market convergence <

Network security as a service

(_ SASE )

R\

Secure SD-WAN
Fabric*

©
=

On-ramp into Public
laaS and Private Cloud*

On-prem Unified
Threat Management

Performance-based
Internet Routing

SD-WAN Analytics
(including Internet
Intelligence)

N

Cloud Access Security

Broke

i
=4

i

Firewall as a Service
(FWaaS)

&)

Zero Trust Network
Access (ZTNA)

D

Secure Web Gateway
(SWG)

r (CASB)

- o sp-waAn

o

s .

J
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Cisco Meraki Platform
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:
Secure Connect architecture

[ Source Traffic ] [ Single pane of glass cloud security ] [ Destination Routing ]
"\ Meraki SD-WAN ( Cisco Secure Connect ) ——
ooo Cisco SD-WAN DNS Layer Security EI
o Ur?_lﬂ or IPSec
Non-web Internet traffic > M
On Prem Users, -—>
Device &Things = Internet/SaaS

O

CDFW T /\ A ]_g Y Y
D) SRR

SWG __CASB & DLP

Managed PuinCcI(/)Zr(ijvate
Endpoint Web Internet traffic Meraki SD-WAN  \ private Applications
Catalyst SD-WAN
9 - — - orIPSec [ E \
S Private Application traffic —:z.
\% i
ZTNA Proxy Interconnect > B Gl
Unmanaged
Endpoint DC/Colo/Branch
= Mixed === Private == Internet
< >

Interconnect Everything Security Everywhere

cisco W&- #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 21



Branch and Hub
connectivity
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DC-DR interconnects

» Primary ISP Service cost
» Seconda

> Cost of physical Routers (with licensing) to
bring corporate resources into fabric

> NGFW for internet (with licensing)

Save Operational Expenditure

Primary ISP P2P connectivity

o
o
o
0

Data Center P
— X~ Th, R —
s s
N BN
Subnet A -
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N,
.,
Yo,
[
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=" B2B/
.:x: Public Internet
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Over 1000 extensive Proximity to
and expanding

business uptime
since 2006

Sources :
Cisco Umbrella Global Cloud Architecture
Anycast Routing and Cisco Umbrella

cisco Lz{@/

Secure
Connect
fabric

=7y BT Q\

DocuSign

Google

#CiscolLiveAPJC

Data centers meet or

using

exceed

global load balancers
and auto-scale
technology

V\‘ Adobe

BRKENT-2123

Some of our peering partners

Google Fiber verizon’ amazon

&VA B® Microsoft ﬂ

S - Alibaba.com
HUAWEI

00 1SCO
box Baitiam Webex

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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https://learn-cloudsecurity.cisco.com/umbrella-resources/umbrella/the-cisco-umbrella-global-cloud-architecture
https://umbrella.cisco.com/blog/why-the-cisco-umbrella-global-network-uses-anycast-routing

Secure Connect multi-region interconnect

Branches
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Internet

SaaS

Services

Services

Cloud
Headend

SASE Fabric
(interconnect)

Remote Access
Connector

#CiscolLiveAPJC

SASE Fabric
(Interconnect)

Cloud
Headend

Remote Access
Connector

BRKENT-2123

Route
Exchange

\__DC/Colo__J
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SecureConnect
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Secure Branch Traffic

Ie \
Meraki SD-WAN L@ Secure Connect ) ——
EEE grlsl;%SCD WAN DNS Layer Security E
elm S
Non-web Internet traffic [ ﬁ
On Prem Users, >
Device &Things > 2 Internet/SaaS
———

cor @ }q NATC/EI\D @‘

Public/Private
Cloud
\ Private Applications /

SWG CASB & DLP
Web Internet traffic

N Meraki SD-WAN
9 é Catalyst SD-WAN
\l/ Private Application traffic or IPSec

N

Interconnect >

DC/Colo/Branch

= Mixed === Private == Internet
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CISCO SECURE CONNECT

Next-gen; VPP-based
architecture, dynamically
scaling up to 10x core
compute capability

Standardising traffic
acquisition for Meraki
and Cisco SD-WAN to

the cloud fabric

cisco Lz/&/

CLOUD NATIVE HEADEND

Dynamic scaling
performance and
capacity up to 500
Mbps per branch

#CiscolLiveAPJC

Streamlined regional
deployments, reducing
the number of
configuration
templates.

BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco Secure Connect SD-WA

Available Services

dation and Complete

except Remote Ac

nd Complete (All sen

te Access*)

Cisco+ Secure

O Disaster Recovery

Cancel [ Assign to Region or Cloud Hub v ]

Assign site directly to these regions
Internet & Private App Ac

US West

Los Angeles/Palo Alto

US Northeast

New York/Ashburn

US Central

Denver/Dallas

US Southeast

Atlanta/Miami

US Midwest

Minneapolis/Chicago

Europe-1
London/Frankfurt

Europe-2

Paris/Marseille

Europe-3

Madrid/Milan

Europe-4

Stockholm/Capenhages

Asia-1

Australia-1

Melbour

Assign site to Cloud Hub in these regions

Link to updated Meraki documentation page

cisco Lz{/a/

#CiscolLiveAPJC

BRKENT-2123

(1) Up ta 22 Cloud Hubs can be deployed.

Configure Cloud Hubs

S

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public

N Data Centers

Internet & Private
Access with
Enhance SC Cloud
Headend

Internet Access Only
with Cloud Hubs

30


https://documentation.meraki.com/CiscoPlusSecureConnect/Cisco___Secure_Connect_Pre-configuration_Checklist/Data_Centers

Bringing sites into Secure Connect

Meraki SD-WAN
ooo Cisco SD-WAN

ooo or IPSec
elm

On Prem Users,
Device &Things

cisco Lz{@/

}Q

( Secure Connect )
DNS Layer Security
. Non-web Internet traffic
>
. /\ [
D &
SWG CASB & DLP
Web Internet traffic
> &
\l/ Private Application traffic
Interconnect

\ 4

o) ——

Meraki SD-WAN
Catalyst SD-WAN
or IPSec

Internet/SaaS

Public/Private
Cloud
\ Private Applications /

= Mixed === Private == Internet

#HCiscoLiveAPJC ~ BRKENT-2123

N
Cd

DC/Colo/Branch
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Meraki SD-WAN to Secure Connect region

Region : US Northeast

Traffic Shaping

In case of primary
failure, uses secondary

@ DC defined by the
customer

» Supports VPN exclusions for direct
Internet access and use of inbound NAT

« Automatic intelligent path selection based on traffic

Meraki SD-WAN

High Availability (Auto VPN)

» Predefined DC pairs, a primary and a secondary
» Failover handled by the Meraki SD-WAN fabric

Security and Observability

* Flexible security options at MX and Headend
o NGFW feature set at the branch for Guest/SASE excluded traffic

» Meraki Insight and Thousand Eyes integration at the branch for e
application performance and visibility data

On Prem Users,
Device &Things

Branch

cisco W./ #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Under the hood

Assign region to onboard network
Choose which Meraki Networks to onboard as Secure Connect Sites by assigning a region to the network
Unassigned 10 Assigned 0
[ Search ]
n Item selected Select all 10 items Cancel [ Assign to Region or Cloud Hub v ]
a Networks & Templates VPN Type Adc Assign sng directly to these regions by
Internet & Private App Access |
Datacenter-CA Off VMX-M 230 US West Actions
iBGP 172.16.50.0/24 Los Angeles/Palo Alto
MX100-
Datacenter-NA - appliance Off 60(¢ US Nartheast
HW New York/Ashburn
) MX105- 10| US Central
London - appliance Spoke HW Kind Denver/Dallas
US Southeast
NW-Branch Spoke MX84-HW Atlanta/Miami
US Midwest
Retail Stores - appliance Spoke Template Minneapolis/Chicago
Eurone-1

cisco M./ #HCiscoLiveAPJC ~ BRKENT-2123
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Meraki SD-WAN Hub Integration with Secure Connect (default behavior)

Internet
/]\ PRE-REQUISITE :

Make sure the Meraki is disabled for the
organisation

( )
ADD THE HUB TO SECURE CONNECT

))) Add the hub site into the Secure Connect region on the sites page
\_ J

Cisco Secure Connect
US East ( )

@
ROUTE EXCHANGE BEHAVIOR

v" The Hub will exchange directly connected routes into the Secure
Connect fabric
))) v (Unlike Spokes) The hub will not learn the 0.0.0.0/0 route from

Secure Connect by default

US West

=
d > o v' The hub will learn all private subnets from other hubs and spokes

connected to Secure Connect regions
\_ 9 _J

Meraki Hub (OAC or NAT mode)

VLAN 10.0.25.0/24

cisco W&- #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Region

Sites
Los Angeles hub 144
© Last 2 hours ~ ADD THE HUB TO SECURE CONNECT
») Add the hub site into the Secure Connect region on the sites page and MX devices
enable the default route Device Model
Sites 9 08:f1:b3:db:22:4e MX75-HW
Full details in Meraki Appliance Status -
[ Search ]
Local networks
Site name Region / Cloud Hub Site Features Connectivity (0 Local networks announced to Secure Connect
i ¢ 144.0.0/ ™
@ e 05 s “KISE T 19095 TO e R

e ST 02

0.0.0.0/0

Enable or disable Meraki network subnets =

mégidletiors N gpeeite IN(O (EIEIISISNEEEEE <gion on the sites page and

enable the default route (
Montreal branch 131 Canada-1 \\tasakicnatiuosic—spak IS Remote Routes J
Region Route settings for this Meraki Hub in relation to Secure
Connil:t
©  Paris branch 132 furopet? ( Merakinetwork  Spoke I | ociouit Route: Disabled )
' ROUTE EXCHANGE BEHAVIOR WITH DEFAULT ROUTES
©  Tokyo branch 103 psia] Mersd petwar m :
N v _The Hub vv||| S change directly connected routes into the Secure
US West . Region
Regions can be changed per tunnel
© _San Francisco branch 104 - appliance LS st mvfai e UBewAll learn tHEIONONONOVOIFGNIEN o s Sec U Gennect
US Central . =
©  Dallas branch 106 Region Merali Tepyark 15PRKAl [carn o STV 1\ Other hubs and spokes
US West connected to Secure Connect regions
©®  San Francisco Lab Region Meraki network Spoke Security Events

cisco Lz{/&/

\ Security events in the last 2 hours )

Total: 0
View DNS and CDFW events in Umbrella 7

#CiscoLiveAPJC BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 37



Secure Connect HUBs coexisting with Meraki MX

hubs Q
T

Cisco Secure Connect

@ UDP to private app

Remote Access
VPN client

b7Vl 0.0.0.0/0 @

US West
US North-East

Spoke site ool-Corp-Inc-HQ Hub site

C. Hubs © Name IPv4 default route  Actions
m] -
i — 0 = . S0/ | 10.200.0.0/24
SIP traffic =

cisco M- #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38
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Supported Hub design with multiple spokes

Internet Internet

US East US East

Secure Connect Secure Connect

A A
b b

US West US West

Spoke A | Cool-Corp-Inc HQ Hub Spoke A | Cool-Corp-Inc HQ Hub |
e X8 e X8 e X8 e X8

SIP traffic SIP traffic I
o & | spokeB Spoke B o K&

Spoke Networks with applications must be
o= directly connected to the Secure Connect o=
= . == fabric irrespective of physical hub = ' ==
- - connectivity - -

cisco W&- #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 39



"dees’ Meraki Q Search Dashboard

+.¢ Global Overview Support

Overview

o> | Organization
Demo-2-Fadv-TME v

Last week

H A -
= Nenwork Security 39.5K total requests Policy count
-2 Apps - Denver - 140 ~
Linear v Allowed Blocked Proxied 1 DNs 7
-
Secure Connect K 2 firewall
-:' Network-wide S 2 web?
2K o
{  security & SD-WAN 1 data loss prevention 03
1.5K
- 2 browser access
s Cameras Learnmore K
Il Insight =
0
* Organization May 23 May 24 May 24 May 25 May 25 May 26 May 27 May 27 May 28 May 28 May 29 May 29
Sites Network tunnels Remote access

Configure and monitor tunnels for app and network

access. O 1 -
clients connected i ©

3 / 3sites healthy

6 private access tunnels

3 healthy sites 24 remote access locations

cisco W&- #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Catalyst SD-WAN Integration Private Access

@ Catalyst Center

- ~ - /ﬁ -
(__Cisco Secure Connect ) Secure LTRSS
Connect /’ “\ S \\
Secure Enhanced Vs \\\ SN
* Connect Head-end / W N AP
i Auto VPN Enhanced / N
On Prem Users, Head-end / E \\ r
Device &Things 1 \ \ 155
T = Psec i 3P | N
______ S mmuREEEEEEESEEPEERERRN [PSec with BGP ‘Y i
- . Ol
‘ Branch
\ Catalyst8K Hub
DTLS ..3, CDFW \
\
. Remote \
Secure Client Users Secure Connect Global Interconnect N
N

connect to / g
any region S =
Catalyst SD-WAN Sites

Enhanced bandwidth with auto resiliency

cisco W. #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Catalyst SD-WAN Direct Internet Access

Catalyst Center

( Cisco Secure Connect )

DNS Layer Security -

Non-web Internet traffic

[l
nOm

Branch

- =~
” /0 ~
2 N Secure
V2 s Y N
/ PAARY \ Connect
R (Umbrella
/- / \ :
Ve / /I \ Native
RY; R \ IPSEC)
U /
: A IPSEC \
T AV \
Brch ',, 4 -‘
L // 1
. ,'
- /
omo ﬁ% CDFW
oOm
Branch /( 1
s\ /

Catalyst SD-WAN branches

cisco Lz/&/

\ 4

TYe

SWG _CASB & DLP NAT

Web Internet traffic

Secure Connect Interconnect

#HCiscoLiveAPJC ~ BRKENT-2123

. i

Internet/SaaS
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3" Party IPSEC Sites Integration

'd . Y
\  Cisco Secure Connect )

0oo .
noo Meraki SD-WAN DNS Layer Security
elm
On Prem Users, Auto VPN T
Device &Things >
R /\ A
| D) B
C/ﬂ\) SWG __CASB & DLP
A Web Internet traffic
26
@ Remote Users Private Application traffic
Interconnect
Managed
Endpoint \_

cisco W&- #CiscoLiveAPJC BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



3" Party IPSEC Sites Integration NEW FEATURE
Secure Connect J%_fg\_)

Cloud native headend Public/Private
Cloud
Private Applications

NEW! :
IPSec with BGP IPSec Connection into
0N\ —{ private sites

DC/Colo/Branch

Enhanced Unified single Secure Meraki to
Bandwidth of 500

Auto resiliency
With builtein HA pane of glass 3rd Party

Mbps per tunnel user experience Interconnect

#CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



Network

Q Search Dashboard

G Acme-HQ-AUS v Sites il Configure Cloud Hubs
% secure Connect
&% Network-wide 0 offline (] 0 Degraded o (] 0 pending
W Cellular Gateway
[ Q Search ] [ = Status v ] [ = Type v ]
I security & SD-WAN
D Status Name * Type Region/Cloud Hub Site Features Connectivity
= switch
O L] Atlanta Datacenter Meraki Hub Rl SIG —
= Wireless Cloud Hub
US South East
B ey 0O e Atlanta Branch 1 Meraki Spoke e SIG
o US South East
& Cameras 0O e AllantaBranch 2 Merad Spoke Cloud Hub L —
" Environmental D [-] San Francisco HQ Meraki Hub :i_::es' Coast SIG & Private Access —
i
hl Insight G [-] San Francisco DC Meraki Spoke US West Coast SIG & Private Access
Region
*®  Organization
D (-] San Jose Building 1 Meraki Spoke :Ii\::esl Coast SIG & Private Access
g
D -] San Jose Building 2 Meraki Spoke HU:;,::ESl Coast SIG & Private Access
i
O e San Jose Building 3 Meraki Spoke :’(fg:’es‘ ot SI08 Private Access
egion
D [-] San Jose Building 4 Meraki Spoke :l:‘;:)\:esl Coast SIG & Private Access
[:] (] San Jose Building 5 Meraki Spoke ::J:\:es' Cosst SIG & Private Access.
Rows per page -lm < 2 10
cisco &/ . . o . o
- iscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 45



Cloud-delivered
Remote access
VPN

cisco L{V&/



VPN-as-a-Service

o

- ( Cisco Secure Connect

___________________

| -i'_",i?

Public/Private Clou

/ @ ‘: Backhaul

— ﬁ% @ | : Eﬁﬁ 3 IPsec tunnels
Drivate traf & Auth | MFA  Posture | L3/a FW [

rivate traftric |\ Support and Hea|th ,I W/ ”:)S G’

Optional
All ports and G DE?/COf/
protocols ranc

\ ( Secure Connect DCs )—/

Geography-
based
deployment

enables

through Secure
Client - Secure
Firewall module

based

authentication orchestrated

through CDFW

cisco Lz{@/

#CiscoLiveAPJC

BRKENT-2123

Flexible security

with Flexible

options

in Secure Client
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Remote Access - Client with Traffic Steering e

Excluded Traffic

DNS and Web Polices may be applied with Umbrella Roaming Security Module

( Cisco+ Secure Connect ) —
DNS Layer Security E

Non-web Internet traffic

4

Internet/SaaS

>
g () NAT M)
& c ) }g & TR

S)

>
Managed SWG  CASB & DLP Pubg:lézr(ijvate
Endpoint Web Internet traffic Meraki SD-WAN  \ private Applications/
/]\ Catalyst SD-WAN
9 é or IPSec
\l/ Private Application traffic
h
Interconnect g

DC/Colo/Branch

= Mixed == Private =™ Internet

cisco W&- #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Remote Access -with Roaming Security Module &

N
\ Secure Connect )

i

DNS Layer Security

=7

Internet/SaaS

o 8l

SWG___CASB & DLP

Managed
Endpoint Web Internet traffic

== Mixed == Private = Internet

cisco W&- #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 51



Request forwarded to IdP’s SAML
service with (optional) MFA

ldentity Provisioning
v .

oV .
7
4 N\
\
18 t v

(@

\

Managed
Endpoint
- J

RN
3
al) —>
4 )
\ @ / $ Cloud Firewall
W

~

/ |dentity based firewalling rules
may be applied for internet and
private access through the fabric

N Unmanaged
Endpoint

Auth req - User attempts to

Secure Connect begins and goes

connect, prompted for SAML through posturing

credentials
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ldentity Management & Providers

: * Secure Connect supports any SAML 2.0
Microsoft Entra 1D based identity provider with or without a
SCIM integration (used for auto import of

* AD connectors are used with Umbrella
On-premise AD virtual appliances (VA) to get the identity of
branch users’ DNS requests

* Secure Connect supports manual addition
of new identities into the Users page when
the IdP does not have a SCIM integration
available

cisco W. #CiscoLiveAPJC ~ BRKENT-2123 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 57



Remote Access Log Export

Secure Connect -> Remote Access

Remote Access

Overview

Secure Tunnels

Get started with Secure Connect Remote Access

t

Edit configuration

et palicies fram MX chmet VPN

@ Deploy Secure Chent to Users

‘Sacure Cornect snabies remote users 1o access ¢y trom ampwnere thenuge e Sacure

Create new firewsil rules. ¢

Connected users

Remote access logs

~

View all RA logs 7

Remote Access enables you to onboard your remote users. For more information, see Remote access service

Endpoint compliance criteria

Download the Secure Client

Remote access logs

cisco '&/

2 0 0
Update © Configure CF
2 hours.
24 hours \logs F
One week
‘Ona manth
Custom
Regions
Active locations Fully Qualified Domain Name
8 C7AC.SC.CISCOPLUS.COM
Learn more 7
Region Number of locations Status
Europe 4 & Active (4)
Naorth America 4 & Active (4)
A
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Connecting
Applications & ZTNA
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Internet Traffic

Remote User Connectivity Methods S private Traffic

@ —(—_ b= VPNaaS
Secure Client

» Authentication & Posture at Connect time

* DTLS Tunnel

« Carry Internet & Private Traffic (All ports & protocols)
* SAML 2.0 Authentication

@ GO T \\ch Roaming Module

Secure Client

« Device Enrollment (profile)
« Carry Internet Web Traffic (80/443)

\®) — 10— Clientless ZTA
- » Accessible from any browser that supports SAML/Cookies
Unmanaged Device « Request based posture (browser version, OS, geo-location)

* Web applications only

@ @ 1 Client-based ZTA

Secure Clent Authentication and Posture per session
QUIC tunnel (MASQUE proxy)

Carry Private Traffic (All ports & protocols)
SAML Auth + Auto re-new
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Clientless or Browser-based ZTNA

(" Cisco Secure Connect )

Pl 0\"

Public/Private Cloud

Private Applications

Clientless Access

HTTP/HTTPs ()

Browser Firewall

- \

i

1

i

Lo |
— ¢ N—>

MFA Device Posture i

1

|

/

Support and Health
( Secure Connect Interconnect

Optional
BlglE

DC/Colo/
Branch

1. Client connects to application's URL & request is redirected to nearest DC

2. ZTNA Proxy changes the traffic source to an address within 100.64.0.0/16

3. Request is sent for authentication and posture check

4. After authentication & authorisation, request is sent to policy engine to decide access

5. Once decided, request sent over interconnect to deliver traffic to the application correctly
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Introducing MASQUE — unlocking QUIC proxying

Seamless and Secure Access for all users

QUIC MASQUE TLS (fallback)
-

. i [EE]

Chrome S App1
4M|_> Zero Trust AutoVPN or @ o
@ A e ¢ S

4 )

Private cloud or on-prem
4

0N
1

ccess Servic IPsec tunnels

S brss I
User s i )
o _ Y,
a N I

- Full separation between user’s network
and the enterprise network

- Fast deployment with no firewall setting
changes

- ‘No click’ seamless access

- Advanced protocols reduce latency,
improve resiliency and speed content

\_ delivery ) \_ )
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Client-based ZTNA in Secure Connect

« Authentication & Posture at Connect time

- Cisco Secure Connect B - DTLS Tunnel
« Carry Internet & Private Traffic (All ports &
protocols)
« SAML 2.0 Authentication
. @ @ E';IE—’ * Posture based on Duo Health agent
Trir; — o VEA  Posture —’ L5/0 EW (embedded into client)
Seafes Support and Health/j w/ IPS

Secure Connect DCs

== Windows is up to date

v & System password is set

[ ] BitLocker is not enabled
Zero TFUSt. v o Firewall is enabled
Access Service
Login secured by IS
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Client-lbased access to server using ZTNA

Client

VPN / ZTNA

Chrome

Headend

App Data

IPSec, TLS or DTLS

Client
ZTA
(Client-based chrome |~ 8= e & - | mAsque Server
or OS Native) Proxy
App Data |
Packet rop [Lo ._ e M'S‘S}%JE Server

| — | MASQUE over QUIC/TLS

With ZTA, each process uses a unigue MASQUE connection, even if the data

streams are destined to different servers
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Bolstering Security
with SASE
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Cisco Meraki MX Firewall

Go beyond core Firewall capabilities to better connect and protect your business

Core Platform @

Centralised (f& L
Iﬂ! administration l[ -J Automated software .“:. Zero touch AN Rich Reporting

with role-based ;
access control j[ﬁ- S I g el deployment | and analytics

Cisco delivers the core and more in a single subscription

S
SR EEE e & ¢ ®

A_p_p!i_cation Stateful Identity- Application Content & Advanced Talos SD-WAN Dlglta|
V'S'Cb'“tty ﬁ”d Firewall Based Firewall "URL Malware Threat (Auto-VPN) Experience
antro Firewall Filtering Protection Intelligence Monitoring
e e e e m e m——— e ——— —=~q
’ - ili+i ~
’ Integrated Add-on Capabilities \
1 \
' —
w2 OO =Y
l‘ ) = I
3 LAN Wiris  Thousand  DNS SSE Sandboxing ;!
\ Eyes Security

\\ o’

W / N - - - —’
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Powered by Cisco Talos Threat Intelligence

Analyse
Rapid speed of correlation

and detection powered by
COl IeCt Al/ML and human verificatio& () Defend
f::g?%ﬁ :gjt': f?gf'n Global distribution
- . and protection back
millions of Meraki and to miFI)Iions of nodes
Secure Firewall nodes
new vulnerabilities
2. 1M+ ?r?c‘:veasrseezacr;;zts 200+ giscovered yearly 20B
Backed by robust expert team of full- E?g:k”eté 3\;(ie|nts
web requests time researchers and data scientists Y
625B resolved da”y - Machine |eaming and automation Incident response
intelligence

and support services

We see more and automate more, so you can block more and respond faster to threats

cisco Lz/&/
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Policy enforcement breakdown

é D
i 3 e ™
g h : © Traffic
Traffic ; ] egress RESERVED IP
ingress ] : —1 (optional)
D 1ED '€ =~ °
— @ T WEB (80/443) =T () —
% NON-WEB @
.
Secure Connect fabric Y
‘ >

cisco Lz{/&/
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Traffic and policy logging at every stage in the flow
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Private domain resolution and DNS protection

Resolve local domains while preserving DNS filtering across the internet

DEFAULT BEHAVIOR : Internal DNS
forwarded to Secure Connect

through a network tunnel
of what is configured

on the client

= \When a site is connected to Secure
Connect all DNS traffic goes through
the tunnel to Secure Connect and is
subjected to policy.

www.corp01.mydomain.c _
om

= A site is identified through the
network tunnel that DNS is coming
from

= Private domains cannot be resolved DNS : 10.0.100.45,

10.0.100.46

cisco W./ #HCiscoLiveAPJC ~ BRKENT-2123
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Umbrella protection

SQ! TIN : DNS exceptions On Meraki DI‘J" Im»r ;r-:tnmunlf_\ru UIT}ID\E”.EJIIL |
MX with native Umbrella DNS integration

Disable Umbrell

= Umbrella API keys can be linked to
an MX network.

= The MX intercepts all DNS traffic, e
wraps it with an identifier
(DNSCrypt), and sends it through
the internet to Umbrella OpenDNS
servers

= Umbrella DNS exceptions can be
configured on the MX to exclude
private domains. DNS requests to
these domains are directly sent to
the private DNS server

www.corp01.mydomain.com
—_ b—

DNS : 10.0.100.45,
10.0.100.46

= Policy can now be applied per
network (because of the custom
identifier)

My DNS serveris: 10.0.100.45, 10.0.100.46
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SOLUTION : Using Umbrella VA with

Secure Connect V

. . www.corp01.mydomain.c
= Umbrella virtual appliances(VA), a om

lightweight VM, can be deployed at
a corporate location to resolve DNS Internal DNS Server
requests & AD-Connector

~ ol
=

Umbrella VA : 10.0.100.45

= All DNS traffic is processed by the
VA, private traffic is sent to an
internal DNS server and internet
traffic is sent to Secure Connect for

policy

= Umbrella VA can be deployed with
an AD connector (optional) to link
DNS requests to a user identity on
the network for identity-based
policy enforcement on Secure
Connect

= Policy can be applied per user
(because of the AD connector)

My DNS serveris: 10.0.100.45
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Event Logs and Reporting

Comprehensive, end-to-end reporting across
all stages of policy enforcement and NAT

Ability to consume metrics broken down by
top threats, volume, destinations, identities
and categories

Single vantage point across multiple sites and
users

Ability to move logs to an Amazon S3 bucket
(customer owned or Cisco owned)

Amazon API can be used for integration with
logging services or SIEM

cisco Lz{@/

Core Reports

Security Activity

Activity Search

App Discovery

Top Threats

Additional Reports

Total Requests

Activity Volume

Top Destinations

Top Categories

Top Identities

Remote Access Logs

Cloud Malware

Data Loss Prevention

#HCiscoLiveAPJC ~ BRKENT-2123
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Secure Connect
Licensing
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Advantage

Licensing

Used for Private Access (ZTNA Used for Internet Access (SD-WAN
or Secure Client RAVPN users) branch or IPSec branch users)

Essentials

Essential Security feature set with limited sandbox submissions and malware detection
capabilities

*1 Secure Connect licenses are per user passing through the fabric (20 GBs per user per month)
*2 Secure Connect licenses can be mixed so long as the security tier is the same (eg: 20 Complete Advantage + 30 Foundation Advantage)
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Cisco wants to Simplify Network and Security operations

L 4

Save Operational Expenditure

L 4

Enhance Application experience

Bolster Security Efficacy
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cIsco W&/

Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between

Level 2
Melbourne Room 2

/

—
Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage

#CiscoLiveAPJC



Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

Continue

. \\ - Attend the interactive education
yOU I educat|0n with DevNet, Capture the Flag,
> and Walk-in Labs

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand
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Gracias
Danke
Merci
Mahalo
Grazie
Dhanyavaad
Xiexie
Arigato
Obrigado
Shukran

hank You







	Slide 2
	Slide 3: Empower Your Meraki SD-WAN
	Slide 4: Cisco Webex App 
	Slide 5
	Slide 6: Castle-and-Moat Security
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14: Anthony Netkow
	Slide 18: Secure Access Service Edge (SASE) Architecture
	Slide 19
	Slide 20
	Slide 21: Secure Connect architecture
	Slide 22: Branch and Hub connectivity
	Slide 23: DC-DR interconnects
	Slide 25
	Slide 26: Secure Connect multi-region interconnect
	Slide 27: SecureConnect
	Slide 28: Secure Branch Traffic
	Slide 29
	Slide 30: Cisco Secure Connect SD-WAN Data Centers
	Slide 32: Bringing sites into Secure Connect
	Slide 34: Meraki SD-WAN to Secure Connect region
	Slide 35: Under the hood
	Slide 36: Meraki SD-WAN Hub Integration with Secure Connect (default behavior)
	Slide 37: Hub Integration with Secure Connect (Internet Access – default route)
	Slide 38: Secure Connect HUBs coexisting with Meraki MX hubs
	Slide 39: Supported Hub design with multiple spokes
	Slide 40
	Slide 41: Catalyst SD-WAN Integration Private Access
	Slide 42: Catalyst SD-WAN Direct Internet Access
	Slide 43: 3rd Party IPSEC Sites Integration 
	Slide 44: 3rd Party IPSEC Sites Integration 
	Slide 45
	Slide 48: Cloud-delivered Remote access VPN
	Slide 49: VPN-as-a-Service
	Slide 50: Remote Access – Client with Traffic Steering
	Slide 51
	Slide 56
	Slide 57
	Slide 58: Remote Access Log Export
	Slide 59: Connecting Applications & ZTNA
	Slide 61: Remote User Connectivity Methods
	Slide 63: Clientless or Browser-based ZTNA
	Slide 64: Introducing MASQUE — unlocking QUIC proxying
	Slide 65: Client-based ZTNA in Secure Connect
	Slide 66: Client-based access to server using ZTNA
	Slide 69: Bolstering Security with SASE
	Slide 70: Cisco Meraki MX Firewall
	Slide 71: Powered by Cisco Talos Threat Intelligence
	Slide 72: Policy enforcement breakdown
	Slide 73: Private domain resolution and DNS protection
	Slide 74
	Slide 75
	Slide 81: Event Logs and Reporting
	Slide 82: Secure Connect Licensing
	Slide 83
	Slide 84
	Slide 85
	Slide 86: Complete Your Session Evaluations
	Slide 87: Continue  your education
	Slide 88
	Slide 89

