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Cisco Webex App 

Questions? 
Use Cisco Webex App to chat 
with the speaker after the session

Find this session in the Cisco Live Mobile App

Click “Join the Discussion”

Install the Webex App or go directly to the Webex space

Enter messages/questions in the Webex space

How

Webex spaces will be moderated 
by the speaker until November 15, 2024.
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https://ciscolive.ciscoevents.com/
ciscolivebot/#BRKENS-2823
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• Catalyst SD-WAN TrustSec

• End-to-End Segmentation in 
multi-domain environment – Demo
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About this session

• This session is a case study on using software-defined 
segmentation to secure a hybrid network environment with Cisco 
Catalyst and Meraki devices, managed by a common Cisco Identity 
Service Engine (ISE) for centralized identity and security policy.

• We will examine how ISE can set VLANs, ACLs, and SGTs on 
various device types, how these SGTs are distributed across the 
LAN and WAN, and ultimately how they can be utilized to enforce a 
consistent security policy in a multi domain network environment.
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Case Study 
Environment
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Cisco Validated 
Master Case Study
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Hardware and software

• Catalyst platforms: Cat 9Ks, Cat 8ks, ISR 4Ks, WLCs/APs

• Meraki platforms: MS, MR, MX, etc.

• Cisco ISE release: 3.x

• Catalyst Center release 2.3.7.x

• Catalyst SD-WAN release 20.12

• Meraki release 18.x

• Catalyst platform release 17.12.02
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Identity Service 
Engine (ISE)
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ISE is the core of Cisco’s multi-domain policy

ISE

Campus

3rd Parties

Security

Data Center

ACI

IoT

Campus

M
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Why ISE at the Core?

Hybrid Deployments: Maintain integrity of network security through deploying hybrid 

networks.

Redundancy: Mitigate the need to perform an extra step of replicating policies across multiple 

platforms. 

Potential Errors: Reduce the possibility of errors in policies that will affect the user 

experience.

Simplified Experience: Allows ISE to be the single source of truth and interface for policy 

management.
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ISE Distributed Deployment

Employee VLAN-100If then

Contractor SGT-20If then

Things ACL-300If then

Authorization Policy

Config Sync

RADIUS, TACACS+, 
Profiling, etc.,

PSN

*PSNs can optionally be behind a load-balancer and can be accessed via Load Balancer Virtual IP address (VIPs)

Exchange Topics

TrustSecMetaData

SGT Name: Employee  = SGT-10
SGT Name: Contractor = SGT-20
...

SessionDirectory

Bob with Win10 on CorpSSID

Context

Partner Eco System

SIEM, MDM, NBA, IPS, IPAM, etc.

Context (pxGrid)

SIEM

Optional

Context

ISE PSN IP address* = 
AAA RADIUS server

Logs

PAN

MNT

Admin

PXG

UI

Configure

External ID Stores
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Subject RADIUS Client RADIUS Server

RADIUS : 802.1X

RADIUS802.1X

EAP: Extensible Authentication Protocol

EAPoL-Start

Auth @ UDP:1812

Acct @ UDP:1813
Accounting Session-Start

Access-Request

Access-Accept/Reject

Accounting Session-Stop

- User Disconnect
- Session-Timeout
- RADIUS CoA

10.x.x.x

ISE

Credentials:
 - Certificate
 - Password
 - Token

RFC2865 : RADIUS
RFC2866 : Accounting

RFC3579 : EAP Support
RFC5176 : CoA Support

VLAN
ACL
SGT 
Group Policy
⋯
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Radius Result
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Subject RADIUS Client RADIUS Server

19

RADIUS : MAC authentication bypass (MAB)

BRKENS-2823

RADIUS

Auth @ UDP:1812

Acct @ UDP:1813
Accounting Session-Start

Access-Request

Access-Accept

Accounting Session-Stop

- User Disconnect
- Session-Timeout
- RADIUS CoA

10.x.x.x

ISE

VLAN
ACL
SGT 
Group Policy
⋯

EAP: Extensible Authentication Protocol

EAPoL-Start

G U E S T

MAB

802.1X



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public 20

ISE segmentation options

BRKENS-2823

Beyond RADIUS access-accept  / access-reject

VLANs

Dynamic VLAN Assignments

Employees
VLAN 3

Per port /  Per Domain / Per MAC

Guest
VLAN 4

Printers
VLAN 5

ACLs: DL, Named, DNS
Downloadable ACL (Wired) or 

Named ACL (Wired + Wireless) or 
Meraki Filter-list

Employee
permit ip any any

Contractor
deny ip host <critical>

permit ip any any

Security Group Tags

16-bit SGT assignment and 
SGT based Access Control

Cisco Group-Based Policy
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Dst MAC Src MAC 802.1Q PAYLOADETYPE

CMD
EtherType

Version Length
Other 

Options
SGT 

option Type

CMD

SGT

What are security group tags (SGTs)?
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Static ClassificationDynamic Classification

Classification Mechanisms
Classification Propagation Enforcement

ISE

G U E S 

T

AD

WLC Firewall

Hypervisor SW

Distribution Core DC Core DC Access

Enterprise 
Backbone

Campus 
Access

VLAN to SGT

L3 Interface (SVI) to SGT L2 Port to SGT

VM (Port Profile) to SGTSubnet to SGT

IP to SGT

BRKENS-2823 22
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TrustSec Propagation Options

DATA PLANE PROPOGATION (INLINE TAGGING)

Ethernet MACSec LISP/VxLAN

IPSec DMVPN GETVPN

SGT carried inline in the data traffic. Methods include, SGT over:

10.1.1.1 10.20.20.1

SW1 R1 SW2

5/Employees 7/WebServers

IP 5 IP 5

CONTROL PLANE PROPOGATION (SXP)

10.1.1.1 = SGT-5

SXP pxGrid

IP-to-SGT data shared over control protocol. No SGT in the 
data plane. Methods include, IP-to-SGT exchange over:

10.1.1.1 10.20.20.1

SW1 Not Inline Capable SW2

5/Employees 7/WebServers

IPIP

BRKENS-2823 23
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Static
Classification

EnforcementDynamic
Classification

Propagation

ISE

Cisco SGT Propagation & Enforcement

24BRKENS-2823

Routers Firewall

Production
Servers

Wireless

Remote
Access

Switch
Switch Development

Servers
Employee

8 SGT

7 SGT

Development

Production

Development Production

Permit All Deny All

Permit AllDeny AllS
o
u
rc

e

Destination
Egress Policy:

Network

5 SGT

pxGrid

Propagatio
n

Employee Permit AllDeny All

5 SGT

5 SGT

192.0.2.1

5 SGT
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SGT in the Data Plane

25BRKENS-2823

CMD encrypted

CMD in IPsec

CMD in Ethernet

VXLAN GPO

CMD in GRE

Review TrustSec capability matrix:
https://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/solution-overview-listing.html

https://www.cisco.com/c/en/us/solutions/enterprise-networks/trustsec/solution-overview-listing.html


ISE TrustSec 
Demo
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Cisco ISE

Cisco SD-Access
Fabric Roles & Terminology

▪ Control-Plane Nodes – Map System that 
manages Endpoint to Device relationships

▪ Fabric Edge Nodes – A fabric device 
(e.g. Access or Distribution) that connects 
Wired Endpoints to the SD-Access fabric

▪ Identity Services – NAC & ID Services 
(e.g. ISE) for dynamic Endpoint to Group 
mapping and Policy definition

▪ Fabric Border Nodes – A fabric device 
(e.g. Core) that connects External L3 
network(s) to the SD-Access fabric

Intermediate 
Nodes (Underlay)

Fabric Border 
Nodes

Fabric Edge 
Nodes

▪ Network Automation – Simple GUI 
and APIs for intent-based Automation 
of wired and wireless fabric devices

▪ Network Assurance – Data Collectors 
analyze Endpoint to Application flows 
and monitor fabric device status 

Control-Plane
Nodes

▪ Fabric Wireless Controller – A fabric 
device (WLC) that connects Fabric APs and 
Wireless Endpoints to the SD-Access fabric

Fabric Wireless
Controllers

Fabric Site
Fabric Wireless
Access Points

Automation

Assurance

IP

Identity 
Services

Cisco Catalyst Center

28BRKENS-2823
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reference
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Cisco Catalyst Center  & ISE Communication

29BRKENS-2823

To establish trust relationshipHTTPS

To program ISEREST

Context & TrustSec Meta DatapxGrid

HTTPS Service

ERS Read/Write

pxGrid Service

Cisco ISE

Administration > System >Deployment > Select ISE Host Name

 Enable pxGrid Services

Administration > Settings > ERS Settings 
 Enable ERS for Read/Write on PAN 
 Enable ERS for Read  on All other Nodes incase of Distributed model

Cisco ISE: Enable below ISE Services

Cisco Catalyst Center 
Cluster 

TCP/443

TCP/9060

TCP/5222 &
 8910
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Cisco SD-Access Fabric
Virtual Networks

30BRKENS-2823

• Layer 3 Virtual Networks use VRFs and 
LISP Instance IDs to maintain separate 
routing topologies.

• Endpoint IDs (IPv4/IPv6 addresses) are routed 
within an L3VN.

• Layer 2 Virtual Networks use LISP Instance 
IDs and VLANs to maintain separate 
switching topologies.

• Endpoint IDs (MAC addresses) are switched 
within an L2VN.

• Edge Nodes, Border Nodes and Fabric APs 
add and remove the Virtual Network 
assignments.

L3VN
CORP

L2VN
TENANT

L3VN
IOT
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Connect to outside world using Transits

31BRKENS-2823

Fabric1 Fabric2
IP

IP-Based Transit

• Per-Layer-3-Virtual-Network eBGP peering to external routing domain, or 
LISP Extranet Provider VN eBGP peering to external routing domain.

• SGT propagation outside of fabric requires suitable hardware and software.

SD-Access Transit

• SD-Access LISP/VXLAN between Fabric Sites.

• Natively preserves Layer 3 Virtual Networks and SGTs.

• Capable of fabric as a transit between external routing domains.

SD-WAN Transit

• Cisco SD-WAN between Fabric Sites.

• Capable of preserving Layer 3 Virtual Networks and SGTs.

• Dedicated SD-WAN Edge for design flexibility. See Independent 
Domains PDG.

VN1 eBGP
VN2 eBGP
VN3 eBGP

Fabric1 Fabric2

ASN2ASN1

Fabric1

FabricN

Fabric2

IP

IP

VN1 eBGP

VN2 eBGP

VN3 eBGP

https://cs.co/independent-domain
https://cs.co/independent-domain
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Cisco SD-Access Policy
Segmentation Strategies
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Data Plane Propagation - VXLAN

PAYLOADETHERNET IPVXLANUDPIPETHERNET

VRF + SGT
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Segmentation Operation in SD-Access Fabric

34BRKENS-2823

SGT: 30

Group-
Based 
Policy

Endpoint authenticated and
classified as Camera (SGT 5) Destination = SGT 20

IP: 10.1.100.52
IP: 10.1.10.220

IP: 10.1.200.100

DST  ➔
  SRC

Lighting
 (20)

HVAC
(30)

Camera (5) Permit Deny

BYOD (7) Deny Permit

Endpoints authenticated 
and classified as:
Lighting (SGT 20)
HVAC (SGT 30)

SRC: 10.1.10.220
DST: 10.1.100.52

SGT: 5 SGT: 20

VXLAN Overlay

5
SD-Access
Underlay

• Classification: Dynamic/ISE
• Propagation: SGT in VXLAN
• Enforcement: Egress Fabric Edge
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SGACL 
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Cisco ISE

Authc/Authz

Cisco DNA 
Center

Policy 
download



#CiscoLiveAPJC © 2024  Cisco and/or its affiliates. All rights reserved.   Cisco Public

ISE and ‘Network Devices’ Secure 
communication using PAC Keys  
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Device SGT
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IP Transit - Manual SGT or SXP

39BRKENS-2823

SXP

Inline

SXP



Catalyst Center 
Demo



Meraki Adaptive 
Policy
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Context shared over the data-plane

Utilizes inline Security Group Tags (SGTs)

Organization-Wide intent-based policy

IP and topology agnostic security providing 
consistent policy for wired and wireless access 

Meraki adaptive policy
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Scalable Identity and Context

BRKENS-2823

M
10.0.0.5
SGT=4 

Employees

This Packet 
is from an 
Employee

Packet

Sharing information over the dataplane, in every packet

IP
CMD

SGT = 4
IP

CMD
SGT = 4
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ISE Z4/C: HOBO/TW

MR: Wireless

MX: SD-WAN/VPN

MS: Switches

ISE and Meraki together

BRKENS-2823 44
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Dashboard > Organization > Setting > RADIUS 
Servers

45BRKENS-2823
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Scaling considerations

*Limited by standard hardware endpoint scaling e.g. CAM tables

60x SGTs

3600 Policies

113 ACEs Per Policy

8000 IP to SGT Maps

Unlimited Clients*

BRKENS-2823 46
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Group Policy on MS and MR

BRKENS-2823

Filter-ID → Dashboard 
Group-Policy

Per-session 802.1X inbound ACL enforcement

Named ACL orchestration

On-the-fly ACL update (no CoA required)

ISE
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AutoVPN SGT Propagation

48BRKENS-2823

Hub

Spoke
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M M

aVPN

Expanding the policy scope beyond a site

IP
CMD

SGT = 
5

IPSEC

Peer
SGT
Capable

Peer
SGT
Capable

Peer 
SGT 
Disabled

IPIPSEC

• Sites with Adaptive Policy enabled will propagate SGTs to like peers
• Sites without Adaptive Policy enabled will still be able to communicate with the AutoVPN topology

• Sites enabled will strip the header to non capable peers

A simple phased rollout capability

BRKENS-2823 49



Meraki Adaptive 
Policy Demo



Catalyst SD-WAN 
Manager – Data 
Plane tagging 
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SGT inline tagging and propagation

• End-to-End Policy with SGT transport
• Source SGT is carried end to end through out the network – Inline 

Propagation

Traditional TrustSec 
Site1

IPSec

Inline SGT 
Tagging

SGT: 900L2 IP

SGT: 900

SD-WAN Fabric

WAN Edge1

SGT: 900L2 IP

Inline SGT 
Tagging

Traditional TrustSec 
Site2

SGT: 950

WAN Edge2

SGT: 900

Inline SGT 
Propagation

SG-ACL

Destination switch receives 
SGT inline (Ethernet CMD) and 
evaluates against SG-ACL

SD-WAN 
transparently 

connects user 
groups across 
campus and 

branches

SGT-based Policy for Traffic between TrustSec/SDA and TrustSec/SDA sites
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Catalyst SD-WAN Manager configuration - LAN

BRKENS-2823

Default is Off
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Catalyst SD-WAN Manager configuration - WAN

BRKENS-2823

Default is Off



Multi-Domain Micro 
Segmentation using 
SGTs - Demo
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Multi Domain Micro Segmentation with SGT

ISE

Catalyst Meraki

Adaptive Policies

IPSecvxlan

inline tagging

Employee 
vlan 120

Campus_VN
SGT=4

IoT Dashboard 
vlan 180

Campus_VN
SGT=5
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Catalyst and Meraki End-to-End Segmentation 
Demo 

57BRKENS-2823
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Complete Your Session Evaluations

59

Complete a minimum of 4 session surveys and the Overall Event Survey to                  
claim a Cisco Live T-Shirt.  

Complete your surveys in the Cisco Live mobile app. 
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Continue 
your education

• Visit the Cisco Stand 
for related demos

• Book your one-on-one
Meet the Expert meeting

• Attend the interactive education 
with DevNet, Capture the Flag, 
and Walk-in Labs

• Visit the On-Demand Library 
for more sessions at 
www.CiscoLive.com/on-demand

• Visit cisco validated communities 
for more content

Contact me at: Amitsi4@cisco.com

BRKENS-2823

http://www.ciscolive.com/on-demand
https://learningnetwork.cisco.com/s/cisco-validated
mailto:Amitsi4@cisco.com
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