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Cisco Webex App

Questions?

Use Cisco Webex App to chat

with the speaker after the session

How

' Find this session in the Cisco Live Mobile App

. Click “Join the Discussion”

‘ Install the Webex App or go directly to the Webex space
‘ Enter messages/questions in the Webex space

Webex spaces will be moderated
by the speaker until November 15, 2024.

cisco Lz{@/

https://ciscolive.ciscoevents.com/
ciscolivebot/
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Jeff Lee u

Solutions Engineer
Who am [? | |
- Over 20 years networking
experience —

- 5 years in Cisco as
Enterprise Networking
Specialist

- Avid cyclist (used to be
good)

- Keen (if not very good)
skier

cisco W&./ #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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- Why Cisco SD-Access LISP?
Roles and Terminology

Fabric Fundamentals

Multiple Fabrics

Conclusion
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Why Cisco
SD-Access LISP?
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e Extend fabric across DC &

» Multi-vendor deployment
+ Wireless over the top

* Network segmentation

Effortlessly Deploy Your Fabric of Choice

LISP Fabric is the leading choice for Enterprise customers!

Since 2017

LISP
VXLAN
Fabric

+  Simple: Standards-based, Campus optimized

BU recommended Control Plane

- Efficient: Lightweight, unparalleled scale & high

Ongoing EFT

performance due to rapid convergence time

« Extensible: Highly extensible to drive innovation

(PubSub, Multi-site, Extranet)

BGP
EVPN
Fabric

Campus

* Robust: Integrated wireless w/ L2 mobility

support campus wide

From 2024

One Infrastructure | Single Data Plane | Consistent Zero-Trust Experience

cisco W. #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 9



Intent-Driven Automation
Standardised templates for consistent implementation

Configuration workflows to drive intent

o Create Layer 3 Virtual
Networks

Create a Layer 3 Virtual Network to
host interconnect IP subnets.

Welcome to Catalyst Center!

Cisco DNA Center is becoming Catalyst Center

Assurance Summary

Hoalth Critical Issues Trands and Insights

R ! .

- Create Anycast
Gateways

Create a gateway to attach IP pools

Network Snapshot to Layer 3 Virtual Networks.

Sites Hetwork Devices. Application QoS Palicies

49

Create Extranet Policy

L A
Easy for admins to configure and manage networks Virtual Networks.

Create an Extranet Policy to share
services between a Provider Virtual

Network and one or more Subscriber

cisco M-/ #HCiscolLiveAPJC ~ BRKENS-2810

Create Fabric Site

Create and configure an SD-Access
Fabric Site and Fabric Zones. Fabric
Zones are optional and reside within
Fabric Sites

) Configure Multicast

Configure multicast routing within
Cisco SD-Access Layer 3 Virtual
Networks

... and many more!

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 10



SD-Access Zero-Trust Workplace

Based on the Organisation’s goal, explore
and achieve Zero Trust for workplace.
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#CiscolLiveAPJC

3 Pillars of SD-Access Zero Trust Workplace:
Visibility, Segmentation, and Trust.

NETWORK CONNECTIVITY

With Wireless

L3 Routed Access

L2 Switched Access

BRKENS-2810

SERVICES
With CAT9K With Traffic Telemetry Appliance

With ISE With Talos

Threat Conta;,,
(S
A

x SD-Access
Zero-Trust

Workplace

L2 Virtual Network

L3 Virtual Network

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Attribute-Based Policy and Segmentation

Catalyst Center and ISE integration facilitates automated configuration and
segmentation at scale

Catalyst Center
and ISE Integration

€ >
Trust
_________________________ >
Configure
4_ ________________________
Context

Automated configuration and segmentation policies
paired with scalable onboarding of endpoints.

cisco W&. #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Attribute-Based Policy and Segmentation

Move away from IPs and ACLs to Group Based Access Control

Employees Contractors

Catalyst Center
and ISE Integration 802[1x, MAB, WebAuth
<------- >
Trust Dynamically onboard end users and devices,
S ign Security Group T d creat =
Configure assign Security Group Tags, and create =
- policies aka Microsegmentation in ﬁ
Context | E ; | SD-Access. #))
Authentication Template R (Slg}l') 8
HOEE [ [ ]

defined on Catalyst Center SGT: 5

| (Employee)

cisco W&-/ #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 14




Benefits of Cisco Software-Defined Access

—————————————————————————————————————

Enhance Security and Compliance

N
AY
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16

N e

S
\

B —



Roles and
Terminology

1. Concepts
2. SD-Access Roles
3. Fabric Constructs
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What is a Network Fabric?

« Transports data from source to
destination.

« Mesh of connections between network
devices.

« Usually refers to a virtualised,
automated lattice of overlay
connections.

« May (uncommonly) refer to physical
wiring of a network.

cisco W&-/ #HCiscoLiveAPJC ~ BRKENS-2810
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What is an Overlay?

- An Overlay network is a logical topology
used to virtually connect devices, built over
an arbitrary physical Underlay topology.

- Examples of overlay technologies:

GRE
MPLS
IPsec
CAPWAP
LISP

cisco Lz{/&/

VXLAN
BGP EVPN
SD-WAN
ACI

OoTV

i =
- / 9'?& /ﬁé 7
u’hysical Underlay * * ‘*-7

#HCiscoLiveAPJC ~ BRKENS-2810
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Why an Overlay?

Underlay is simple and manageable.

Maximise network reliability.
Services - deliver using overlay.
Mobility - map endpoints to edges.
Scalability - reduce protocol state.

Flexible and programmable.

cisco Lz{/&/

g3

*

u’hysical Underlay
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v
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What is Fabric Site?

« An instance of an SD-Access Fabiric.

- Typically defined by disparate
geographical locations, but not always.
- Can also be defined by:
* Endpoint scale.
 Failure domain scoping.
« RTT.
» Underlay connectivity attributes.

« Typically interconnected by a “Transit”.

CISCO W,/ HCiscoLiveAPJC

Fabric Site 1 Fabric Site 2
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Roles and
Terminology

1. Concepts
2. SD-Access Roles
3. Fabric Constructs

cisco L{V&/




Cisco SD-Access Roles

Mandatory Components g

- Cisco Catalyst Center - GUI and APIs for intent-based

automation of wired and wireless fabric devices.

- Fabric Border Nodes - A fabric device that connects
external L3 and L2 networks to the Cisco SD-Access fabric.

- Edge Nodes - A fabric device that connects wired

endpoints to the Cisco SD-Access fabric and optionally
enforces micro-segmentation policy.

- Control Plane Node - Map System that tracks endpoint to % %

fabric node relationships.

cisco W- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 23
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Cisco SD-Access Roles

Optional Components

- ldentity Services Engine - Highly recommended. NAC and
ID services for dynamic endpoint to Security Group Tag
mapping and policy distribution.

- Fabric Wireless Controller and Fabric APs - Highly
recommended. Connects wireless endpoints to the SD-

Access fabric w( |
optional
- Extended Node - A switch operating at Layer 2 that extends .
fabric connectivity and optionally enforces micro-
segmentation policy.
- Intermediate Nodes - Moves data between fabric nodes. % %

Can be one or many hops.

RS

(optional) opt|onal optlonal

cisco W- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 24



Cisco SD-Access Roles

Some of the Supported Co-locations

Border Node and Control Plane Node.

Border Node, Control Plane Node, and Fabric Edge Node.

6 Border Node, Control Plane Node, and Embedded Wireless Controller.

% Border Node, Control Plane Node, Fabric Edge Node, and Embedded Wireless
6 Controller.

cisco W-/ #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 25



SD-Access Design Aides

 Cisco Validated Design: https://cs.co/sda-cvd

- Design Tool (use Chrome Incognito): http://cs.co/sda-design-tool

Cisco SD-Access Design Tool

Create Design of Cisco SD-Access for your environment

- Compatibility Matrix: http://cs.co/sda-compatibility-matrix

Release | 2.3.5.6 (recommendsd ralessa)  © Davice Rale || Fabric Border and Gontrol Plane |

SD-Access Compatibility Matrix for Cisco Catalyst Center 2.3.5.6 (recommended release)

ccccccccc
nnnnnnnnnn

nnnnnnnnnn

nnnnnnnnnn
aaaaaaaaaa
nnnnnnnnnnn

cisco W. #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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http://cs.co/sda-design-tool
http://cs.co/sda-compatibility-matrix

Control Plane Node

Maintains Host Tracking Database containing Endpoint Attribute to Location Mapping

Host Tracking Database

IPv4/v6 to RLOC MAC to RLOC Address Resolution

10.10.10.20/32 > EN1 AA:BB:CC-> EN1 10.10.10.20 »> AA:BB:CC

Data Center B Pub/Sub

_Register/update_ 1,y
E*:i —————————— > Wireless EID 000000000

10.10.10.20/32 é m’a
AA:BB:CC/48 < 7

#CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Edge Node

Provides First Hop Services for Endpoints

D)

q

Host Tracking Database

IPv4/v6 to RLOC

MAC to RLOC

Address Resolution

10.10.10.20/32 - EN1

AA:BB:CC-> EN1

10.10.10.20 > AA:BB:CC

Authenticate and RLOC
Authorise Endpoints

— - -
-

/ .
,~ Map-Register to CP

(10.10.10.20/32 is

|
22221 connected to me!)
1

’

Anycast Gateway

/

>

Performs encap and decapsulation

[erenes | [ 0or [ o | evers [ 7 ] pojons |

10.10.10.1/24  \ aN10 EID Table
EID RLOC
10.10.10.20 ——-
John Ethemet | IP | Payload
SGT: Employee y AA:BB:CC -
10.10.10.20/32
AA:BB:CC/48 @
=
uscoé{%o/‘/

#CiscoLiveAPJC

BRKENS-2810
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Cisco SD-Access Fabric
Border Node is the Fabric Site Entry and Exit for Network Traffic

- Subscribes to LISP Control Plane Node IPv4 _
IP to RLOC MAC to RLOC Address Resolution
and IPv6 Tables. HHH
1.2.3.4/32 > EN1 AA:BB:CC:DD > EN1 1.2.3.4 > AA:BB:CC:DD

- There are 4 types of Border Node:

- External Border Node.

- Internal Border Node. (BN
- Internal + External Border Node. ‘éig Eig

{*}E

- Layer 2 Border Node. 4 4
ALK ALK

E%

IP - 1.2.3.4/320

MAC - AA:BB:CC:DD

cisco W-/ #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 31




Cisco SD-Access Fabric
Border Node is the Fabric Site Entry and EXxit for Network Traffic ~ #o=meer

External Border Node:

The most common configuration.

Exports all fabric subnets to outside the
Fabric Site as eBGP summary routes.

Acts as a gateway of last resort for the
Fabric Site.

Does not register eBGP prefixes from
outside the Fabric Site into the fabric
Control Plane.

cisco Lz{@/

Layer 3 Handoff Layer 2 Handoff

Enable Layer-3 Handoff

.....................................

Default to all virtual networks
Do not import external routes
Advanced

Internet/
Rest of the network

#CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 32



Cisco SD-Access Fabric
Border Node is the Fabric Site Entry and Exit for Network Traffic

Shared Services

BLD1-FLR2-DST1

Internal Border Node:

- Exports all fabric subnets to outside
the Fabric Site as eBGP summary
routes.

Data Center

- Imports and registers eBGP-learned
IPv4/IPv6 prefixes from outside the
Fabric Site, into the fabric Control
Plane.

Layer 3 Handoff Layer 2 Handoff

Enable Layer-3 Handoff

Local Autonomous Number

- Does not act as a gateway of last
resort for the Fabric Site.

E* ) @ Add Transit Site

cisco W- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 33



BLD1-FLR2-DST1

Cisco SD-Access Fabric
Border Node is the Fabric Site Entry and Exit for Network Traffic | ewewe

65004

Internal + External Border Node:

- Exports all fabric subnets to outside
the Fabric Site as eBGP summary
routes.

- Imports and registers eBGP-learned
IPv4/IPv6 prefixes from outside the
Fabric Site, into the fabric Control
Plane.

- Acts as a gateway of last resort for
the Fabric Site.

Data Center
Shared Services

cisco W- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 34



Cisco SD-Access Fabric
Border Node is the Fabric Site Entry and Exit for Network Traffic

Layer 2 Border Node:

. Acts as Layer 2 handoff for pure Layer PNP-DEMOT.cbr.ciscolabs.com

2 Overlays or Layer 2 + Layer 3 Laver 3 Handoff  Layer 2 Handoff
Overlays. .
LAYER 2 VIRTUAL NETWORKS WITH A GATEWAY QUTSIDE OF THE FABRIC
- Allows VLAN translation between SD- Laver 2 Virtual Network
Access network segments and non- Handed off VLANS 0
fabric VLAN IDs.
. Dua| homing requires ||nk aggregation; LAYER 2 VIRTUAL NETWORKS WITH AN ANYCAST GATEWAY

STP it not tunneled within the SD-

. Q
Access Fabiric.
- |deally should be separate device from )
orp 1
the Layer 3 Border Node.
1 Records Show Records: 25

cisco W- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 35



Cisco SD-Access Fabric

Fabric Enabled Wireless for Unified Management, Policy and Data Planes

« Fabric WLC accessible though a Fabric
Border Node (Underlay). Can be several hops
away.

- Fabric Enabled APs reside in a dedicated IP

MAC - AA:BB:CC:DD

IP-1.2.3.4/32 Ctrl: CAPWAP

& Data: VXLAN

v

range and communicate with the Fabric WLC
(CAPWAP Control). gg,

- Fabric WLC registers endpoints with the ;,;;\:\§ (BN
Control Plane Node. e '*’

- Fabric APs switch endpoint traffic to the
adjacent Edge Node. No concentrator
bottleneck. Wi-Fi 6 up to 9.6 Gbps. Wi-Fi 7
up to 46 Gbps.

- Wireless endpoints use same data plane and
policy plane as wired endpoints.

MAC - AA:BB:CC:DD
IP-1.2.3.4/32

cisco W-/ #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 36



Roles and
Terminology

1. Concepts
2. SD-Access Roles
3. Fabric Constructs
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Virtual Networks

Overlay Network Virtualisation, also known as Macro-segmentation.

Layer 2 VN: IOT Layer 3 VN: CAMPUS Layer 3 VN: GUEST
(VLAN and L2 LISP IID) (VRF and L3 LISP 1ID) (VRF and L3 LISP IID)

Layer 2 VN ) Layer 2 VN Layer 2 VN
(VLAN and L2|(VLAN and L2 (VLAN and L2
LISP II

vlian 10

Cnd
)

I

#CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 38
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Cisco SD-Access Fabric

Virtual Networks

Layer 3 Virtual Networks use VRFs and LISP
Instance IDs to maintain separate routing
topologies.

- Endpoint IDs (IPv4/IPv6 addresses) are routed
within an L3VN.

- Layer 2 Virtual Networks use LISP Instance

IDs and VLANSs to maintain separate
switching topologies.

- Endpoint IDs (MAC addresses) are switched
within an L2VN.

- Edge Nodes, Border Nodes and Fabric APs

cisco Lz{@/

add a VNID (the LISP IID) to the fabric
encapsulation.

e

%+ R

#CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco SD-Access Fabric

Layer 3 Virtual Networks

- User-Defined VNs can be added or
removed on demand.

iS Only for Fabric Site

and in the User-Defined L3VN1
Global Routing Table.

User-Defined L3VN2

- Fabric Devices (Underlay) connectivity
is in the Global Routing Table.

Devices (Underlay) G

GRT=Global Route Table

cisco W&- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 40



Cisco SD-Access Fabric
Per-Layer-3-Virtual-Network Layer 3 Handoff

- A “Peer Device” may leak external routes into SD-Access Layer 3 Virtual Networks.

- Alternatively, maintain VRF segmentation outside of the SD-Access Fabric with a VRF-aware

external routing domain.

- Peer Device is outside the fabric. Can be any platform (Router, Layer 3 switch, Firewall, etc.) with

appropriate capabilities.

LISP AF* VRF B

AF* VRF A

G0/0/0.2

G0/0/0.Y
External

AF* [Pv4
MP-BGP

cisco W&-/ #HCiscoLiveAPJC ~ BRKENS-2810

Routing
Domain

G0/0/0.X

Peer Device
external to
fabric

*AF = Address Family

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 41



Cisco SD-Access Fabric

Extranet Provider Virtual Network Layer 3 Handoff

- Use an Extranet Policy to allow communication between one Provider Virtual Network and one or

more Subscriber Virtual Networks.

- Extranet Policy is available from Catalyst Center 2.3.5.3. Requires LISP Pub/Sub Control Plane.

Extranet
Subscriber
Extranet
& LISP Provider

External
Routing

AF IPv4
MP-BGP

v
Extranet

Subscriber

cisco W&-/ #HCiscoLiveAPJC ~ BRKENS-2810

G0/0/0 (‘:Ei:’)

Peer Device
external to
fabric

Domain

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 42



Cisco SD-Access Fabric
Layer 2 Handoff

- Ancient wisdom: Route whenever you
can, switch when you must.

- Layer 2 Virtual Networks handoff
through a user-defined VLAN.

- Layer 2 Virtual Networks may
implement Broadcast, unknown-unicast
and multicast flooding. Be mindful of
loop prevention.

Fabric Site i

User-Defined Anycast Gateway + L2VN

~.
~
=Y

~

User-Defined L2VN

___________________

cisco W&- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 43



Cisco SD-Access Fabric

Layer 2 Virtual Networks

Gateway

- By default, an L2VN is deployed with each Ouggﬁ Cthe
Anycast Gateway and Layer 2 Flooding is
disabled. Layer 2 Flooding can be enabled, if
necessary, to service niche applications.

- L2VN can be deployed without an Anycast
Gateway, and Layer 2 Flooding cannot be
disabled.

- Sometimes referred to as “Gateway
Outside the Fabric”.

Layer 2 VN
10T Layer 3 VN
CAMPUS

L2 LISP IID Layer 2 VN
(VLAN, L2 LISP IID)

= G0+,
v
(AP)

—_—

=

W / MAC 1.1.1 MAC 2.2.2
c IS co &. #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 44

- If Layer 2 Flooding is enabled, a Multicast
Underlay P2MP tunnel is established
between all Fabric Nodes.



Layer 2 Handoff

Layer 2 Virtual Networks handoff through a user-defined VLAN

SVI

Layer 3 VN: CAMPUS
(VRF (SVI) and L3 LISP 1ID)
vian 300

L2
m . vlan10 %

VRF CAMPUS 10.10.10.1/24

Specialist
use-case

Gateway outside
the fabric

Traditional
‘(_-p Switching

Layer 2 VN (VLAN

Layer 2 VN: IOT and L2 LISP IID)

(VLAN and L2 LISP IID)

vilan 10 vlan 30

USER A
vian 30
3.3.3.3/24

cisco W-/ #HCiscoLiveAPJC ~ BRKENS-2810

\ <_-> Domain

USER B
vlian 300
3.3.3.5/24

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Cisco SD-Access Fabric
A Security Group Tag Assigns a “Group” to Each Endpoint

- Edge Nodes and Fabric APs assign a
unique Security Group Tag (SGT) to each
endpoint in concert with ISE.

- Edge Nodes and Fabric APs add an SGT
to the fabric encapsulation.

- SGTs are used to implement IP-address-
independent traffic policies.

- SGTs can be extended to numerous
other networking technologies e.g.,
Cisco Secure Firewall, Cisco SD-WAN,
some third-party platforms, etc.

cisco W&-/ #CiscolLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 46



Cisco SD-Access Fabric

Host Pools Define a Default Gateway and Basic IP Services for Endpoints

- Edge Nodes instantiate an access VLAN
and a Switched Virtual Interface (SVI) with
user-defined IPv4/IPv6 addresses per
Host Pool.

- Host Pools assigned to endpoints
dynamically by AAA or statically per port.

- Edge Nodes and Fabric WLCs register
endpoint IDs (/32, /128 or MAC) with the
Control Plane, enabling IP mobility; any IP
address anywhere.

cisco W- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 47



Cisco SD-Access Fabric
Anycast Gateway Provides a Default Gateway for IP-Capable Endpoints

- Similar principle and behavior to FHRP
with a shared virtual IPv4/IPv6 addresses

and MAC address. | %

- The same Switch Virtual Interface (SVI) is
present on all Edge Nodes with the same
virtual IP and MAC.

- The wired or wireless endpoint can
connect to any switch or AP in the fabric
and communicate with the same Anycast

Gateway. 1.2.0.1/16 1,

2.0.
AAA AAA

0 O

cisco W-/ #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 48




Cisco SD-Access Fabric

Host Pools are “stretched” via the Overlay

IP to RLOC MAC to RLOC Address Resolution
. . . 1.2.0.22/32 - EN1 2:2:2 > EN1 1.2.0.22 > 2:2:2
- Endpoint IPv4/IPv6 traffic arrives on an Edge 127953332 > N2 || 3138 > EN2 12295352 339

Node and is then routed or switched by the
Edge Node.

P+
- Fabric Dynamic EID mapping allows
endpoint-specific (/32, /128, MAC)
advertisement and mobility.

- No longer need VLANS to interconnect
endpoints across Edge Nodes, this happens

in the Overlay without broadcast flooding. % [E_Nga %
D

1.2.0.

-
—
=
(o))
-
N
o
I
~
—
(o))
-
N
o
I
—
(o))

1.2.0.22/16 1.2.255.33/16

cisco W- #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 49



Cisco SD-Access Fabric

Accommodates any Physical Network Topology

- Overlays are agnostic to underlay ‘*’
physical topology.

- Any wired or wireless endpoint address
anywhere, including environments with
unusual cabling implementations.

- Routed underlay IGP takes care of load
balancing and fast link/node fault
convergence. Obsoletes less robust
mechanisms like L2 Trunking and STP.

& o

cisco W-/ #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 50



Fabric
Fundamentals

1. Control Plane
2. Data Plane
3. Policy Plane
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Cisco SD-Access Fabric
Control Plane: LISP

- Locator/ID Separation Protocol.
- [ETF Standards Track RFC9299-RFC9306 and RFC9347.
 |[ETF LISP Drafts.

Lightweight, Efficient, Scalable and
Extensible

cisco W&-/ #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 52



Cisco SD-Access Fabric
Why LISP?

Pull model - No massive routing tables - Creates ‘DNS’ for routing -
Conversational learning - Massive Scalability - BGP and IGPs cannot scale like LISP - Purpose-built for
scale - Address-Family Agnostic Supports IPv4, IPv6, and MAC Address
Families - Wired and Wireless Unification - WLC participates in LISP control plane communication. -
Wired and Wireless endpoints have policy applied at same point in the network. Host Mobility - Native
support for this capability - Wired and Wireless Extensibility LISP
Canonical Address Format (LCAF) allows for encoding of additional information beyond simply
Address-Families - LISP has been actively developed, optimised, and enhanced for the last ten years.

cisco M&-/ #CiscolLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 53



Cisco SD-Access Fabric

Control Plane: Locator/ID Separation Protocol (LISP)
LISP Pub/Sub

Released with Catalyst Center 2.2.3.x.
Reliable and stable.

Native LISP transport.

Less Control Plane load.

Faster convergence.

Highly extensible.

LISP/BGP

Reliable and stable.

BGP transport. EN Subscribe » (CP
Subscriber < Publish Publisher
@ (IID)
EID RLOC | Auriures
subsoriberEN 1.1.1.1/32 EN1 AF, IID etc.

W / (Policy)
Cisco &. #CiscoLiveAPJC ~ BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 54



Fabric Operation

LISP Pub/Sub Walkthrough
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Fabric Operation
Default ETR Registration

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

cisco Lz{@/

External Border Node

3

#HCiscoLiveAPJC ~ BRKENS-2810
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Fabric Operation

Default ETR Registration  Destination 11D

Default ETR 1001 --
Default ETR 1002 --

(BN)
- B s
BGP
Static External Border Node
Etc.

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

cisco W&-/ #HCiscoLiveAPJC ~ BRKENS-2810
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Fabric Operation

Default ETR Registration  Destination IID Destination D N

Hop Hop
Default ETR 1001 Default ETR 1001 BN1
Default ETR 1002

Default ETR 1002 BN1
§§E Zii
;
BGP

Register Default ETR per
Static L3VN (Gateway of last
Etc. resort)

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.
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Fabric Operation

Edge Node Bootstrap Destination  1ID Destination D N

Hop Hop
Default ETR 1001 Default ETR 1001 BN1
Default ETR 1002

l l

External Border Node

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

cisco W. #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Fabric Operation

Edge Node Bootstrap Destination IID, */

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

Default ETR 1001
s
D —

Default ETR 1002
External Border Node

Next
Hop
Default ETR 1001 BNT1
Default ETR 1002 BN1

Destination |ID

(We)py
A%
000000000

Next
Hop

Next
Hop

Destination [ID Destination 1ID

Next
Hop

Destination IID

Default ETR 1001 BN1
Default ETR 1002 BN1

Default ETR 1001 BN1
Default ETR 1002 BNI1

Default ETR 1001 BN1
Default ETR 1002 BN1

CISCO W,/ HCiscoLiveAPJC
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Fabric Operation
Edge Node Bootstrap

—, 1 s

External Border Node

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

v Default ETR
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Fabric Operation
Endpoint Registration

./ /

External Border Node

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

v

(We)py
AAXR
000000000

L Next
Destination  IID Hg);;t Destination IID |} "
22292 1001 -- 171.1.1 1001 ENT

2.2.2.2

001:: 2001::2 v Default ETR
w / : MAC: B
c1sco 2

#HCiscoLiveAPJC ~ BRKENS-2810
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Fabric Operation
Endpoint Registration

N Next
v/ Destination 1ID Hop

v
* * 1.1.1.1 1001 EN1
‘ ’ 2.2.2.2 1001 ENS3

External Border Node

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

Register
Ve
(WC)pr
AAX
T Next Destinati D Next
Destination 1D Hop estination Hop
2222 1001 -- 1.1.1.1 1001 EN1
2.2.2.2
2001::2 v Default ETR

MAC: B
#CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 66



Fabric Operation
Endpoint Registration

R

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

Next

Destination 1ID
Hop

1.1.1.1 1001 -- AP

1.1.1.1

"z (c

2001::1

cisco W/ MAG:A

External Border Node

Notification

* 1.1.1.1 1001 EN1
2.

Next

4 Destination 1ID Hop

2.2.2 1001 ENS3

v
-
AAX
. Next
Destination 1ID Hg);;t Destination IID |} "
22272 1001 -- 1.1.1.1 1001 ENI1
q;;g’22$22
2001::2 v Default ETR
MAC: B
#CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 67



Fabric Operation

Publish

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

e
Destination ID  Next
Hop
1.1.1.1 1001 -- AP
=
(o) C
L 1.1.1.1
2001::1
MAC: A

cisco W/

< —>

Destination 1D Next
Hop
1.1.1.1 1001 EN1 N Next
) vV 22292 1001 EN3 o Destination 1ID Hop
% ~ % 1.1.1.1 1001 ENT
h Publish 2.2.2.2 1001 EN3
External Border Node
v
-
AAX
Destinati o Next Destination D  Next
estination Hop Hop
2229 1001 -- 1.1.1.1 1001 ENT1
2.2.2.2
2001::2 v Default ETR
MAC: B
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Fabric Operation

South to North Traffic Destination  IID Hi;t
v ;;;; 1881 EH; Destination 1D

Next
Hop

0.0.0.0/0°
10.0.0.0/8 —

1001
1001

EN1
EN3

192.168.0.0/16
Etc.

External Border Node

e
Destination 1ID Next Destination 1D Next
Hop Hop
1.1.1.1 1001 -- AP 2.2.2.2 1001 --
&
OmG
L 1.1.1.1

2001::1

2.2.2.2

2001::2
MAC: B

Wy
4
Destination 1ID  Next
Hop
1111 1001 EN1

Dst: 8.8.8.8
Src: 2.2.2.2

v Default ETR

w / MAC: A
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Fabric Operation

South to North Traffic Destination 1D Hi;t
1111 1007 EN . Next
v 22020 1001 EN3 v Destination D, 0
0.0.0.0/0° 1111 1007 ENT
10.0.0.0/8 —> '53@' 22.2.2 1001 EN3

192.168.0.0/16
Etc.

External Border Node

8.0.0.0/7

Negative Map Reply

Ve
(WC
AAX
. Next L Next Destination D Next
Destination [ID Destination IID estination Hop
Hop Hop
1.1.1.1 1001 -- AP 2.2.2.2 1001 -- 1.1.1.1 1001 EN1
Dst: 8.8.8.8
= Src: 2.2.2.2
(0 C
L 1.1.1.1 2222
2001::1 2001::2 v Default ETR
W / MAC: A MAC: B
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Fabric Operation

South to North Traffic Destination 1ID Hi;t
1.1.1.1 1001 EN1 .. Next
v 2222 1001 EN3 v Destination D0
0.0.0.0/ 1.1.1.1 1001 EN1
10.0.0.0/8 ¢ > Eig 2.2.2.2 1001 EN3
192.168.0.0/16 External Border Node
Etc.
e
(We)yr
AAXR
. Next
Destination ID  NeXt Destination IID Xt Destination IID |} "
Hop Hop
1.1.1.1 1001 -- (AP 2222 1001 -- 1.1.1.1 1001 ENT
8.0.0.0/7 10017 BN1 Dst: 8.8.8.8
=N Src: 2.2.2.2
(0] C
L 1.1.1.1 2222
2001::1 2001::2 v Default ETR
w / MAC: A MAC: B
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Fabric Operation

East to West Traffic Destination 1ID Hi;t
1.1.1.1 1001 EN1 .. Next
v 2222 1001 EN3 v Destination D0
0.0.0.0/0 1.1.1.1 1001 EN1
10.0.0.0/8 Eig 2.2.2.2 1001 EN3
192.168.0.0/16 External Border\Node
Etc.
*
A X
. Next
Destination ID  NeXt Destination IID Xt Destination IID |} "
Hop Hop
1.1.1.1 1001 -- 2222 1001 -- 1.1.1.1 1001 EN1
8.0.0.0/7 1001 BN1 Dst: 1.1.1.1
=S Src: 2.2.2.2
oG
L 1.1.1.1 2222

2001::2 v Default ETR
MAC: B

w / MAC: A
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Fabric Operation

East to West Traffic Destination 11D Hg;t
1111 1001 ENT — Next
vV 22929 1001 EN3 o Destination  IID Hop

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

* 1.1.1.1 1001 EN1
2.2.2.2 1001 ENS3

External BorderNode

Where i Map Reply
1.1.1.17? 1.1.1.1is at EN1

(WC
AAXR
. Next L Next Destination D Next
Destination [ID H Destination IID estination Hop
op Hop
1.1.1.1 1001 -- 2222 1001 -- 1.1.1.1 1001 ENT
8.0.0.0/7 1001 BN1 Dst: 1.1.1.1
= Src: 2.2.2.2
OmG
L 1.1.1.1 2222
2001::1 2001::2 v Default ETR
W / MAC: A MAC: B
cisco &. #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 73



Fabric Operation

East to West Traffic

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

EN
Destination ID  Next
Hop
1.1.1.1 1001 -- AP
\e,
(0] C
L 1.1.1.1
2001::1
MAC: A

cisco Lz{/&/

< —>

Destination 1D Next
Hop
1.1.1.1 1001 EN1 N Next
Ty 2222 1001 EN3 v Destination D0
* * 1.1.1.1 1001 ENI1
2.2.2.2 1001 EN3
External Border Node
EN (WC
AAXR
. Next Destinati D Next
Destination 1D~ estination Hop
2229 1001 -- 1.1.1.1 1001 EN1
8.0.0.0/7 1001 BN1 Dst: 1.1.1.1
1.1.1.1 1001 EN1 Src: 2.2.2.2
2.2.2.2
2001::2 v Default ETR
MAC: B
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Fabric Operation

Host MOblllty Destination  IID Hg;t
1.1.1.1 1001 ENI1 Next

v/ Destination 1ID Hop

Ve
cﬁaig @“Eég 1111 1001 EN1
4 —>

External Border Node

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

e Ve
4 .
AAXR
o Next —
Destination 1ID L Next
Destination 1ID m(e);t Hop Destination 1ID Hop
T = - 1.1.1.1 1001_ENT
= =
Host moves to EN2 0"C'H.H g
- 2001::1 v Default ETR

w / MAC: A
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Fabric Operation

Host MOblllty Destination  1ID Hg;t
1.1.1.1 1001 ENI1 Next

4 Destination [ID Hop

v
Iﬁaig &EEQE 1.1.1.1 1001 EN1
4+—>

External Border Node

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

v v
4 .
AAX
. Next —
Destination 1D . Next
Destination 1D Hg;t Hop Destination  [ID Hop
1.1.1.1 1001 - (AP 1.1.1.1 1001 ENT
& &
Host moves to EN2 0"C'H.H g
- 2001::1 v Default ETR

w / MAC: A
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Fabric Operation

Host MOblllty Destination  1ID Hg;t
1.1.1.1 1001 EN1->EN2 Next

4 Destination [ID Hop

v
(BN < 1.1.1.1 1001 EN1->EN2
— Map-Notify

External Border Node

0.0.0.0/0
10.0.0.0/8
192.168.0.0/16
Etc.

Map-Notify
Map-Notify
v/ v v
T i
AAXR
. Next
Destination |ID Next
L Next Hop Destination  IID ex
Destination [ID Hop 1111 17001 -- Hop
1.1.1.1 1001 -- AP A 1.1.1.1 1001 ENT->EN2
& &
(o) (]
Host moves to EN2 \.Cm.m
- 2001::1 v Default ETR

W / MAC: A
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Fabric Operation

HOSt MObIllty Destination 1ID Next

—

BRKENS-3555

Hop
Py 1.1.1.1 1001 EN2  Destination D Next
&N) Hop
0.0.0.0/0 1.1.1.1 1001 EN2
10.0.0.0/8 — % *

192.168.0.0/16
Etc.

External Border Node

Map-Notify
Put EID in Away Tabl
on EN1
e v
Destination IID Xt
Destination IID  NeXt Hop
Hop 1.1.1.1 1001 --
AP ‘
& &
(0)
Host moves to EN2 ‘.c.m.m
- 2001::1
w / MAC: A
cisco (A4 HCiscoLiveAPJC  BRKENS-2810

v
Wy
4
Destination 1ID  Next
Hop
1111 1001 EN2

v Default ETR
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Advantages of LISP

- Optimised resource usage on Edge Nodes:

- “Pull” only the information needed, like DNS. By comparison BGP pushes
all routing information to all Edge Nodes.

- Underlay network is simple and stable:

- |IGP routing from Border Node to Edge Node. Maybe PIM. No L2, no
VLANSs, no link bundling, no STP, no MPLS.

- Unified wired and wireless data plane and policy plane.
- No wireless concentrator bottleneck = higher throughput.

- Receive future innovations in later SD-Access + I0S XE releases.
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Fabric
Fundamentals

1. Control Plane
2. Data Plane
3. Policy Plane

cisco L{V&/




Cisco SD-Access Fabric
Data Plane: VXLAN

1. Control Plane: LISP
2. Data Plane: VXLAN

ORIGINAL
ETHERNET P PAYLOAD ACKET
ETHERNET P uDP LISP IP PAYLOAD E@gKET IN

__________________________________________________________ Supports L2

: | & L3 Overlay
I

B ETHERNET P uDP VXLAN ETHERNET Ip PAYLOAD PACKETIN

I VXLAN

I I

L [

#HCiscoLiveAPJC ~ BRKENS-2810
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VXLAN-GPO Header

MAC-in-IP with VN ID and SGT ID

Outer MAC Header

Underlay

Quter IP Header

UDP Header

VXLAN Header

At

¢ ¢ &5

Inner (Original) MAC Header

Inner (Original) IP Header

Overlay

Original Payload

Dest. MAC A"

Source MAC

VLAN Type
0x8100

VLAN ID

Ether Type
0x0800

Source Port

Dest Port

v

UDP Length

Checksum 0x0000

P

VXLAN Flags RRRRIRRR

Segment ID 4"

VN ID
-

cisco Lz{/&/

Reserved

#CiscolLiveAPJC

a8 |

48

Next-Hop MAC Address

L 14 Bytes
(4 Bytes Optional)

BRKENS-2810

Src VTEP MAC Address

IP Header
72
Misc. Data

Protocol 0x11 (UDP) | 8

Header
Checksum 16 (- 20 Bytes
Source IP < .32
“'|"1 Src RLOC IP Address
Dest. IP < 32
"f+1 DstRLOC IP Address

Hash of inner L2/L3/L4 headers of original frame.
Enables entropy for ECMP load balancing.

UDP 4789

. Allows 64K

possible SGTs

Allows 16M
possible VRFs

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 83



Fabric
Fundamentals

1. Control Plane
2. Data Plane
3. Policy Plane
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Cisco SD-Access Fabric
Policy Plane: Group-Based Policy

1. Control Plane: LISP
2. Data Plane: VXLAN

3. Policy Plane: Group-Based Policy

Virtual Routing & Forwar ding

Security Group Taggin
VN + SGT e

ETHERNET IP UDP VXLAN ETHERNET IP PAYLOAD

Cl S co M./ #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public



What is Security Group Tag and Group-Based

Policy?

Endpoint authenticated and
classified as Camera (SGT 5)

VXLAN overlay

Destination = SGT 20

SRC: 10.1.10.220
DST: 10.1.100.52

(AP i
L o d
o

cisco Lz{/&/

SD-Access

Endpoints authenticated
and classified as:
Lighting (SGT 20)
Camera (SGT 5)

Underlay

Camera (5)

Permit

@ IP: 10.1.100.52

Deny

BYOD (7)

Deny

Deny

#HCiscoLiveAPJC ~ BRKENS-2810
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SD-Access Policy

Macro-Segmentation and Micro-Segmentation

A
e

sy e (28 88
SR aa[ %Y 3T
Building Management Campus Users

VN J VN J

-

Virtual Network (VN) )

First-level segmentation ensures zero
communication between forwarding
domains. Ability to consolidate multiple
networks into one physical network.

J

CiscC

olLue!

S P 9
PR 3
) " d
Building Management Campus Users
VN VN

s Security Group Tag (SGT)\

Second-level segmentation ensures Group-
Based Access Control between groups in a VN.
Ability to segment per endpoint based on

minimum necessary access (Zero Trust). )

BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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SD-Access Policy

Access Control Policies

Source Group Destination Group

Contract

Guest Users Web Server
Cisco Catalyst Center
CLASSIFIER: PORT ACTION: DENY
Classifier Type Action Type )
Create and odit access

Port Number PNl contracts without
Protocol Name Deny knowing syntax for

Application Type underlying SGACLs.

cisco M- #CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 88



SD-Access Policy

Group-Based Access Control

Policies (1 1) { ) Enter full screen

5 Filter Deploy £ Refresh
m Permit  m Deny Custom Default
g : s
§ & & &' &£
. v . v £
T ¢ 94 & o & & s 7
T A A
o 8 & & & &F & F & 5 F L
urce

Energy_Cantrol .

High_Trust_CT_S...

| Lighting > Energy_Control_Protection > Energy_Control
HVAC | Energy_Control > Permit IP > Lighting
IP_Phanes I |
Lighting
Low_Trust_CT_S... . - . . .
Scanners .
Storage

‘Water_Control

Expand Minimap [ 7

cisco Lz{/&/

1.
2.
3.

Access Contract

Name
Energy_Control_Protection

CONTRACT CONTENT (1)

# Action

1 Pesmit

Default Action  Permit

Select Source Group(s)
Select Destination Group(s)
Select Access Contract(s)

Application Transport Protocol Source | Destination

hitps TCRIUDP Destination

Logging OFF

#HCiscoLiveAPJC ~ BRKENS-2810

Port

443/443

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public
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Multiple Fabrics
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Transits, VN and SGT Preservation

VN1 eBGP IP-Based Transit

VN3 eBGD - Per-Layer-3-Virtual-Network eBGP peering to external routing
‘*’ 4*» % ‘%’ domain, or LISP Extranet Provider VN eBGP peering to external
routing domain.

SGT propagation outside of fabric requires suitable hardware and
software.
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Transits, VN and SGT Preservation

VN1 eBGP IP-Based Transit

BNICP VN3 eBGP BNICP « Per-Layer-3-Virtual-Network eBGP peering to external routing
domain, or LISP Extranet Provider VN eBGP peering to external
routing domain.

- SGT propagation outside of fabric requires suitable hardware and
software.

SD-Access Transit
- SD-Access LISP/VXLAN between Fabric Sites.
Natively preserves Layer 3 Virtual Networks and SGTs.
- Capable of fabric as a transit between external routing domains.
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Transits, VN and SGT Preservation

VN1 eBGP _ )
VN2 eBGP IP-Based Transit

BNICP VN3 eBGP BNICP « Per-Layer-3-Virtual-Network eBGP peering to external routing
domain, or LISP Extranet Provider VN eBGP peering to external
routing domain.

- SGT propagation outside of fabric requires suitable hardware and
software.

SD-Access Transit
- SD-Access LISP/VXLAN between Fabric Sites.
Natively preserves Layer 3 Virtual Networks and SGTs.
- Capable of fabric as a transit between external routing domains.

SD-WAN Transit
- Cisco SD-WAN between Fabric Sites.
- Capable of preserving Layer 3 Virtual Networks and SGTs.

- Dedicated SD-WAN Edge for design flexibility, Border Node port
densities and port speeds. See Independent Domains Prescriptive
Deployment Guide.

E
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Conclusion
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Cisco’s SD-Access LISP provides a
secure, flexible, and automated

way to meet the security and operational
challenges faced by an ever- changlng
environment. |
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Cisco SD-Access LISP Collaterals

C|scofiﬂtﬂvgirset;vD\e/gr;ﬂegaéccess C'SCOﬁ?ﬁ:gﬁiﬁ;gg'ﬂg?ﬁﬁgceSS Cisco Solution Validated Profiles (CVPs)
Cisco Software-Defined Cisco Software-Defined Access
icees for| 'iggu;t%;/;ﬁfls Enabling intentz;lzimsned networking . Cisco Large Enterprise and Government Profile

. Healthcare Vertical
. Financial Vertical
. Healthcare Vertical
. Manufacturing Vertical
. Retail Vertical
. University Vertical

Cisco SD-Access YouTube Lin . .
@ oot Cisco SD-Access Design Tool

| EN&C Validated Designs

The Latest SD-Access
Guides

#CiscoLiveAPJC BRKENS-2810 © 2024 Cisco and/or its affiliates. All rights reserved. Cisco Public 96


https://www.cisco.com/c/dam/en/us/products/se/2018/1/Collateral/nb-06-software-defined-access-ebook-en.pdf
https://www.cisco.com/c/dam/en/us/products/se/2018/1/Collateral/nb-06-software-defined-access-ebook-en.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/eBook-SD-Access-for-Industry-Verticals-From-Design-to-Migration.pdf
https://www.cisco.com/c/dam/en/us/td/docs/solutions/CVD/Campus/eBook-SD-Access-for-Industry-Verticals-From-Design-to-Migration.pdf
https://www.youtube.com/c/CiscoSoftwareDefinedAccess
http://cs.co/sda-design-tool
http://cs.co/en-cvds
http://cs.co/en-cvds
http://cs.co/sda-resources
https://community.cisco.com/t5/networking-knowledge-base/cisco-validated-profiles-cvp-by-solution/ta-p/4109577
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_profile_enterprise_government.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_profile_healthcare_vertical.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_profile_financial_vertical.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_profile_healthcare_vertical.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_profile_manufacturing_vertical.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_cisco_validated_solution_profile_retail_vertical.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/Cisco-Validated-Solution-Profiles/b_validated-solution-university-vertical.html
http://cs.co/sda-resources
http://cs.co/sda-resources
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Keynote Deep Dives

Experiences
Amplified:

How Al Can Fuel
Better Employee
and Customer
Experiences

Level 1
Room 106

Smart, Secure,
Seamless:
Transforming
Experiences with

Next-Generation
Networking

Level 2
Room 204

Harness a Bold
New Era:
Transform Data
Centre and

Service Provider
Connectivity

Level 2
Room 203

Wednesday
10:30am -11:30am

A\
fl
©),

. ,——f‘j::/

Securing User to
Application and
Everything in
Between
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Unlocking
Digital Resilience
through Unified
Observability

The HUB
Centre Stage
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Complete Your Session Evaluations

Complete a minimum of 4 session surveys and the Overall Event Survey to
claim a Cisco Live T-Shirt.

:@,\73 Complete your surveys in the Cisco Live mobile app.
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- Visit the Cisco Stand
for related demos

- Book your one-on-one
Meet the Expert meeting

CO ntl nue \ . Attend the interactive education

with DevNet, Capture the Flag,
and Walk-in Labs

your education )

- Visit the On-Demand Library
for more sessions at
www.CiscolLive.com/on-demand

Contact me at: jeffl2@cisco.com
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